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Abst ract
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1. Introduction

Quantum conputing is no | onger perceived as a consequence of

conput ational sciences and theoretical physics. Considerable
research efforts and enornous corporate and governnent funding for
t he devel opnent of practical quantum conputing systens are being
invested currently. As such, as quantumtechnol ogy advances, there
is the potential for future quantum conputers to have a significant
i mpact on current cryptographic systens.

Resear chers have devel oped Post - Quantum Key Encapsul ati on Mechani sns
(PQ KEMs) to provide secure key establishment resistant against an
adversary with access to a quantum conputer.

As the National Institute of Standards and Technology (NI ST) is stil
in the process of selecting the new post-quantum cryptographic

al gorithms that are secure agai nst both quantum and cl assi ca
computers, the purpose of this docunent is to propose a PQ KEMs to
protect the confidentiality of content encrypted using JOSE and COSE
agai nst the quantumthreat.

Al t hough this mechani smcould thus be used with any PQKEM this
docunent focuses on Modul e-Lattice-based Key Encapsul ati on Mechani sns
(M.-KEMs). M.-KEMis a one-pass (store-and-forward) cryptographic
mechani sm for an originator to securely send keying material to a
reci pient using the recipient’s M-KEM public key. Three paraneters
sets for M.-KEMs are specified by [FIPS203]. 1In order of increasing
security strength (and decreasi ng performance), these paraneter sets
are M- KEM 512, M.-KEM 768, and M.- KEM 1024.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent nmakes use of the terns defined in

[1-D.ietf-pquip-pqgt-hybrid-term nology]. The following terns are
repeately used in this specification
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* KEM Key Encapsul ati on Mechani sm

*  PQ KEM Post - Quant um Key Encapsul ati on Mechani sm

* CEK: Content Encryption Key

*  M.-KEM Mdul e-Lattice-based Key Encapsul ati on Mechani sm

For the purposes of this docunent, it is helpful to be able to divide
cryptographic algorithns into two cl asses:

"Traditional Algorithm': An asymmetric cryptographic al gorithm based
on integer factorisation, finite field discrete |ogarithnms or

elliptic curve discrete logarithns. In the context of JOSE, exanples
of traditional key exchange algorithms include Elliptic Curve Diffie-
Hel | man Epheneral Static [ RFC6090] [RFC8037]. In the context of

COSE, exanples of traditional key exchange al gorithns include
Epheneral -Static (ES) DH and Static-Static (SS) DH [ RFC9052] .

"Post - Quantum Al gorithni: An asymmretric cryptographic algorithmthat
is believed to be secure against attacks using quantum conputers as
wel | as classical conputers. Post-quantum algorithns can al so be
call ed quantumresi stant or quantumsafe algorithnms. Exanples of
Post - Quant um Al gorithm i ncl ude M.- KEM

2.1. Key Encapsul ati on Mechani sis
For the purposes of this docunment, we consider a Key Encapsul ation
Mechani sm (KEM to be any asymmetric cryptographi c schene conprised
of algorithnms satisfying the follow ng interfaces [ PQCAPI].
* def kemKeyGen() -> (pk, sk)
* def kenEncaps(pk) -> (ct, ss)
* def kenDecaps(ct, sk) -> ss

where pk is public key, sk is secret key, ct is the ciphertext
representing an encapsul ated key, and ss is shared secret.

KEMs are typically used in cases where two parties, hereby refereed
to as the "encapsul ater” and the "decapsulater", wish to establish a
shared secret via public key cryptography, where the decapsul ater has
an asymretric key pair and has previously shared the public key with
the encapsul ater.
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3.

Desi gn Rational es

Section 4.6 of the JSON Wb Al gorithns (JWA) specification, see
[ RFC7518], defines two ways of using a key agreenent:

*  \When Direct Key Agreenent is enployed, the shared secret
established through the Traditional Algorithmw Il be the content
encryption key (CEK).

*  \When Key Agreenent with Key Wapping is enpl oyed, the shared
secret established through the Traditional Algorithmw |l wap the
CEK.

For efficient use with nultiple recipients, the key wap approach is
used since the content can be encrypted once with the CEK, while each
reci pient receives an individually encrypted CEK. Simlarly,

Section 8.5.4 and Section 8.5.5 of COSE [ RFC9052] define the Direct
Key Agreenent and Key Agreenment with Key Wap, respectively. This
docunent proposes the use of PQ KEMs for these two nodes.

It is essential to note that in the PQ KEM one needs to apply

Fuj i saki -Ckampto [FQ transformor its variant [HHK] on the PQC KEM
part to ensure that the overall schene is | ND-CCA2 secure, as
mentioned in [I-D.ietf-tls-hybrid-design]. The FOtransformis
performed using the KDF such that the PQC KEM shared secret achieved
is | ND-CCA2 secure. As a consequence, one can re-use PQC KEM public
keys but there is an upper bound that nust be adhered to.

Note that during the transition fromtraditional to post-quantum
algorithms, there nmay be a desire or a requirenment for protocols that
i ncorporate both types of algorithms until the post-quantum
algorithms are fully trusted. HPKE [RFC9180] is a KEMthat can be
extended to support hybrid post-quantum KEMs and the specification
for the use of PQ T Hybrid Key Encapsul ati on Mechani sm (KEM in
Hybrid Public-Key Encryption (HPKE) for integration with JOSE and
COSE is described in [I-D. reddy-cose-jose-pqc-hybrid-hpke].

KEM PQC Al gorit hns

At time of witing, N ST have standardi zed three PQC algorithns, with
nore expected to be standardised in the future ([NISTFINAL]). These
al gorithms are not necessarily drop-in replacenents for traditional
asymmetric cryptographic algorithnms. For instance, RSA [ RSA] and ECC
[ RFC6090] can be used as both a key encapsul ati on met hod (KEM and as
a signature scheme, whereas there is currently no post-quantum

al gorithmthat can perform both functions.
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4.1. M-KEM

M.- KEM of fers several paraneter sets with varying | evels of security
and performance trade-offs. This docunent specifies the use of the
M.- KEM al gorithm at three security levels: M-KEM 512, M.-KEM 768,
and M.- KEM 1024. M.- KEM key generation, encapsul ati on and

decaspul ati on functions are defined in [FIPS203]. The main security
property for KEMs standardi zed in the N ST Post-Quantum Crypt ography
St andardi zation Project is indistinguishability under adaptive chosen
ci phertext attacks (I ND CCA2) (see Section 10.2 of
[1-D.ietf-pquip-pgc-engineers]). The public/private key sizes,

ci phertext key size, and PQ security levels of M.-KEM are detailed in
Section 12 of [I-D.ietf-pquip-pgc-engi neers].

4.2. PQ KEM Encapsul ati on

The encapsul ation process is as foll ows:

1. Cenerate an inital shared secret SS and the associated
ci phertext CT using the KEM encapsul ati on function and the
reci pient’s public key reci pPubKey.

(SS', CT) = kenkncaps(reci pPubKey)

1. Derive a final shared secret SS of length SSLen bytes fromthe
initial shared secret SS wusing the underlying key derivation
function:

SS = KDF(SS', SSLen)

In Direct Key Agreement node, the output of the KDF MUST be a key of

the sane I ength as that used by encryption algorithm In Key

Agreenent with Key Wapping node, the output of the KDF MJST be a key

of the I ength needed for the specified key wap al gorithm

When Direct Key Agreenent is enployed, SS is the CEK. \Wen Key
Agreenment with Key Wapping is enployed, SSis used to wap the CEK

4.3. PQ KEM Decapsul ati on
The decapsul ation process is as foll ows:
1. Decapsul ate the ciphertext CT using the KEM decapsul ati on
function and the recipient’s private key to retrieve the initial

shared secret SS':

SS' = kenDecaps(reci pPrivKey, CT)
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If the decapsul ati on operation outputs an error, output "decryption error", and stop

1. Derive the final shared secret SS of |length SSLen bytes fromthe
inital secret SS wusing the underlying key derivation function

SS = KDF(SS', SSLen)
5. KDF
5.1. Key Derivation for JOSE

The key derivation for JOSE is performed using the KMAC defined in
NI ST SP 800- 108r 1-updl [ SP-800-108r1]. The KMAC(K, X, L, S)
paraneters are instantiated as foll ows:

* K. the input key-derivation key. In this docunent this is the
initial shared secret (SS') outputted fromthe kenEncaps() or
kenDecaps() functions.

* X The context-specific data used for key derivation includes the
concat enati on of Algorithm D, SuppPublnfo, and SuppPrivlnfo, as
defined in [ NI ST. SP. 800-56Ar3]. The fields Al gorithm D and
SuppPubl nfo are defined in Section 4.6.2 of [RFC7518] The fields
PartyU nfo and PartyVinfo, also defined in that section, are
intentionally excluded. PartyU nfo is omtted because post-
quant um KEMs do not support sender authentication. PartyVinfo is
excl uded because the recipient’ s identity is already bound to the
public key used for encapsul ation, making its inclusion
unnecessary. |f nutually known private information is required,
both parties MJST agree out-of-band to include it as SuppPrivlnfo.

* L: length of the output key in bits and it would be set to match
the length of the key required for the AEAD operation

* S the optional customi zation label. 1In this docunent this

parameter is unused, that is it is the zero-length string
For all security levels of M.-KEM KMAC256 is used
5.2. Key Derivation for COSE
The key derivation for COSE is performed using the KMAC defined in
NI ST SP 800-108r 1-updl [ SP-800-108r1]. The KMAC(K, X, L, S)
paraneters are instantiated as foll ows:
* K. the input key-derivation key. In this docunent this is the

initial shared secret (SS') outputted fromthe kenEncaps() or
kenDecaps() functions.
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* X: The context structure defined in Section 5.2 of [RFC9053]
excluding PartyU nfo and PartyVinfo fields. PartyUnfo is omtted
because sender authentication is not available in PQ KEMs.
PartyVinfo is excluded because the recipient’s identity is already
bound to the public key used for encapsulation, making its
inclusion redundant. |f nutually known private information is to
be included, both the sender and the recipi ent MJST agree out-of -
band to include it as SuppPrivinfo in the key derivation function,
as defined in [N ST. SP. 800- 56Ar 3] .

* L: length of the output key in bits and it would be set to match
the length of the key required for the AEAD operati on.

* S: the optional custonmization label. |In this docunent this

paraneter is unused, that is it is the zero-length string .
For all security levels of M.-KEM KMAC256 is used.
Post - quant um KEM i n JOSE

As explained in Section 3 JWA defines two ways to use public key
crypt ography with JWE

* Direct Key Agreenent
* Key Agreement with Key Wapping

Thi s specification describes these two nodes of use for PQKEMin
JWE. Unless otherw se stated, no changes to the procedures described
in [ RFC7516] have been nade.

Direct Key Agreenent

* The "al g" header paraneter MJST be a PQ KEM al gorithm chosen from
the JSON Wb Signature and Encryption Al gorithns registry defined
in [ JOSE- 1 ANA] .

* The CEK will be generated using the process explained in
Section 4.2. The output of the Section 4.2 MJIST be a secret key
of the sane length as that used by the "enc" algorithm

* The usage for the "alg" and "enc" header paraneters remain the
same as in JWE [ RFC7516]. Subsequently, the plaintext will be
encrypted using the CEK, as detailed in Step 15 of Section 5.1 of
[ RFC7516] .

dy, et al. Expires 8 February 2026 [ Page 8]



I nternet-Draft PQ KEM for JOSE and COCSE August 2025

6.

2.

* The header paraneter encapsul ated key "ek" defined in
[I-D.ietf-jose-hpke-encrypt] MJST include the output (’'ct’) from
the PQ KEM al gorithm encoded using base64url .

* The recipient MIST base64url decode the ciphertext fromthe "ek"
header paranmeter and then use it to derive the CEK using the
process defined in Section 4. 3.

*  The JWE Encrypted Key MJST be absent.

Not e that when using Direct Key Agreenment in JOSE Conpact
Serialization, inefficiency arises due to double encoding of the KEM
ciphertext. In this node, the "epk" paranmeter inside the protected
header carries the KEM ci phertext, already base64url-encoded. Then,
the entire protected header is base64url-encoded again as part of the
conpact serialization.

Key Agreenent with Key Wapping

* The derived key is generated using the process explained in
Section 4.2 and used to encrypt the CEK

* The paraneter "ek" MJST include the output ('ct’) fromthe PQ KEM
al gorithm encoded usi ng base64url .

* The JWE Encrypted Key MJST include the base64url -encoded encrypted
CEK.

* The 'enc’ (Encryption Al gorithm header paraneter MJST specify a
content encryption algorithmfromthe JSON Wb Si gnature and
Encryption Algorithnms registry, as defined in [JOSE-1ANA].

* The recipient MIST base64url decode the ciphertext from "ek".
Subsequently, it is used to derive the key, through the process
defined in Section 4.3. The derived key will then be used to
decrypt the CEK

Post - Quant um KEM i n COSE

Thi s specification supports two uses of PQ KEMin COSE, nanely

* PQKEMin a Direct Key Agreenent node.

* PQKEMin a Key Agreenent with Key Wap node.

In both nodes, the COSE header paraneter 'ek’ defined in Section 7.2

of [I-D.ietf-cose-hpke], is used to convey the output ('ct’) fromthe
PQ KEM Encaps al gorithm
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7.1. Direct Key Agreenent

The CEK will be generated using the process explained in Section 4. 2.
Subsequently, the plaintext will be encrypted using the CEK. The
resulting ciphertext is either included in the COSE Encrypt or is
detached. |If a payload is transported separately then it is called
"detached content". A nil CBOR object is placed in the location of
the ciphertext. See Section 5 of [RFC9052] for a description of

det ached payl oads.

The COSE Reci pient structure for the recipient is organized as
fol | ows:

* The sender MJST set the 'alg paraneter to indicate the use of the
PQ KEM al gorit hm

* This docunents RECOVMENDS the use of the 'kid paraneter (or other
paraneters) to explicitly identify the recipient public key used
by the sender. |f the COSE Encrypt contains the 'kid then the
recipient may use it to select the appropriate private key.

7.2. Key Agreenent with Key Wap

Wth the two layer structure the PQ KEMinformation is conveyed in
the COSE recipient structure, i.e. one COSE recipient structure per
reci pi ent.

In this approach the follow ng | ayers are invol ved:

* Layer 0 (corresponding to the COSE Encrypt structure) contains the
content (plaintext) encrypted with the CEK. This ciphertext may
be detached, and if not detached, then it is included in the
COSE_Encrypt structure.

* Layer 1 (corresponding to a recipient structure) contains
paraneters needed for PQ KEMto generate a shared secret used to
encrypt the CEK. This |ayer conveys
the encrypted CEK in the "ciphertext" field (Section 5.1 of
[ RFC9052]). The unprotected header MAY contain the kid paraneter
to identify the static recipient public key the sender has been
using with PQ KEM

This two-layer structure is used to encrypt content that can al so be
shared with nmultiple parties at the expense of a single additiona
encryption operation. As stated above, the specification uses a CEK
to encrypt the content at |ayer O.
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8. JOSE Ciphersuite Registration

This specification registers a nunber of PQ KEM al gorithns for use
wi th JOSE.

Al'l security levels of M.-KEMinternally utilize SHA3-256, SHA3-512,
SHAKE128, and SHAKE256. This internal usage influences the selection
of the KDF as described in this docunent.

M.- KEM 512 MJST be used with a KDF capabl e of outputting a key with
at least 128 bits of security and with a key wapping algorithmwth
a key length of at |east 128 bhits.

M.- KEM 768 MJST be used with a KDF capabl e of outputting a key with
at least 192 bits of security and with a key wapping algorithmwth
a key length of at |east 192 bits.

M.- KEM 1024 MUST be used with a KDF capable of outputting a key with
at | east 256 bits of security and with a key wapping algorithmwth
a key length of at |east 256 bhits.

* |In Direct key agreenent, the paranmeter "al g" MJST be specifi ed,
and its value MJUST be one of the values specified in Figure 1.
(Note that future specifications MAY extend the list of
al gorithns.)

[} e —————————————————— Ll U
| alg | Description |
[ ety et o}
| M- KEM 512 | M- KEM 512 |
| M- KEM 768 | M.-KEM 768 |
[} e —————————————————— Ll U
| M- KEM 1024 | M- KEM 1024 |
[ ety et o}

Figure 1: Direct Key Agreenent: Al gorithns.
* In Key Agreenment with Key Wapping, the paraneter "al g" MJST be

specified, and its value MJST be one of the values specified in
the table Figure 2.
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| alg | Description |
f oo b e e e oo oo e
| M- KEM 512+A128KW | M.-KEM 512 + AES128KW |
S e e s s s s s s e s s e s s s s s s e
| M.- KEM 768+A192KW | M- KEM 768 + AES192KW |
| M- KEM 1024+A256KW | M- KEM 1024 + AES256KW |
f oo b e e e oo oo e
Figure 2: Key Agreenment with Key Wapping: Al gorithns.
9. COSE G phersuite Registration
Figure 3 maps the JOSE al gorithm names to the COSE al gorithm val ues
(for the PQ KEM ci phersuites defined by this docunent).
===+
| JOSE | COSE ID | Description | Recommend
ed |
[ sty ey s s sy e pj—p——]
=-==+
| M.-KEM 512 | TBD1 | M.-KEM 512 | No
I
o e e e e e e e meme oo B o e e e e e e e e e e mmmemao - Fomm oo -
—
| M.-KEM 768 | TBD2 | M.-KEM 768 | No
I
o m e e e e e e aaao o S S S
-- -+
| M- KEM 1024 | TBD3 | M- KEM 1024 | No
|
o mm e e e e e e a— oo oo R o e e e e e e e e e e e e oo oo TS
—
| M- KEM 512+A128KW | TBD4 | M.-KEM 512 + AES128KW | No
I
o e e e e e e e meme oo B o e e e e e e e e e e mmmemao - Fomm oo -
—
| M- KEM 768+A192KW | TBD5 | M- KEM 768 + AES192KW | No
I
o m e e e e e e aaao o S S S
-- -+
| M- KEM 1024+A256KW | TBD6 | M- KEM 1024 + AES256KW | No
|
o mm e e e e e e a— oo oo R o e e e e e e e e e e e e oo oo TS
—

Fi gure 3: Mapping between JOSE and COSE PQ KEM Ci phersuites.

10. Use of OKP Key Type for PQC KEM Keys in JOSE and COSE

The "OKP" (Cctet Key Pair)

key type, defined in [RFC8037], is used in

this specification to represent PQC KEM keys for use in JOSE and

COSE. When used with JOSE

or COSE algorithms that rely on PQC KEMs,

a key with "kty" set to "OKP" represents a KEM key pair. The "crv"
(subtype of key pair) parameter identifies the specific PQC KEM

algorithm The public key
private key is included, it
When expressed in JWK, all

is carried in the "x" paraneter. If a
is represented using the "d" paraneter.
key paraneters are base64url encoded.
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11.

12.

12.

For M.-KEM al gorithms, as specified in [FIPS203], there are two

possi bl e representations of a private key: a seed and a fully
expanded private key derived fromthe seed. This document specifies
the use of only the seed formfor private keys. To pronote
interoperability, this specification mandates that the "d" paraneter
MUST contain the 32-byte seed used to generate the M- KEM key pair.
It does not support the expanded private key representation defined
by NI ST. This approach ensures consistency with other PQC al gorithns
used in JOSE/ COSE, and avoi ds ambiguity.

Note: Al though the "AKP" (Al gorithmKey Pair) key type is defined in
[I-Dietf-cose-dilithiun] for representing post-quantum keys, it
mandat es the use of the "alg" parameter. Wile this works for PQ
digital signatures, its use with PQ KEMs woul d require distinguishing
bet ween keys intended for Direct Key Agreement and Key Agreement with
Key Wap. This constraint introduces anbiguity in JOSE/ COSE and is
therefore not used in this specification.

Security Considerations
PQC KEMs used in the nanner described in this docunent MJUST
explicitly be designed to be secure in the event that the public key
is reused, such as achieving | ND-CCA2 security. M.-KEM has such
security properties.

| ANA Consi derati ons
1. JGCsE

The following entries are added to the "JSON Wb Signature and
Encryption Al gorithms" registry:

* Algorithm Name: M.- KEM 512

* Algorithm Description: PQKEMthat uses M.-KEM 512 PQ KEM

* Al gorithm Usage Location(s): "alg
* JOSE Inpl enmentati on Requirenments: Optional

* Change Controller: |ANA

* Specification Docunent(s): [[TBD: This RFC]]
* Algorithm Anal ysis Docunents(s): TODO

* Al gorithm Nanme: M.- KEM 768
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* Al gorithm Description: PQ KEMthat uses M-KEM 768 PQ KEM

* Algorithm Usage Location(s): "alg
* JOSE I npl enentation Requirenents: Optional

* Change Controller: |ANA

* Specification Docunment(s): [[TBD: This RFC]
* Al gorithm Anal ysis Docunents(s): TODO

* Al gorithm Name: M- KEM 1024

* Algorithm Description: PQKEMthat uses M-KEM 1024 PQ KEM

* Algorithm Usage Location(s): "alg
*  JOSE Inpl enentation Requirenments: Optional

* Change Controller: | ANA

* Specification Docunent(s): [[TBD: This RFC]]
* Al gorithm Anal ysis Docunents(s): TODO

* Algorithm Name: M.- KEM 512+A128KW

* Algorithm Description: PQKEMthat uses M.- KEM 512 PQ KEM and CEK
wrapped with "A128KW .

* Al gorithm Usage Location(s): "alg
* JOSE I npl enentation Requirenents: Optional

* Change Controller: | ANA

* Specification Docunent(s): [[TBD: This RFC]]
* Al gorithm Anal ysis Docunents(s): TODO

* Al gorithm Name: M.- KEM 768+A192KW

* Al gorithm Description: PQ KEMthat uses M-KEM 768 and CEK w apped
with "A192KW .

* Algorithm Usage Location(s): "alg
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* JOSE Inplenentation Requirenments: Optional

* Change Controller: | ANA

* Specification Docunent(s): [[TBD: This RFC]]
* Al gorithm Anal ysis Docunents(s): TODO

* Al gorithm Name: M.- KEM 1024+A256KW

* Algorithm Description: PQKEMthat uses M.- KEM 1024 and CEK
wrapped with "A256KW .

* Al gorithm Usage Location(s): "alg
* JOSE I npl enmentation Requirenents: Optional
* Change Controller: | ANA
* Specification Docunent(s): [[TBD: This RFC]]
* Al gorithm Anal ysis Docunents(s): TODO
12.1.1. JSON Wb Key Elliptic Curves Registrations

I ANA is requested to register the followi ng values in the "JSON Wb
Key Elliptic Curve" registry [JOSE-1ANA-Curves].

12.2. M-KEM 512

| Curve Nane | M- KEM 512 |
[} g ——————————— s p—p—_—_—r
| Curve Description | NI ST Post-Quantum M.- KEM 512 al gorithm |
Fom e e e e e oo s o m e e e e e e e e e e e e e e e e e eee—o o on +
| JOSE Inplenentation | Optional |
| Requirenents | |
Tt o e e e e e e e e e e e e e e e e e e e e e e o +
| Change Controller | IESG |
o e e e e m oo oo oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| Specification | This docunent |
| Document (s) | |
S o m m e e e e e e e e e e e me— oo - +
Table 1
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12.3. M-KEM 768
[} g ——————————— s p—p—_—_—r
| Curve Nane | M- KEM 768 |
[ ety ey
| Curve Description | NI ST Post-Quantum M.- KEM 768 al gorithm |
T T T +
| JOSE Inplenmentation | Optional |
| Requirements | |
o e e e e m oo oo oo mm e e e e e e e e e e e e e e m e e m i m— oo oo +
| Change Controller | I ESG |
- T +
| Specification | This docunent |
| Document (s) | |
o e e e e e oo - oo e m e e e e e e e e e e e e e e e e e ma o - +

Table 2

12.4. M-KEM 1024
[} i ————————_ s p—p—p—_—_————————————————(———————r
| Curve Nane | M- KEM 1024 |
[ sty el
| Curve Description | NI ST Post-Quantum M.- KEM 1024 al gorithm |
T R YT +
| JOSE I nplenmentation | Optional |
| Requirements | |
o e e e e m oo oo T +
| Change Controller | I ESG |
- TS +
| Specification | This docunent |
| Document (s) | |
o e e e e e oo - T +

Table 3
12.5. COSE

The following has to be added to the "COSE Al gorithns" registry:

*

Reddy,

Name: M.- KEM 512
Val ue: TBD1
Description: PQ KEM that uses M-KEM 512 PQ KEM

Capabi lities: [kty]
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* Change Controller: |ANA

* Reference: This docunent (TBD)

* Recommended: No

*  Nanme: M- KEM 768

* Val ue: TBD2

* Description: PQ KEMthat uses M.- KEM 768 PQ KEM
* Capabilities: [kty]

* Change Controller: | ANA

* Reference: This docunent (TBD)

* Reconmended: No

*  Name: M.- KEM 768

* Val ue: TBD3

* Description: PQ KEMthat uses M-KEM 1024 PQ KEM
* Capabilities: [kty]

* Change Controller: |ANA

* Reference: This docunent (TBD)

* Recommended: No

*  Nanme: M- KEM 512+A128KW

*  Val ue: TBD4

* Description: PQKEMthat uses M-KEM 512 PQ KEM and CEK wrapped
with "A128KW .

* Capabilities: [kty]
* Change Controller: |ANA
* Reference: This docunent (TBD)

*  Recommended: No
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*  Nanme: M- KEM 768+192KW
*  Val ue: TBD5

* Description: PQKEMthat uses M.- KEM 768 and CEK w apped with
"AL92KW .

* Capabilities: [kty]

* Change Controller: | ANA

* Reference: This docunent (TBD)
* Recommended: No

*  Name: M- KEM 1024+A256KW

* Val ue: TBD6

* Description: PQ KEM that uses M-KEM 1024 and CEK wrapped with
" A256KW .

* Capabilities: [kty]
* Change Controller: |ANA
* Reference: This docunent (TBD)
* Recommended: No
13. COSE Elliptic Curves Registrations

IANA is requested to register the follow ng values in the "CCSE
Elliptic Curves" registry [ COSE-1ANA-Curves].

13.1. M-KEM 512

| Nane | M.-KEM 512 |
[ st e
| Val ue | TBD2 |
o e e oo s o e e e e e e e i e +
| Key Type | OKP |
o e e e e oo oo o e e e e e e e e m e e +
| Description | NI ST Post-Quantum M- KEM 512 |
o e e e e oo o e e e e e e e e e +
| Change Controller | |ESG |
o e e oo s o e e e e e e e i e +
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| Reference | This docunent |

o e e e e m e i oo o m e e e e e e e e e e e mam o +

| Recommended | No |

o e e oo oo oo o e e e e e e o - +
Tabl e 4

13.2. M-KEM 768

[ st e
| Nane | M.-KEM 768 |
| Val ue | TBD2 |
o e e e e oo oo o e e e e e e e e m e e +
| Key Type | OKP |
o e e e e oo o e e e e e e e e e +
| Description | NI ST Post-Quantum M.- KEM 768 |
o e e oo s o e e e e e e e i e +
| Change Controller | |ESG |
o e e e e oo oo o e e e e e e e e m e e +
| Reference | This docunent |
o e e e e oo o e e e e e e e e e +
| Recommended | No |
o e e oo s o e e e e e e e i e +
Table 5
13.3. M- KEM 1024
| Nane | M- KEM 1024 |
| Val ue | TBD3 |
o e e e e oo o mm e e e e e e a— oo oo +
| Key Type | OKP I
o e e oo s o m e e e e e e aaao o +
| Description | NI ST Post-Quantum M.- KEM 1024 |
o e e e e oo oo o e e e e e e e meme oo +
| Change Controller | |IESG |
o e e e e oo o mm e e e e e e a— oo oo +
| Reference | This docunent |
o e e oo s o m e e e e e e aaao o +
| Recommended | No |
o e e e e oo oo o e e e e e e e meme oo +
Table 6
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