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Abstract
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CBOR nj ect Signing and Encryption (COSE) serializations for PQT
hybrid conposite signatures. The conposite al gorithns descri bed
conbi ne M.- DSA as the post-quantum conponent and either ECDSA or
EdDSA as the traditional component.
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1. Introduction

The inpact of a potential Cryptographically Rel evant Quantum Conput er
(CRQC) on algorithns whose security is based on mathematical problens
such as integer factorisation or discrete logarithns over finite
fields or elliptic curves raises the need for new algorithms that are
perceived to be secure agai nst CRQC as well as classical conputers.
Such algorithms are called post-quantum while algorithnms based on
integer factorisation or discrete |logarithnms are called traditional

Wiile switching froma traditional algorithmto a post-quantum one
intends to strengthen the security against an adversary possessing a
quant um conputer, the lack of maturing time of post-quantum

al gorithms conpared to traditional algorithns raises uncertainty
about their security.

Thus, the joint use of a traditional algorithmand a post-quantum
algorithmin protocols represents a solution to this problem by
providing security as long as at |east one of the traditional or
post - quant um conponent s renmi ns secure.

Thi s docunent describes JSON Object Signing and Encryption (JOSE) and
CBOR nj ect Signing and Encryption (COSE) serializations for hybrid
conposite signatures. The conposite algorithns described conmbi ne M-
DSA as the post-quantum conponent and either ECDSA or EJDSA as the
tradi ti onal component.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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Thi s docunent follows the term nology for post-quantum hybrid schenes
defined in [I-D.draft-ietf-pquip-pqt-hybrid-term nol ogy].

This section recalls some of this termnology, but also adds other
definitions used throughout the whol e docunent:

"Asynmetric Traditional Cryptographic Al gorithn: An asymmetric
crypt ographi c al gorithm based on integer factorisation, finite field
discrete logarithnms, elliptic curve discrete |ogarithns, or related
mat hemati cal problens. A related nmathematical problemis one that
can be solved by solving the integer factorisation, finite field
discrete logarithmor elliptic curve discrete |ogarithm problem
Wiere there is little risk of confusion asymretric traditiona
cryptographic algorithns can also be referred to as traditiona
algorithnms for brevity.

"Post - Quantum Al gorithni: An asymretric cryptographic algorithmthat
is intended to be secure against attacks using quantum conputers as
wel |l as classical conputers. As with all cryptography, it always
remai ns the case that attacks, either quantum or classical, may be
found agai nst post-quantum algorithnms. Therefore it should not be
assuned that just because an algorithmis designed to provide post-
quantum security it will not be conproni sed

"Post - Quantum Traditional (PQ T) Hybrid Scheme": A nulti-algorithm
schene where at | east one component algorithmis a post-quantum
algorithmand at |east one is a traditional algorithm

"PQT Hybrid Digital Signature": A nulti-algorithmdigital signature
schene made up of two or nore conponent digital signature algorithns
where at | east one is a post-quantum algorithmand at |east one is a
traditional algorithm

"Conposite Algorithni: An algorithmwhich is a sequence of two
conponent al gorithns, as defined in
[I-D.draft-ietf-Ianps-pq-conposite-sigs].

"Conponent Al gorithni: Each cryptographic algorithmthat forms part
of a cryptographic schene.

3. AlgorithmKey Pair (AKP) Type

Thi s docunent nakes use of the Al gorithm Key Pair (AKP) type which is
defined in [I-D.draft-ietf-cose-dilithiuni.

As a remnder, the AKP type is used to express public and private

keys for use with algorithnms. The paranmeters for public and private
keys contain byte strings.
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Thi s docunment nakes use of the serialization routines defined in
[I-D.draft-ietf-Ianps-pqg-conposite-sigs] to obtain the byte string
encodi ngs of the conposite public and private keys.

The process to conpute JWK Thunbprint and COSE Key Thunbprint as
described in [RFC7638] and [ RFC9679] is detailed in
[I-D.draft-ietf-cose-dilithiuni.

4. Conposite Signature Al gorithm
The structures of the conposite keys and conposite signatures foll ow
an approach simlar to [I-D.draft-ietf-|anps-pg-conposite-sigs]. The
conmposite design is chosen so that conposite keys and signatures can
be used as a drop-in replacenent in JOSE / COSE object formats. This
section gives sone details about their construction.

4.1. Conposite Key Generation

Conposite public and private keys are generated by calling the key
generation functions of the two conmponent algorithnms and
concatenating the keys in an order given by the registered conposite
al gorithm

Conposite Public Key <- Public Key of the 1st Algorithm || Public Key
of the 2nd Al gorithm and

Conposite Private Key <- Private Key of the 1st Algorithm|| Private
Key of the 2nd Al gorithm

For the conposite al gorithns described in this docunment (M.-DSA with
ECDSA or EdDSA), the Key Ceneration process is as follows:

1. Generate component keys

m dsaSeed = Randon{ 32)
(mdsaPK, mldsaSK) = M.- DSA. KeyGen_i nt ernal (nm dsaSeed)

(tradPK, tradSK) = Trad. KeyGen()
2. Check for conponent key generation failure

if NOT (mdsaPK, mdsaSK) or NOT (tradPK, tradSK):
out put "Key generation error"

3. Serialize keys into conposite form

Conposite Public Key <- SerializePublicKey(m dsaPK, tradPK)
Conposite Private Key <- SerializePrivateKey(m dsaSeed, tradSK)

Prabel, et al. Expires 27 July 2026 [ Page 5]
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As in [I-D.draft-ietf-Ianps-pqg-conposite-sigs], this keygen routine
uses the seed-based M.- DSA. KeyGen_internal defined in Al gorithm6 of
[ FI PS. 204] .

Thi s docunment nakes use of the serialization routines from
[I-D.draft-ietf-Ianps-pq-conposite-sigs] to obtain the byte string
encodi ngs of the conposite public and private keys. These encodings
are then directly used with the AKP Key Type. For nore informtion,
see the SerializePublicKey, DeserializePublicKey, SerializePrivateKey
and DeserializePrivateKey algorithnms from
[I-D.draft-ietf-Ianps-pq-conposite-sigs].

Poi nt conpression for the ECDSA or EdDSA conponent is not performed
for the AKP JSON Wb Key Type but can be perforned for the AKP COSE
Key Type

In this docunment, as in [I-D.draft-ietf-cose-dilithiunj, the M.-DSA
private key MUST be a 32-bytes seed.

4.2. Conposite Sign
When signing a nmessage Mwith the conposite Sign algorithm the
signature conbi ner prepends a prefix as well as a | abel val ue
specific to the conposite algorithmused to bind the two conponent
signatures to the conposite algorithmand achi eve weak non-
separability, as defined in
[I-D.draft-ietf-pquip-hybrid-signature-spectruns].
However, only the pure M.- DSA conponent algorithmis used internally.
A conposite signature’s value MJST include the two signature
components and the two conponents MJST be in the sane order as the
components fromthe correspondi ng signing key.
A conposite signature for the nessage Mis generated by:
* conputing the pre-hash of the nmessage M
* concatenating the prefix, the | abel, a byte 0x00 and the pre-hash;
* encoding the resulting nessage;

* calling the two signature conponent algorithns on this new
nessage;

* concatenating the two output signatures.
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For the conposite algorithns described in this docunment (M.-DSA with
ECDSA or EdDSA), the signature process of a nessage Mis as foll ows:

1. Conpute the Message representative M

M <- Prefix || Label || Ox00 || PH(M
M <- Encode(M)

2. Separate the private key into conponent keys and re-generate the M.-DSA key from seed

(m dsaSeed, tradSK) = DeserializePrivateKey(sk)
(_, mdsaSK) = M.- DSA. KeyGen_i nt ernal (m dsaSeed)

3. Cenerate the two conponent signatures

sig 1 <- M-DSA Sign(mdsaSK, M, ctx=Label)
sig 2 <- Trad. Sign(tradSK, M)

4. |f either M.-DSA.Sign() or Trad.Sign() return an error, then this process MJST return
an error.

if NOT m dsaSig or NOT tradSig:
out put "Signature generation error"

5. Qutput the encoded conposite signature val ue.

ConpositeSi gnature <- SerializeSignatureValue(sig_ 1, sig_2)
return ConpositeSignature

The serialization routines from
[I-D.draft-ietf-Ianps-pq-conposite-sigs] are again used to obtain the
byte string encodi ng of the conposite signhature. The

SerializeSi gnatureVal ue routine sinply concatenates the fixed-Iength
M.- DSA signature value and the signature value fromthe traditional
algorithm For nore information, see the SerializeSignatureVal ue and
Deseri al i zeSi gnat ureVal ue al gorithnms from
[I-D.draft-ietf-Ianps-pq-conposite-sigs].

The prefix "Prefix" string is defined as in
[I-D.draft-ietf-Ianps-pqg-conposite-sigs] as the byte encoding of the
string "ConpositeAl gorithnSi gnatures2025", which in hex is
436F6D706F73697465416C676F726974686D5369676E61747572657332303235. It
can be used by a traditional verifier to detect if the conposite

si gnature has been stripped apart.
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A signature | abel "Label" is defined in the same way as
[I-D.draft-ietf-Ianps-pqg-conposite-sigs]. It is specific to each
composite algorithm Additionally, the conposite |abel is passed
into the underlying M.-DSA primtive as the ctx. Signature Labe
val ues can be found in Table 4.

Similarly to [I-D.draft-ietf-cose-dilithium which indicates that the
ctx paranmeter MJUST be the enpty string, the application context
passed in to the conposite signature algorithm MJST be the enpty
string. To align with the structure of the
[I-D.draft-ietf-Ianps-pq-conposite-sigs] conbiner, the byte 0x00 is
appended in the nmessage M after the label to indicate the context
has length 0. However, a second non-enpty context, defined as the

| abel , is passed down into the underlying pure M-DSA conmponent
algorithm to bind the Conposite-M-DSA al gorithm used.

Table 2 (resp. Table 3) indicates the pre-hash algorithnms to use for
JOSE (resp. COSE)

For JOSE (resp. COSE), M is base64url-encoded (resp. binary encoded)
bef ore signature conputations

4.3. Conposite Verify

The Verify algorithm MJST validate a signhature only if all conponent
signatures were successfully validated.

The verification process of a signature sig is as follows:
* separate the conposite public key into the conponent public keys;
* separate the conposite sighature into its 2 conponent signatures;

* conpute the nmessage M fromthe nessage M whose signature is to be
verified;

* encode the resulting nessage M;

* verify each component signature.

Prabel, et al. Expires 27 July 2026 [ Page 8]
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1. Separate the keys and signatures

(mdsaPK, tradPK) <- DeserializePublicKey(pk)
(sig_1l, sig 2) <- DeserializeSignatureVal ue(sig)

If Error during deserialization, or if any of the conponent keys or signature val ues
are not of the correct type or length for the given conponent algorithmthen output "Inva
lid signature" and stop

2. Conpute the nessage representative M

M <- Prefix || Label || Ox00 || PH(M
M <- Encode(M)

3. Check each conponent signature individually, according to its algorithm specification

if NOT M.-DSA. Verify(m dsaPK, M, ctx=Label)
output "Invalid signature"

if NOT Trad.Verify(tradPK, M)
output "lInvalid signature"

if all succeeded, then
output "Valid signature"

The DeserializePublicKey and DeserializeSi gnatureVal ue serialization
routines fromJ[Il-D.draft-ietf-|anps-pg-conposite-sigs] are used to
get the component public keys and the conponent signatures. For nore
i nformati on, see the DeserializePublicKey and

Deseri al i zeSi gnat ureVal ue al gorithns from
[I-D.draft-ietf-Ianps-pqg-conposite-sigs].

4. 4. Encoding Rul es

In each conbination, the byte streans of the keys and of the
signatures are directly concatenat ed.

Signature of the 1st Algorithm || Signature of the 2nd Al gorithm
Since all conbinations presented in this docunment start with the M-
DSA al gorithm and the key or signature sizes are fixed as defined in
[FIPS. 204], it is unanbiguous to encode or decode a conposite key or
si gnature.

Table 1 lists sizes of the three paraneter sets of the M.-DSA
al gorithm

Prabel, et al. Expires 27 July 2026 [ Page 9]
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B bbb s s e s s oo ety e e et o}
| | Private Key (seed) | Private | Public | Signature |
| | | Key | Key | Size |
B Sty Ll el s el et el
| M.-DSA-44 | 32 | 2560 | 1312 | 2420 |
I Feom e e e e m - - - I F----- - - I +
| M.-DSA-65 | 32 | 4032 | 1952 | 3309 |
R I il T I I +-------- R +
| M.-DSA-87 | 32 | 4896 | 2592 | 4627 |
F-- - - - I i I R i i +-------- F-- - - - +

Table 1. Sizes (in bytes) of keys and signatures of M.-DSA

Note that the seed is always 32 bytes, and that M-

DSA. KeyGen_internal from[FIPS. 204] is called to produce the expanded
private key fromthe seed, whose size corresponds to the sizes of the
private key in the table above.

5. Conposite Signhature Instantiations

The M.- DSA sighature schene supports three possible paraneter sets,
each of which corresponding to a specific security strength. See
[ FIPS. 204] for nore considerations on that matter.

The traditional signature algorithmfor each conbination in Table 2
and Table 3 was chosen to match the security level of the M- DSA
post - quant um conponent .

The [FI PS. 204] specification defines both pure and pre-hash nodes for
M.- DSA, referred to as "M.-DSA" and "HashM.- DSA" respectively. This
docunent only specifies a single node which is simlar in
construction to HashM_- DSA. However, because the pre-hashing is done
at the conposite level, only the pure M.-DSA algorithmis used as the
underlying M.-DSA primtive.

5.1. JOSE algorithns

The following table defines a list of algorithnms associated with
specific PQ T conbinations to be registered in [I ANA JOSE].

B ey el plp—p—p——————————(——— e L ppp——_————r——
| Nare | First | Second Al gorithm | Pre-Hash| Descri ption
I | Al gorithm I I I
[ ety Sl ————r— ety Pl —————— el o
| ML- DSA- 44- ES256 | ML- DSA- 44| ecdsa- wi t h- SHA256| SHA256 | Conposite |
| | | with secp256r1 | | Si gnature

I I I I |with M- |
| | | | | DSA- 44 and |

Prabel, et al. Expires 27 July 2026 [ Page 10]
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M.- DSA- 65- ES256

M.- DSA- 87- ES384

Tabl e 2: JOSE Conposite Signature Al gorithnms for

JOSE/ COSE Conposite Signatures

M.- DSA- 65| ecdsa- wi t h- SHA256| SHA512

| with secp256ri1

M_- DSA- 87| ecdsa- wi t h- SHA384| SHA512

|with secp384r1

Exanpl es can be found in Appendix A 1.

5.2. CCsE al gorithms

January 2026

| | ECDSA usi ng|
| | P-256 curve|
| | and SHA256 |

| Conposite
| | Si gnature
|with M-

| DSA- 65 and
| ECDSA usi ng|
| P-256 curve]|
| and SHA256 |

+
I
I
|
I

+
I
I
I
I

| Conposite
| | Si gnature
| with M-

| DSA-87 and
| ECDSA usi ng|
| P-384 curve|
| and SHA384 |

| SHA512 | Conposite |
| | Signature |

|with M- |
| DSA- 44 and |
| Ed25519 |

| Composite |
| | Signature |
| |with M- |
| | DSA- 65 and |
| | Ed25519 |

| SHAKE256| Conposite |
| | Signature |
| |with M- |
| | DSA- 87 and |
| | Ed448 |

M.- DSA

The following table defines a |ist of algorithns associated with
specific PQ T conbinations to be registered in [I ANA COSE].

Prabel, et al.
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JOSE/ COSE Conposite Signatures

| First | Second |
| Al gorithmn Al gorithm
[ bt b =
| ML- DSA- 44| ecdsa- |
| | wi t h- |
| | SHA256 |
| | with |
| | secp256r 1|
I I I
I I I
S S +
| M- DSA- 65| ecdsa- |
| | wi t h- |
| | SHA256 |
| | with |
| | secp256r 1|
I I I
I I I
B S B S +
| M- DSA- 87| ecdsa- |
| | Wi t h- |
| | SHA384 |
| | with |
| | secp384r 1|
I I I
I I I
R S —— R S —— +
| ML- DSA- 44| Ed25519 |
I I I
I I I
I I I
I I I
R S —— R S —— +
| ML- DSA- 65| Ed25519 |
I I I
I I I
I I I
I I I
R S —— R S —— +
| ML- DSA- 87| Ed448
I I I
I I
I I I
I I I
R S —— R S —— +

Pr e- Hash

SHA512

SHA512

Tabl e 3: COSE Conposite Signhature Al gorithnms for

===

| Narre | COSE Val ue

I I

[ bbbl b e

| M- DSA- | TBD

| 44- ES256 | (request

| | assignnent

I | -51)

I I

I I

I I

S Fom e e o -

| M_- DSA- | TBD

| 65- ES256 | (request

| | assignnent

I | -52)

I I

I I

I I

Fomm oo - Fomm e oo -

| M_- DSA- | TBD

| 87- ES384 | (request

| | assignnent

I | -53)

I I

I I

I I

TS R

| M- DSA- | TBD

| 44- Ed25519| (request

| | assignnent

I | -54)

I I

TS R

| M- DSA- | TBD

| 65- Ed25519| (request

| | assignnent

I | -55)

I I

TS R

| M- DSA- | TBD

| 87- Ed448 | (request

| | assignnent

I | -56)

I I

TS R
Prabel , et al.
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Conposite |
Si gnature |
wth M- |
DSA-44 and |
ECDSA usi ng |
P- 256 curve |
and SHA256 |
Conposite |
Si gnature |
with M- |
DSA- 65 and |
ECDSA usi ng |
P- 256 curve |
and SHA256 |
Conposite |
Si gnature |
with M- |
DSA-87 and |
ECDSA using |
P- 384 curve |
and SHA384 |
Conposite |
Si gnature |
wth M- |
DSA-44 and |
Ed25519 |
Conposite |
Si gnature |
wth M- |
DSA- 65 and |
Ed25519 |
Conposite |
Si gnature |
wth M- |
DSA-87 and |
Ed448 |
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Exanpl es can be found in Appendix A 2

5.3. Composite Labels for JOSE and COSE
The JOSE and COSE conposite | abel values are listed in Table 4.
They are represented here as ASCI| strings, but inplenmenters MJST
convert themto byte strings using the obvious ASCI| conversions

prior to concatenating themw th other byte values, as in
[I-D.draft-ietf-Ianps-pqg-conposite-sigs].

===+
| "al g" | Label (in ASCII) | Label (in Hex encodi ng)
| Header | |
I
| Paranet er | |
I
e ————————r

| M- DSA- | COVPS| G- MLDSA44- ECDSA- | 434F4D505349472DAD4CA4534134342D45434453412D5032353
62D534841323536
| 44- ES256 | P256- SHA256 |

| ML- DSA- | COVPSI G MLDSAG65- ECDSA- | 434F4D505349472D4D4C44534136352D45434453412D5032353
62D534841353132]|
| 65- ES256 | P256- SHA512 |

| ML- DSA- | COVPSI G MLDSA87- ECDSA- | 434F4D505349472D4D4C44534138372D45434453412D5033383
42D534841353132|
| 87- ES384 | P384- SHA512 |

Fommm e Fom e e e e e e e e e e e e e e e e e e e e e e e e e e e m————
_______________ +
| M.-DSA- | COWSI G | 434F4D505349472D4D4CA4534134342D456432353531392D534
841353132
| 44- Ed25519| MLDSA44- Ed25519- SHA512
I
Fommm e Fom e e e e e e e e e e e e e e e e e e e e e e e e e e e m————
_______________ +
| M.-DSA- | COWSI G | 434F4D505349472D4D4C4A4534136352D456432353531392D534
841353132
| 65- Ed25519| M_DSA65- Ed25519- SHA512
I
Fommm e Fom e e e e e e e e e e e e e e e e e e e e e e e e e e e m————
_______________ +
| M.-DSA- | COWSI G | 434F4D505349472D4D4CA4534138372D45643434382D5348414
B45323536 |
| 87- Ed448 | MLDSA87- Ed448- SHAKE256
I
Fommm e Fom e e e e e e e e e e e e e e e e e e e e e e e e e e e m————
_______________ +

Tabl e 4. JOSE/ COSE Conposite Label Val ues

6. Security Considerations



The security considerations of [RFC7515], [RFC7517], [RFC9053] and
[ FIPS. 204] also apply to this docunent.

Al'l security issues that are pertinent to any cryptographic
application nmust be addressed by JW5/ JWK agents. Protecting the
user’s private key and enpl oyi ng countermeasures to various attacks
constitute a priority.
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In particular, to avoid key reuse, when generating a new conposite
key, the key generation functions for both conponent algorithms MJST
be executed. Conpliant parties MJST NOT use, imnport or export
conponent keys that are used in other contexts, conbinations, or by
t hensel ves as keys for standal one al gorithm use.

For security properties and security issues related to the use of a
hybrid signhature schenme, the user can refer to
[I-D.draft-ietf-pquip-hybrid-signature-spectruns]. For nore

i nformati on about hybrid conposite signature schenes and the
different hybrid conbinations that appear in this docunent, the user
can read [I-D.draft-ietf-Ianps-pQg-conposite-sigs].

In terms of security properties, Conposite M-DSA will be EUF-CVA
secure if at |least one of its conponent algorithns is EUF-CMA secure
and the nmessage hash PHis collision resistant.

Ed25519 and Ed448 are SUF-CMA secure, making the conposite SUF CVA
secure agai nst cl assical adversari es.

However, Composite M.-DSA will not be SUF-CVA secure against a
quant um adversary, since a quantum adversary will be able to break
the SUF-CMA security of the traditional conponent. Consequently,
appl i cations where SUF-CMA security is critical SHOULD NOT use
Conposite M- DSA.

7. | ANA Consi derations

7.1. JOCSE Al gorithns
The foll owi ng values of the JW5 "alg" (algorithm are requested to be
added to the "JSON Web Signature and Encryption Al gorithns" registry.
They are represented followi ng the registration tenplate provided in
[ RFC7518] .

7.1.1. M- DSA- 44- ES256
* Al gorithm Name: M.- DSA- 44- ES256

* Algorithm Description: Conposite Signature with M-DSA-44 and
ECDSA usi ng P-256 curve and SHA- 256

* Al gorithm Usage Location(s): alg
* JOSE Inpl enmentati on Requirenments: Optional

* Change Controller: |IETF
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* Specification Docunent(s): n/a

* Algorithm Anal ysis Documents(s): TBD
7.1.2. M.-DSA-65- ES256

* Al gorithm Name: M.- DSA- 65- ES256

* Algorithm Description: Composite Signature with M-DSA-65 and
ECDSA usi ng P-256 curve and SHA- 256

* Algorithm Usage Location(s): alg

* JOSE Inpl enentation Requirements: Optional

* Change Controller: |ETF

* Specification Docunent(s): n/a

* Al gorithm Anal ysis Docunments(s): TBD
7.1.3. M.-DSA-87-ES384

* Al gorithm Name: M.- DSA- 87- ES384

* Al gorithm Description: Conposite Signature with M-DSA-87 and
ECDSA using P-384 curve and SHA-384

* Algorithm Usage Location(s): alg

* JOSE Inpl enentation Requirenments: Optional

* Change Controller: |IETF

* Specification Docunment(s): n/a

* Al gorithm Anal ysis Docunents(s): TBD
7.1.4. M.-DSA-44- Ed25519

* Al gorithm Nanme: M.- DSA-44- Ed25519

* Al gorithm Description: Conposite Signature with M-DSA-44 and
Ed25519 using SHA-512

* Algorithm Usage Location(s): alg

* JOSE I nplenmentation Requirenents: Optional
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* Change Controller: |IETF

* Specification Docunment(s): n/a

* Algorithm Anal ysis Docunent(s): TBD
7.1.5. M- DSA-65- Ed25519

* Al gorithm Name: M.- DSA- 65- Ed25519

* Al gorithm Description: Conposite Signature with M.-DSA-65 and
Ed25519 usi ng SHA-512

* Al gorithm Usage Location(s): alg
* JOSE I npl enmentation Requirenents: Optional
* Change Controller: |IETF
* Specification Docunent(s): n/a
* Algorithm Anal ysis Docunent(s): TBD
7.1.6. M.-DSA-87-Ed448
* Al gorithm Name: M.- DSA- 87- Ed448

* Al gorithm Description: Conposite Signature with M.-DSA-87 and
Ed448 usi ng SHAKE- 256

* Al gorithm Usage Location(s): alg
* JOSE Inpl ementati on Requirenments: Optional
* Change Controller: |IETF
* Specification Docunent(s): n/a
* Algorithm Anal ysis Docunent(s): TBD
7.2. COSE Algorithns
The foll owi ng val ues are requested to be added to the "CCSE

Al gorithns" registry. They are represented follow ng the
registration tenplate provided in [RFCO053], [RFCO054].
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7.

7.

2. 1.

2.2.

M.- DSA- 44- ES256
Nane: M.- DSA- 44- ES256
Val ue: TBD (request assignnent -51)

Description: Conposite Signhature with M-DSA-44 and ECDSA using
P- 256 curve and SHA- 256

Capabi lities: [kty]
Change Controller: |ETF
Ref erence: n/a
Recomrended: Yes
M- DSA- 65- ES256
Name: M.- DSA- 65- ES256
Val ue: TBD (request assignnent -52)

Description: Conposite Signhature with M.-DSA-65 and ECDSA using
P- 256 curve and SHA- 256

Capabi lities: [kty]
Change Controller: |ETF
Ref erence: n/a
Recommended: Yes
M.- DSA- 87- ES384
Name: M.- DSA- 87- ES384
Val ue: TBD (request assignnent -53)

Description: Conposite Signature with M.-DSA-87 and ECDSA using
P- 384 curve and SHA- 384

Capabi lities: [kty]
Change Controller: |ETF

Ref erence: n/a
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7

7

7

*

2

2

2

4.

5

6

Reconmended: Yes
M_- DSA- 44- Ed25519
Name: M.- DSA-44- Ed25519
Val ue: TBD (request assignnent -54)

Description: Conposite Signature with M-DSA-44 and Ed25519 using
SHA- 512

Capabi lities: [kty]
Change Controller: |ETF
Reference: n/a
Recomended: Yes
M_- DSA- 65- Ed25519
Name: M.- DSA- 65- Ed25519
Val ue: TBD (request assignnent -55)

Description: Conposite Signature with M.-DSA-65 and Ed25519 using
SHA- 512

Capabi lities: [kty]
Change Controller: |ETF
Ref erence: n/a
Recomended: Yes
M_- DSA- 87- Ed448
Nane: M.- DSA- 87- Ed448
Val ue: TBD (request assignnent -56)

Description: Conposite Signhature with M.-DSA-87 and Ed448 using
SHAKE- 256

Capabi lities: [kty]

Change Controller: |ETF
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* Reference: n/a
* Recommended: Yes
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Al JOSE
WIl be conpleted in | ater versions.
A 2. CCSE
WI1l be completed in later versions.
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