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Abst ract

The JOSE set of standards established JSON-based container formats
for Keys, Signatures, and Encryption. They also established | ANA
registries to enable the algorithns and representati ons used for them
to be extended. Since those were created, newer cryptographic

al gorithms that support selective disclosure and unlinkability have
mat ured and started seeing early narket adoption. The COSE set of
standards |i kewi se does this for CBOR- based containers, focusing on
the needs of environnents which are better served using CBOR, such as
constrai ned devi ces and networks.

Thi s docunent defines a new container format similar in purpose and
design to JSON Wb Signhature (JW5) and COSE Signed Messages called a
_JSON Web Proof (JWP) . Unlike JW5, which integrity-protects only a
singl e payload, JWP can integrity-protect multiple payloads in one
message. It also specifies a new presentation formthat supports

sel ective disclosure of individual payl oads, enabl es additional proof
comput ation, and adds a Presentati on Header to prevent replay.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 May 2026.
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1. Introduction

The JOSE specifications are very widely deployed and wel | supported,
enabl ing use of cryptographic primtives with a JSON representation
JW's [ RFC7519] are one of the nbst comon representations for
identity and access clains. For instance, they are used by the
Openl D Connect and Secure Tel ephony ldentity Revisited (STIR)
standards. Also, JWs are used by WBC' s Verifiable Credentials and
are used in many decentralized identity systens.
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Wth these new use cases, there is an increased focus on adopting
privacy-protecting cryptographic prinmtives. Wile such primtives
are still an active area of academ c and applied research, the

| eadi ng candi dates introduce new patterns that are not currently
supported by JOSE or COSE. These new patterns are largely focused on
two areas: supporting selective disclosure when presenting
informati on and minimnzing correlation through the use of Zero-

Know edge Proofs (ZKPs) in addition to traditional signatures

There are a grow ng nunber of these cryptographic primtives that
support sel ective disclosure while protecting privacy across nultiple
presentations. Exanples used in the context of Verifiable
Credentials are:

* CL Signatures (https://eprint.iacr.org/2012/562. pdf)

* |DEM X (http://ww. zurich.ibm conlidem x)

* BBS signatures, described in [I-D.irtf-cfrg-bbs-signatures]
* Merkl eDi scl osureProof2021 (https://github.com transnute-

i ndustri es/ merkl e-di scl osur e- proof -2021)

Mercurial Signatures (https://eprint.iacr.org/2020/979)

PS Signatures (https://eprint.iacr.org/2015/525. pdf)
U-Prove (https://ww. nm crosoft.com en-us/research/project/
u- prove/)

* Spartan (https://github. com nicrosoft/ Spartan)

* %

Al of these follow the sane pattern of taking nultiple clains
(a.k.a., "attributes" or "messages” in the literature) and bindi ng
themtogether into a single issued token. These are then |ater
securely one-way transfornmed into a presentation that reveals
potentially only a subset of the original clains, predicate proofs
about the claimvalues, or proofs of know edge of the clains.

| Editor’s Note: This draft is still early and inconplete. There

| will be significant changes to the algorithnms as currently defined
| here. Please do not use any of these definitions or exanples for

| anything except personal experinentation and |earning.

| Contributions and feedback are wel coned at https://github. con

| ietf-wg-jose/json-web-proof (https://github.comietf-wg-jose/json-
| web-proof).

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Waite, et al. Expires 8 May 2026 [ Page 4]



I nternet-Draft j son-web- pr oof Noverber 2025

2

2

1.

2

The roles of "issuer", "holder", and "verifier" are used as defined
by the VC Data Mydel [VC DATA-MODEL-2.0]. The term "presentation" is
al so used as defined by this source, but the term"credential” is

avoided in this specification to mnimze confusion with other
definitions.

Ter mi nol ogy
The following terns are used throughout this series of docunents:

bi nding: A nechanism indicated in an issued JWP, for howto verify
a presentation was created by the intended hol der.

linkability: The property where nultiple presentations may be

correlated to a single issued JWP, either through consistency in

the cryptographic integrity or due to particulars of JW usage by

an application. Such issued JWPs may be referred to as single-

use, as nmultiple uses may | eak uni ntended know edge.

inkability: The property of issuance and presentation al gorithns

and of application usage, where one presentation can only be

correlated with other presentations based on hol der-discl osed

i nformati on.

un

Abbrevi ati ons
*  ZKP: Zer o- Know edge Pr oof
*  JWP: JSON Web Proof (this specification)
* JPA: JSON Proof Algorithns [I-D.ietf-jose-json-proof-algorithns]
* JPT. JSON Proof Token [I-D.ietf-jose-json-proof-token]
*

CPT: CBOR Proof Token [I-D.ietf-jose-json-proof-token]
Backgr ound

A JSON Wb Proof (JWP)_is very simlar to a JW5 [ RFC7515] or COSE
Si gned Message [ RFC9052], with the addition that it can contain

mul tiple individual secured payl oads instead of a single one. JWP-
supporting algorithns are then able to separate and act on the

i ndi vi dual payl oads contai ned within.

The intent of JSON Wb Proof is to establish a common cont ai ner
format for nultiple ordered payloads that can be integrity-verified
agai nst a cryptographic proof value also in the container. It does
not create or specify any cryptographic protocols, nulti-party
protocols, or detail any algorithmspecific capabilities.
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To fully support the newer privacy primtives, JW utilizes the three
rol es of issuer, holder, and verifier, as defined by the VC Data

Model [VC- DATA- MODEL-2.0]. There are also two forms of a JWP: the

i ssued formcreated by an issuer for a holder, and the presented form
created by a holder for a verifier.

The four principal interactions used by JW are issue, confirm
present, and verify.

AJW is initially created by the issuer using the issue interaction.
A successful result is an issued JWP that has a single |ssuer Header,
one or nore payl oads, and an initial proof value that contains the

i ssuing algorithmoutput. The holder, upon receiving an issued JWP,
then uses the confirminteraction to check the integrity protection

of the Header and all payl oads using the proof val ue.

After validation, the holder uses the present interaction to apply
any sel ective disclosure choices, performprivacy-preserving
transformations for unlinkability, and add a Presentati on Header that
ensures the resulting presented JWP cannot be replayed. The verifier
then uses the verify interaction to ensure the integrity protection
of the Headers and any di scl osed payl oads, along with verifying any
addi tional ZKPs covering non-discl osed payl oads.

Wil e issue and confirmonly occur when a JWP is initially created by
the issuer, the present and verify steps may be safely repeated by a
hol der on an issued JWP. The resulting presented JWP is only

unl i nkabl e when supported by the underlying al gorithm

Al gorithmdefinitions that support JWPs are in separate conpanion
specifications - just as the JSON Wb Al gorithns [ RFC7518]

speci fication does for JW5 and JWE [ RFC7516]. The JSON Pr oof

Al gorithns (JPA) [I-D.ietf-jose-json-proof-algorithns] specification
defines how an initial set of algorithns are used with JWP.

4. JSON Web Proof Header

A Header consists of an integrity-protected set of Header Paraneters
that apply to the JW,.

A Header is represented either as a JSON bject hol di ng JSON

formatted Header Paraneters, or a CBOR map hol ding CBOR-fornmatted
Header Parameters.
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I nternet-Draft j son-web- pr oof Noverber 2025

In addition, there are two kinds of Headers - an |Issuer Header (see
Section 6.1.1) supplied on issue by the issuer, and an additiona
Presentati on Header (see Section 6.2.1) supplied on present by the
hol der. Both Headers should have their integrity protected, and are
mandatory to present unnodified to the verifier

5. Header Paraneter

A Header Paraneter is a nanme/value pair supplying information wthin
a Header in a JWP. A Header Parameter mmy provide infornmation
specific to the proof algorithmin use for the JWP, it may identify
the issuer of the proof, it may describe the application purpose or
format of the JWP, as well as provide other potential netadata.

A Header Paraneter may be represented as JSON or as CBOR  Wen
represented using JSON, each Header Paraneter has a string | abel and
has a JSON-structured value within a JSON Object. When descri bed
usi ng CBOR, each parameter has either an integer (int) or string
(tstr) label, and has a CBOR-structured value within a CBOR nmap.

The Header Parameter |abels within the Header MJST be unique. CBOR
processing MJST reject nessages if two Headers with the sane
paraneter | abel are encountered. JSON processing SHOULD rej ect
nmessages received with the sanme paraneter |abel, but MAY instead
represent only the lexically last menber with that |abel, as
specified in Section 15.12 ("The JSON Object") of ECMAScript 5.1

[ ECMAScript]. JSON processing MIST take one of these two approaches
with regards to encountering duplicate Header Paraneter |abels.

I mpl enentati ons are required to understand the specific Header

Par armet ers defined by this specification that are designhated as "MJST
be understood" and process themin the manner defined in this
specification. Al other Header Paraneters defined by this
specification that are not so designated MJST be ignored when not
understood. Unless listed as a critical Header Paraneter, per
Section 5.2.4, all Header Paranmeters not defined by this

speci ficati on MUST be ignored when not understood.

5.1. Header Paraneter Labeling Requirements
As | abels are the nmechanismfor semantically distinguishing paraneter
nanes, it is inportant to describe the mechanismto reduce the risk
of conflicts.

There are three strategies for |abeling Header Paraneters:

Waite, et al. Expires 8 May 2026 [ Page 7]



I nternet-Draft j son-web- pr oof Noverber 2025

1. Registered paraneter |abels. These |abels are coordinated
through the I ANA "JSON Wb Proof Header Paraneters" registry,
whi ch protects agai nst paraneters having the sane | abel

2. Collision-resistant paraneter |abels. These |abels are not
coordi nated through I ANA, but are otherw se nanespaced to prevent
conflict. One exanple would be a string | abel representing the
URI of a controlled resource, such as the HITPS- hosted
docunent ati on of the Header Paraneter

3. Private paraneter |abels. These |abels are not coordi nated
through | ANA or another party, but are expected to only be used
for testing or in closed environnents.

These cl asses of Header Parameters are intentionally parallel to
those in Section 4 of [RFC7515].

5.2. Registered Header Paraneter Labels

The foll owi ng Header Paraneter names for use in JWPs are registered
in the | ANA "JSON Wb Proof Header Parameters" registry established
by Section 11.1, with nmeanings as defined in the subsections bel ow

As indicated by the common registry, Header Parameters used in the
| ssuer Header (see Section 6.1) and the Presentation Header

Section 6.2 share a comobn Header Paraneter space; when a paraneter
is used by both fornms, its usage nust be conpatibl e between them

5.2.1. "alg" (A gorithm Header Paraneter

The alg (algorithm Header Parameter identifies the cryptographic

al gorithmused to secure the JWP. The JWP Proof value is not valid
if the alg value does not represent a supported algorithmor if there
is not a key for use with that algorithm associated with the party
that secured the content. alg values should either be registered in
the 1 ANA "JSON Wb Proof Al gorithnms" registry established by
[1-D.ietf-jose-json-proof-algorithnms] or be a value that contains a
Col l'i si on- Resi st ant Nane.

As a JSON-formatted Header Paraneter, the alg value is a case-
sensitive ASCII string containing a StringOrURl value. As a CBOR-
formatted Header Paraneter, this value rmay al so be an integer val ue.

The list of defined alg values for this use can be found in the | ANA
"JSON Web Proof Algorithms" registry established by
[I-D.ietf-jose-json-proof-algorithns]; the initial contents of this
registry are registered by [I-D.ietf-jose-json-proof-algorithns].
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Use of this Header Paraneter is REQUI RED.
5.2.2. "kid" (Key ID) Header Parameter

The kid (Key I D) Header Parameter is a hint indicating which key was
used to secure the JWP. This paraneter allows originators to
explicitly signal a change of key to recipients.

The structure of the kid value is unspecified.

When kid is used for a JSON-formatted Header, its value MJUST be a
case-sensitive string. Wen referencing a JWK, the kid value is
mat ched to the JWK kid paraneter val ue.

When kid is used for a CBOR-formatted Header, its value is a binary
string. Wen referencing a COSE Key, the kid value is matched to the
COSE_Key ki d structure nenber.

Use of this Header Paranmeter is OPTI ONAL.
5.2.3. "typ" (Type) Header Paraneter

The typ (type) Header Paraneter is used by JWP applications to

decl are the nmedia type [| ANA. Medi aTypes] of this conplete JWP. This
is intended for use by the application when nore than one kind of

obj ect could be present in an application data structure that can
contain a JWP;, the application can use this value to di sanmbi guate
anong the different kinds of objects that might be present. It wll
typically not be used by applications when the kind of object is

al ready known. This paraneter is ignored by JWP inplenmentations; any
processing of this paraneter is perforned by the JWP application

Use of this Header Paraneter is OPTI ONAL.

For COSE-formatted Headers, typ MAY al so instead be an integer val ue
whi ch corresponds to the | ANA "CoAP Content-Formats" registry

[ 1 ANA. CoAP. For mat s], which describes the correspondi ng nedia type, as
descri bed in [ RFC9596] .

Per [ RFC2045], all media type val ues, subtype val ues, and paraneter

nanes are case insensitive. However, paraneter values are case
sensitive unless otherw se specified for the specific paraneter.
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To keep messages conpact in conmon situations, it is RECOMVENDED t hat
producers omit an "application/" prefix of a media type value in a
typ Header Paraneter when no other '/’ appears in the nedia type
value. A recipient using the nmedia type value MJST treat it as if
"application/" were prepended to any typ value not containing a '/’.
For instance, a typ value of exanple SHOULD be used to represent the
appl i cation/exanpl e nmedi a type, whereas the nmedia type application/
exanpl e; part="1/2" cannot be shortened to exanple; part="1/2"

The typ value jwp can be used by applications to indicate that this
object is a JWP using the JW Conpact Serialization. Qher type
val ues can al so be used by applications, including those using the
+jwp nmedia type structured syntax suffix.

It is RECOWENDED that the typ Header Paraneter be used for explicit
typing, in parallel to the recormendations in Section 3.11 of
[ RFC8725] .

5.2.4. M"crit" (Critical) Header Paraneter

The crit (critical) Header Parameter indicates that extensions to
this specification and/or [I-D.ietf-jose-json-proof-algorithns] are
bei ng used that MJST be understood and processed. |Its value is an
array listing the Header Paraneter |abels present in the JWP Header
that use those extensions. For JSON-formatted Headers this is a |ist
of strings, while for CBOR-formatted Headers it is a |list containing
string and/or int val ues.

If any of the listed extensi on Header Paraneters are not understood
and supported by the recipient, then the JW is invalid. Producers
MUST NOT i nclude Header Paraneter nanes defined by this specification
or [I-D.ietf-jose-json-proof-algorithms] for use with JWP, duplicate
nanes, or nanes that do not occur as Header Paraneter nanes wthin
the Header in the crit list. Producers MJUST NOT use the enpty list
[l as the crit value. Recipients MAY consider the JWP to be invalid
if the critical list contains any Header Paraneter nanmes defined by
this specification or [I-D.ietf-jose-json-proof-algorithnms] for use
with JWP or if any other constraints on its use are violated. When
used, this Header Paraneter MJST be integrity protected; therefore,
it MJUST occur only within the Header. Use of this Header Paraneter
is OPTIONAL. This Header Paraneter MJST be understood and processed
by inpl enmentations.

5.2.5. "iek" (lssuer Epheneral Key) Header Paraneter
The iek (Issuer Epheneral Key) represents the public key used by the

i ssuer for indirect signatures within certain algorithns. This is an
epheneral key that MJST be uni que for each issued JWP.

Waite, et al. Expires 8 May 2026 [ Page 10]
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Thi s Header Paraneter is references a JSON Wb Key (JVWK) public key
val ue when represented as a JSON-formatted Header, and a COSE Key
hj ect when represented as a CBOR-formatted Header

It MJUST contain only public key paraneters and SHOULD contain only
the m ni mum paraneters necessary to represent the key; other
paraneters included can be checked for consistency and honored, or
they can be ignored.

When present, this Header Parameter MJST be understood and processed
by inpl enentations.

5.2.6. "hpk" (Holder Presentation Key) Header Paraneter

The hpk (Hol der Presentation Key) represents the public key with
certain algorithnms, and is used by the hol der for proof of possession
and integrity protection of the Presented Header.

The issuer MJST validate that the hol der has possession of this key
through a trusted mechanism such as requiring the signature of a
uni que nonce value fromthe hol der before issuing the JWP.

Thi s Header Paraneter is references a JSON Wb Key (JVWK) public key
val ue when represented as a JSON-formatted Header, and a COSE Key
hj ect when represented as a CBOR-formatted Header

It MJUST contain only public key paraneters and SHOULD contain only
the m ni mum paraneters necessary to represent the key; other
paraneters included can be checked for consistency and honored, or
they can be ignored.

If holder unlinkability is required, this value MJST not be repeated
in multiple issued JWs; a different hol der presentation key MJST be
included in each issuance.

Thi s Header Paranmeter MJST be understood and processed by
i mpl ement ati ons when present.

5.2.7. "hpa" (Holder Presentation Al gorithn) Header Paraneter
The hpa (Hol der Presentation Al gorithn) Header Paraneter represents
the algorithmto be used by the hol der for presenting a JW when
usi ng an asymretric algorithmand a Hol der Presentation Key.
Thi s Header Paranmeter SHOULD be included when appropriate for the JW

al gorithmunl ess a single appropriate algorithmis negotiated through
ot her neans.
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Thi s Header Paraneter references the nanme of a JSON Web Al gorithm
(JWA) when represented as a JSON-formatted Header, and an integer or
text value when represented as a CBOR-formatted Header

Thi s Header Paranmeter MJST be understood and processed by
i npl emrent ati ons when present.

5.2.8. "iss" (lssuer) Header Parameter

The iss (issuer) Header Parameter identifies the principal that
i ssued the JWP. The processing of this claimis generally
application specific.

The iss value is a case-sensitive string containing a StringOr UR
value. |Its definitionis intentionally parallel to the iss claim
defined in [ RFC7519].

Use of this Header Paranmeter is OPTI ONAL.
5.2.9. "aud" (Audi ence) Header Paraneter

The aud (audi ence) Header Paraneter identifies the recipients that
the JWP is intended for. Each principal intended to process the JW
MUST identify itself with a value in the audi ence Header Paraneter.
If the principal processing the Header Paraneter does not identify
itself with a value in the aud Header Paraneter when this Header
Paraneter is present, then the JWP MJST be rejected.

In the general case, the aud value is an array of case-sensitive
strings, each containing a StringOrURl value. |In the special case
when the JWP has one audi ence, the aud value MAY be a single case-
sensitive string containing a StringOrURl val ue

The interpretation of audience values is application specific.

Its definition is intentionally parallel to the aud claimdefined in
[ RFC7519] .

Use of this Header Paraneter is OPTI ONAL.
5.2.10. "nonce" (Nonce) Header Paraneter
The nonce (nonce) Header Paraneter is used to associate protoco
state with a presented JWP. Usage is protocol-specific, but exanples
include requiring a unique nonce in requests as part of a strategy to

prevent replay, or for associating a JW back to the context where it
was request ed.
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When used as a JSON-formatted Header, the value is a case-sensitive
string val ue.

When used as a CBOR-formatted Header, the value is a binary string.

This definition is intentionally parallel to the nonce claim
registered in the 1 ANA "JSON Web Token C ains" registry [ ANA JWI].

Use of this Header Paraneter is OPTI ONAL.
5.3. Public Header Paraneter Nanes

Addi ti onal Header Parameter names can be defined by those using JWPs.
However, in order to prevent collisions, any new Header Paraneter
nanme should either be registered in the | ANA "JSON Wb Proof Header
Par anet ers" registry established by Section 11.1 or be a Public Nane
(a value that contains a Collision-Resistant Nanme). |n each case,
the definer of the nane or val ue needs to take reasonabl e precautions
to make sure they are in control of the part of the namespace they
use to define the Header Paraneter nane.

New Header Paraneters should be introduced sparingly, as they can
result in non-interoperable JWpPs.

5.4. Private Header Paraneter Names

A producer and consuner of a JWP nmay agree to use Header Paraneter
nanes that are Private Nanes (nanmes that are not Registered Header
Paraneter |abels Section 5.2 or Public Header Paraneter nanes
Section 5.3.) Unlike Public Header Paraneter nanes, Private Header
Par amret er names are subject to collision and should be used with
cauti on.

6. JWP Forns

AJW is always in one of two forns: the issued formor the presented
form A structural difference between the two fornms is the nunber of
Headers. An issued JWP has only an |Issuer Header, while a presented
JW will have both the |Issuer Header and an additional Presentation
Header .

Al JW forns support multiple payl oads, which are individual octet
strings. The issued formw Il contain one or nore ordered payl oad
slots, each of which contain one piece of payload data. A
presentati on based on that issued JWP contains the same nunber of
slots in the sanme order, but may choose to onmit payl oad infornmation
on a slot-by-slot basis.
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The JWP proof value is one or nore octet strings that are only neant
to be generated from and processed by the underlying JPA

Internally, the proof value may contain one or nore cryptographic
statenents that are used to check the integrity protection of the
Header (s) and all payl oads. Each of these statenents may be a ZKP or
a traditional cryptographic signature. The algorithmis responsible
for how these statenents are serialized into a single proof val ue.

6. 1. | ssued Form

Wen a JWP is first created, it is always in the issued form It
will contain the Issuer Header along with all of the payl oads.

The issued formcan only be confirmed by a hol der as being correctly
formed and protected. It is NOT to be verified directly or presented
as-is to a verifier. The holder SHOULD treat an issued JWP as
private and use appropriately protected storage.

6.1.1. |ssuer Header

The |ssuer Header is always presented as-is to verifiers.

D fferences in Headers fromtwo |ssued JWP could unintentionally
serve to differentiate these nessages to verifiers, allow ng grouping
or correlation of credentials based on these variations. It is
RECOMVENDED t hat the |ssuer Header have the same representation
(identical octet string sequence) for Issued JWP which are otherw se
meant to not be distinguishable.

Every |ssuer Header MJUST have an alg value that identifies a valid
JSON Proof Al gorithm (JPA)

For exanpl e:

al g": "BBS"
}

6.1.2. Issuer Payl oads

Payl oads are represented and processed as individual octet strings
and arranged in an ordered array of payload slots. Al application
context of the placenment and encodi ng of each payl oad value is out of
scope of this specification and SHOULD be well defined and docunent ed
by the application or other specifications.

JPAs MAY provide software interfaces that performthe encoding of

i ndi vi dual payl oads whi ch accept native inputs such as nunbers, sets,
or elliptic curve points. This enables the algorithmto support
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advanced features such as blinded values and predicate proofs. These
interfaces would generate the octet string encoded payl oad val ue as
wel |l as include protection of that payload in the conbi ned proof

val ue.

6.1.3. |ssuer Proof

The issuer proof is one or nore octet strings that are opaque to
applications. |Individual proof-supporting algorithns are responsible
for the contents and security of the proof value, along with any
required internal structures.

The issuer proof is used by the holder to performvalidation,
checking that the |Issuer Header and all payl oads are properly encoded
and protected by the given proof.

6.2. Presented Form

When an issued JWP is presented, it undergoes a transformation that
adds a Presentation Header. \While the payload slots are identical to
the Issued JWP, the Presented JWP may have one or nore payl oads
omtted, disclosing only a subset of the original issued payl oads.
The proof value will always be updated to add integrity protection of
the Presentation Header along with the necessary cryptographic
statements to verify the presented JWP.

When supported by the underling JPA, a single issued JW can be used
to safely generate nultiple presented JWPs wi t hout becom ng
correl at abl e.

A JW may al so be single use, where an issued JWP can only be used
once to generate a presented form In this case, any additiona
presentati ons would be inherently correlatable. These are stil
useful for applications needing only selective disclosure or where
new uni que i ssued JWPs can be retrieved easily.

6.2.1. Presentation Header
The presented formof a JW MJIST contain a Presentation Header. It
is added by the holder and MJUST be integrity protected by the
underling JPA

This Header is used to ensure that a presented JW cannot be replayed
and is cryptographically bound to the verifier it was presented to.

Waite, et al. Expires 8 May 2026 [ Page 15]



I nternet-Draft j son-web- pr oof Noverber 2025

Wil e there are not any required Header Paraneters in the
Presentati on Header, it MJST contain one or Header Paraneters that
uniquely identify the presented JWP to both the hol der and verifier
For exanpl e, Header Parameters that would satisfy this requirenent
i ncl ude nonce and aud.

6.2.2. Presentation Payl oads

The presentation has one or nore payl oad slots, each of which either
contains the issued payl oad or represents that the payload is being
omtted. The position of other payl oads does not change when one is
omtted; the resulting array will sinply be sparse and only contain
the di scl osed payl oads.

The di scl osed payl oads will always be in the same array positions to
preserve any index-based references by the application between the

i ssued and presented forns of the JWP. How the sparse array is
represented is specific to the serialization used.

6.2.3. Al gorithm Specific Proof Methods

In addition to disclosing the contents of a payl oad, sone al gorithns
MAY support disclosing other information not representable as a
payl oad.

For exanple, rather than rel easing a date of birth, the algorithm may
i nclude proof information indicating that the subject is over a
certain age at the tinme of the presentation. Such information is not
di scl osed as a payl oad, and instead would be included in the
presentation proof.

A non-exhaustive list of such proof methods along wi th exanpl es
i ncl udes:

* Ranges: Age acceptable currently, GCeolocation near a specified
| ocation

* (Non-) Menbership: Contains a particular role, Credential is not
consi dered revoked.

* Proof of Know edge: Hol der has proof of possession of a secret key
or secret val ue

* Derived Values: (Verifier-specific) stable pseudonynous val ues
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6.2.4. Presentation Proof

The presentation proof is one or nore octet strings that are opaque
to applications. Individual proof-supporting algorithns are
responsi ble for the contents and security of the proof value, along
with any required internal structures.

The proof of a presented JWP will always be different than the issued
proof. At a mininum it MJST be updated to include protection of the
added Presentation Header

Al gorithnms SHOULD generate an un-correl atabl e presentation proof in
order to support nultiple presentations froma single issued JWP.

The algorithmis responsible for representing selective disclosure of
payl oads in a presented proof. |If nultiple octet strings are
insufficient for representing a proof as defined by an algorithm the
algorithmis responsible for defining how such information is
represented within one or nore octet strings.

7. Serializations

JWP defines two serializations: a JSON-based Conpact Serialization
and a CBOR Serialization. Both serializations represent one or nore
Headers, multiple Payload slots, and a single Proof (which may be
composed of nmultiple octet strings).

The JWP Conpact Serialization provides a JSO\ based, space-efficient
encoding of a JWP in URL-safe characters. Its design closely
parall el s the JW5 Conpact Serialization [RFC7515]. No representation
parallel to the JW5 JSON serialization is defined.

JWP CBOR Serialization provides a conpact CBOR-based encodi ng
suitable for constrained environnents. |Its design closely parallels
COSE_Si gnl [ RFC9338] .

7.1. Compact Serialization

JWP Conpact Serialization provides a JSON-based encodi ng of a JWP,

expressed in URL-safe characters. In addition to the al phabet of
unpadded BASE64URL-safe encodi ng, Conpact Serialization uses the "."
and "~" characters as separators. This serialization is inspired by
JWE.

The Header MUST be JSON-formatted for Conpact Serialization. This
i ncludes both Headers in presented form
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Al'l binary data is BASE64URL encoded, including the octets of the
UTF- 8 encoded Headers and the individual payload slot data and the
proof val ues.

Payl oad sl ots and proof val ues are each concatenated into a single
text form by concatenating the BASE64URL encoded val ues using the ~
character.

I ndi vi dual payl oad slots are allowed to have their payl oad data be
omtted; if a payload is omtted, it is represented as a zero-length
text value, potentially resulting in leading, trailing, or
consecutive ~ characters in the concatenated form

If a payload or proof value was a zero-length octet string, it does
not get output as its zero-length BASE64URL-encoded form but as a
single _ character. This character does not represent a valid

BASE64URL- encoded octet string, allowing it to be distinguished from
normal | y encoded dat a.

The issued formis created by concatenating the base64url - encoded
| ssuer Header, concatenated payl oads, and concat enated proof
separated each by a . character. The concatenated payl oads MAY be
omtted if the application is using detached payl oads.

The presented formis created by concatenating the base64url -encoded
Present ati on Header, base64url-encoded |ssuer Header, concatenated
payl oads, and concatenated proof separated each by a . character

The concat enat ed payl oads MAY be omitted if the application is using
det ached payl oads.

eyJhbCGeci G JCQ M LCIhdWQ G JodHRwczovL3J1 Y21 waW/udCsl eGFt cGxI LniNvbSI s
nbvbmN | j 0i d3Jt @ Jr S3RYal Ei f Q eyJraWd G Jl an¥j cH qdVpRLUS4AWNUyaFFuTmJ
UOVJi Ynbyb2JwdGRURXhSMERVal W41 i wi YWknl j oi QkJTI nO. MI'cx NDUy MT'YWMVA~MTCxN
ZE50Tk500Q~1 kRvZSI ~I kpheSI ~~~. i u_Wrzqcj &4KaVWBFr 2N1ah®Uo7PHnk Of 130XFpW
XEEzyMM 3qKg67r GTHQ LYFdos3E- ¢cj s71 EbOnZYaFNI 3ho3kDyDhdl | dukSEoeecDW/ ¢
f 6r hhFFe- L- dX4t _eNOr G 5kvxpLBnT6l EXP4y53Tdnghkj BU69gnoAl TOO eHszORr
DWyI PTQX gDer UXSmAE7r 3cRBUUS92C1FQy 7F9BX_cnmuG3qdnBCyr 7nNQgevI 7QoMIMp_T
4t kUKnZzzeTuAdx FV6evOLuhKnir2Dwk6go5or j C14GBB4ni | wj G811t A345t 7f Di Z41s1N
I MAgWht oQRIbVI sAoKx AKBhL8F2A] BDf ssf EMoUBJsyW esQ dQTrcnRVPuf MKPI aN6e84
UzZkj kFHyh8y GONdhB4Vnhr eybqvJj SHSCQDTD59e4n52vabMI502Soj TNew oW Pr Q3 7k
UE4zi f zZ9xxf Bntw4Br W r KZdhDs5QFAdj yU

| Figure: Compact Serialization of Presentation
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7.2. CBOR Serialization

A CBOR-based serialization is also defined, which uses the CBOR for

descri bi ng Header Paraneters and does not use base64url encoding to

ensure safety in text-based protocols. Wile this supports the sane
data nodel and algorithms, the difference in Header representations

does not allow interchangeability with Conpact Serialization

The CBOR serialization provides a compact binary representation of a
JWP. The serialization consists of two arrays, representing issued
and presented forns.

The Headers MJST be CBOR formatted for CBOR serialization. This
i ncludes both the issued and Presented Headers in the presented form

The issued formconsists of a three-elenent array, while the
presented form consists of a four-elenent array.

If an individual payload has been omitted, it is represented by the
CBOR val ue nil. Payl oads MJST be included unless the application is
usi ng detached payl oads, which is represented by setting the payl oads
val ue as nil.

Two tags are defined for representing issued and presented JWPs.

Applications MAY use their own tags to tag other specific types of
JWPs.
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CBOR_JWP_| ssued = |
| ssuer Header : enpty_or_serialized_map,
Payl oadSlots : [+ payload] / nil
Proof : [+ bstr]

]

CBOR_JWP_Presented = |
Present er Header : enpty_or_serialized_map,
| ssuer Headers : enpty_or_serialized_nap,
Payl oadSl ots : [+ disclosabl e _payload] / nil
Proof : [+ bstr]

]

enpty_or_serialized_map = bstr .cbor header_map
header _map = {
* | abel => val ues

}
|l abel =int / tstr
val ues = any
payl oad = bstr
di scl osabl e_payl oad = payl oad / ni
Tagged_CBOR _JWP_| ssued = #6. xxx (CBOR_JWP_I ssued)
Tagged _CBOR _JWP_Presented = #6.yyy (CBOR_JWP_Present ed)
Figure 1: CDDL [ RFC8610] for CBOR Serializations.

8. Encrypted JSON Wb Proofs
Access to JWPs containing non-public naterial by parties without
legitimate access to the non-public informati on MIUST be prevented.
Thi s can be acconplished by encrypting the JWP when potentially
observabl e by such parties to prevent the disclosure of private
informati on. The use of an Encrypted JWP is recommended for this
purpose. The processing of Encrypted JWPs is identical to the
processi ng of other JWEs.
For a JWP with JSON-formatted Headers, an Encrypted JWP is a JWE
[ RFC7516] with a JWP in Conpact Serialization as its plaintext val ue.
For a JWP with CBOR-formatted Headers, an Encrypted JWP shoul d use

COSE_Encrypt O or COSE Encrypt [ RFC9052] with the CBOR Serialization
as its plaintext.

Waite, et al. Expires 8 May 2026 [ Page 20]



I nternet-Draft j son-web- pr oof Noverber 2025

10.

11.

The cty (content type) JWE/ COSE Header Paraneter is used to indicate
that the content of the JWEis a JW. The cty value of the JWE COSE
message SHOULD be the sane as the typ (type) JW Header Parameter

val ue of the unencrypted JWP to be encrypted. |If the JWP has no typ
val ue, then the followi ng JWE Header Paraneter cty (content type)

val ues SHOULD be used:

* jwp is used to indicate that the content of the JWE is a JWP using
the JWP Conpact Serialization

* application/cwp is used to indicate that the plaintext of the COSE
message is a JWP in CBOR Serialization

The cty (content type) Header Parameter MJUST be present unless the
application knows that the encrypted content is a JWP by anot her
means or convention, in which case the cty value MAY be onitted.

Det ached Payl oads

In sone contexts, it is useful to nake statenents about payl oads
whi ch are not thenselves contained within the JWP, simlar to
"Det ached Content™ in JWS [ RFC7515].

For this purpose, the conpact, JSON and CBOR serializations allow for
all payload slots to be onmitted froma serialized form Wile this
is alegal serialization, it is not onits own able to be verified.

The recipient is expected to perform sonme sequence of steps defined
by the application to recreate the array of payl oad slots, including
order and optionality. This effectively recreates the fully
specified serialization of the JWP.

Security Considerations
Not es to be expanded:

Requi renments for supporting algorithnms, see JPA

Application interface for verification

Data m nim zati on of the Header(s)

To prevent accidentally introducing linkability, when an issuer
uses the sane key with the sanme groupi ng of payl oad types, they
SHOULD al so use the sane |ssuer Header. This Header SHOULD be
represented by the same octets, avoiding distinguishing a JW due
to non-deterministic serialization.

E

| ANA Consi der ations

The followi ng registration procedure is used for all the registries
established by this specification.
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11.

Val ues are registered on a Specification Required [ RFC5226] basis
after a three-week review period on the jose-reg-review@etf.org
mailing list, on the advice of one or nore Designated Experts.
However, to allow for the allocation of values prior to publication,
the Designated Experts may approve registration once they are
satisfied that such a specification will be published.

Regi stration requests sent to the mailing list for review should use
an appropriate subject (e.g., "Request to register JW Header
Par anet er: exanpl e")

Wthin the review period, the Designated Experts will either approve
or deny the registration request, comrunicating this decision to the
review list and | ANA. Denials should include an explanation and, if
appl i cabl e, suggestions as to how to make the request successful

Regi stration requests that are undetermned for a period | onger than
21 days can be brought to the |ESG s attention (using the
iesg@etf.org mailing list) for resolution.

Criteria that should be applied by the Designated Experts includes
det erm ni ng whether the proposed registration duplicates existing
functionality, whether it is likely to be of general applicability or
useful only for a single application, and whether the registration
description is clear.

I ANA nust only accept registry updates fromthe Designated Experts
and should direct all requests for registration to the review mailing
l'ist.

It is suggested that nultiple Designated Experts be appointed who are
able to represent the perspectives of different applications using
this specification, in order to enable broadly informed revi ew of
registration decisions. In cases where a registration decision could
be perceived as creating a conflict of interest for a particular
Expert, that Expert should defer to the judgnent of the other

Experts.

1. JSON Web Proof Header Paraneters Registry

Thi s specification establishes the | ANA "JSON Web Proof Header

Par anet ers" registry for Header Paraneter nanes, under the "JSON

oj ect Signing and Encryption (JOSE)" registry group. The registry
records the Header Paraneter nane and a reference to the
specification that defines it. The same Header Paraneter name can be
registered multiple times, provided that the paraneter usage is
conpati bl e between the specifications. Different registrations of
the sane Header Paraneter nanme will typically use different Header
Par anet er Usage Locations val ues.
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11.

11.

11.

1.1. Registration Tenpl ate

Header Parameter Name: The descriptive nane of the paranmeter. (e.g.
"Key ldentifier").

Header Parameter JSON Label: The string |abel requested within a
JSON context. (e.g., kid). Because a core goal of this
specification is for the resulting representations to be conpact,
it is RECOWENDED that the |abel be short -- not to exceed 8
characters without a compelling reason to do so. This label is
case sensitive, and it is RECOVWENDED to avoi d upper-case
characters. Labels may not match another registered nanes in a
case-insensitive nmanner unl ess the Desighated Experts state that
there is a conpelling reason to allow an exception. This registry
val ue SHOULD be supplied, but MAY be omitted if this Header
Paranmeter will never be formatted as JSON

Header Parameter CBOR Label: The string or integer |abel requested
within a CBOR context (e.g., 2). This label nmay not natch ot her
i nteger values, match other string values in a case-insensitive
manner, or be a differing string value fromthe JSON | abel unless
the Designated Experts state that there is a conpelling reason to
al | ow an excepti on.

Header Paranmeter Usage Location(s): The Header Paraneter usage
| ocations, which should be one or nore of the val ues |ssued or
Presented. Oher values may be used with the approval of a
Desi gnat ed Expert.

Change Controller: For |IETF Stream RFCs, list the | ETF. For others,
give the nane of the responsible party. Oher details (e.g.,
postal address, email address, hone page URI) nmay al so be
i ncl uded.

Speci fication Docunent(s): Reference to the docunent or docunents
that specify the paraneter, preferably including URIs that can be
used to retrieve copies of the docunments. An indication of the
rel evant sections may al so be included but is not required.

1.2. Initial Registry Contents

This section registers the Header Paraneters defined in Section 5.2
inthis registry.

1.2.1. Al gorithm Header Paraneter

Header Paranmeter Nane: Al gorithm

Header Parameter JSON Label: alg

Header Parameter CBOR Label: 1

Header Parameter Usage Location(s): |ssued, Presented

Change Controller: |ETF

Speci fication Docunment(s): Section 5.2.1 of this specification

b S
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Header
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Header
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Change
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11.1.2.7.

*  Header

VWi t e,

Key | D Header

Speci ficati on Document (s):

Type Header

Speci fication Docunent (s):

Critical

Speci ficati on Document (s):

| ssuer

Speci fication Docunent (s):

Audi ence Header

Speci ficati on Document (s):

Nonce Header

et al.

Par amet er

Par amet er Nane: Key ldentifi
Par aret er JSON Label : kid
Par amet er CBOR Label : 2

Par anet er Usage Location(s):
Controller: |ETF

Section

Par amet er

Par amet er
Par amret er
Par amet er
Par amet er
Controller:

Nanme: Type

JSON Label : typ
CBOR Label : 3
Usage Location(s):
| ETF

Section
Header Par anet er
Parameter Nane: Critical

Par amet er JSON Label : crit
Par anmet er CBOR Label : 4

Par anet er Usage Location(s):
Controller: | ETF

Section
Header Par amnet er
Paranet er Nane: |ssuer
Paramet er JSON Label : iss
Par amet er CBOR Label: 5

Par amet er Usage Location(s):
Controller: |ETF

Secti on

Par amret er

Nane: Audi ence
JSON Label : aud
CBOR Label : 6
Usage Location(s):
| ETF

Par amet er
Par amet er
Par anet er
Par amet er
Controller:
Section

Par amet er
Par anet er Nane: Nonce
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* Header Parameter JSON Label: nonce

* Header Paraneter CBOR Label: 7

* Header Paraneter Usage Location(s): Presented

* Change Controller: |IETF

* Specification Docunent(s): Section 5.2.10 of this specification
11.1.2.8. Issuer Epheneral Key Header Paraneter

* Header Paraneter Nane: |ssuer Epheneral Key

* Header Paraneter JSON Label: iek

* Header Paraneter CBOR Label: 8

* Header Paraneter Usage Location(s): |ssued

* Change Controller: |IETF

* Specification Docunent(s): Section 5.2.5 of this specification
11.1.2.9. Holder Presentation Key Header Paraneter

* Header Paraneter Nane: Hol der Presentation Key

* Header Parameter JSON Label : hpk

* Header Paraneter CBOR Label: 9

* Header Paraneter Usage Location(s): |ssued

* Change Controller: |ETF

*

Speci fication Docunment(s): Section 5.2.6 of this specification
11.1.2.10. Hol der Presentation Al gorithm Header Paraneter

Header Parameter Name: Hol der Presentation Al gorithm

Header Parameter JSON Label : hpa

Header Paranmeter CBOR Label: 10

Header Parameter Usage Location(s): |ssued

Change Controller: |ETF

Speci fication Docunent(s): Section 5.2.7 of this specification

E R

11.2. Media Type Registry
11.2.1. Registry Contents

This section registers the application/jw nedia type [ RFC2046] in
the 1 ANA "Medi a Types" registry [| ANA Medi aTypes] in the manner
described in [ RFC6838], which can be used to indicate that the
content is a JW using the JWP Conpact Serialization.

11.2.1.1. The application/jw Mdia Type

Type name: application
Subt ype nane: jwp
Required paraneters: n/a
Optional paraneters: n/a

* ok X F
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E R

* Ok X F

11. 2. 1.

* X X X X

b R

E I

VWi t e,

Encodi ng consi derations: 8bit; application/jw values are encoded
as a series of base64url-encoded val ues (sone of which may be the
enpty string) separated by period ('.’) and tilde ('~") characters
Security considerations: See Section 10 of this specification
Interoperability considerations: n/a

Publ i shed specification: this specification

Applications that use this nedia type: TBD

Fragment identifier considerations: n/a

Addi tional information

- Magic nunber(s): n/a

- File extension(s): n/a

- Mcintosh file type code(s): n/a

Person & enmil address to contact for further information: M chae
B. Jones, mchael _b_jones@otmail.com

I nt ended usage: COVMON

Restrictions on usage: nhone

Aut hor: M chael B. Jones, nichael b _jones@otnail.com

Change Controller: |ETF

Provi si onal registration? No

2. The application/cwp Media Type

Type name: application

Subt ype nane: cwp

Requi red paranmeters: n/a

Optional parameters: n/a

Encodi ng consi derations: 8bit; application/cwp values are
represented as a CBOR data item

Security considerations: See Section 10 of this specification
Interoperability considerations: n/a

Publ i shed specification: this specification

Applications that use this nmedia type: TBD

Fragnment identifier considerations: n/a

Addi tional information

- Magic nunber(s): n/a

- File extension(s): n/a

- Mcintosh file type code(s): n/a

Person & email address to contact for further information: M chae
B. Jones, mchael _b_jones@otmail.com

I nt ended usage: COVMON

Restrictions on usage: nhone

Aut hor: M chael B. Jones, mnichael _b_jones@otmil.com
Change Controller: |ETF

Provi sional registration? No
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11.

3.

Structured Syntax Suffix Registry

11.3.1. Registry Contents

11.

11.

12.

12.

This section registers the following entries in the I ANA "Structured
Syntax Suffix" registry [IANA StructuredSuffix] in the manner
described in [ RFC6838].

3.

E N ERE * 0 X X

L A

1.

1.1. The +jwp Structured Syntax Suffix

Nane: JSON Web Proof (JWP)

+suf fix: +jwp

Ref erences: Section 7.1 of this specification

Encodi ng consi derations: binary; JW values are encoded as a
series of base64url-encoded val ues (sone of which may be the empty
string) separated by period ('.’) and tilde ('~') characters
Interoperability considerations: n/a

Fragrment identifier considerations: n/a

Security considerations: See Section 10 of this specification
Contact: M chael B. Jones, mchael _b_jones@otmil.com

Aut hor/ Change controller: |ETF

.1.2. The +cwp Structured Syntax Suffix

Nane: CBOR Wb Proof (CWP)

+suffix: +cwp

Ref erences: Section 7.1 of this specification

Encodi ng considerations: 8bit; CWP values are represented as a
CBOR data item

Interoperability considerations: n/a

Fragment identifier considerations: n/a

Security considerations: See Section 10 of this specification
Contact: M chael B. Jones, mchael _b_jones@otmil.com

Aut hor/ Change controller: |ETF

Ref er ences

Nor mat i ve Ref erences

[I-D.ietf-jose-json-proof-al gorithns]

Jones, M B., Wiite, D., and J. Mller, "JSON Proof

Al gorithms", Work in Progress, Internet-Draft, draft-ietf-
j ose-j son-proof-al gorithmns-1atest,
<https://datatracker.ietf.org/doc/htm/draft-ietf-jose-

j son- proof -al gorithnms>.

Waite, et al. Expires 8 May 2026 [ Page 27]



I nternet-Draft j son-web- pr oof Noverber 2025

[I-D.ietf-jose-json-proof-token]
Jones, M B., Wiite, D, and J. MIller, "JSON Proof Token
and CBOR Proof Token", Work in Progress, Internet-Draft,
draft-ietf-jose-json-proof-token-Iatest,
<https://datatracker.ietf.org/doc/htm/draft-ietf-jose-
j son- pr oof -t oken>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC7516] Jones, M and J. Hildebrand, "JSON Web Encryption (JVE)",
RFC 7516, DA 10. 17487/ RFC7516, May 2015,
<https://www.rfc-editor.org/info/rfc7516>.

[ RFC7519] Jones, M, Bradley, J., and N. Sakinmura, "JSON Wb Token
(JWn ", RFC 7519, DO 10.17487/ RFC7519, My 2015,
<https://www. rfc-editor.org/info/rfc7519>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC9052] Schaad, J., "CBOR Object Signing and Encryption (COSE):
Structures and Process", STD 96, RFC 9052,
DA 10.17487/ RFC9052, August 2022,
<https://ww.rfc-editor.org/info/rfc9052>.

[ RFC9596] Jones, MB. and O Steele, "CBOR Object Signing and
Encryption (COSE) "typ" (type) Header Paraneter",
RFC 9596, DO 10. 17487/ RFC9596, June 2024,
<https://www.rfc-editor.org/info/rfc9596>.

12.2. Informmtive References

[ ECVMASCri pt ]
Ecma International, "ECMAScript Language Specification,
5.1 Edition", ECVA 262, June 2011,
<https://262.ecna-international.org/5.1/>.

[1-D.irtf-cfrg-bbs-signatures]
Looker, T., Kalos, V., Witehead, A, and M Lodder, "The
BBS Signature Schene", Wirk in Progress, Internet-Draft,
draft-irtf-cfrg-bbs-signatures-09, 7 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-irtf-cfrg-
bbs- si gnat ur es- 09>.

Waite, et al. Expires 8 May 2026 [ Page 28]



I nternet-Draft j son-web- pr oof Noverber 2025

[ 1 ANA. CoAP. For mat s]
| ANA, " CoAP Cont ent - For mat s",
<https://wwv. i ana. or g/ assi gnnent s/ cor e- par anet er s/ cor e-
par anet er s. xht m #cont ent - f or nat s>.

[1 ANA JWI] | ANA, "JSON Web Token",
<https://waw. i ana. or g/ assi gnnent s/ j wt >.

[ 1 ANA. Medi aTypes]
| ANA, "Media Types",
<https://wwv. i ana. or g/ assi gnnent s/ nedi a-t ypes>.

[ RFC2045] Freed, N. and N. Borenstein, "Miltipurpose Internet Mil
Extensions (M ME) Part One: Format of Internet Message
Bodi es", RFC 2045, DO 10.17487/ RFC2045, Novenber 1996,
<https://ww.rfc-editor.org/info/rfc2045>.

[ RFC2046] Freed, N. and N. Borenstein, "Miltipurpose Internet Mail
Extensions (M ME) Part Two: Media Types", RFC 2046,
DO 10.17487/ RFC2046, Novenber 1996,
<https://www.rfc-editor.org/info/rfc2046>.

[ RFC5226] Narten, T. and H Alvestrand, "Guidelines for Witing an
I ANA Consi derations Section in RFCs", RFC 5226,
DO 10.17487/ RFC5226, May 2008,
<https://ww.rfc-editor.org/info/rfc5226>.

[ RFC6838] Freed, N., Klensin, J., and T. Hansen, "Media Type
Speci fications and Regi stration Procedures”, BCP 13,
RFC 6838, DO 10.17487/ RFC6838, January 2013,
<https://ww.rfc-editor.org/info/rfc6838>.

[ RFC7515] Jones, M, Bradley, J., and N Sakimura, "JSON Wb
Signature (JW8)", RFC 7515, DO 10.17487/ RFC7515, My
2015, <https://ww.rfc-editor.org/info/rfc7515>.

[ RFC7518] Jones, M, "JSON Wb Al gorithms (JWA)", RFC 7518,
DO 10.17487/ RFC7518, May 2015,
<https://www. rfc-editor.org/info/rfc7518>.

[ RFC8725] Sheffer, Y., Hardt, D., and M Jones, "JSON Wb Token Best
Current Practices", BCP 225, RFC 8725,
DO 10.17487/ RFC8725, February 2020,
<https://ww.rfc-editor.org/info/rfc8725>.

Waite, et al. Expires 8 May 2026 [ Page 29]



I nternet-Draft j son-web- pr oof Noverber 2025

[ RFC9338] Schaad, J., "CBOR Ohject Signing and Encryption (COSE):
Count ersi gnatures”, STD 96, RFC 9338,
DO 10.17487/ RFC9338, Decenber 2022,
<https://ww.rfc-editor.org/info/rfc9338>.

[ VC- DATA- MODEL- 2. 0]
Sporny, M, Jr, T. T., Herman, |., Cohen, G, and M B.
Jones, "Verifiable Credentials Data Mdel v2.0", 15 My
2025, <https://ww. w3. org/ TR/ vc- dat a- nodel - 2. 0>

Appendi x A, Acknow edgenent s

This work was incubated in the DIF Applied Cryptography Wrking G oup
(https://identity.foundation/working-groups/crypto.htm).

We would Iike to thank Brent Zundel and Emil| Lundberg for their
val uabl e contributions to this specification.

Appendi x B. Document Hi story
[[ To be removed fromthe final specification ]]
-12
* | ANA Consi derations section changes fromI|ANA Early Revi ew
-11

Change |ssuer Protected Header to |ssuer Header
Change Presentation Protected Header to Presentation Header
* (Cdarify usage of headers and header paraneters

-10

* Repl aced application/jw+cbor with application/cwp.

* Registered +cwp structured syntax suffix and sinplified + wp
suf fix.

* Expanded descriptions of and rationale for the serializations.

* Payl oad nonencl ature was clarified by adding the concept of
payl oad slots. The issued formand presented formhave a certain
nunber of ordered payl oad slots, and a presentation nmay choose to
omit information froma sl ot

* Recommendation for |ssuer Protected Header is to make the header
static across issued JWs if possible, to prevent unintentiona
correlation by verifiers

* (Ceaned up the text around al gorithm c support for additiona
proofs of know edge outside of payl oad disclosure (e.g., range
pr oof s)
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Clarify that a proof is made up of multiple octet strings
(CDDL) The protected header definitions now reference
enpty_or_serialized_map properly

* (CDDL) payl oads is now Payl oadSl ots, and represents you need at
| east one sl ot

* (CDDL) The issuer PayloadSlots contains payl oad, which is not
omittabl e

* (CDDL) The presented formlikew se references discl osabl e_payl oad,
which is nillable to represent om ssion

* (CDDL) Proof is capitalized to match, and properly represents you
need at | east one bstr

* (CDDL) header_nap, |abel and value definitions inported from RFC
9052

* Receive exanples of additional types of algorithmspecific proofs
fromJPT

* Added Hol der Presentation Al gorithm (hpa) paraneter to support the
hol der presenting using a different key type and al gorithmthan
the issuer in SU and MAC fanily al gorithms

* Change "proof_key" to "iek" and "presentation_key" to "hpk", both
to shorten their JSON | abels and to clarify owner/purpose.

-09

Renoved JSON serializati on.
* Corrected informative reference to the | ANA JW registry.

-08

Corrected instances of identifier proofs to proof.
* Added reference to [ RFC9596] for COSE "typ" header paraneter.
* Made sore additional references normative.

-07

* Changing primary editor

* Broad changes to define a CBOR serialization, which | everages the
new CBOR Protected Headers

* Deenphasis of JSON in sonme parts of the docunent to represent CBOR
al ternatives

* Rewite Header Paraneter parsing requirenents for JSON to
enphasi ze preference to fail on duplicate headers (to nmatch CBOR
behavior). Last-encountered remains as an option to match ECVA
definition.

* Add option to use CoAP Formats for typ in CBOR node to natch COSE
as a compact indirection over full nedia types.

* NMdify IANA registry tenplate to account for CBOR Labels in header
paraneters

* Add application/jw+cbor media type
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*  Mdify exanpl e generation to use proof_key and presentation_key
nanes

* Change proof _jwk to proof _key and presentation_jwk to
presentation_key to better represent that the key may be JSON or
CBOR-f or mat t ed.

* Moved the registry for proof key and presentation_key to JWP where
they are defined. Consolidated usage, purpose, and requirenments
fromal gorithmusage under these definitions.

* (darified that proof _key and presentation_key are required by
particular algorithns and are not nore generally required for
i ssued and presented JWPs.

* Move clainms to JPT to |live beside cid, and renunber CBOR | abels so
that they may be adjacent

* Update reference to new repository hone.
Fi xed #83: Added encrypted JWPs.

* Added additional clarification around the conpact and JSON
serializations

* Added text around fully detached payl oads

Clarify the use of multiple octet strings in presentation proofs.
Update BBS al gorithm exanple in JSON serialization to show the
proof as an array with a single octet string.

* NMbve single-use exanpl e appendix from JW to JPA

* Registered +jwp structured syntax suffix.

-04

* Refactoring figures and exanples to be built froma common set
across all three docunents.

-03

I mprovenents resulting froma full proofreading.

Popul at ed | ANA Consi derations section

Speci fied JWP Header Paraneters.

Speci fied representation of zero-length disclosed payl oads for the

conpact serialization.

* Specified that algorithns nmay supply nmultiple octet strings for
the proof, which are separated by ~ characters in the conpact
serialization.

* Updated to use BBS draft -05

* Added Term nol ogy Section

L I
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-02

* Update reference to current BBS al gorithm
-01

* Correct cross-references wthin group.
-00

* Created initial working group draft based on draft-jmller-jose-
j son-web- proof - 01

Aut hors’ Addr esses

David Wiite
Ping Identity
Emai | : dwait e+ wp@i ngi dentity.com

M chael B. Jones

Sel f-1ssued Consulting

Enmai | : michael _b_jones@otnail.com
UR : https://self-issued.infol/

Jeremie Mller
Ping Identity
Enmail: jmller@ingidentity.com

Waite, et al. Expires 8 May 2026 [ Page 33]



