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Abst ract

JSON Proof Token (JPT) is a compact, URL-safe, privacy-preserving
representation of claims to be transferred between three parties.

The clainms in a JPT are encoded as base64url - encoded JSON obj ects
that are used as the payl oads of a JSON Web Proof (JWP) structure,
enabling themto be digitally signed and sel ectively disclosed. JPTs
al so support reusability and unlinkability when using Zero-Know edge
Proofs (ZKPs).

A CBOR-based representation of JPTs is also defined, called a CBOR
Proof Token (CPT). It has the sane properties as JPTs, but uses the
JSON Wb Proof (JWP) CBOR Serialization, rather than the JSO\ based
JWP Conpact Serialization.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

JSON Proof Token (JPT) is a conpact clains representation fornmat
intended to be used in the same ways as a JSON Wb Token (JWI)

[ RFC7519], but with additional support for selective disclosure and
unlinkability. JPTs encode claimvalues to be transmtted as

payl oads of a JSON Wb Proof (JWP) [I-D.ietf-jose-json-web-proof].
JPTs are always represented using the JWP Conpact Serialization. The
correspondi ng clai mnanes are not transmitted in the payl oads and are
stored in a separate structure that can be externalized and shared
across multiple JPTs.

Li kewi se, CBOR Proof Token (CPT) is a simlar conpact clains
representation format intended to be used in the sane ways as a CBOR
Web Token (COWI) [ RFC8392], but with the sane support for selective
di scl osure and unlinkability. CPTs are represented using the JW
CBOR Serialization. The corresponding claimnames are not
transmtted in the payl oads and are stored in a separate structure
that can be externalized and shared across nultiple CPTs.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Background

JWP defines a container binding together a protected header, one or
nore payl oad slots, and a cryptographic proof. It does not define
how cl ai ns are organi zed into payl oads and what formats they are in.
JPTs are intended to be as close to a JW as possible, while al so
supporting the selective disclosure and unlinkability of JWPs.

Li kewi se, CPTs are intended to be as close to a CW as possi bl e,
whil e al so supporting the selective disclosure and unlinkability of
JWPs.

4. Design Considerations
The rational e behind the design for JSON Proof Tokens and CBOR Proof

Tokens is inportant when considering how they are structured. These
sections detail the underlying reasoning informng their design
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4.

4.

4.

1. Unlinkability

Supporting unlinkability is perhaps the nost chall engi ng design
constraint for JPTs and CPTs. Even the smallest oversight can
i ntroduce a subtle vector for relying parties to collude and
correlate one or nore subjects across their usage.

The principal tools to prevent this are data m ninization and
uniformty. The data included SHOULD be m nim zed to renove
potential correlation points. The data SHOULD contain only val ues
that are able to be selectively disclosed with consent or transforned
by the proof al gorithm when presented.

Any other data that is repeated across nmultiple JPTs or CPTs is
externalized so that it is uniformacross every issuance. This

i ncludes preventing the usage of optional headers, dynam c mappi ng of
clains to payl oads, changes to how nany payl oads are included, and
the ordering of the payl oads.

2. Selective D sclosure

Wil e JWPs provide the underling structure for easily supporting

sel ective disclosure, JPTs and CPTs nmust go a step further to ensure
that holders can effectively provide choice and consent on exactly
what is being disclosed. Software using JWs or CPTs MJST know the
mappi ngs from payl oads to clainms. All disclosed payl oads MJST be
mapped to claims and made accessible to the application. Holders
SHOULD understand the semantics of all potentially disclosed clains
to the extent needed to deci de whether to disclose them JPTs and
CPTs SHOULD NOT contain clainms that are intended only for a specific
verifier.

3. Famliarity

JPTs are intended to be as close to a JW as possible in order to
provide the sinplest transition for any JW-based systemto add
support for JPTs. The sane is true for CPTs and CWs.

Al t hough there are sone stark differences in the lifecycle of a JPT,
fromthe application's perspective, the interface to a JPT can be
made fairly simlar: a JSON object containing a mix of required and
optional clainms with well-understood values. Likewise, ACPT is a
CBOR obj ect containing a mx of required and optional clainms with
wel | -under st ood val ues.

The nost significant divergence required by JPTs and CPTs is that of
supporting values that may be disclosed or nay instead only be a
proof about the value. Applications are required to interact with
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the JPT or CPT on a payl oad-by-payl oad basis instead of just
verifying a JWI or CAM and then being able to interact with the JSON
or CBOR body directly.

4.4. Proofs

To generate a variety of efficient ZKPs of know edge, range,

menber ship, or other predicates, it is essential that each individua
payload is only a single claimvalue. This greatly sinplifies the
task of linking a derived proof of a given claimto the specific

payl oad that was al so signed by the issuer. While JPTs and CPTs
support clains that have conpl ex object or array conpound val ues,
they also allow for sinple claimvalues such as strings, nunbers, and
bool eans that can be used directly in generating predicate proofs.

5. d ai m Names

It is RECOVWENDED that the claimnanmes used with JPTs cone fromthose
in the | ANA JSON Wb Token Cl ains Registry [IANA. JWI] established by
[ RFC7519], when those fit the application’s needs. Likewise, it is
RECOMVENDED t hat the clai mnanmes used with CPTs come fromthose in
the 1 ANA CBOR Web Token C ainms Registry [| ANA. CW] established by

[ RFC8392], when those fit the application s needs.

6. C ains Header Paraneter

A JSON Proof Token or CBOR Proof Token assigns each payload a claim
nane. Payl oads MJUST each have a negoti ated and understood cl ai m nane
within the application context. The sinplest solution to establish
payl oad claimnanes is as an ordered array that aligns with the
ordering of payload slots. This claims array can be conveniently
included in the O ai ns header paraneter.

The cl ai s Header Paraneter is an array listing the O ai mNanes
corresponding to the JWP payl oad slots, in the sanme order as the
payl oad slots. Each array value is a CaimNane, as defined in

[ RFC7519] or [RFC8392]. Use of this Header Paraneter is OPTI ONAL.

Al'l JPT payl oads that are clai mvalues MIST be the base64url encoding
of the UTF-8 representation of a JSON value. That said, predicate
proofs derived from payl oad val ues are not represented as cl ai ns;
they are contained in the presentation proof using algorithmspecific
representations.

Al'l CPT payl oads that are claimvalues MIST be a CBOR val ue.

Li kewi se, CPT predicate proofs derived from payl oad val ues are not
represented as clains; they are contained in the presentation proof
usi ng al gorithmspecific representations.
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The following is an exanple JWP | ssuer Protected Header that includes
a clains property:

"kid": "HfcpyjuzZQ BYe2hNbT9Rbbnr obpt dnExRODUj U8"

n al gIl : n BBSII ,
"claims": [
n i at n ,
"exp" .

"fam |y _name",
"gi ven_nane",
"emai |l ",
"address",
"age_over_21"
]
}

In this exanple, the "iat" and "exp" would be JSON-formatted nunbers,
"fam |y _name", "given_nanme" and "ermil" would be JSON strings (in
quot es), "address" would be a JSON object, and "age_over_ 21" woul d be
either true or false

7. dains ID ("cid") JW Header Paraneter

A Caims ID ("cid") value can be used as an identifier for a set of
claimnames without explicitly listing them Its use is sinmilar to
the Key ID ("kid") header parameter

The structure of the cid value is unspecified. For JPTs, its value
MJUST be a case-sensitive string. For CPTs, its value MJST be a
binary string. Use of this JWP Header Paraneter is OPTI ONAL.

The cid can be used simlarly to a kid in order to ensure that it is
possible to externally resolve and then verify that the correct |ist
of claimnanes is being used when processi ng the payl oads contai ni ng
the cl ai m val ues.

If there is an associated JWK containing the signing key informtion,
the clains key is also registered there as a convenient |ocation for
the claimnanes. Likewise, if there is an associ ated COSE Key
containing the signing key information, the clains key is also
regi stered there as a convenient |ocation for the clai mnanes.
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When the clains array is transferred as a property in the Issuer
Prot ect ed Header, any variations of that array between JWP will be
visible to the verifier, and can | eak informati on about the subject
or provide an additional vector for linkability. Gven the privacy
desi gn considerations around linkability, it is RECOMVENDED t hat the
clains are defined externally to an individual JPT or CPT and either
ref erenced or known by the application context.

The following is an exanple JW Protected Header that includes a cid:
"kid": "H fcpyjuzQ G8Ye2hQnNbT9Rbbnr obpt dnExRODYj U8" ,
n al gII : n BBSII ,

"cid": "guA8PAlI 14Ckn4273f 1r R606y MORMFg4y"
}

8. Presented C ains and Proofs

Each claimin the issued formof the JPT or CPT results in one of
three things in the presented formof the JPT or CPT:

1. A disclosed JSON or CBOR val ue.
2. An indicator that the value was not disclosed.
3. An algorithmspecific proof mnethod.

8.1. Disclosed
A di scl osed payload of a JPT is represented as a UTF8-encoded oct et
string representing a valid JSON value. A disclosed payl oad of a CPT
is represented as a CBOR val ue.

8.2. Undi scl osed

The pl acehol der indicating that a payl oad was not disclosed is
represented as described in Section 6 (Serializations).

9. Exanple JPT and CPT

See the exanples in Appendix A 1 of
[I-D.ietf-jose-json-proof-algorithns].

10. Security Considerations

* Protected Header M nim zati on
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11. | ANA Consi derations
11.1. JSON Wb Proof Header Paraneters Registration

This section registers the following JWP Header Paraneter in the | ANA
"JSON Web Proof Header Paraneters" registry established by
[I-D.ietf-jose-json-web-proof].

11.1.1. Registry Contents
11.1.1.1. "clains" (O ains) Header Paraneter

Header Parameter Name: d ains

Header Paraneter JSON Label : cl ains

Header Parameter CBOR Label: 10

Header Parameter Usage Location(s): |ssued

Change Controller: |ETF

Speci fication Docunent(s): Section 6 of this specification

* ok X X kX

11.1.1.2. "cid" (dainms | D Header Paraneter

Header Paranmeter Nanme: Cainms |ID

Header Paranmeter JSON Label: cid

Header Paraneter CBOR Label: 11

Header Parameter Usage Location(s): |ssued

Change Controller: |ETF

Speci fication Docunent(s): Section 7 of this specification

E R

11.2. JSON Wb Key Parameters Registry

This section registers the followi ng JW paraneter in the | ANA "JSON
Web Key Parameters” registry [1ANA. JOSE] established by [ RFC7517].

11.2.1. Registry Contents

Par amet er Nane: clains

Par amet er Description: Array of claimnanes

Used with "kty" Value(s): *

Paraneter Information C ass: Public

Change Controller: |ETF

Speci fication Docunent(s): Section 7 of this specification

b S

11.3. COSE Key Common Parameters Registry
This section registers the foll owing COSE_Key paraneter in the | ANA

"COSE Key Common Paraneters" registry [ ANA COSE] established by
[ RFC8152] .
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11.3.1. Registry Contents

Nane: clains

Label : TBD (requested assi gnment 6)

CBOR Type: array

Val ue Registry: CBOR Wb Token C ai ns
Description: Array of claimnanes

Ref erence: Section 7 of this specification

E O

11. 4. Media Types Registry
This section registers the followi ng nedia type [ RFC2046] in the | ANA
"Medi a Types" registry [| ANA. Medi aTypes] in the nmanner described in
[ RFC6838] .

11.4.1. application/jpt

The nedia type for a JSON Proof Token (JPT) is application/jpt.

* Type name: application

*  Subtype nane: jpt

* Required paraneters: n/a

* (Optional paraneters: n/a

* Encodi ng considerations: 8bit; JPT values are encoded as a series
of base64url - encoded val ues (some of which nay be the enpty
string) separated by period ('.’') characters.

* Security considerations: See Section 10 of this specification

* |Interoperability considerations: n/a

* Published specification: This specification

*

Applications that use this nedia type: Applications rel easing
clains with zero-know edge proofs
* Additional information:
- Magic nunber(s): n/a
- File extension(s): n/a
- Mcintosh file type code(s): n/a
* Person & enmil address to contact for further information: M chae
B. Jones, michael _b_jones@otmail.com
I nt ended usage: COVMON
Restrictions on usage: none
Aut hor: M chael B. Jones, nichael b _jones@otnail.com
Change controller: |ETF
Provi si onal registration: No

* ok X Xk

11.4.2. application/cpt
The nedia type for a CBOR Proof Token (CPT) is application/cpt.

*  Type nane: application
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Subt ype nane: cpt
Requi red paraneters: n/a
Optional parameters: n/a
Encodi ng consi derations: 8bit; CPT values are encoded as CBOR
Security considerations: See Section 10 of this specification
Interoperability considerations: n/a
Publ i shed specification: This specification
Applications that use this nedia type: Applications rel easing
clainms with zero-know edge proofs
* Additional information
- Magic nunber(s): n/a
- File extension(s): n/a
- Mcintosh file type code(s): n/a
* Person & emai|l address to contact for further information: M chae
B. Jones, mchael _b_jones@otmail.com
I nt ended usage: COVMON
Restrictions on usage: nhone
Aut hor: M chael B. Jones, mnichael _b_jones@otmil.com
Change controller: |ETF
Provi si onal registration: No

EE I R

* % X X *

11.5. Structured Syntax Suffix Registry
This section registers the following entries in the | ANA "Structured
Syntax Suffix" registry [IANA StructuredSuffix] in the manner
described in [ RFC6838] .

11.5.1. +jpt

*  Nanme: JSON Proof Token (JPT)

*  +suffix: +jpt

* References: This specification

* Encodi ng considerations: 8bit; JPT values are encoded as a series
of baseb64url - encoded val ues (sone of which nay be the enpty
string) separated by period ('.’') characters.

* Interoperability considerations: n/a

*  Fragnment identifier considerations: n/a

* Security considerations: See Section 10 of this specification

* Contact: Mchael B. Jones, mchael _b_jones@otnmail.com

*

Aut hor/ Change controller: |ETF
11.5.2. +cpt

Nanme: CBOR Proof Token (CPT)

+suffix: +cpt

Ref erences: This specification

Encodi ng consi derations: 8bit; CPT values are encoded as CBOR
Interoperability considerations: n/a

* ok X Xk
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Fragrment identifier considerations: n/a

Security considerations: See Section 10 of this specification
Contact: M chael B. Jones, mchael _b_jones@otmil.com

Aut hor/ Change controller: |ETF

f I

11.6. CoAP Content-Formats Registry

This section registers the foll owi ng CoAP Content-Formats value in
the [I ANA. CoAP. Formats] registry.

11.6.1. "CPT" CoAP Content - For nmat
The CoAP Content-Format for a CBOR Proof Token (CPT) is as follows.

Content Type: application/cpt
* |D: TBD (requested assignnment 20)
* Reference: Section 11.4.2 of this specification
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