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Abst ract

Thi s specification defines howto use Hybrid Public Key Encryption
(HPKE) with JSON Web Encryption (JWE). HPKE enabl es public key
encryption of arbitrary-sized plaintexts to a recipient’s public key,
and provides security agai nst adaptive chosen ciphertext attacks.
Thi s specification chooses a specific subset of the HPKE features to
use with JWE

Thi s specification updates RFC 7516 (JVE) to enabl e use of Integrated
Encryption as a Key Managenent Mbde.

About This Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-wg-
jose.github.io/draft-ietf-jose-hpke-encrypt/draft-ietf-jose-hpke-
encrypt.htm. Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-jose-hpke-encrypt/.

Di scussion of this docunent takes place on the jose Wrking G oup
mailing list (mailto:jose@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/jose/. Subscribe at
https://ww ietf.org/ mailman/listinfo/jose/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-jose/draft-ietf-jose-hpke-encrypt.
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1. Introduction

Hybrid Public Key Encryption (HPKE) [I-D.ietf-hpke-hpke] is a public
key encryption (PKE) schene that provides encryption of arbitrary-
sized plaintexts to a recipient’s public key. This specification
enabl es JSON Wb Encryption (JWE) [RFC7516] to | everage HPKE
bringi ng support for HPKE encryption and KEMs to JWE, and the
possibility of utilizing future HPKE al gorithns.
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2.

Not at i onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Ter mi nol ogy
Thi s specification uses the follow ng abbreviations and terns:

* Content Encryption Key (CEK), Header Paraneter, and JOSE Header,
as defined in [ RFC7516].

* Hybrid Public Key Encryption (HPKE), as defined in
[1-D.ietf-hpke-hpke].

* pkRis the public key of the recipient, as defined in
[1-D.ietf-hpke-hpke].

* skRis the private key of the recipient, as defined in
[1-D.ietf-hpke-hpke].

* Key Encapsul ati on Mechanism (KEM, per [I-D.ietf-hpke-hpke].
* Key Derivation Function (KDF), per [I-D.ietf-hpke-hpke].

* Authenticated Encryption with Associated Data (AEAD); see
[1-D.ietf-hpke-hpke] and [ RFC7516].

* Additional Authenticated Data (AAD); see [I-D.ietf-hpke-hpke] and
[ RFC7516] .

Thi s specification defines the follow ng terns:

Key Managenent Mbde A nethod of deternining whether a Content
Encryption Key (CEK) value is used and, if so, what CEK value to
use. Each nmethod used for making these determ nations uses a
speci fic Key Managenent Mbde. Key Managenent Modes enpl oyed by
this specification are Key Encryption, Key Wapping, Direct Key
Agreenent, Key Agreenment with Key Wapping, Direct Encryption, and
I ntegrated Encryption.

Integrated Encryption A Key Managenent Mode in which the plaintext
is directly encrypted without the use of a Content Encryption Key
(CEK) .
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The definition of Key Managenment Mode above replaces the one in JWE
[ RFC7516] .

4. Overview

This specification defines the use of HPKE in JVE for two Key
Management Modes:

* Key Encryption, and
* |Integrated Encryption

It specifies the Integrated Encrypti on Key Managenent Mbde and

regi sters the corresponding JWE algorithmidentifiers for both nodes.
Distinct JWE algorithns are defined for Key Encryption and Integrated
Encryption so that they are fully specified, as required by

[ RFC9864] .

When the Key Managenent Mbde is Integrated Encryption, HPKE is used
to directly encrypt the plaintext, and the "enc" header paraneter
MUST NOT be included. This specification updates the definition of
the "enc" header paraneter in Section 4.1.2 of [RFC7516] to require
that it be onmtted when Integrated Encryption is used.

When the Key Managenent Mbde is Key Encryption, HPKE is used to
encrypt the Content Encryption Key (CEK). In this node, the "enc"
header parameter is used as specified in JWE [RFC7516]. The HPKE
AEAD encryption function used internally by HPKE is distinct fromthe
JWE AEAD al gorithm specified in "enc".

In both Key Managenent Mdes, the HPKE key encapsul ati on nechani sm
(KEM, key derivation function (KDF), and authenticated encryption
with additional data (AEAD) encryption function utilized depend on
the JWE al gorithm used.

HPKE supports two nodes, which are described in Table 1 of
[1-D.ietf-hpke-hpke]. In this specification, both "nbde_base" and
"node_psk" are supported for both Key Management Modes. Wen the
"psk_id" header parameter is present, the HPKE node is "node_psk";
ot herwi se, the HPKE node is "node_ base".

JVE supports two kinds of serializations:

* the JWE Conpact Serialization described in Section 3.1 of
[ RFC7516], and

* the JWE JSON Serialization described in Section 3.2 of [RFC7516].
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Certain JWE features are only supported in specific serializations.
For exanple, the JWE Conpact Serialization does not support:

* the additional authenticated data header paraneter "aad",
* multiple recipients, and
* unprotected header paraneters.
Key Encryption can be used with the "aad" header paraneter when using
the JWE JSON Serialization. Single recipient Key Encryption with no
"aad" header paraneter can be expressed in the JWE Conpact
Serialization.

4.1. Encapsul ated Secrets

HPKE encapsul ated secret is defined in Section 5 of
[1-D.ietf-hpke-hpke].

When using Integrated Encryption, the JWE Encrypted Key of the sole
reci pient is the HPKE encapsul ated secret.

When using Key Encryption, each recipient’s JWE Encrypted Key is the
encrypted content encryption key, and the val ue of header paraneter
"ek" is the base64url encodi ng of the HPKE encapsul ated secret.

5. Integrated Encryption
When using Integrated Encryption with HPKE:

* The protected header MJST contain an "alg" value that is an HPKE
JVEE al gorithmusing Integrated Encryption.

* The "enc" header paraneter MJUST NOT be present. This is because
no separate content encryption algorithmis used in this node.

* The protected header paraneter "psk_id" MAY be present.
* The protected header paraneter "ek" MJST NOT be present.
*  There MJUST be exactly one recipient.

*  The JWE Encrypted Key MUST be the encapsul ated secret, as defined
in Section 5 of [I-D.ietf-hpke-hpke].

* The JVE Initialization Vector and JWE Aut henticati on Tag MJST be
the enpty octet sequence.

Reddy, et al. Expi res 20 August 2026 [ Page 6]



I nternet-Draft Use of HPKE in JVE February 2026

*  The JWE AAD MAY be present when using the JWE JSON Seri alization.

* The HPKE aad paranmeter MJST be set to the "Additional
Aut henticated Data encryption paraneter" value specified in Step
15 of Section 7.1.

* The HPKE info paraneter defaults to the enpty octet sequence;
mut ual |y known private information (a concept also utilized in
[ NI ST. SP. 800-56Ar 3]) MAY be used instead so the application can
include it during key derivation.

*  The JWE Ciphertext is the ciphertext fromthe HPKE encryption, as
defined in Section 5.2 of [I-D.ietf-hpke-hpke].

5.1. Integrated Encryption Al gorithnms using HPKE

The foll owing JWE al gorithns using HPKE are defined for use with
I ntegrated Encryption as the Key Managenent Mbde:

Fomm e e e e Fomm e +
| "alg" | HPKE KEM | HPKE KDF | HPKE AEAD |
Fommee oo o o e e oo oo e oo +
| HPKE-0 | DHKEM P- 256, HKDF- SHA256) | HKDF- SHA256 | AES- 128- GCM |
| HPKE-1 | DHKEM P- 384, HKDF- SHA384) | HKDF- SHA384 | AES-256- GCM |
| HPKE-2 | DHKEM P-521, HKDF- SHA512) | HKDF- SHA512 | AES- 256- GCM |
| HPKE-3 | DHKEM X25519, HKDF- SHA256) | HKDF- SHA256 | AES- 128- GCM |
| HPKE-4 | DHKEM X25519, HKDF- SHA256) | HKDF- SHA256 | ChaCha20Pol y1305 |
| HPKE-5 | DHKEM X448, HKDF- SHA512) =~ | HKDF- SHA512 | AES- 256- GCM |
| HPKE-6 | DHKEM X448, HKDF-SHA512) | HKDF- SHA512 | ChaCha20Pol y1305 |
| HPKE-7 | DHKEM P- 256, HKDF- SHA256) | HKDF- SHA256 | AES- 256- GCM |
Fome e o o e oo o e e oo +

Figure 1: Al gorithns using HPKE for Integrated Encryption

The HPKE KEM KDF, and AEAD val ues are chosen fromthe | ANA HPKE
registry [| ANA. HPKE] .

5.2. JVE Conpact Serialization Exanple

Bel ow i s an exanple of a JWE using the Conpact Serialization and
I ntegrated Encryption with HPKE:

eyJhbCGeci O JI UEt FLTAI LCIr aWQ O J5Q@5mynlZTVpj V3JLRHRf RGpOZW SQOI xdnhWh3F2NHVt Sj RXSzhSWhpr |
n0. BLAJX8adr FsDKaoJAc3i y2dqg- 6] EH3Wv- bSgql oDeREqpWjl MbTS67XsXer e1ZYxi QKREFU6MoWe8O7virdl SntU
k.. NcN9ewsai j n8Wpi LVRU8r 2cOP0JKgxOF4R! | VsJMAgs Af VXWsKa6s 09z d UmXXNOXy CEKOW_s8I CAnD4LbRa5
TkhTeuhi j | f At 9bQ@2f M_Ceyed3WAr s8yaM aa9Zbh4i 6SaHunM/j U_x0z_N2Whyk SOSy SnCOA9HANP3j LVOL_TYQ
f eVf Ysr B8cl qokZ8h- 3e QG\NWnTOPt kj WIpAf aHUs p4- HCONRd6yr TUGMV65NN2i Yynu3Xkgy2Lm kQKDav| EVBPBpE
ei went PJE908sT- 0l Z9kpW qog2XbNGEf j S§ uj vNelb0g4- FANFMFO f o0r xe902WLpGT7znv4Q xBKkl ydK4Zw i

FN6dAXut nococ37A0H 5esPLWHRTTr BFw.

The key used for this exanple is in Appendi x A 1.
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5.3. Flattened JWE JSON Serialization Exanpl e

Bel ow i s an exanple of a JWE using the Flattened JSON Serialization
and I ntegrated Encryption with HPKE:

"ciphertext": "Labl 8_KI PDbymJSbyVct j 8Af | SXQO7sM 1xQLl r S- 0heU2j j ej pQ K75K1KXcvwn15E6Ki | _
t J6LBcYCu0201LH8_ao0JCGuolLwlvEzQn16h498YX9e2SA2l cVr JTkc( L7YpF9f sAF3JEzG smmr pZPPVdxCn7g8dk
GRcyul nHr NvBu4BFt ub- URt f - nYCFI JHZ4k- ul 9f Dddqui cFzCxQonx66- ZX5nbj 6azHG65t AZnt d6VFkRgi hdxTv
| pvTS4gf ul QeKy Shbi w OCINbz FAdENOKEMnhsygRj wG/7i Vr FEi | FAMsvLJI14- | cuR5bt | kUnt I W nsf Ua2Yt k33znC
f AFNOWYukdDvJe- VOnnNUFI CeLy YVOeEG sgCOdQQlkFu3g"”,

"encrypted _key": "BAO Z- VnbhQu4NA Tl DAVYWUIB- Q6 YCVWWNRNVK6YLSi HH WAr NOqUzBJ3Rc2_y8nkasn8
nUVG@Bzdq7ChdKKi Lg4",

"aad": "VGhl | EZI bGxvd3NoaXAgb2YgdGhl | Flpbnt™,

"protected": "eyJhbGci G JI UEt FLTAI LCIraWwg G J5Q25mymlZTVpj V3JILRHRf RGpOZW SQOI xdnhWh3F2N
HVt Sj RXSzhSWhpr | n0"
}

The key used for this exanple is in Appendix A 1.

6. Key Encryption
When using the JWE JSON Serialization, recipients using Key
Encryption with HPKE can be added al ongsi de other recipients (e.qg.,
t hose usi ng ECDH ES+A128KW or RSA- OAEP- 256), since HPKE is used to
encrypt the Content Encryption Key (CEK)
When using Key Encryption with HPKE

* The "al g" header paraneter MJST be a HPKE JVE al gorithm using Key
Encrypti on.

* The header paraneter "psk_id" MAY be present.

* The header paraneter "ek" MJST be present and contain the
base64url - encoded HPKE encapsul ated secret.

* The HPKE aad paraneter defaults to the enpty octet sequence.

* The HPKE info paraneter is set to the value of the
Reci pi ent _structure defined bel ow.

* THE HPKE pl ai ntext MJST be set to the CEK

* The recipient’s JVWE Encrypted Key is the ciphertext fromthe HPKE
Encryption, as defined in Section 5.2 of [I-D.ietf-hpke-hpke].

6.1. Recipient_structure

The Reci pient_structure used as the value of the HPKE info paraneter
when perform ng Key Encryption with HPKE provi des context information
used in key derivation. To ensure conpactness and interoperability,
this structure is encoded in a binary format. The encoding is as
fol | ows:
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Reci pi ent _structure = ASCI I ("JOSE-HPKE rcpt") ||
BYTE(255) |
ASCI | (content _encryption_al g) |
BYTE(255) |
reci pient_extra_info

Wher e:

* ASCII("JOSE-HPKE rcpt”): A fixed ASCII string identifying the
context of the structure.

*  BYTE(255): A separator byte (OxFF) used to delinit fields.

* ASCl|(content_encryption_alg): ldentifies the content encryption
algorithmw th which the HPKE-encrypted Content Encryption Key
(CEK) is used. Its value MJST be the "enc" (encryption algorithn
header parameter value in the JOSE Header. This field provides
JVE context information to the HPKE key schedul e, which ensures
that the encapsul ated secret is bound to the sel ected content
encryption algorithm

* BYTE(255): A separator byte (OxFF) used to delimt fields.

* recipient_extra_ info: An octet string containing additiona
context information that the application includes in the key
derivation. Mitually known private information (a concept al so
utilized in [ NI ST. SP. 800-56Ar3]) MAY be used in this input
paraneter. |If no additional context information is provided, this
field MUST be the enpty octet sequence.

Note that Integrated Encryption does not use the Recipient_structure
because the JWE Protected Header and JWE AAD are included in the HPKE
aad val ue, which binds these paraneters to the ciphertext.

6.1.1. Recipient_structure Exanple
The Reci pient_structure encoded in binary as specified in
Section 6.1, and using the field values (content_encryption_alg =
"A128CCM', recipient_extra_info = ""), results in the follow ng byte
sequence:
"JOSE- HPKE r cpt \ xf f A128GCM xf f "

The correspondi ng hexadeci mal representation is:

4a4f 53452d48504h452072637074f f 4131323847434df f
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This value is used as the HPKE i nfo paraneter when perform ng Key
Encryption w th HPKE

6.2. Key Encryption Al gorithnms using HPKE

The foll owing JVWE al gorithns using HPKE are defined for use with Key
Encryption as the Key Managenent Mbde:

o e e s g o e o o e aaa +
| "alg" | HPKE KEM | HPKE KDF | HPKE AEAD |
e e o e e e e oo oo +
| HPKE-0- KE | DHKEM P- 256, HKDF- SHA256) | HKDF- SHA256 | AES- 128- GCM |
| HPKE- 1- KE | DHKEM P- 384, HKDF- SHA384) | HKDF- SHA384 | AES- 256- GCM |
| HPKE- 2-KE | DHKEM P-521, HKDF- SHA512) | HKDF- SHA512 | AES- 256- GCM |
| HPKE- 3-KE | DHKEM X25519, HKDF- SHA256) | HKDF- SHA256 | AES- 128- GCM |
| HPKE- 4- KE | DHKEM X25519, HKDF- SHA256) | HKDF- SHA256 | ChaCha20Pol y1305 |
| HPKE-5-KE | DHKEM X448, HKDF-SHA512) | HKDF- SHA512 | AES- 256- GCM |
| HPKE- 6- KE | DHKEM X448, HKDF- SHA512) | HKDF- SHA512 | ChaCha20Pol y1305 |
| HPKE- 7-KE | DHKEM P- 256, HKDF- SHA256) | HKDF- SHA256 | AES- 256- GCM |
e - e Fommm e Fomm e +

Figure 2: Algorithns using HPKE for Key Encryption

The HPKE KEM KDF, and AEAD val ues are chosen fromthe | ANA HPKE
registry [| ANA. HPKE] .

6.3. Ceneral JWE JSON Serialization Exanple

Bel ow i s an exanple of a JWE using the General JSON Serialization and
Key Encryption with HPKE:

“ciphertext": "uF1XBbVzZWhYm pDbedvl _f kugFJi Kd1WWVP3O BAGOP- LkpTLE3Et 2VQNc OpPAl Bf yx8r Uzsh
Ggi OFOW coWZ3m wYuDvvAWB- PIRCS8Dt q70JRvahCb08sAN1vzJg8_dyBPnws QY6Cy 3RNMDES SSC j SWOFYmMK 67
1i12zJ6W 8269k0f 34ZTh43k4C- pTwaUSvj | 2XI _Yr UgdDvYnmY_MI5vm PTcceMaef P8BOnz_f x5x0OcGf nVBVz2gpM
QPUQLBK5RK5KIVPG Ff N6hr gWkK_LDzi 41 r f nl r vNsk3BCBeZPpc- n19- u7Wi- GxLj Al Vy MHeGk5K4t UsgHB8PNnn
QUND5ZTt y Xr IWQW @ 1i Fev6g",

"iv": "mli H YaQAM2nPniL",

"recipients": [

"encrypted_key": "hUbbOhp4-y4ZoK1Qz8YWrDngDngTt 03HW25- RyPhcLU",
"header": {
"al g": "HPKE-0-KE",
"kid": "9Cf UPi GcAcTp70XgVbDSt W2FEj ka- _KHU i - X3XMCEA" ,
"ek": "BGANPW.oD5BUj FEDI j M5- yvt cCXBn5A- kuv2Rj zUY_2hKUj gZI Ngt Ey 1aHZ8dWkAi yApV5sJaf G7
6WBO_yZzy5T54"
}
| }
"tag": "K22C64ZhFABEU2S2F00PLg",
"aad": "VGhl | EZI bGxvd3NoaXAgbh2YgdGhl | Flpbnt”,
"protected": "eyJl bnM G IJBMIT 4RONNI nO"
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The key used for this exanple is in Appendix A 2

7

Produci ng and Consum ng JWES

Sections 5.1 (Message Encryption) and 5.2 (Message Decryption) of
[ RFC7516] are replaced by the foll owi ng sections, which add
processing rules for using Integrated Encryption as the Key
Management Mode.

7.1

Message Encryption

The nmessage encryption process is as follows. The order of the steps
is not significant in cases where there are no dependenci es between
the inputs and outputs of the steps.

1.

Reddy,

Det erm ne the Key Managenent Mode enpl oyed by the al gorithm used
to determ ne the Content Encryption Key value. (This is the
algorithmrecorded in the alg (algorithm Header Paraneter of
the resulting JWE.)

VWhen Key Wappi ng, Key Encryption, or Key Agreenent with Key

W appi ng are enpl oyed, generate a random CEK val ue to use for
subsequent steps unl ess one was al ready generated for a
previously processed recipient, in which case, let that be the
one used for subsequent steps. See [RFC4086] for considerations
on generating random val ues. The CEK MJST have a | ength equa
to that required for the content encryption algorithm

When Direct Key Agreenent or Key Agreenent with Key Wapping are
enpl oyed, use the key agreenent algorithmto conpute the val ue
of the agreed upon key. Wen Direct Key Agreenent is enployed,
|l et the CEK be the agreed upon key. Wen Key Agreenent with Key
W appi ng i s enployed, the agreed upon key will be used to wap

t he CEK.

When Key Wappi ng, Key Encryption, or Key Agreenent with Key
W appi ng are enpl oyed, encrypt the CEK to the recipient and | et
the result be the JVWE Encrypted Key.

When Direct Key Agreenent or Direct Encryption are enployed, |et
the JWE Encrypted Key be the enpty octet sequence.

When Direct Encryption is enployed, |let the CEK be the shared
symetric key.

When Integrated Encryption is enployed, |et the JWE Encrypted
Key be as specified by the Integrated Encryption al gorithm
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10.

11.

12.

13.

14.

15.

16.

17.

Reddy,

Conput e the encoded key val ue BASE64URL(JWE Encrypted Key).

If the JWE JSON Serialization is being used, repeat this process
(steps 1-8) for each recipient.

Generate a random JVE Initialization Vector of the correct size
for the content encryption algorithm (if required for the
algorithm; otherwise, let the JWE Initialization Vector be the
enpty octet sequence.

Conpute the encoded Initialization Vector val ue BASE64URL(JVE
Initialization Vector).

If a zip paraneter was included, conpress the plaintext using
the specified conpression algorithmand | et Mbe the octet
sequence representing the conpressed plaintext; otherwise, let M
be the octet sequence representing the plaintext.

Create the JSON object(s) containing the desired set of Header
Par amet ers, whi ch together conprise the JOSE Header: one or nore
of the JWE Protected Header, the JWE Shared Unprotected Header,
and the JWE Per-Reci pi ent Unprotected Header

Conput e the Encoded Protected Header val ue BASE64URL( UTF8( JVE
Protected Header)). |If the JWE Protected Header is not present
(whi ch can only happen when using the JWE JSON Serialization and
no protected menber is present), let this value be the enpty
string.

Let the Additional Authenticated Data encryption paraneter be
ASCl | (Encoded Protected Header). However, if a JWE AAD value is
present (which can only be the case when using the JVWE JSON
Serialization), instead let the Additional Authenticated Data
encryption parameter be ASCI | (Encoded Protected Header || '." ||
BASE64URL( JVEE AAD) ) .

If Integrated Encryption is not being enployed, encrypt M using
the CEK, the JVE Initialization Vector, and the Additiona

Aut henti cated Data val ue using the specified content encryption
algorithmto create the JWE Ci phertext value and the JVE

Aut hentication Tag (which is the Authentication Tag output from
the encryption operation).

If Integrated Encryption is being enployed, encrypt Musing the
specified Integrated Encryption algorithmto create the JWE

Ci phertext value. Let the JWE Authentication Tag be the enpty
octet sequence.
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18. Conpute the encoded ciphertext val ue BASE64URL(JWE Ci phertext).

19. Conpute the encoded Authentication Tag val ue BASE64URL( JVE
Aut henti cation Tag).

20. If a JWE AAD value is present, conpute the encoded AAD val ue
BASE64URL( JVWE AAD) .

21. Create the desired serialized output. The Conpact Serialization
of this result is the string BASE64URL(UTF8(JWE Pr ot ect ed

Header)) || '.' || BASE64URL(JWE Encrypted Key) || .’
BASE64URL(JVE I nitialization Vector) || '.’' || BASE64URL(JVE
Ciphertext) || '.’ || BASE64URL(JVE Authentication Tag). The

JWE JSON Serialization is described in Section 7.2 of [RFC7516].
7.2. Message Decryption

The nessage decryption process is the reverse of the encryption
process. The order of the steps is not significant in cases where
there are no dependenci es between the inputs and outputs of the
steps. If any of these steps fail, the encrypted content cannot be
val i dat ed.

When there are nultiple recipients, it is an application decision
whi ch of the recipients’ encrypted content must successfully validate

for the JWE to be accepted. In sone cases, encrypted content for al
reci pients nmust successfully validate or the JWE will be considered
invalid. 1In other cases, only the encrypted content for a single

reci pi ent needs to be successfully validated. However, in all cases,
the encrypted content for at |east one recipient MJST successfully
validate or the JWE MJST be considered invalid.
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1. Parse the JVE representation to extract the serialized val ues
for the components of the JWE. \Wen using the JWE Conpact
Serialization, these conponents are the base64url -encoded
representations of the JWE Protected Header, the JWE Encrypted
Key, the JWE Initialization Vector, the JWE C phertext, and the
JWE Aut hentication Tag, and when using the JWE JSON
Serialization, these conponents al so i nclude the base64url -
encoded representation of the JWE AAD and the unencoded JWE
Shared Unprotected Header and JWE Per - Reci pi ent Unprotected
Header val ues. Wen using the JWE Conpact Serialization, the
JVE Protected Header, the JWE Encrypted Key, the JWE
Initialization Vector, the JWE Ci phertext, and the JWE
Aut hentication Tag are represented as base64url -encoded val ues
in that order, with each val ue being separated fromthe next by
a single period ('.’) character, resulting in exactly four
delimting period characters being used. The JWE JSON
Serialization is described in Section 7.2 of [RFC7516].

2. Base64url decode the encoded representations of the JWE
Prot ect ed Header, the JWE Encrypted Key, the JWE Initialization
Vector, the JWE G phertext, the JWE Authentication Tag, and the
JVWE AAD, following the restriction that no |Iine breaks,
whi t espace, or other additional characters have been used.

3. Verify that the octet sequence resulting fromdecoding the
encoded JVE Protected Header is a UTF-8-encoded representation
of a completely valid JSON object conform ng to [ RFC8259]; |et
the JWE Protected Header be this JSON object.

4. If using the JWE Conpact Serialization, |let the JOSE Header be
the JWE Protected Header. O herw se, when using the JWE JSON
Serialization, let the JOSE Header be the union of the menbers
of the JWE Protected Header, the JWE Shared Unprotected Header
and t he correspondi ng JWE Per - Reci pi ent Unprotected Header, al
of which nust be conpletely valid JSON objects. During this
step, verify that the resulting JOSE Header does not contain
dupl i cate Header Paraneter nanmes. Wen using the JVWE JSON
Serialization, this restriction includes that the sane Header
Par amet er name al so MJUST NOT occur in distinct JSON object
val ues that together conprise the JOSE Header

5. Verify that the inplenentation understands and can process al
fields that it is required to support, whether required by this
specification, by the al gorithns being used, or by the crit
Header Parameter value, and that the values of those paraneters
are al so understood and support ed.
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10.

11.

12.

13.

14.

15.

Reddy,

Determ ne the Key Managenment Mode enpl oyed by the al gorithm
specified by the alg (al gorithn) Header Parameter.

If using Integrated Encryption, Direct Encryption or Direct Key
Agreenent, verify that there is exactly one recipient.

Verify that the JWE uses a key known to the recipient.

VWhen Direct Key Agreenent or Key Agreenment with Key Wapping are
enpl oyed, use the key agreenent algorithmto conpute the val ue
of the agreed upon key. Wen Direct Key Agreenent is enployed,

| et the CEK be the agreed upon key. Wen Key Agreenent w th Key
W apping is enpl oyed, the agreed upon key will be used to
decrypt the JWE Encrypted Key.

When Key Wappi ng, Key Encryption, or Key Agreenent with Key
W appi ng are enpl oyed, decrypt the JWE Encrypted Key to produce
the CEK. The CEK MJUST have a length equal to that required for
the content encryption algorithm Note that when there are

multiple recipients, each recipient will only be able to decrypt
JVE Encrypted Key values that were encrypted to a key in that
recipient’s possession. It is therefore normal to only be able

to decrypt one of the per-recipient JWE Encrypted Key val ues to
obtain the CEK value. Also, see Section 11.5 of [RFC7516] for
security considerations on mitigating timing attacks.

VWhen Direct Key Agreenent or Direct Encryption are enployed,
verify that the JWE Encrypted Key value is an enpty octet
sequence.

When Direct Encryption is enployed, |let the CEK be the shared
symetric key.

If Integrated Encryption is not being enployed, record whether
the CEK coul d be successfully determ ned for this recipient or
not .

If the JWE JSON Serialization is being used, repeat this process
(steps 4-13) for each recipient contained in the representation

Conput e the Encoded Protected Header val ue BASE64URL( UTF8( JVE
Protected Header)). |If the JWE Protected Header is not present
(which can only happen when using the JWE JSON Serialization and
no protected menber is present), let this value be the enpty
string.
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16. Let the Additional Authenticated Data encryption paramneter be
ASCI | (Encoded Protected Header). However, if a JWE AAD value is
present (which can only be the case when using the JVWE JSON
Serialization), instead let the Additional Authenticated Data
encryption parameter be ASCI | (Encoded Protected Header || '. ' ||
BASE64URL( JVE AAD)) .

17. If Integrated Encryption is not being enpl oyed, decrypt the JWE
G phertext using the CEK, the JVWE Initialization Vector, the
Addi tional Authenticated Data val ue, and the JWE Aut hentication
Tag (which is the Authentication Tag input to the cal cul ation)
using the content encryption algorithmspecified in the "enc"
header parameter, returning the decrypted plaintext and
validating the JWE Authentication Tag in the nmanner specified
for the algorithm rejecting the input without emtting any
decrypted output if the JWE Authentication Tag is incorrect.

18. If Integrated Encryption is being enployed, verify that no "enc

header parameter is present.

19. If Integrated Encryption is being enployed, decrypt the JWE
Ci phertext using the specified Integrated Encryption algorithm
returning the decrypted plaintext in the manner specified for
the algorithm rejecting the input without emtting any
decrypted output if the decryption fails.

20. If a zip parameter was included, unconpress the decrypted
pl ai nt ext using the specified conpression algorithm

21. If there was no recipient for which all of the decryption steps
succeeded, then the JWE MJUST be considered invalid. O herw se,
output the plaintext. In the JWE JSON Serialization case, also

return a result to the application indicating for which of the
reci pients the decryption succeeded and fail ed.

Finally, note that it is an application decision which algorithns may
be used in a given context. Even if a JWE can be successfully
decrypted, unless the algorithns used in the JWE are acceptable to
the application, it SHOULD consider the JWE to be invalid.

8. Distinguishing Between JW5 and JWE bj ects

Section 9 of [RFC7516] is updated to delete the last bullet, which
says:
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*  The JOSE Header for a JW5 can al so be distinguished fromthe JOSE
Header for a JWE by determ ni ng whether an enc (encryption
al gorithm nenber exists. |If the enc nenber exists, it is a JVE
otherwise, it is a JW.

The del eted test no | onger works when Integrated Encryption is used.

The ot her met hods of distinguishing between JSON Wb Si gnature (JW5)
[ RFC7515] and JSON Web Encryption (JWE) [RFC7516] objects continue to
wor K.

9. JWK Representations for JWE HPKE Keys

The JSON Wb Key (JWK) [RFC7517] representations for keys used with
the JWE algorithns defined in this specification are as follows. The
valid conbinations of the "alg", "kty", and "crv" in the JW are
shown in Figure 3.

o m e e e e e mee—eaoaoo- R Fome e +
| "alg" val ues | "kty" | "crv" |
o e e e e e e e e e e e e e e me oo R, Fomm oo +
| HPKE-0, HPKE-O0-KE, HPKE-7, HPKE-7-KE | EC | P-256 |
| HPKE-1, HPKE-1-KE | EC | P-384 |
| HPKE-2, HPKE-2-KE | EC | P-521 |
| HPKE-3, HPKE-3-KE, HPKE-4, HPKE-4-KE | OKP | X25519 |
| HPKE-5, HPKE-5-KE, HPKE-6, HPKE-6-KE | OKP | X448 |
o e e e e e e e e e e e e e e me oo R, Fomm oo +

Figure 3: JWK Types and Curves for JWE HPKE Ci phersuites
9.1. JW Representation of Key using JWE HPKE Ci phersuite

The example belowis a JW representation of a public and private key
used with Integrated Encryption as the Key Managenent Mode:

{
n kt yll : n O(PII ,
"crv": "X25519",
"x": "3pPHgcHYVYpOpB6I SwHdoPRB6j Ngd8mv4nRyyj 4H3aE",
"d": "nWGxneOt Ai VBHk6kcy4r NOwvskj | 9yNDON3Xeho9n6g",
"kid": "recipient-key-1",
"al g": "HPKE-3",
n usell: n enC"
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10.

10.

10.

11.

11.

11.

Security Considerations

Thi s specification uses HPKE and the security considerations of
[1-D.ietf-hpke-hpke] are therefore applicable.

HPKE assunes the sender is in possession of the public key of the
reci pi ent and HPKE JCSE nmekes the sane assunptions. Hence, sone form
of public key distribution nechanismis assumed to exi st but outside
the scope of this docunent.

HPKE i n Base node does not offer authentication as part of the HPKE
KEM

HPKE relies on a source of randommess bei ng avail able on the device.
In Key Agreenment with Key Wappi ng node, the CEK has to be randomy
generated. The gui dance on randommess in [ RFC4086] appli es.

1. Key Managenent

A single key MUST NOT be used with multiple KEM al gorithms. Each key
and its associated HPKE al gorithm suite, conprising the KEM KDF, and
AEAD, SHOULD be nmanaged i ndependently. This separation prevents

uni ntended interactions or vulnerabilities between al gorithns,
ensuring the integrity and security guarantees of each algorithmare
preserved. Additionally, the same key SHOULD NOT be used for both
Key Encryption and Integrated Encryption, as it may introduce
security risks. It creates algorithmconfusion, increases the
potential for key |eakage, cross-suite attacks, and inproper handling
of the key.

2. JW Best Current Practices

The gui dance in [ RFC8725] about encryption is also pertinent to this
speci fication.

I ANA Consi derations
1. JSON Wb Signature and Encryption Al gorithmns

The following entries are added to the | ANA "JSON Wb Si gnature and
Encryption Al gorithnms" registry [I ANA JOSE] established by [ RFC7518]:

1.1. HPKE-O

* Al gorithm Name: HPKE-O
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11. 1. 2.

11.1. 3.

Reddy,

Al gorithm Description: Integrated Encryption with HPKE using
DHKEM P- 256, HKDF- SHA256) KEM HKDF- SHA256 KDF and AES- 128- GCM
AEAD

Al gorithm Usage Location(s): "alg
JOSE | npl emrent ati on Requi renments: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [[ this specification ]]
Al gorithm Anal ysis Docunments(s): [I-D.ietf-hpke-hpke]

HPKE- 1

Al gorithm Nanme: HPKE-1

Al gorithm Description: Integrated Encryption with HPKE using

DHKEM P- 384, HKDF- SHA384) KEM HKDF- SHA384 KDF, and AES- 256- GCM
AEAD

Al gorithm Usage Location(s): "alg
JOSE | npl emrent ati on Requi renments: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [[ this specification ]]
Al gorithm Anal ysis Docunments(s): [I-D.ietf-hpke-hpke]

HPKE- 2

Al gorithm Nanme: HPKE- 2

Al gorithm Description: Integrated Encryption with HPKE using

DHKEM P- 521, HKDF- SHA512) KEM HKDF- SHA512 KDF, and AES- 256- GCM
AEAD

Al gorithm Usage Location(s): "alg
JOSE | npl erent ati on Requi renments: Optional
Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [[ this specification ]]
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*

Al gorithm Anal ysis Docunents(s): [I|-D.ietf-hpke-hpke]

11.1. 4. HPKE-3

*

11.1.5.

11. 1. 6.

Reddy,

Al gorithm Nanme: HPKE- 3
Al gorithm Description: Integrated Encryption with HPKE using

DHKEM X25519, HKDF- SHA256) KEM HKDF- SHA256 KDF, and AES-128- GCM
AEAD

Al gorithm Usage Location(s): "alg
JOSE | npl emrent ati on Requi renments: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [[ this specification ]]
Al gorithm Anal ysis Docunments(s): [I-D.ietf-hpke-hpke]

HPKE- 4

Al gorithm Nane: HPKE-4

Al gorithm Description: Integrated Encryption with HPKE using

DHKEM X25519, HKDF- SHA256) KEM HKDF- SHA256 KDF, and
ChaCha20Pol y1305 AEAD

Al gorithm Usage Location(s): "alg
JOSE | npl emrent ati on Requi renments: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [[ this specification ]]
Al gorithm Anal ysis Docunments(s): [I-D.ietf-hpke-hpke]

HPKE- 5

Al gorithm Nanme: HPKE-5

Al gorithm Description: Integrated Encryption wi th HPKE using

DHKEM X448, HKDF- SHA512) KEM HKDF- SHA512 KDF, and AES-256- GCM
AEAD

Al gorithm Usage Location(s): "alg
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11.

11.

11.

*

JOSE | npl emrent ati on Requi renments: Optional
Change Controller: |ETF
Speci fication Docunent(s): Section 5.1 of [[ this specification ]]

Al gorithm Anal ysis Docunents(s): [I|-D.ietf-hpke-hpke]

. 7. HPKE-6

Al gorithm Nanme: HPKE- 6

Al gorithm Description: Integrated Encryption with HPKE using
DHKEM X448, HKDF- SHA512) KEM HKDF- SHA512 KDF, and
ChaCha20Pol y1305 AEAD

Al gorithm Usage Location(s): "alg"

JOSE | npl emrent ati on Requi renments: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [[ this specification ]]

Al gorithm Anal ysis Docunents(s): [I|-D.ietf-hpke-hpke]

.8. HPKE-7

Al gorithm Nanme: HPKE-7

Al gorithm Description: Integrated Encryption with HPKE using
DHKEM P- 256, HKDF- SHA256) KEM HKDF- SHA256 KDF, and AES- 256- GCM
AEAD

Al gorithm Usage Location(s): "alg"

JOSE | npl emrent ati on Requi renments: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 5.1 of [[ this specification ]]

Al gorithm Anal ysis Docunents(s): [I|-D.ietf-hpke-hpke]

. 9. HPKE- 0- KE

Al gorithm Nane: HPKE-0- KE
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Al gorithm Description: Key Encryption with HPKE usi ng DHKEM P- 256,
HKDF- SHA256) KEM HKDF- SHA256 KDF and AES- 128- GCM AEAD

Al gorithm Usage Location(s): "alg"
JOSE | npl enent ati on Requi renments: Optional
Change Controller: |ETF

Speci fication Docunent(s): Section 6.2 of [[ this specification ]]

Al gorithm Anal ysis Docunments(s): [I|-D.ietf-hpke-hpke]

11.1.10. HPKE-1-KE

Al gorithm Nane: HPKE- 1-KE

Al gorithm Description: Key Encryption with HPKE usi ng DHKEM P- 384,
HKDF- SHA384) KEM HKDF- SHA384 KDF, and AES-256- GCM AEAD

Al gorithm Usage Location(s): "alg"
JOSE | npl enent ati on Requirenents: Optional
Change Controller: |ETF

Speci fication Docunent(s): Section 6.2 of [[ this specification ]]

Al gorithm Anal ysis Docunments(s): [I-D.ietf-hpke-hpke]

11.1.11. HPKE-2-KE

Reddy,

Al gorithm Nanme: HPKE-2- KE

Al gorithm Description: Key Encryption with HPKE using DHKEM P-521,
HKDF- SHA512) KEM HKDF- SHA512 KDF, and AES- 256- GCM AEAD

Al gorithm Usage Location(s): "alg
JCSE | npl enent ati on Requirenents: Optional
Change Controller: |ETF

Speci fication Docunent(s): Section 6.2 of [[ this specification ]]

Al gorithm Anal ysis Docunents(s): [I-D.ietf-hpke-hpke]
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11.1.12. HPKE- 3-KE

*

Al gorithm Nanme: HPKE- 3- KE
Al gorithm Description: Key Encryption with HPKE using

DHKEM X25519, HKDF- SHA256) KEM HKDF- SHA256 KDF, and AES-128- GCM
AEAD

Al gorithm Usage Location(s): "alg
JCSE | npl enent ati on Requirenents: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 6.2 of [[ this specification ]]

Al gorithm Anal ysis Docunments(s): [I-D.ietf-hpke-hpke]

11.1.13. HPKE-4-KE

Al gorithm Nanme: HPKE-4- KE
Al gorithm Description: Key Encryption with HPKE using

DHKEM X25519, HKDF- SHA256) KEM HKDF- SHA256 KDF, and
ChaCha20Pol y1305 AEAD

Al gorithm Usage Location(s): "alg
JOSE | npl enent ati on Requirenents: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 6.2 of [[ this specification ]]

Al gorithm Anal ysis Docunents(s): [I-D.ietf-hpke-hpke]

11.1.14. HPKE-5-KE

Reddy,

Al gorithm Nanme: HPKE-5-KE

Al gorithm Description: Key Encryption with HPKE usi ng DHKEM X448,
HKDF- SHA512) KEM HKDF- SHA512 KDF, and AES- 256- GCM AEAD

Al gorithm Usage Location(s): "alg
JCSE | npl enent ati on Requirenents: Optional

Change Controller: |ETF
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*

11. 1.

11. 1.

11. 2.

Speci fication Docunment(s): Section 6.2 of [[ this specification ]]
Al gorithm Anal ysis Docunents(s): [I-D.ietf-hpke-hpke]
15. HPKE- 6- KE

Al gorithm Nane: HPKE-6-KE

Al gorithm Description: Key Encryption with HPKE usi ng DHKEM X448,
HKDF- SHA512) KEM HKDF- SHA512 KDF, and ChaCha20Pol y1305 AEAD

Al gorithm Usage Location(s): "alg
JOSE | npl emrent ati on Requi renments: Optional
Change Controller: |ETF
Speci fication Document(s): Section 6.2 of [[ this specification ]]
Al gorithm Anal ysis Docurments(s): [I-D.ietf-hpke-hpke]

16. HPKE-7- KE
Al gorithm Nane: HPKE-7-KE

Al gorithm Description: Key Encryption with HPKE usi ng DHKEM P- 256,
HKDF- SHA256) KEM HKDF- SHA256 KDF, and AES- 256- GCM AEAD

Al gorithm Usage Location(s): "alg
JOSE | npl emrent ati on Requi renments: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 6.2 of [[ this specification ]]

Al gorithm Anal ysis Docunents(s): [I|-D.ietf-hpke-hpke]

JSON Web Signature and Encrypti on Header Paraneters

The following entries are added to the | ANA "JSON Wb Key Paraneters"
registry [1ANA JCOSE]:

11. 2.

*

1. ek

Header Par ameter Nane: "ek"
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11. 2.

12.

Header Paraneter Description: A base64url-encoded encapsul ated
secret, as defined in Section 5 of [I-D.ietf-hpke-hpke]

Header Parameter Usage Location(s): JVE
Change Controller: |ETF

Speci fication Docunent(s): Section 4.1 of [[ this specification ]]

2. psk_id

Header Parameter Name: "psk_id"

Header Parameter Description: A base64url-encoded key identifier
(kid) for the pre-shared key, as defined in Section 5.1.2 of
[1-D.ietf-hpke-hpke]

Header Paraneter Usage Location(s): JVE

Change Controller: |ETF

Speci fication Docunment(s): Section 4 of [[ this specification ]]
Sunmary of Updates to RFC 7516 (JVE)

Thi s specification updates JSON Wb Encryption (JWE) [RFC7516] as
fol | ows:

*

13.

13. 1.

Adds the Integrated Encryption Key Managenent Mode and
correspondi ngly updates the Key Managenent Mde definition
(Section 3).

Updates the "enc" header paraneter to be absent when Integrated
Encryption is used in (Section 4).

Repl aces the Message Encryption procedure (Section 7.1).
Repl aces the Message Decryption procedure (Section 7.2).

Updates the nmethods for distinguishing between JW5 and JWE obj ects
(Section 8).
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Keys Used in Exanpl es

I ntegrated Encryption Key

This private key and its inplied public key are used for the
Integrated Encryption exanple in Section 5.2 and Section 5. 3:

{

"kty":
"use":
"al g":
"kid":
"crv':

Reddy,

X

y":
"d":

et

"EC',

"enc",

" HPKE- 0",

"yCnf bmvMZcW KDt _Dj NebRCB1vxVoqv4uml4VK8RYj k",
" P- 256",

" gi xQI0qg4Ag- 6HSMal EDL_zbDhoXavM/KI mdn__ AQVE",

" ZX TgRLVAKONCL _ GhZKLNPs WD EWS nBs Nd AWQGEFAFFbM' ,

" g2DXt Kapi 20N2zL_ RCWK8 D4bWURHCKNZ- ZNGC05ZaR8"
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A. 2. Key Encryption Key

This private key and its inplied public key are used for the Key
Encryption exanple in Section 6. 3:

{
"kty": "EC',
"use": "enc",
"al g": "HPKE-O0-KE",
"kid": "9Cf UPi GcAcTp70XgVbDSt w2FEj ka- _KHU_i - X3XMCEA" ,
"crv': "P-256",
X" " VWKGOswWXQAgnt | r LSYI wkyaUldl E- FI hr bTEot FgMM A",
"y" " pZTIVNMQH752Bh_pDKA41l hLki XLj - 15wWR4ZBZ- MAFK" |
"d": "MeCnMF65SaRVZ11G 1Weacx3H9SdzO7M W DXv HANv 8™

}
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