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Abst ract

Thi s specification defines Hybrid Public Key Encryption (HPKE) for
use with JSON Cbject Signing and Encryption (JOSE). HPKE offers a
variant of public key encryption of arbitrary-sized plaintexts for a
reci pi ent public key, and provides security agai nst adaptive chosen
ci phertext attacks (1 ND CCA2-secure).

HPKE al so includes a variant that authenticates possession of a pre-
shared key. HPKE works for any conbination of an asymretric KEM key
derivation function (KDF), and authenticated encryption with

addi tional data (AEAD) encryption function.

Thi s docunent defines the use of HPKE with JOSE. The specification
chooses a specific subset of the HPKE features to use with JOSE

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wg-
jose.github.io/draft-ietf-jose-hpke-encrypt/draft-ietf-jose-hpke-
encrypt.htm. Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-jose-hpke-encrypt/.

Di scussi on of this docunent takes place on the jose Wrking G oup
mailing list (mailto:jose@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/jose/. Subscribe at
https://ww.ietf.org/mailman/listinfo/josel.
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Source for this draft and an issue tracker can be found at
https://github.comietf-wy-jose/draft-ietf-jose-hpke-encrypt.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 May 2026.
Copyri ght Notice
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docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

Hybrid Public Key Encryption (HPKE) [I-D.ietf-hpke-hpke] is a public
key encryption (PKE) schene that provides encryption of arbitrary-
sized plaintexts given a recipient’s public key.

Thi s specification enables JSON Wb Encryption (JWE) to | everage
HPKE, bringi ng support for KEMs and the possibility of Hybrid KEMs to
JVE.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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3.

Conventi ons and Ter m nol ogy
Thi s specification uses the follow ng abbreviations and terns:
* Content Encryption Key (CEK), is defined in [ RFC7517].

* Hybrid Public Key Encryption (HPKE) is defined in
[1-D.ietf-hpke-hpke].

* pkRis the public key of the recipient, as defined in
[1-D.ietf-hpke-hpke].

* skRis the private key of the recipient, as defined in
[1-D.ietf-hpke-hpke].

* Key Encapsul ati on Mechani sm (KEM, see [I-D.ietf-hpke-hpke].
* Key Derivation Function (KDF), see [I-D.ietf-hpke-hpke].

* Authenticated Encryption with Associ ated Data (AEAD), see
[1-D.ietf-hpke-hpke] and [ RFC7516].

* Additional Authenticated Data (AAD), see [I-D.ietf-hpke-hpke] and
[ RFC7516] .

Overvi ew
Thi s specification defines two nodes of use for HPKE in JVE

*  HPKE JVEE I ntegrated Encryption, where HPKE is used to encrypt the
pl ai nt ext .

*  HPKE JWE Key Encryption, where HPKE is used to encrypt a content
encryption key (CEK) and the CEK is subsequently used to encrypt
the pl ai nt ext.

When "alg" is a JOSE-HPKE al gorithm

* |If "enc" is "int", HPKE JVWE Integrated Encryption is used.
* |f "enc" is an AEAD algorithm the recipient Key Managenent node

is Key Encryption.

The HPKE KEM KDF, and AEAD used depend on the JOSE-HPKE al gorithm
used. This HPKE AEAD is used internally by HPKE and is distinct from
the AEAD al gorithm specified in "enc".
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HPKE supports two nodes, which are described in Table 1 of
[1-D.ietf-hpke-hpke].

In JOSE- HPKE, both "npde_base" and "node_ psk" are supported. Wen
"psk_id" JOSE Header paraneter is present the node is "node_ psk",
ot herwi se the node is "node_base".

JVE supports different serializations, including Conmpact JVE
Serialization as described in Section 3.1 of [RFC7516], Ceneral JVE
JSON Serialization as described in Section 3.2 of [RFC7516].

Certain JWE features are only supported in specific serializations.
For exanpl e Compact JWE Serialization does not support the follow ng:
* additional authenticated data

* multiple recipients

* unprotected headers

HPKE JWE Key Encryption can be used with "aad" but only when not
expressed with Conpact JWE Serialization

Singl e reci pi ent HPKE JWE Key Encryption with no "aad" can be
expressed in Compact JWE Serialization, so long as the recipient and
sender use the sanme HPKE Setup process as described in Section 5 of
[1-D.ietf-hpke-hpke].

This specification updates the "enc" definition in Section 4.1.2 of

[ RFC7516] by allowi ng the "enc" value "int" when the "alg" value is a
JOSE- HPKE al gorithm  When "al g" is not a JOSE-HPKE al gorithm and the
"enc" value is "int", the input MJST NOT be used and MJUST be

rej ected.

4.1. Auxiliary Authenticated Application Information
The HPKE "aad parameter” for Open() and Seal () specified in
Section 8.1 of [I-D.ietf-hpke-hpke] is used with both HPKE JWE
I ntegrated Encryption and HPKE JWE Key Encryption. |Its value is the
Addi tional Authenticated Data encryption paraneter value conputed in
Step 14 of Section 5.1 of [RFC7516] (Message Encryption).

4.2. Encapsul ated Keys

HPKE encapsul ated key is defined in Section 5 of
[1-D.ietf-hpke-hpke].
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In HPKE JVEE I ntegrated Encryption, the JWE Encrypted Key of the sole
recipient is the HPKE encapsul ated key.

In HPKE JWE Key Encryption, each recipient JWE Encrypted Key is the
encrypted content encryption key, and the val ue of JOSE Header
parameter "ek" is base64url-encoded HPKE encapsul at ed key.

5. Integrated Encryption
In HPKE JVE | ntegrated Encryption:

* The protected header MJUST contain an "al g" that is JOSE- HPKE
al gorithm

* The protected header MJST contain an "enc" with value "int". This
is an explicit exception to requirenent in Section 4.1.2 of
[ RFC7516] that "enc" nust be an AEAD algorithm This is
appropriate, as HPKE will perform plaintext encryption

* The protected header paraneters "psk_id" MAY be present.

* The protected header paranmeter "ek" MJST NOT be present.

*  There MJST be exactly one recipient.

* The JWE Encrypted Key MJST be encapsul ated key, as defined in
Section 5 of [I-D.ietf-hpke-hpke].

* The JVE Initialization Vector and JWE Aut henticati on Tag MJST be
the enpty octet sequence.

* The JWE AAD MAY be present when using the JWE JSON Serialization

*  The JWE Ciphertext is the ciphertext defined in Section 5.2 of
[1-D.ietf-hpke-hpke].

* The HPKE info paraneter contains the encoding of the
Reci pi ent _structure, which is described in Section 6.1

* The HPKE aad parameter MJST be set to the "Additiona
Aut henti cated Data encryption paraneter", as specified in Step 14
of Section 5.1 of [RFC7516].

* Then follow Steps 11-19 of Section 5.1 of [RFC7/516] (Message
Encryption).
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When decrypting, the checks in Section 5.2 of [RFC7516], Steps 1
through 5 MUST be perforned. The JWE Encrypted Key in Step 2 is the
base64url - encoded encapsul at ed key.

5.1. Conpact Exanple

Bel ow i s an exanpl e of a Conpact JWE using HPKE integrated
encrypti on:

=============== NOTE: '\’ |ine wapping per RFC 8792 ================
eyJhbCci O Ai SFBLRSOW i wgl mVuYyl 61 CIpbnQ@ LCAI a2l ki j ogl kc1Tl 9f Q3FNdI 9r\
SkdpZUdTRnVBdWI2bDBgcl FKQLozeUt 3Vks2c1VNNGSi f Q Bl h61 40ui BbK8-\
UK7nHdo3I SEf gwd_MF3zW QzLt 00GhFF2-\
1VgVKHSYLXdeVeRV7AI nyocYi CYm SvWoyqi Dnc. . Ov-\

|1 z6VUyi wBnZLOOPGLGZckLTnbUc TZFg.
The keys used for this exanple are in Appendi x A

6. Key Encryption

When using the JWE JSON Serialization, recipients using JOSE- HPKE can
be added al ongsi de other recipients (e.g., those using ECDH ES+A128KW
or RSA- QAEP- 256), since HPKE is used to encrypt the Content
Encrypti on Key, which is then processed as specified in JWE

The encodi ng of the protected header remains consistent with existing
JVEE rul es.

In HPKE JVE Key Encrypti on:

* The Key Management Mode is Key Encryption.

* \When all recipients use the same HPKE al gorithmto secure the
Content Encryption Key, the JWE Protected Header SHOULD contain
"alg". Oherw se, the JWE Protected Header (and JWE Shared
Unpr ot ect ed Header) MJST NOT contain "al g".

* JOSE Header paraneter "alg" MJST be a JOSE- HPKE al gorithm

* JOSE Header paraneter "psk_ id" MAY be present.

*  JOSE Header paraneter "ek" MJST be present and contain the
base64url - encoded HPKE encapsul at ed key.

* Recipient JWE Encrypted Key MJUST be the ciphertext from HPKE
Encrypti on.
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* The HPKE info paraneter contains the encoding of the
Reci pi ent _structure, which is described in Section 6.1

* The HPKE AAD paraneter defaults to the enpty string; externally
provi ded i nformati on MAY be used i nst ead.

* THE HPKE pl ai ntext MJST be set to the CEK

The processing of "enc", "iv", "tag", "aad", and "ciphertext" is as
al ready defined in [ RFC7516]. |nplenentations process these
paraneters as defined in [ RFC7516]; no additional processing

requi renents are introduced by HPKE-based key encryption

6.1. Recipient_structure

The Recipient_structure is an input to the HPKE info paranmeter and
provi des context information used in key derivation. To ensure
conmpactness and interoperability, this structure is encoded in a
binary format. The encoding is as follows:

Reci pi ent _structure = ASCI I ("JOSE-HPKE rcpt") ||
BYTE( 255) |
ASCI | (content _encryption_alg) |
BYTE( 255) |
reci pient_extra_info

Wher e:

* ASCII("JOSE-HPKE rcpt”): A fixed ASCII string identifying the
context of the structure.

*  BYTE(255): A separator byte (OxFF) used to delimt fields.

* ASClI(content_encryption_alg): ldentifies the algorithmw th which
the HPKE-encrypted key MJUST be used. Its value MJST natch the
"enc" (encryption algorithn) header paranmeter in the JOSE Header
This field provides JWE context information to the key derivation
process and serves two purposes:

1. Ensures that derived key material is cryptographically donain-
separ at ed between the JWE HPKE i ntegrated encryption and Key
Encrypti on nodes.

2. Ensures that the derived key is bound to the sel ected content
encryption algorithm

*  BYTE(255): A separator byte (OxFF) used to delimt fields.
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* recipient_extra_ info: An octet string containing additional
context information that the application includes in the key
derivation via the HPKE info parameter. Mitually known private
information (a concept also utilized in [N ST. SP. 800-56Ar3]) MNAY
be used in this input paranmeter. |f no additional context
information is provided, this field MJUST be enpty.

6.1.1. Exanple

The Reci pient_structure encoded in binary as specified in

Section 6.1, and using the field values (next |ayer_alg = "Al128CGCM',
recipient_extra_info =""), results in the follow ng byte sequence:
" JOSE- HPKE r cpt \ xf f A128GCM xf f "

The correspondi ng hexadeci mal representation is:

4a4f 53452d48504b452072637074f f a131323847434df f

This value is directly used as the HPKE i nfo paraneter.

6.2. JSON Exanpl e

Bel ow i s an exanple of a JWE using the JSON Serialization and HPKE
key encryption:

=============== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

{
"protected": "eyJl bnM G Al QTEyOCEIDTSJ9",
"ciphertext": "9AxGd65RAIY1cQ',
"iv": "2u3NRi 3CSr-x7Wij ",
"tag": " 1INKYSW/\V4pwst hsq7t 6n6Q",
"recipients": |
"encrypted_key": "l 9VRWLK5CA037f Y2ZqVF4bDej 413TaAt f j 0e3k89-el ",
"header": {
"al g": "HPKE-0",
"kid": "GBN__CgMs_kJG eGSFuAugvl 0j r QQCZ3y KwWK6s UMo" ,
"ek": "BJI OV6KLI 3HOAZbzFwi AL9eaYbFQPg7-\
ROM Jpl ul @ NS5zul t ZsC4r GhGzmM GUMGEBbz JUW.QX x FF90ze0AKhU"
}
}
]
}

The keys used for this exanple are in Appendi x A

Reddy, et al. Expires 6 May 2026 [ Page 9]



Internet-Draft Use of HPKE in JCSE Novenber 2025

7. Mappi ng HPKE Keys to JWK for JOSE

JWKs can be used to represent JOSE-HPKE private or public keys. For
the algorithns defined in this docunent, the valid conbinations of
the JWE Algorithm "kty", and "crv" are shown in Figure 1.

i o e e oo +
| JVE Al gorithm | JVK | |
| | kty | crv |
o e e e e m oo oo +----- S +
| HPKE-0, HPKE-7 | EC | P-256 |
| HPKE-1 | EC | P-384 |
| HPKE- 2 | EC | P-521 |
| HPKE-3, HPKE-4 | OKP | X25519 |
| HPKE-5, HPKE-6 | OKP | X448 |
o e e e e m oo oo +----- S +

Figure 1. JWK Types and Curves for JOSE-HPKE Ci phersuites
7.1. JWK Representation of a JOSE-HPKE Key with HPKE C phersuite

The exanple belowis a JW representation of a JOSE-HPKE public and
private key:

{
"kty": "OKP",
"crv": "X25519",
"x": "3pPHgcHYVYpOpB6I SwHdoPRB6j Ngd8mvinRyyj 4H3aE" ,
"d": "nWaxneOt Ai VBHk6kcy4r NOwvskj | 9y NDON3Xeho9n6g",
"kid": "recipient-key-1",
"al g": "HPKE-3",
"key_ops": "encrypt"
}

It uses the "key_ops" value of "encrypt", which is appropriate when
using integrated encryption.

8. Security Considerations

This specification is based on HPKE and the security considerations
of [I-D.ietf-hpke-hpke] are therefore applicable also to this
speci fication.

HPKE assunes the sender is in possession of the public key of the
reci pi ent and HPKE JOSE nmekes the sane assunptions. Hence, sone form
of public key distribution nechanismis assunmed to exi st but outside
the scope of this docunent.
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8.

8.

10.

HPKE i n Base node does not offer authentication as part of the HPKE
KEM

HPKE relies on a source of randommess bei ng avail able on the device.
In Key Agreerment with Key Wapping node, the CEK has to be randomy
generated. The guidance on randomess in [ RFC4086] applies.

1. Key Managenent

A single KEM key MJUST NOT be used with nultiple KEM al gorithns. Each
key and its associated algorithmsuite, conprising the KEM KDF, and
AEAD, shoul d be nanaged i ndependently. This separation prevents

uni ntended interactions or vulnerabilities between al gorithns,
ensuring the integrity and security guarantees of each algorithmare
preserved. Additionally, the same key should not be used for both
key encryption and integrated encryption, as it may introduce
security risks. It creates algorithmconfusion, increases the
potential for key |eakage, cross-suite attacks, and inproper handling
of the key.

2. Revi ew JWI Best Current Practices

The guidance in [ RFC8725] about encryption is also pertinent to this
speci fication.

Ci phersuite Registration
This specification registers a nunber of ciphersuites for use with
HPKE. A ciphersuite is a group of algorithnms, often sharing
conmponent al gorithms such as hash functions, targeting a security
| evel . A JOSE-HPKE al gorithm makes choices for the foll ow ng HPKE
par anet er s:
* KEM Al gorithm
* KDF Al gorithm
* AEAD Al gorithm

The "KEM', "KDF", and "AEAD' val ues are chosen fromthe | ANA HPKE
registry [ ANA. HPKE] .

Al JOSE-HPKE algorithmidentifiers registered by this specification
begin with the string "HPKE-". Future JOSE- HPKE ci phersuite nanes
regi stered MIJST al so follow this convention.

| ANA Consi der ati ons
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10. 1.

JSON Wb Signature and Encryption Al gorithns

The following entries are added to the | ANA "JSON Web Si gnature and
Encryption Al gorithnms" registry [ ANA JOSE]:

10. 1. 1.

*

10. 1. 2.

10. 1. 3.

Reddy,

HPKE- 0
Al gorithm Name: HPKE- O
Al gorithm Description: Cipher suite for JOSE-HPKE using the

DHKEM P- 256, HKDF- SHA256) KEM t he HKDF- SHA256 KDF and the AES-
128- GCM AEAD

Al gorithm Usage Location(s): "alg
JCSE | npl enent ati on Requirenents: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 7 of this specification
Al gorithm Anal ysis Docunments(s): [I-D.ietf-hpke-hpke]

HPKE- 1

Al gorithm Name: HPKE-1

Al gorithm Description: Cipher suite for JOSE-HPKE using the

DHKEM P- 384, HKDF- SHA384) KEM the HKDF- SHA384 KDF, and the AES-
256- GCM AEAD

Al gorithm Usage Location(s): "alg
JCSE | npl enent ati on Requirenents: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 7 of this specification
Al gorithm Anal ysis Docunents(s): [I-D.ietf-hpke-hpke]

HPKE- 2

Al gorithm Name: HPKE- 2

Al gorithm Description: Cipher suite for JOSE-HPKE using the

DHKEM P- 521, HKDF- SHA512) KEM the HKDF- SHA512 KDF, and the AES-
256- GCM AEAD
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10. 1. 4.

10. 1. 5.

Reddy,

et-Draft Use of HPKE in JCSE Novenber

Al gorithm Usage Location(s): "alg"

JOSE | npl ement ati on Requi rements: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 7 of this specification
Al gorithm Anal ysis Docunents(s): [I-D.ietf-hpke-hpke]
HPKE- 3

Al gorithm Nane: HPKE-3

Al gorithm Description: Ci pher suite for JOSE-HPKE using the

2025

DHKEM X25519, HKDF- SHA256) KEM t he HKDF- SHA256 KDF, and the AES-

128- GCM AEAD

Al gorithm Usage Location(s): "alg"

JOSE | npl enent ati on Requi renments: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 7 of this specification
Al gorithm Anal ysis Docunents(s): [I-D.ietf-hpke-hpke]
HPKE- 4

Al gorithm Name: HPKE-4

Al gorithm Description: Cipher suite for JOSE-HPKE using the
DHKEM X25519, HKDF- SHA256) KEM t he HKDF- SHA256 KDF, and the
ChaCha20Pol y1305 AEAD

Al gorithm Usage Location(s): "alg"

JOSE | npl ement ati on Requi rements: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 7 of this specification

Al gorithm Anal ysis Docunments(s): [I-D.ietf-hpke-hpke]
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10.1.6. HPKE-5

*

10. 1. 7.

10. 1. 8.

Reddy,

Al gorithm Name: HPKE-5

Al gorithm Description: Cipher suite for JOSE-HPKE using the
DHKEM X448, HKDF- SHA512) KEM the HKDF- SHA512 KDF, and the AES-
256- GCM AEAD

Al gorithm Usage Location(s): "alg
JCSE | npl enent ati on Requirenents: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 7 of this specification
Al gorithm Anal ysis Docunments(s): [I-D.ietf-hpke-hpke]

HPKE- 6

Al gorithm Name: HPKE- 6

Al gorithm Description: Cipher suite for JOSE-HPKE using the

DHKEM X448, HKDF- SHA512) KEM the HKDF- SHA512 KDF, and the
ChaCha20Pol y1305 AEAD

Al gorithm Usage Location(s): "alg
JOSE | npl enent ati on Requirenents: Optional

Change Controller: |ETF

Speci fication Docunent(s): Section 7 of this specification
Al gorithm Anal ysis Docunents(s): [I-D.ietf-hpke-hpke]

HPKE- 7

Al gorithm Name: HPKE-7

Al gorithm Description: Cipher suite for JOSE-HPKE using the

DHKEM P- 256, HKDF- SHA256) KEM t he HKDF- SHA256 KDF and the A256GCM
AEAD

Al gorithm Usage Location(s): "alg

JOSE | npl enent ati on Requirenents: Optional
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*

*

10. 1.

10. 2.

Change Controller: |ETF
Speci fication Docunent(s): Section 7 of this specification

Al gorithm Anal ysis Docunments(s): [I-D.ietf-hpke-hpke]

9. int
Al gorithm Name: int
Al gorithm Description: Indicates that HPKE | ntegrated Encryption
i s being used
Al gorithm Usage Location(s): "enc"
JCOSE | npl enent ati on Requirenents: Required
Change Controller: |ETF
Speci fication Docunent(s): Section 4 of this specification
Al gorithm Anal ysis Docunments(s): [I-D.ietf-hpke-hpke]
JSON Web Signature and Encrypti on Header Paraneters

The following entries are added to the | ANA "JSON Wb Key Paraneters"
registry [1ANA JOSE]:

10. 2.

*

10. 2.

1. ek

Header Paraneter Name: "ek"

Header Parameter Description: A base64url-encoded encapsul ated
key, as defined in Section 5 of [I-D.ietf-hpke-hpke]

Header Paranmeter Usage Location(s): JVE

Change Controller: |ETF

Speci fication Docunment(s): Section 4.2 of this specification
2. psk_id

Header Parameter Name: "psk_id"

Header Parameter Description: A base64url-encoded key identifier
(kid) for the pre-shared key, as defined in Section 5.1.2 of
[1-D.ietf-hpke-hpke]
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11.

11.

* Header Paraneter Usage Location(s): JVE

* Change Controller: |ETF

* Specification Docurment(s): Section 4 of this specification
Ref er ences

1. Normative References

[1-D.ietf-hpke-hpke]
Barnes, R, Bhargavan, K, Lipp, B., and C A Wod,
"Hybrid Public Key Encryption", Wbrk in Progress,
Internet-Draft, draft-ietf-hpke-hpke-01, 24 June 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-hpke-
hpke- 01>.

[ 1 ANA. JOSE]
I ANA, "JSON Wb Signature and Encryption Al gorithns",
n.d., <https://ww.iana.org/assignnents/jose>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/rfc/rfc2119>.

[ RFC7156] Zorn, G, Wi, Q, and J. Korhonen, "D ameter Support for
Proxy Mobile |1 Pv6 Localized Routing", RFC 7156,
DO 10.17487/ RFC7156, April 2014,
<https://www. rfc-editor.org/rfc/rfc7156>.

[ RFC7516] Jones, M and J. Hildebrand, "JSON Wb Encryption (JVE)",
RFC 7516, DA 10. 17487/ RFC7516, May 2015,
<https://www. rfc-editor.org/rfc/rfc7516>.

[ RFC7517] Jones, M, "JSON Wb Key (JWK)", RFC 7517,
DO 10.17487/ RFC7517, May 2015,
<https://www. rfc-editor.org/rfc/rfc7517>.

[ RFC7518] Jones, M, "JSON Wb Al gorithms (JWA)", RFC 7518,
DO 10.17487/ RFC7518, May 2015,
<https://www. rfc-editor.org/rfc/rfc7518>.

[ RFC7638] Jones, M and N. Sakimura, "JSON Wb Key (JVK)
Thunmbprint", RFC 7638, DO 10. 17487/ RFC7638, Septenber
2015, <https://ww.rfc-editor.org/rfc/rfc7638>.

Reddy, et al. Expires 6 May 2026 [ Page 16]



Internet-Draft Use of HPKE in JCSE Novenber 2025

[ RFC8174]

[ RFC8725]

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

Sheffer, Y., Hardt, D., and M Jones, "JSON Wb Token Best
Current Practices", BCP 225, RFC 8725,

DO 10.17487/ RFC8725, February 2020,

<https://www. rfc-editor.org/rfc/rfc8725>.

11.2. Informmtive References

[I-D.ietf-cose-dilithiun

Prorock, M and O Steele, "M-DSA for JOSE and COSE",
Work in Progress, Internet-Draft, draft-ietf-cose-
dilithium 10, 14 Cctober 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-cose-
dil'ithium 10>.

[1-D.ietf-cose-hpke]

Tschofenig, H, Steele, O, Daisuke, A, and L. Lundbl ade,
"Use of Hybrid Public-Key Encryption (HPKE) with CBOR

oj ect Signing and Encryption (COSE)", Work in Progress,
Internet-Draft, draft-ietf-cose-hpke-18, 19 Cctober 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-cose-
hpke- 18>.

[ 1 ANA. HPKE]

I ANA, "Hybrid Public Key Encryption (HPKE)", n.d.,
<https://wwv. i ana. or g/ assi gnnent s/ hpke>.

[ NI ST. SP. 800- 56Ar 3]

[ RFC4086]

Appendi x A

National Institute of Standards and Technol ogy,
"Recommendati on for Pair-Wse Key-Establishnent Schenes
Using Discrete Logarithm Cryptography, N ST Speci al

Publ i cati on 800-56A Revision 3", April 2018,

<htt ps://nvl pubs. ni st. gov/ ni st pubs/ Speci al Publ i cati ons/
NI ST. SP. 800- 56Ar 3. pdf >.

East| ake 3rd, D., Schiller, J., and S. Crocker,
"Randomess Requirenents for Security", BCP 106, RFC 4086,
DO 10.17487/ RFC4086, June 2005,

<https://www. rfc-editor.org/rfc/rfc4086>.

Keys Used in Exanpl es

This private key and its inplied public key are used the exanpl es:
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kty": "EC',

use": "enc",

al g": "HPKE-0",

kid": "GBN__CgMW_kJG eGSFuAugvl 0j r QJCZ3y KwWK6sUMdo" ,
crv": "P-256",

x": "gi xQ0gg4Ag- 6HSMal EDL_zbDhoXavM/KI mdn__AQVE",
y": " ZXTgRLVWAKONCL _GhZKLNPsWOEWSnBs NAAWQGEFAFFbM'
d": "g2DXt Kapi 20N2zL_ RCWK8 D4bWJRHCKN2- ZNGC05ZaR8"
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