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Abst ract

This specification refers to cryptographic algorithmidentifiers that
fully specify the cryptographic operations to be perforned, including
any curve, key derivation function (KDF), and hash functions, as
being "fully specified". It refers to cryptographic algorithm
identifiers that require additional infornation beyond the al gorithm
identifier to determne the cryptographi c operations to be performnmed
as being "polynorphic". This specification creates fully-specified
algorithmidentifiers for registered JSON Object Signing and
Encryption (JOSE) and CBOR (nhject Signing and Encryption (COSE)

pol ynorphic algorithmidentifiers, enabling applications to use only
fully-specified algorithmidentifiers. |1t deprecates those

pol ynorphic al gorithmidentifiers.

Thi s specification updates RFC 7518, RFC 8037, and RFC 9053. It
deprecat es pol ynmor phic al gorithms defined by RFC 8037 and RFC 9053
and provides fully-specified replacenments for them It adds to the
instructions to designated experts in RFC 7518 and RFC 9053.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 Novenber 2025.
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Aut hors’ Addresses . . . . . . . . . . . . . . . . . . .. ... 20
1. I nt roduction

The 1 ANA al gorithmregistries for JSON Obj ect Signing and Encryption
(JOSE) algorithns [I ANA. JOSE] and CBOR bj ect Signing and Encryption
(COSE) algorithns [ ANA. COSE] contain two kinds of al gorithm

i dentifiers:

Fully Specified
Those that fully determ ne the cryptographic operations to be
performed, including any curve, key derivation function (KDF), and
hash functions. Exanples are RS256 and ES256K in both JCSE
[ ANA. JOSE] and COSE [l ANA. COSE] and ES256 in JOSE

Pol yror phi ¢
Those requiring information beyond the algorithmidentifier to
determ ne the cryptographic operations to be performed. Such
addi tional information could include the actual key value and a
curve that it uses. Exanples are EADSA in both JOSE [ ANA. JOSE]
and COSE [| ANA. COSE] and ES256 in COSE

This matters because many protocol s negotiate supported operations
using only algorithmidentifiers. For instance, OAuth Authorization
Server Metadata [ RFC8414] uses negotiation parameters |ike these
(froman exanple in the specification):

"t oken_endpoi nt _auth_si gni ng_al g_val ues_supported"
["RS256", "ES256"]

Openl D Connect Di scovery [Openl D. Di scovery] |ikew se negoti ates
supported al gorithms using alg and enc values. WBC Wb

Aut henti cation [ WbAuthn] and FIDO Client to Authenticator Protoco
(CTAP) [FIDX2] negotiate using COSE al g nunbers.

Thi s does not work for polynorphic algorithns. For instance, with
EdDSA, it is not known which of the curves Ed25519 and/or Ed448 are
supported. This causes real problens in practice.

WebAut hn contains this de-facto algorithmdefinition to work around
this probl em

-8 (EdDSA), where crv is 6 (Ed25519)
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Thi s redefines the COSE EADSA al gorithmidentifier for the purposes
of WebAuthn to restrict it to using the Ed25519 curve - naking it
non- pol ynor phi ¢ so that al gorithm negotiation can succeed, but also
effectively elimnating the possibility of using Ed448. O her
sim | ar workarounds for polynorphic algorithmidentifiers are used in
practi ce.

Note that using fully-specified algorithms is sonmetines referred to
as the "cipher suite" approach; using polynorphic algorithnms is
sonetines referred to as the " la carte" approach

This specification creates fully-specified algorithmidentifiers for
regi stered pol ynorphi c JOSE and COSE al gorithnms and their paraneters,
enabling applications to use only fully-specified algorithm
identifiers. Furthernmore, it deprecates the practice of registering
pol ynorphic algorithmidentifiers.

1.1. Requirements Notation and Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Fully-Specified Digital Signature Algorithmldentifiers

This section creates fully-specified digital signature algorithm
identifiers for a set of registered pol ynorphic JOSE and CCSE
algorithnms and their paraneters

2.1. Hliptic Curve Digital Signature Al gorithm (ECDSA)

[ RFC9053] defines a way to use the Elliptic Curve Digital Signature
Al gorithm (ECDSA) with COSE. The COSE algorithmregistrations for
ECDSA are pol ynorphic, since they do not specify the curve used. For
i nstance, ES256 is defined as "ECDSA w SHA-256" in Section 2.1 of

[ RFC9053]. (The corresponding JOSE registrations in [RFC7518] are
full-specified.)

The followi ng fully-specified COSE ECDSA al gorithns are defined by
this specification:
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2.2.

[ RFC8037] defines a way to use the Edwards-Curve Digital

Edwar ds- Curve Digital

Ful | y- Specified Al gorithns

TBD (request ed
assi gnnent -9)

TBD (requested
assi gnnent -51)

TBD (request ed
assi gnnent -52)

TBD (requested
assi gnnent - 265)

TBD (requested
assi gnnent - 266)

TBD (request ed
assi gnnent -267)

TBD (requested
assi gnnent - 268)

usi ng P-256
and SHA- 256

usi ng P-384
and SHA- 384

usi ng P-521
and SHA-512

ECDSA usi ng
Br ai npool P256r 1
curve and SHA- 256

ECDSA usi ng
Br ai npool P320r 1
curve and SHA- 384

ECDSA usi ng
Br ai npool P384r 1
curve and SHA- 384

ECDSA usi ng
Br ai npool P512r 1
curve and SHA-512

Tabl e 1: ECDSA Al gorithm Val ues

Si gnature Al gorithm ( EdDSA)

May 2025

:::::::::::::+
CCSE |
Recomended |
=== =—===+4
Yes |
I
............. +
Yes |
|
_____________ +
Yes |
I
............. +
No I
|

I
_____________ +
No I
I

I
_____________ +
No I
I

I
............. +
No I
|

I
_____________ +
Si gnature

Al gorithm (EdDSA) with JOSE and [ RFC9053] defines a way to use it
Bot h register polynorphic EdDSA al gorithmidentifiers.

wi t h COSE.

The followi ng fully-specified JOSE and COSE EdDSA al gorithns are
defined by this specification:

Jones & Steele
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3.

B el s ooy oo sl e
| Narre | COSE Vvalue | Description | JOSE | COsE |
| | | | I'nplenmentation | Recomended

| | | | Requirements | |
o ettty bt el ey et ey Pl
| Ed25519| TBD | EdDSA using | Optional | Yes |
| | (requested | Ed25519 | | |
| | assignnent | curve | | |
I | -19) I I I I
+------- I i i i I I i i +
| Ed448 | TBD | EdADSA using | Optional | Yes |
| | (requested | Ed448 curve | | |
| | assignnent | | | |
I | -53) I I I I
+------- R I F-- - - - - - i T F-- - - - - - +

Tabl e 2: EdDSA Al gorithm Val ues
Ful | y- Speci fied Encryption

Thi s section describes the construction of fully-specified encryption
algorithmidentifiers in the context of the JOSE and COSE encryption
schenes JSON Wb Encryption (JWE), as described in [ RFC7516] and

[ RFC7518], and COSE Encrypt, as described in [ RFC9052] and [ RFC9053].

Using fully-specified encryption algorithns enables the sender and
receiver to agree on all mandatory security paraneters. They also
enabl e protocols to specify an allow list of algorithm conbinations
that does not include pol ynorphic conbi nations, preventing probl ens
such as cross-curve key establishnment, cross-protocol symetric
encryption, or msmatched KDF size to symretric key scenari os.

Both JOSE and COSE have operations that take multiple algorithnms as
paraneters. Encrypted objects in JOSE [ RFC7516] use two al gorithm
identifiers: the first in the "alg" (A gorithm Header Paraneter,

whi ch specifies how to deternmine the content encryption key, and the
second in the "enc" (Encryption Al gorithn) Header Paraneter, which
specifies the content encryption algorithm Likew se, encrypted COSE
obj ects can use multiple algorithnms for correspondi ng purposes. This
section describes howto fully specify encryption algorithms for JOSE
and COSE
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To performfully-specified encryption in JOSE, the "alg" val ue MJST
specify all parameters for key establishnent or derive some of them
fromthe acconpanying "enc" value and the "enc" val ue MJST specify
all paranmeters for symetric encryption. For exanple, JWE encryption
using an "al g" value of "Al128KW (AES Key Wap using 128-bit key) and
an "enc" value of "A128GCM' (AES GCM using 128-bit key) uses fully-
specified al gorithns.

Note that in JOSE, there is the option to derive sonme cryptographic
paraneters used in the "alg" conputation fromthe acconpanying "enc"
value. An exanple of this is that the keydatal en KDF paraneter val ue
for "ECDH-ES" is deternmined fromthe "enc" value, as described in
Section 4.6.2 of [RFC7518]. For the purposes of an "alg" val ue being
fully-specified, deriving parameters from "enc" does not make the

al gorithm pol ynorphic, as the conputation is still fully determ ned
by the algorithmidentifiers used. This option is not present in
CCOSE.

To performfully-specified encryption in COSE, the outer "alg" val ue
MUST specify all paraneters for key establishment and the inner "al g"
val ue nust specify all paraneters for synmetric encryption. For
exanpl e, COSE encryption using an outer "alg" value of Al128KW and an
inner "al g" value of A128GCM uses fully-specified algorithms. Note
that when using COSE Encrypt, as specified in Section 5.1 of

[ RFCO052], the outer "alg" is conmunicated in the headers of the
COSE_Encrypt object and the inner "alg" is comunicated in the
headers of the COSE recipient object.

Wil e this specification provides a definition of what fully-
specified encryption algorithmidentifiers are for both JOSE and
COSE, it does not deprecate any pol ynorphic encryption al gorithnmns,
since replacenments for themare not provided by this specification
This is discussed in Section 6. 2.

3.1. Fully-Specified Encryption Al gorithns

Many of the registered JOSE and COSE al gorithms used for encryption
are already fully-specified. This section discusses them

Al the symetric encryption algorithns registered by [ RFC7518] and
[ RFC9053] are fully-specified. An exanple of a fully-specified
symretric encryption algorithmis "Al128GCM' (AES GCM using 128-bit

key) .

In both JOSE and COSE, all registered key wapping algorithnms are
fully specified, as are the key wrapping with AES GCM al gorithnms. An
exanpl e of a fully-specified key wapping algorithmis "A128KW (AES
Key Wap using 128-bit key).
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The JOSE "dir" and COSE "direct" algorithms are fully specified. The
COSE direct +HKDF al gorithns are fully specified.

The JOSE Key Encryption with PBES2 al gorithns are fully specified.

3.2. Polynorphic Encryption Al gorithms

Sone of the registered JOSE and COSE al gorithms used for encryption
are polynmorphic. This section discusses them

The ECDH key establishnent algorithns in both JOSE and COSE are

pol ynor phi ¢ because they do not specify the elliptic curve to be used
for the key. This is true of the ephenmeral key for the Epheneral -
Static (ES) algorithns registered for JOSE and COSE and of the static
key for the Static-Static (SS) algorithns registered by COSE. See
nmore di scussion of ECDH al gorithns in Section 6. 2.

4. |1 ANA Consi derations

4.1. JOSE Al gorithns Registrations
This section registers the following values in the | ANA "JSON Wb
Si gnature and Encryption Algorithns" registry [ ANA JOSE] established
by [ RFC7515].

4.1.1. Fully-Specified JOSE Al gorithm Regi strations

* Al gorithm Name: Ed25519

* Al gorithm Description: EJDSA using Ed25519 curve
* Algorithm Usage Locations: alg

* JOSE Inpl enentation Requirenments: Optional

* Change Controller: IETF

* Reference: Section 2.2 of [[ this specification ]]
* Algorithm Anal ysis Docunent (s): [RFC8032]

* Al gorithm Nane: Ed448

* Al gorithm Description: EdDSA using Ed448 curve

* Algorithm Usage Locations: alg

* JOSE I npl enentation Requirenents: Optional

* Change Controller: |IETF

* Reference: Section 2.2 of [[ this specification ]]
*

Al gorithm Anal ysis Docunent (s): [ RFC8032]
4.1.2. Deprecated Pol ynmorphic JOSE Al gorithm Regi strations

The followi ng registration is updated to change its status to
Depr ecat ed.

Jones & Steele Expi res 11 Novenber 2025 [ Page 8]
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E R T

4. 2.

Al gorithm Name: EdDSA

Al gorithm Description: EJDSA signature al gorithns
Al gorithm Usage Locations: alg

JCSE | npl enent ati on Requirenents: Deprecated
Change Controller: |ETF

Ref erence: Section 2.2 of [[ this specification ]]
Al gorithm Anal ysis Docunent (s): [ RFC8032]

COSE Al gorithms Registrations

This section registers the followi ng values in the | ANA "COSE
Al gorithms" registry [l ANA COSE] .

4. 2.

* % X X X X % E R B * % ok * X X %

* ok X X kX

Ful I y- Speci fi ed COSE Al gorithm Regi strations

Nanme: ESP256

Val ue: TBD (requested assignment -9)

Description: ECDSA using P-256 curve and SHA- 256
Capabi lities: [kty]

Change Controller: |ETF

Ref erence: Section 2.1 of [[ this specification ]]
Recomrended: Yes

Nanme: ESP384

Val ue: TBD (requested assignment -51)

Description: ECDSA using P-384 curve and SHA-384
Capabi lities: [kty]

Change Controller: |ETF

Ref erence: Section 2.1 of [[ this specification ]]
Reconmended: Yes

Nanme: ESP512

Val ue: TBD (requested assi gnment -52)

Description: ECDSA using P-521 curve and SHA-512
Capabi lities: [kty]

Change Controller: |ETF

Ref erence: Section 2.1 of [[ this specification ]]
Recommended: Yes

Nane: ESB256

Val ue: TBD (requested assignment -261)

Descri ption: ECDSA using Brai npool P256r1 curve and SHA-256
Capabi lities: [kty]

Change Controller: |ETF

Ref erence: Section 2.1 of [[ this specification ]]

Jones & Steele Expi res 11 Novenber 2025
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*  Recomended: No

Nanme: ESB320

Val ue: TBD (requested assi gnnment -262)

Descri ption: ECDSA using Brai npool P320r1 curve and SHA- 384
Capabi lities: [kty]

Change Controller: |ETF

Ref erence: Section 2.1 of [[ this specification ]]
Recomrended: No

L T N

Nanme: ESB384

Val ue: TBD (requested assignment -263)

Descri ption: ECDSA using Brai npool P384r1 curve and SHA-384
Capabi lities: [kty]

Change Controller: |ETF

Ref erence: Section 2.1 of [[ this specification ]]
Reconmended: No

E R B

Nanme: ESB512

Val ue: TBD (requested assi gnnment -264)

Description: ECDSA using Brai npool P512r1 curve and SHA-512
Capabi lities: [kty]

Change Controller: |ETF

Ref erence: Section 2.1 of [[ this specification ]]
Recomrended: No

* % X * X X %

Name: Ed25519

Val ue: TBD (requested assignment -19)

Descri ption: EdJDSA using Ed25519 curve

Capabi lities: [kty]

Change Controller: |ETF

Ref erence: Section 2.2 of [[ this specification ]]
Reconmended: Yes

E R B

Nanme: Ed448

Val ue: TBD (requested assi gnment -53)

Descri ption: EdDSA using Ed448 curve

Capabi lities: [kty]

Change Controller: |ETF

Ref erence: Section 2.2 of [[ this specification ]]
Recommended: Yes

* % X X X X %

Jones & Steele Expi res 11 Novenber 2025 [ Page 10]
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Depr ecat ed Pol ynor phi ¢ COSE Al gorithm Regi strations

The follow ng registrations are updated to change their status to

Depr ecat ed.

*  Name: ES256

*  Value: -7

* Description: ECDSA w SHA-256
* Capabilities: [kty]

* Change Controller: |IETF

* Reference: RFC 9053

*

* ok X Xk X % E R

E R

4. 3.

4. 3.

Jones & Steele

IANA is directed to preserve the current

1.

Recomended: Deprecated

Name: ES384
Val ue: -35

Description: ECDSA w SHA-384

Capabi lities: [kty]
Change Controller: |ETF
Ref erence: RFC 9053
Recomended: Deprecated

Nanme: ES512
Val ue: -36

Description: ECDSA w SHA-512

Capabi lities: [kty]
Change Controller: |ETF
Ref erence: RFC 9053
Recomended: Deprecated

Nanme: EdDSA

Val ue: -8

Description: EdJDSA
Capabi lities: [kty]
Change Controller: |ETF
Ref erence: RFC 9053
Recomended: Deprecated

Updat ed Revi ew I nstructions for

Desi gnat ed Experts

JSON Wb Signature and Encryption Al gorithns

reference to RFC 7518, and

to add a reference to this section of this specification.

Expi res 11 Novenber 2025 [ Page 11]
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The review instructions for the designated experts for the | ANA "JSON
Web Signature and Encryption Al gorithns" registry [I ANA.JOSE] in
Section 7.1 of [RFC/7518] have been updated to include an additiona
review criterion:

* Only fully-specified algorithmidentifiers nmay be registered.
Pol ynorphic al gorithmidentifiers nust not be registered.

4.3.2. COCSE Al gorithns

IANA is directed to preserve the current references to RFC 9053 and
RFC 9054, and to add a reference to this section of this
speci fication.

The review instructions for the designated experts for the | ANA "COSE
Al gorithns" registry [IANA. . COSE] in Section 10.4 of [RFC9053] have
been updated to include an additional review criterion

* Only fully-specified algorithmidentifiers may be registered.
Pol ymorphic algorithmidentifiers nmust not be registered.

4. 4. Defining Deprecated and Prohibited

The terns "Deprecated" and "Prohibited" as used by JOSE and CCSE
registrations are currently undefined. Furthernmore, while in

[ RFC7518] JOSE specifies that both "Deprecated" and "Prohibited" can
be used, in [ RFC8152] COSE specifies the use of "Deprecated"” but not
"Prohibited". This section defines these terns for use by both JOCSE
and COSE | ANA registrations in a consistent manner, elimnating this
potential ly confusing inconsistency.

For purposes of use in the "JOSE I npl ementati on Requirenments" col umms
in the | ANA JOSE registries [I ANA.JOSE] and in the "Recomended”
columms in the 1 ANA COSE registries [I ANA COSE], these terns are
defined as foll ows:

Depr ecat ed
There is a preferred mechanismto achieve simlar functionality to
that referenced by the identifier; this replacenent functionality
SHOULD be utilized in new depl oynents in preference to the
deprecated identifier, unless there exist docunented operationa
or regulatory requirenments that prevent mgration away fromthe
deprecated identifier.

Pr ohi bi ted
The identifier and the functionality that it references MJUST NOT
be used. (ldentifiers nay be designated as "Prohibited" due to
security flaws, for instance.)
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For conpl eteness, these definitions bring the set of defined terns
for use in the "Recommended" colums in the | ANA CCSE registries

[ ANA. COSE] to "Yes" [RFC8152], "No" [RFC8152], "Filter Only"

[ RFC9054], "Prohibited", and "Deprecated". This updates the
definitions of the "Recommended" colums in these registries to be:

Recomrended: Does the | ETF have a consensus reconmendation to use
the algorithn? The |egal values are "Yes", "No", "Filter Only",
" Prohi bited", and "Deprecated"

The set of defined terns for use in the "JOSE | npl ementation
Requi rements” colums in the 1 ANA JOSE registries [I ANA. JOSE] are
unchanged.

Note that the terns "Deprecated" and "Prohibited" have been used with
a multiplicity of different nmeanings in various specifications,
sonmetines without actually being defined in those specifications.

For instance, the term"Deprecated" is used in the title of

[ RFC8996], but the actual specification text uses the term nol ogy
"MJUST NOT be used"

The definitions above were chosen because they are consistent with

all existing registrations in both JOSE and COSE; none will need to
change. Furthernore, they are consistent with their existing usage
in JOSE. The only net change is to enable a clear distinction

bet ween "Deprecated" and "Prohibited" in future COSE registrations.

5. Key Representations

The key representations for the new fully-specified algorithns
defined by this specification are the sane as those for the

pol ynor phic al gorithns that they replace, other than the alg val ue,
if included. For instance, the representation for a key used with
the Ed25519 algorithmis the sane as that specified in [ RFC8037],
except that the alg value woul d be Ed25519 rather than EdDSA, if

i ncl uded.

6. Notes on Algorithms Not Updated
Sone existing polynorphic algorithnms are not updated by this

specification. This section discusses why they have not been
updat ed.
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6.1. RSA Signing Algorithms

There are different points of view on whether the RS256, RS384, and
RS512 al gorithnms shoul d be considered fully-specified or not, because
they can operate on keys of different sizes. For instance, they can
use both 2048- and 4096-bit keys. The sane is true of the PS*

al gorithms.

Thi s docunent does not describe or request registration of any fully
specified RSA algorithns. Sonme RSA signing inplenentations, such as
FI PS- conpl i ant Hardware Security Mdul es (HSMs) [FIPS. 140-3] limt
RSA key paraneters to specific values with acceptable security
characteristics. This approach could be extended to define fully-
specified RSA algorithns in the future.

That said, should it be useful at some point to have RSA al gorithm
identifiers that are specific to particular key characteristics, a
future specification could always register them

6.2. ECDH Key Agreenent Al gorithns

Thi s specification does not update the Elliptic Curve D ffie-Hellman
(ECDH) al gorithns, but describes howto potentially do so in the
future, if needed. The registered JOSE and COSE ECDH al gorithns are
pol ynor phi ¢ because they do not specify the curve to be used for the
epheneral key.

Ful | y-specified versions of these algorithns woul d specify al

choi ces needed, including the KDF and the curve. For instance, an
al gorithm perforni ng ECDH ES usi ng the Concat KDF and the P-256
curve, would be fully-specified and could be defined and regi stered.
VWi le this specification does not define and register such

repl acenent al gorithns, other specifications could do so in the
future, if desired

6.3. HSS/LMs Hash-Based Digital Signature Al gorithm
The HSS-LMs al gorithmregistered by COSE is polynorphic. It is
pol ynor phi ¢ because the algorithmidentifier does not specify the
hash function to be used. Like ECDH, this specification does not
regi ster replacenent algorithns, but future specifications could do
SO.

7. Security Considerations

The security considerations for ECDSA in [RFC7518], for EADSA in
[ RFC8037], and for ECDSA and EdDSA i n [ RFC9053] apply.
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8.

8.

The security considerations for preventing cross-protocol attacks
described in [ RFC9459] apply.

An "attack signature" is a unique pattern or characteristic used to
identify malicious activity, enabling systens to detect and respond
to known threats. The digital signature and key establishnent

al gorithms used by software can contribute to an attack signature.

By varying the identifier used for an algorithm some software
systens may attenpt to evade rul e-based detection and cl assification
Rul e- based detection and classification systens may need to update
their rules to account for fully-specified algorithns. These systens
shoul d be aware that witing rules for polynorphic algorithnms is nore
difficult, as each variant of the algorithmnust be accounted for

For exanple, ES384 in COSE might be used with 3 different keys, each
with a different curve.

A cryptographic key MJST be used with only a single algorithmunless
the use of the same key with different algorithns is proven secure.
See [ Reuse25519] for an exanple of such a proof. As a result, it is
RECOMVENDED t hat the al gorithm parameter of JSON Wb Keys and COSE
Keys be present, unless there exists sone other mechani smfor
ensuring the key is used as intended.

In COSE, preventing cross-protocol attacks, such as those described
in [ RFC9459], can be acconplished in tw ways:

1. Alowonly authenticated content encryption (AEAD) al gorithmns.

2. Bind the potentially unauthenticated content encryption algorithm
to be used into the key protection algorithmso that different
content encryption algorithns result in different content
encryption keys.

Wi ch choice to use in which circunstances is beyond the scope of
this specification.
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Appendi x A, Document Hi story
[[ to be removed by the RFC Editor before publication as an RFC ]]
-13
* Applied suggestions by Mke Bishop and Paul Wuters.
-12

* Changed requested COSE assignnents for ESP384, ESP512, Ed25519,
and Ed448 due to conflicts with the new M- DSA assi gnnments.

-11

* Stated in the abstract that the specification deprecates sone
pol ynorphic algorithmidentifiers, as suggested by ric Vyncke.

-10

* Provided a conplete list of the Recommended colum ternms for COSE
regi strations, as suggested by Mhaned Boucadair.

* Applied suggestions to inprove the exposition received during | ESG
revi ew.

-09
* Addressed comments from secdir review by Kathleen Mriarty.
-08

* Updat ed requested Brai npool algorithmnunbers to match those
chosen by Sean Turner.

* | ncorporated wordi ng suggestions by Vijay CGurbani.

-07

* Addressed Deb Cooley's Area Director feedback. Specifically:
- Significantly sinplified the encryption description.
-  Renoved the appendi x on pol ynor phi ¢ ECDH al gorit hirs.

* Stated that HSS-LMS is not fully specified, as suggested by John
Preu Mattsson.

Jones & Steele Expi res 11 Novenber 2025 [ Page 18]



I nternet-Draft Ful | y- Specified Al gorithns May 2025

-06
* Corrected inconsistencies identified during the 2nd WGLC.

* Added terni nol ogy remark about the "cipher suite" and " la carte"
appr oaches.

-05
* Applied | ANA early review comments.
-04

* Renmpved ECDH registrati ons and proposed fully-specified ECDH
algorithmidentifiers, per feedback at |ETF 120.

* Tightened descriptive text for fully-specified encryption
al gorithns.

*  Applied John Mattsson’s suggestion for the RSA section title.

*  Acknow edged contributions nade during Wrking Goup Last Call

* Addressed security considerations feedback from WELC.

* ©Made COSE Reconmended status for Ed25519 and Ed448 "yes"

* Registered COSE al gorithns for using Brainpool curves wth ECDSA

* Renpoved text on KEMs, since currently registered algorithns don't
use them

* Enabl ed use of fully-specified ECDH al gorithns.

* Defined the terms "Deprecated" and "Prohibited" for both JOSE and
COSE registrations.

-02

* Expanded references for KEMs

* Added exanple of a fully-specified KEM
-01

* |ncluded additional instructions for | ANA
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* Added text on KEMs and Encapsul ated keys.

* Added the section Fully-Specified Conputations Using Miultiple
Al gorithns.

-00

* Created initial working group version based on draft-jones-jose-
fully-specified-al gorithns-02.
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