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Thi s docunent updates [ RFC7518] to deprecate the JW5 al gorithm "none"
and the JWE algorithm"RSA1_5". These al gorithms have known security

weaknesses. It al so updates the Review Instructions for

Desi gnat ed

Experts to establish baseline security requirenments that future

al gorithmregistrations shoul d neet.

About Thi s Docunent

This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at

https:// Nei | Madden. gi t hub. i o/ j ose- depr ecat e-none-rsal 5/draft-ietf-
j ose-deprecat e-none-rsal5. htm . Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-ietf-jose-

depr ecat e- none-rsalb/.

Di scussion of this docunent takes place on the Javascript bject

Si gni ng and Encryption Wrking Goup nmailing |ist
(mailto:jose@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/jose/. Subscribe at

https://ww.ietf.org/ mailman/listinfo/josel.

Source for this draft and an issue tracker can be found at

https://github. com Neil Madden/j ose- deprecat e-none-rsal_5.

Status of This Meno

This Internet-Draft is submtted in full conformance with the

provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

JSON Wb Al gorithns (JWA, [RFC7518]) introduced several standard

al gorithms for both JSON Web Signhature (JWS) and JSON Web Encryption
(JWE). Many of these algorithns have stood the test of tine and are
still in wi despread use. However, some algorithns have proved to be
difficult to inplement correctly leading to exploitable
vulnerabilities. This docunment deprecates two such al gorithns:
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*  The JW5 "none" algorithm which indicates that no security is
applied to the message at all.

*  The JWE "RSAl 5" algorithm which indicates RSA encryption with
PKCS#1 version 1.5 padding.

Not e that RSA signatures using PKCS#1 version 1.5 paddi ng (RS256,
RS384, and RS512) are unchanged by this specification and can stil
be used.

Additionally, this docurment al so updates the Review Instructions for
the JOSE Desi gnated Experts, to establish baseline security

requi renents for future JOSE algorithmregistrations. Only
algorithms that are reasonably believed to satisfy these requirenents
shoul d be registered in future.

1.1. The 'none’ algorithm

The "none" al gorithmcreates an Unsecured JW5, whose contents are
compl etely unsecured as the nane inplies. Despite strong guidance in
the original RFC around not accepting Unsecured JW5 by default, many
i npl ement ati ons have had serious bugs due to accepting this
algorithm 1In sone cases, this has led to a conplete | oss of
security as authenticity and integrity checking can be disabled by an
adversary sinply by changing the algorithm ("al g") header in the JW5.
The website [ howranydays] tracks public vulnerabilities due to

i mpl ement ati ons m stakenly accepting the "none" algorithm It
currently lists 12 reports, many of which have high inpact ratings.
The following is a partial |ist of issues known to have been caused
by misuse of the "none" algorithm with a Common Vul nerability
Enurmeration [CVE] identifier, and a Common Vul nerability Scoring
System [ CVSS] score indicating the severity of the inpact:

*  CVE-2017-10862 (https://nvd. nist.gov/vuln/detail/CVE-2017-10862) -
CvsSs: 5.3 (Medium

*  CVE-2018-1000531 (https://nvd. nist.gov/vul n/detail/CVE-
2018-1000531) - CVSS: 7.5 (High)

*  CVE-2020- 15957 (https://nvd. nist.gov/vul n/detail/CVE-2020-15957) -
CVSS: 7.5 (High)

*  CVE-2021-22160 (https://nvd.nist.gov/vul n/detail/CVE-2021-22160) -
CVSS: 9.8 (Critical)

*  CVE-2021-29500 (https://nvd. nist.gov/vuln/detail/CVE-2021-29500) -
CVSS: 7.5 (High)
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*  CVE-2021-29451 (https://nvd. nist.gov/vul n/detail/CVE-2021-29451) -
CvSS: 9.1 (Critical)

*  CVE-2021-29455 (https://nvd. nist.gov/vul n/detail/CVE-2021-29455) -
CVSS: 7.5 (High)

*  CVE-2021-32631 (https://nvd.nist.gov/vul n/detail/CVE-2021-32631) -
CVSS: 6.5 (Medium

*  CVE-2022- 23540 (https://nvd. nist.gov/vul n/detail/CVE-2022-23540) -
CVSS: 7.6 (High)

*  CVE-2023-29357 (https://nvd. nist.gov/vul n/detail/CVE-2023-29357) -
CVSS: 9.8 (Critical)

Many ot her vulnerabilities have been reported w thout an acconpanyi ng
CVE, which we do not list here.

Al t hough there are sone historical use-cases for Unsecured JWS that
are not security vulnerabilities, these are relatively few in nunber
and can easily be satisfied by alternative neans. For exanple, two
of these are in Openl D Connect [OpenlD. Core]: (1) securing unsigned

I D Tokens via transmi ssion over TLS in Section 3.1.3.7 and (2) the
use of unsigned request objects in Section 6.1. The snall risk of
breaki ng some of these use-cases is far outweighed by the inprovenent
in security for the magjority of JW5 users who may be inpacted by

acci dental acceptance of the "none" algorithm

1.2. The 'RSA1_ 5 algorithm

The "RSA1_5" algorithminplenments RSA encryption using PKCS#1 version
1.5 paddi ng [ RFC8017] (section 7.2). This padding node has | ong been
known to have security issues, since at |east Bleichenbacher’s attack
in 1998. It was supported in JVE due to the wi de deploynent of this
algorithm especially in | egacy hardware. However, nore secure

repl acenents such as OAEP [ RFC8017] or elliptic curve encryption
algorithnms are now widely available. N ST has disallowed the use of
this encryption node for federal use since the end of 2023

[ NI ST. SP800-131Ar2] and a CFRG draft [I-D.irtf-cfrg-rsa-gui dance]

al so deprecates this encryption node for | ETF protocols. This
docunent therefore also deprecates this algorithmfor JWE
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1.3.

4.

1.

Qui dance on deprecation

Both of the algorithms |isted above are deprecated for use in
JOSE—the none algorithmfor JW5 and RSA1 5 for JWE. JOSE library
devel opers shoul d deprecate support for these al gorithns.
Application devel opers MJST di sabl e support for these algorithns by
default. New specifications building on top of JOSE MUST NOT al | ow
the use of either algorithm

The 1 ANA al gorithmregistry distingui shes between algorithns that are
"Deprecated" and those that are "Prohibited". The algorithns
identified in this docunent are to be marked as Deprecated only.

Exi sting specifications and applictions that make use of these

al gorithms can continue to do so, but should consider adopting
alternatives in future updates.

Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Security Considerations
This entire docunment is concerned with security, since the security
of JOSE inplenentations directly affects the security of systens that
i nclude them (see for exanple the long list of CVEs in Sec. 1.1).
I ANA Consi derations

JOSE Al gorithm Deprecations

The foll owi ng changes are to be nade to the | ANA JOSE Wb Signature
and Encryption Algorithms registry:

* For the entry with Al gorithm Nane "none", update the JOSE
I mpl enent ati on Requirenments to "Deprecated".

* For the entry with Al gorithm Nane "RSAl_5", update the JCSE
I npl enent ati on Requirenents to "Deprecated".
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Updat ed Revi ew Instructions for Designated Experts

review instructions for the designated experts for the | ANA "JSON
Si gnature and Encryption Al gorithns" registry [IANA.jose] in
tion 7.1 of [RFC7518] are updated to add these additional review
teria:

For JW5 signature algorithns, only algorithms that are believed to
meet the standard security goal of existential unforgeability
under a chosen nessage attack (EUF-CMA) shoul d be considered for
approval . See textbooks such as [BonehShoup] (Section 13.1.1) for
a definition of existential unforgeability.

For JWE key managenent al gorithns (specified with the "al g"
header), only algorithnms that are believed to neet the standard
security goal of indistinguishability under an adaptive chosen

ci phertext attack (I ND-CCA2) shoul d be considered for approval, as
defined in textbooks such as [BonehShoup] (Section 9.2.2 and
Chapter 12).

For JVE content encryption nmethods (specified with the "enc”
header), only algorithns that are believed to neet the standard
security goal of authenticated encryption with associ ated data
(AEAD) should be considered for approval. See [RFC5116], and

t ext books such as [ BonehShoup] (Section 9.1), for the definition
of AEAD security.

f erences

Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC5116] MGew, D., "An Interface and Al gorithms for Authenticated

Encryption”, RFC 5116, DO 10.17487/RFC5116, January 2008,
<https://www. rfc-editor.org/rfc/rfc5116>.

[ RFC7518] Jones, M, "JSON Wb Algorithnms (JWA)", RFC 7518,

DA 10.17487/ RFC7518, May 2015,
<https://www. rfc-editor.org/rfc/rfc7518>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC

Madden

2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

Expi res 3 Septenber 2026 [ Page 6]



I nternet-Draft JOSE: Deprecate 'none’ and ' RSAl1_5’ March 2026

5.2. Informative References

[ BonehShoup]
Boneh, D. and V. Shoup, "A Graduate Course in Applied
Cryptography (v0.6)", 14 January 2023,
<https://crypto.stanford. edu/ ~dabo/ cr ypt obook/
BonehShoup_0_6. pdf >.

[ CVE] M TRE, "Conmmon Vul nerability Enumeration Database”, n.d.,
<https://cve.mtre.org>.

[ CVSS] FI RST, "Common Vul nerability Scoring Systeni, n.d.,
<https://ww. first.org/cvss/>.

[ howranydays]
Sanderson, J., "How Many Days Has It Been Since a JW
al g: none Vul nerability?", 25 Septenber 2023, <https://gith
ub. cont zof r ex/ howranydayssi nceaj wt al gnonevul n/ bl ob/ depl oy/
dat a/ vul ns. ym >.

[I-Dirtf-cfrg-rsa-guidance]
Kario, A, "Inplenmentation Guidance for the PKCS #1 RSA
Crypt ography Specification", Wrk in Progress, |nternet-
Draft, draft-irtf-cfrg-rsa-guidance-06, 17 Septenber 2025,
<https://datatracker.ietf.org/doc/htm/draft-irtf-cfrg-
rsa- gui dance- 06>.

[ 1 ANA. j ose]
I ANA, "JSON bj ect Signing and Encryption (JOSE)",
<https://ww. i ana. or g/ assi gnnment s/ j ose>.

[ NI ST. SP800- 131Ar 2]
Barker, E. and A. Roginsky, "Transitioning the use of
cryptographic algorithns and key | engths", National
Institute of Standards and Technol ogy,
DA 10. 6028/ ni st. sp. 800-131ar2, March 2019,
<https://doi.org/10. 6028/ ni st.sp. 800-131ar 2>.

[ Openl D. Cor €]
Sakimura, N., Bradley, J., Jones, M, de Medeiros, B., and
C. Mortinore, "Openl D Connect Core 1.0 incorporating
errata set 2", Decenber 2023,
<https:// openi d. net/specs/ openi d- connect-core-1_0. htni >.

[ RFC8017] Moriarty, K, Ed., Kaliski, B., Jonsson, J., and A Rusch,
"PKCS #1: RSA Cryptography Specifications Version 2.2",
RFC 8017, DA 10.17487/ RFC8017, Novemnber 2016,
<https://ww. rfc-editor.org/rfc/rfc8017>.

Madden Expi res 3 Septenber 2026 [ Page 7]



I nternet-Draft JOSE: Deprecate 'none’ and ' RSAl1_5’ March 2026

Appendi x A, Acknow edgnent s

The author would like to thank the foll owi ng people for feedback and
useful suggestions: Mke Qunsworth, Mchael B. Jones, Yaron Sheffer,
Bri an Canpbel |, Aaron Parecki, Filip Skokan, Tim Bray, and John
Mat t sson.

Aut hor’ s Addr ess

Nei | Madden
Hazel cast
Email: neil.e.madden@nmail . com

Madden Expi res 3 Septenber 2026 [ Page 8]



