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Abst r act

Thi s docunent specifies an extension to the JSON Meta Application
Protocol (JMAP) that enhances the result reference mechani sm defined
in [RFC8620]. The extension allows result references to be used in
addi tional contexts beyond nethod call argunents, specifically within
obj ect properties during JVMAP /set operations and within
FilterCondition objects used in /query operations. Additionally,
this specification extends result references to support JSON Path
expressions ([RFC9535]) as an alternative to JSON Pointer

([ RFC6901] ), providing nore expressive query capabilities for
extracting values fromprevious nethod call results. These
enhancenents enable nore efficient data reuse patterns across JVAP
met hod calls, reducing the need for nultiple round trips between
client and server.
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Introduction
JMAP ([ RFC8620] — JSON Meta Application Protocol) is a generic
protocol for synchronizing data, such as mail, cal endars or contacts,
between a client and a server. It is optimzed for nobile and web

environnments, and ains to provide a consistent interface to different
data types

One of JMAP's core design principles is its ability to build
efficient request chains that mnimze the nunber of round trips
between client and server. This is achieved through the result

ref erence nechani smdefined in Section 3.7 of [ RFC8620], which allows
met hod call arguments to reference the results of previous nethod
calls within the sane request. When processing a request, the server
executes nethod calls sequentially, and any argunent prefixed with
"#" (an octothorpe) is resolved by extracting the specified val ue
froma previous nethod call’s result before the current method is
execut ed.

Since the publication of JMAP Core ([ RFC8620]) and JMAP for Mai

([ RFC8621]), the JMAP ecosystem has expanded significantly with the
definition of nultiple additional data types and extensions,
including JMAP for Calendars ([I-D.ietf-jnmap-cal endars]), JVMAP for
Contacts ([ RFC9610]), and others. This growth has reveal ed practica
limtations in the current result reference nechanism Many real -
worl d use cases require creating JMAP objects that incorporate data
fromother JMAP objects. For exanple, when creating a Cal endar Event,
it is often necessary to copy "Participant” or "Location" objects
froman existing event. Simlarly, when creating Email objects,
reusing attachment information or recipient lists fromother nessages
woul d be benefi ci al
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The current result reference mechanism however, is linmted to nethod
call argunents. This restriction prevents result references from
bei ng used within the object structures passed to /set methods for
creating or updating records, or within FilterCondition objects used
in /query nethods. These Iinmtations force clients to either nake
additional round trips to fetch internediate data or to duplicate
data within the request, both of which reduce efficiency.

Furt hernmore, JMAP Core exclusively uses JSON Pointer ([RFC6901])
syntax for navigating result structures. Wile JSON Pointer is
sinmple and efficient, it has linited expressive power for certain
sel ection patterns. JSON Path ([ RFC9535]), a nore recent standard,
provides a richer query |language for extracting values from JSON
structures, including support for filters, array slicing, and nore
sophi sticated sel ection patterns.

Therefore, this docunment ains to extend the result references defined
in [ RFC8620] to be usable in nmultiple additional contexts,
specifically within JMAP /set nethod calls for object property val ues
and within FilterCondition objects used in /query methods.
Additionally, this specification defines support for JSON Path

([ RFC9535]) expressions as an optional alternative to JSON Pointer,
enabl ing nore powerful value extraction capabilities while

mai nt ai ni ng backward conpatibility with existing inplenentations.

1.1. Not at i onal Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.2. Addition to the Capabilities hject

The capabilities object is returned as part of the JMAP Session
obj ect; see Section 2 of [RFC8620]. This document defines one
additional capability URI.

1.2.1. urn:ietf:parans:|mp:refplus

This capability indicates that the server supports enhanced result
references as defined in this specification. Wen this capability is
present, clients may use result references within /set method object
properties and FilterCondition objects, in addition to the standard
met hod cal |l argunent usage defined in [ RFC8620].
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The value of this property in an account’s "capabilities" property is
an object that MJST contain the followi ng information on server
capabilities and permi ssions for that account:

*j sonPat h*: Bool ean
Whet her the server supports JSON Path expressions in result
references. |If true, result references may use JSON Path
([ RFC9535]) syntax in addition to JSON Pointer ([RFC6901]) syntax.
If false or absent, only JSON Pointer syntax i s supported.

The value of this property in the JMAP Session "account Capabilities"
property is an enpty object.

Enhanced Result References

Enhanced result references extend the existing result reference
mechani sm defined in Section 3.7 of [RFC8620] to enabl e broader
applicability and nore expressive value extraction. Specifically,
enhanced result references support two key extensions to the base
mechani sm

First, enhanced result references nay be used in additional contexts
beyond nethod call argunents. They nmay be used anywhere within a
"Foo" object when creating or updating such an object via the Foo/set
met hod, allowi ng property values to be derived from previ ous net hod
call results. They may also be used within FilterCondition objects
in Foo/query method calls, enabling dynam c query construction based
on prior results.

Second, enhanced result references optionally support JSON Path

([ RFC9535]) expressions as an alternative to JSON Pointer ([RFC6901])
for extracting values fromresult structures. JSON Path provides
nmor e sophi sticated query capabilities, including array filtering,
recursive descent, and conpl ex selection patterns, while JSON Pointer
remai ns the baseline requirenent for all inplenentations.

The syntax and resol ution nechani smfor enhanced result references
follows the sanme fundamental pattern as standard result references,

wi th extensions to accomopdate the new contexts and optional JSON
Pat h support. Backward conpatibility is maintained: clients that do
not use enhanced result references, and servers that do not advertise
the urn:ietf:parans:jmap:refplus capability, interoperate nornmally
usi ng the base result reference mechani smfrom [ RFC8620] .
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1. JSON Path Support

JSON Path ([ RFC9535]) is a query |language for JSON that provides
powerful capabilities for selecting and extracting values from JSON
structures. Wile JSON Pointer ([RFC6901]) provides a sinple
notation for referencing a specific value within a JSON docunent
usi ng a sequence of reference tokens, JSON Path offers a nore
expressive syntax that supports conplex queries including filters,
recursive descent, array slicing, and wldcard sel ections.

1.1. Conparison with JSON Pointer

1.

The key differences between JSON Pointer and JSON Path i ncl ude:

* JSON Pointer uses a sinple path syntax with "/" separators and
identifies exactly one value. JSON Path uses a richer syntax with
mul tiple selector types and can return zero, one, or nmultiple
val ues.

* JSON Pointer is deternministic and al ways produces the sanme result
for a given docunent. JSON Path queries may be order-dependent
when mul tipl e val ues match.

* JSON Pointer has no conditional or filtering capabilities. JSON
Pat h supports filter expressions, enabling selection based on
val ue predicates.

* JSON Pointer requires exact know edge of the structure. JSON Path
supports recursive descent (..) allowing queries to find val ues at
any dept h.

2. Support and Capabilities

Enhanced result references extend the base result reference nechani sm
to optionally support JSON Path expressions. This support is

i ndi cated by the "jsonPath" property in the account capabilities
being set to true. Servers MAY inplenment JSON Path support, as it
can be nore resource-intensive than JSON Pointer due to the potential
for conpl ex query eval uati on.

When a server supports JSON Path, enhanced result references nay use
JSON Path syntax as an alternative to JSON Pointer syntax in the
"path" property of a ResultReference object. To indicate that a path
shoul d be interpreted as a JSON Path expression rather than a JSON
Pointer, the path MJST begin with "$" (dollar sign), which is the
root node identifier in JSON Path syntax. Paths not beginning with
"$" are interpreted as JSON Pointer expressions following the rules
in [ RFC8620] .
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2.1.3. Validation Requirenents

If the JSON Path expression is syntactically invalid according to
[ RFC9535], the server MJST reject the nethod call with an

"inval i dResul t Ref erence" error. The error description SHOULD

i ndi cate the syntax error where possible.

If aclient attenpts to use a JSON Path expression (path beginning
with "$") but the server does not support JSON Path (jsonPath
capability is false or absent), the server MJST reject the nethod
call with an "invalidResultReference" error. The error description
SHOULD i ndi cate that JSON Path is not supported.

Servers supporting JSON Path MJST inpl ement the conplete JSON Path
specification as defined in [RFCO535], including all standard
function extensions. This requirenent ensures consistent behaviour
across inplenentations and guarantees that clients can rely on the
full expressiveness of the JSON Path query | anguage when conposi ng
requests. However, servers MAY linit the conmplexity of JSON Path
expressions for security or performance reasons, for exanple by
restricting maxi mum expression | ength, maxi mumresult set size, or
conputational conplexity. |If a server rejects a valid JSON Path
expression due to such limtations, it SHOULD return an

"inval i dResul t Ref erence" error with a description indicating the
specific limtation encountered.

2.2. Resolution Al gorithm

This section defines the algorithmfor resolving enhanced result
ref erences, which extends the base resol ution nechani smdefined in
Section 3.7 of [RFC8620] to handl e both JSON Pat h expressions and
ext ended JSON Poi nter expressions (including wildcard support).

When processing a Resul t Reference object, the server MIST foll ow
t hese steps:

1. Resolve the "resultO" and "nane" properties to identify the
target method response, as defined in Section 3.7 of [RFC8620].

2. ldentify the second el ement of the method response array (the
argunents object) as the target JSON structure for path
eval uati on.

3. Determ ne whether the "path" property uses JSON Path or JSON
Poi nter synt ax:

* |If the path begins with "$" (dollar sign), treat it as a JSON
Pat h expressi on.
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* Oherwise, treat it as a JSON Poi nter expression

4. Evaluate the path expression against the target JSON structure
according to the appropriate specification ([ RFC9535] for JSON
Pat h, [RFC6901] for JSON Pointer).

5. Apply the type-specific resolution rules defined in this section
to produce the final resolved val ue.

1. Resolving JSON Pat h References

When processing a ResultReference with a JSON Path expression, the
server MJST:

1. Apply the JSON Pat h expression (the "path" value) to the
argunents object of the identified response.

2. Evaluate the JSON Path expression according to [ RFC9535] to
produce a nodeli st.

3. Determine the expected type of the property being set and resol ve
the nodelist according to the follow ng type-specific rules.

The nodel i st produced by JSON Path eval uati on MJST be resol ved
according to the expected type of the target property:

For properties that expect *JSON primtive types* (String, Bool ean,
Nunber as defined in [RFC8259], or null) or a *single JVAP object*

t ype:

* |f the nodelist contains exactly one node, use that node's val ue
as the resolved val ue.

* |f the nodelist contains zero nodes, use null as the resol ved
val ue.

* |f the nodelist contains nore than one node, the result reference
resolution fails with an "inval i dResul t Ref erence" error.

For properties that expect an *array type* (denoted as "A[]" in
Section 1.1 of [RFC8620], where A[] is an array of values of type A):

* Map the nodelist to an array containing the value of each node in
the nodelist, in the order specified by [ RFC9535].

* |f the nodelist contains zero nodes, use an enpty array as the
resol ved val ue.
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* |f the nodelist contains one or nore nodes, use an array
containing all node values as the resolved val ue.

For properties that expect a *map type* (denoted as "A[B]" in
Section 1.1 of [RFC8620], where the keys are of type A and the val ues
are of type B)

* |f the nodelist contains exactly one node and that node’s value is
a JSON object conformng to the A[B] type, use that object as the
resol ved val ue.

* |f the nodelist contains zero nodes, use an enpty object {} as the
resol ved val ue.

* |f the nodelist contains nmore than one node, or if the single
node’'s value is not a JSON object, the result reference resolution
fails with an "invalidResult Reference" error

2. Resolving JSON Poi nter References

JSON Poi nter expressions, as defined in [RFC6901], provide a
determnistic path to a single value within a JSON structure.
However, [RFC8620] extends JSON Poi nter syntax to support wi | dcards
("*") in certain contexts, allowing a single pointer to match
mul ti ple values. This extension is maintained in enhanced result
ref erences.

When processing a ResultReference with a JSON Poi nter expression, the
server MJST:

1. Apply the JSON Poi nter expression (the "path" value) to the
argunents object of the identified response.

2. Evaluate the JSON Pointer expression according to [ RFC6901], with
wi | dcard extensions as defined in [ RFC8620].

3. Deternmine the expected type of the property being set and resol ve
according to the foll owing type-specific rules.

The result produced by JSON Poi nter eval uation (which may be a single
val ue or multiple values when w ldcards are used) MJST be resol ved
according to the expected type of the target property:

For properties that expect *JSON primtive types* (String, Bool ean,
Nunber as defined in [RFC8259], or null) or a *single JVAP object*

t ype:
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If the pointer identifies exactly one value, use that value as the
resol ved val ue.

If the pointer contains w ldcards and matches zero val ues, use
null as the resol ved val ue.

If the pointer contains wldcards and matches nore than one val ue,
the result reference resolution fails with an
"inval i dResul t Ref erence" error

If the pointer does not contain wldcards and does not match any
val ue, the result reference resolution fails with an
"inval i dResul t Ref erence" error (per [RFC6901]).

For properties that expect an *array type* (denoted as "A[]" in
Section 1.1 of [RFC8620], where A[] is an array of values of type A):

*

If the pointer identifies a single value that is already an array,
use that array as the resolved val ue.

If the pointer contains w ldcards and matches multipl e val ues,
collect all matched values into an array in the order they appear
in the docunent structure.

If the pointer contains wldcards and nmatches zero val ues, use an
enpty array as the resol ved val ue.

If the pointer identifies a single value that is not an array,
create an array containing that single value as the resol ved
val ue.

For properties that expect a *map type* (denoted as "A[B]" in
Section 1.1 of [RFC8620], where the keys are of type A and the val ues
are of type B):

*

If the pointer identifies exactly one value and that value is a
JSON obj ect conforming to the AlB] type, use that object as the
resol ved val ue.

If the pointer contains wldcards and matches zero val ues, use an
enpty object {} as the resol ved val ue.

If the pointer contains wildcards and matches nore than one val ue,
or if the single identified value is not a JSON object, the result
reference resolution fails with an "invali dResul t Ref erence" error
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2.2.3. Type Validation

After applying the type-specific resolution rules, the server MJST
val idate that the resol ved value conforns to the expected type for
the property. |If type validation fails after resolution, the server
MJST reject the operation with an "invalidProperties" error (for /set
operations) or an "invalidArgunents" error (for /query operations).

2.3. Usage in /set Methods

Enhanced result references may be used anywhere within object
property val ues when creating or updating objects via the Foo/set
met hod. This enables efficient reuse of data from previ ous met hod
call s when constructing new objects or nodifying existing ones.

To use an enhanced result reference within an object property, the
property nane is prefixed with "#" (an octothorpe), and the value is
set to a ResultReference object as defined in Section 3.7 of

[ RFC8620]. This follows the same pattern as using result references
in method call arguments. For example, to set a property
"participants” to a value froma previous result, the object would
include a property "#participants" with a Result Reference val ue.

Enhanced result references may be used at any depth within the object
structure, not just at the top level. For nested objects and arrays,
result references can be applied to properties at any |evel of
nesting. The server MJST recursively process all |evels of object
and array nesting to resolve all result references before validating
the conpl ete object structure.

When processing a Foo/set nmethod call, the server MJUST exam ne all

objects in the "create" and "update" argunments for properties with
nanes beginning with "#". For each such property found, the server
MUST:

1. Renpve the "#" prefix to deternine the actual property nane.
2. Resolve the ResultReference value follow ng the resol ution
al gorithmdefined in Section 3.7 of [RFC8620], with the
extensions defined in this specification
3. Set the actual property to the resolved val ue.

4. Renove the property with the "#" prefix fromthe object.
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If aresult reference fails to resolve, the server MIST reject the
creation or update of that specific object with a SetError of type
"inval i dResul t Reference”. The SetError SHOULD i nclude a description
i ndi cating which property reference failed and why.

If an object contains both a property name with "#" prefix and the
same property name without the prefix (e.g., both "#participants" and
"participants"), the server MJST reject the creation or update with a
SetError of type "invalidProperties", as this represents an anbi guous
speci fication.

The resol ved val ue MJUST be of a type appropriate for the property
being set. If the resolved val ue does not match the expected type
for the property, the server MIST reject the creation or update with
a SetError of type "invalidProperties". Type validation occurs after
result reference resolution but before other property validation

2.3.1. Usage in Patch Objects

Enhanced result references may al so be used as values within patch
objects, as defined in Section 5.3 of [RFC8620]. A patch object is
used to update specific properties of an existing object wthout
having to send the entire object. Wen using result references in
patch objects, special syntax rules apply:

The patch object key (the path to the property being patched) MJST be
a JSON Poi nter as specified in [RFC6901], and MJST be prefixed with
"#" to indicate that the value is a result reference. For exanple,
to patch a property "locations/al/coordinates" with a value froma
previous result, the patch object would include a key "#l ocations/al/
coordi nates" with a ResultReference val ue.

The val ue associated with the prefixed JSON Pointer key is a
Resul t Ref erence object. This ResultReference may use either JSON
Pointer or JSON Path (if supported by the server) in its "path"
property to extract the value fromthe previous nmethod result.
When processing patch objects, the server MJIST:

1. ldentify keys in the patch object that begin with "#".

2. Renove the "#" prefix to obtain the JSON Pointer path to be
pat ched

3. Resolve the ResultReference value according to the resolution
al gorithm
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4. Apply the resolved value to the | ocation specified by the JSON
Pointer path in the target object.

If aresult reference in a patch object fails to resolve, the server
MUST reject the update with a SetError of type
"inval i dResul t Ref er ence".

It is inportant to note that while the patch object key (the path)
MJST use JSON Poi nter syntax, the ResultReference value's "path"
property may use either JSON Pointer or JSON Path syntax (if the
server supports JSON Path).

2.4. Usage in FilterCondition Objects

Enhanced result references may be used within FilterCondition objects
in Foo/query method calls. This enables dynam c query construction
where filter criteria are derived fromthe results of previous nethod
calls in the same request.

To use an enhanced result reference within a FilterCondition, the

filter property name is prefixed with "#" (an octothorpe), and the
value is set to a ResultReference object. For exanple, to filter

based on a dynanmically determ ned mail box id, the FilterCondition

woul d i nclude "#inMil box" rather than "inMil box"

When processing a Foo/query nmethod call, the server MJST exam ne the
"filter" argument and any nested FilterCondition objects for
properties with names beginning with "#'. For each such property

found, the server MJST

1. Rempve the "#" prefix to deternine the actual filter property
nane.

2. Resolve the ResultReference value followi ng the resol ution
algorithmdefined in Section 3.7 of [RFC8620], with the
extensions defined in this specification

3. Replace the property with "#" prefix with a property of the
actual nane, having the resolved val ue.

If aresult reference in a FilterCondition fails to resolve, the
server MJST reject the entire query nmethod call with an error
response of type "invalidResultReference". The error response SHOULD
include a description indicating which filter property reference
failed and why.
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If a FilterCondition contains both a property name with "#" prefix
and the same property name wi thout the prefix (e.g., both

"#i nMai | box" and "inMilbox"), the server MIST reject the query with
an "inval i dArgunments" error, as this represents an anbi guous filter
speci fication.

The resol ved val ue MUST be of a type appropriate for the filter
property being set. |If the resolved value does not match the
expected type for that filter property, the server MIST reject the
query with an "invali dArgunents" error

Enhanced result references in FilterConditions support the full range
of filter conpositions defined by JMAP specifications, including
nested FilterCondition objects conbined with FilterQperators. The
server MJST recursively process all levels of FilterCondition nesting
to resolve all result references before evaluating the query.

3. Inplenmentation Considerations for Intermediate Layers

A design goal of enhanced result references is that reference
resolution can be performed as a purely syntactical transformation,

i ndependent of the semantics of specific JMAP nethod calls. This
property enabl es reference resolution to be inplenented in a generic
| ayer of the JMAP server or in an internediary proxy wthout
requiring know edge of the internal structure or behaviour of

i ndi vi dual rmet hods.

3.1. Method-Agnostic Resol ution

Ref erence resol ution operates exclusively on JSON structures and does
not require understanding of the types, properties, or semantics
defined by specific JMAP specifications. The resolution process
treats method call argunments and responses as opaque JSON docunents,
appl ying JSON Pointer or JSON Path expressions to extract val ues

wi thout interpreting their neaning.

The type-specific resolution rules defined in this specification
(determ ni ng whet her a resol ved val ue should be treated as a single
val ue, an array, or a map) are applied by the JVAP et hod

i npl ementation |ayer, not by the reference resolution layer. This
separation ensures that a proxy or generic preprocessi ng conponent
need not possess know edge of individual nethod signatures or
property type definitions.

3. 2. Recomended Architecture

| mpl enent ati ons MAY separate reference resolution into two distinct
phases:
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* *SQyntactic Resolution Phase*: A generic reference resolution |ayer
(which may be a proxy, a preprocessing conponent, or a dedicated
part of the JMAP server) identifies all ResultReference objects
within the request. For each reference, it evaluates the
correspondi ng JSON Pointer or JSON Path expression agai nst the
appropriate previous nmethod result, producing a nodelist as
defined in [ RFC9535] or a single value as defined in [ RFC6901].
The resol ution | ayer then replaces the ResultReference object with
the extracted value or values using an internal representation
suitable for communication with the nethod execution | ayer

*  *Method Execution Phase*: The JMAP server component responsible
for executing specific nmethod calls receives the request with
result references replaced by their resolved values. The nethod
i mpl ement ation applies the type-specific interpretation rules
defined in this specification, validating that the resol ved val ues
conformto the expected types for each property.

The internal representation used between these phases is an

i npl ementation detail and is not specified by this docunent.

I mpl enent ati ons might, for exanple, represent resolved nodelists as
JSON arrays internally, with the nmethod execution |ayer extracting
single values or validating map structures as appropriate.
Alternatively, inplenentations nmight use other internal data
structures suited to their architecture.

4. Exampl es

Thi s section provides additional exanples denponstrating the use of
enhanced result references in various contexts.

4.1. Usage in /set

Exanpl e using JSON Pat h (assum ng server supports jsonPath
capability):
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[ " Cal endar Event / query", {
"accountld": "al",
"filter": {
"uid": "neeting-tenpl ate-001"

}
}" "C0"]1
["Cal endar Event/get", {
"accountld": "al",
"#ids": {
"resultOF": "c0",
"nanme": "Cal endar Event/ query",
"path": "/ids"
},
"properties”: ["participants”, "locations"]
}1 "01"]1
["Cal endar Event/set", {
"accountld": "al",
"create": {

"newevent": {
"cal endarlds": {"cal-1": true},
"title": "Team Sync",
"start": "2025-11-01T14:00: 00Z",
"duration": "PT1H',
"#participants": {
"resultOF": "cl",
"nanme": "Cal endar Event/get",
"path": "$.list[0].participants”

}

"#l ocations": {
"resultOor": "cl",
"name": "Cal endar Event/get",
"path": "$.1ist[0].]ocations"

}

}
}
b, re2]

]

In this exanple, the new cal endar event reuses the participants and

| ocations froma tenplate event retrieved in previous calls. The
server would resolve the result references before creating the event,
ef fectively copying those conpl ex object values without requiring the
client to extract and reformat them
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4.2. Usage in /set patch objects

Exanpl e of using result references in a patch object (assum ng server
supports jsonPath capability):

[
["Cal endar Event/get", {
"accountld": "al",
"ids": ["event-tenplate"],
"properties": [ "locations",
"or gani zer Cal endar Addr ess",
"participants"]

}7 "C0"]1
["Cal endar Event /set", {
"accountld": "al",
"update": {
"event-123": {
"#|l ocations/al": {
"resultOr": "cO",
"name": "Cal endar Event/get",
"path": "$.1ist[0].locations.|ocl"
8
"#or gani zer Cal endar Address": {
"resultor": "cO",
"nanme": "Cal endar Event/get",
"path": "$.1ist[0].organi zer Cal endar Addr ess"
},
"#participants/pl": {
"resultor": "cO",
"nanme": "Cal endar Event/get",
"path": "$.list[0].participants[?@roles.chair]"
}
}
}
},o"el”]

]

In this example, the patch object updates specific properties of
event-123 using values extracted froma tenplate event. The patch
updates a single location entry ("l ocations/al"), copies the

organi zer’'s cal endar address, and adds a participant ("participants/
pl") by extracting a participant with the "chair" role fromthe
tenplate using a JSON Path filter expression. The patch keys

"#|l ocati ons/al", "#organizerCal endar Address", and "#partici pants/pl"
use JSON Pointer syntax (prefixed with "#'), while the
Resul t Ref erence path properties use a mx of JSON Path expressions
(including the filter expression for selecting the chair participant)
and sinpl e paths.
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4.3. Usage in /query FilterCondition
Exampl e using JSON Path for array extraction (assum ng server

supports jsonPath capability):

["Mil box/ query", {

"accountld": "al",
"filter": {
"role": "inbox"
}1 "CO"] ’
["Email /query", {
"accountld": "al",
"filter": {

"#i nMai | boxQx her Than": {
"resultor": "cO",
"nanme": "Mail box/query",
"path": "$.ids[0]"

},

"fronm: "boss@xanpl e.cont

},
"sort": [{"property": "receivedAt", "isAscending": false}],
"limt": 50

b, "el”]

]

In this exanple, the Enmmil/query uses a dynam cally resol ved nmil box
id fromthe previous Mil box/query call. The JSON Path expression
$.ids[0] extracts the first mailbox id fromthe query result. The
server resolves this reference before executing the enmail query,
effectively filtering emails that are not in the user’s inbox and are
froma specific sender.

4.4. Extracting Multiple Values with JSON Path

Exanpl e denonstrating JSON Path for extracting nultiple val ues:

De Gennaro Expires 22 June 2026 [ Page 18]



Internet-Draft JMAP Enhanced Result References Decenber 2025

["Email/get", {
"accountld": "al",
"ids": ["tenplate-email-id"],
"properties": ["attachnents"],
"bodyProperties": ["blobld", "nane", "type"]

}7 "COH] L)
["Email/set", {
"accountld": "al",
"create": {
"newemail": {
"mai | boxl ds": {
"inbox-id": true
},
"subject": "Quarterly Reports”,
"from: [{"email": "sender @xanpl e.coni}],
"to": [{"emmil": "recipient@xanple.con}],
"#attachments": {
"resultOr": "cO",
"name": "Email/get",
"path": "$.1ist[0].attachnments[?@ nane &&
@ nane. t oLower Case().endsWth(' .pdf')]"
}
}
}
b, "el”]

In this exanple, the JSON Path expression

$.1ist[0].attachnments[ ?@ nane &&

@ nare. t oLower Case() . endsWth(’'.pdf’)] extracts all Email BodyPart
objects fromthe attachments array that have a "nane" property ending
with ".pdf" (case-insensitive). The result would be an array of

Enai | BodyPart objects (each containing blobld, nane and type) that is
then used to popul ate the attachnents property of the new enuil,
effectively copying only the PDF attachnments fromthe tenplate enail.

Security Consi derations

The security considerations described in [RFC8620] and [ RFC9535]
apply to this specification. This section discusses additional
security inplications introduced by allowi ng result references to be
used in object properties and FilterCondition objects, and by
supporting JSON Path expressions.
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5.1. Denial of Service Considerations

Enhanced result references, particularly when combined with JSON Path
support, introduce additional denial of service (DoS) vectors that
i mpl ement ati ons nust address.

5.1.1. Conputational Conplexity of JSON Path

JSON Pat h expressions can be significantly nore conputationally
expensive to evaluate than JSON Pointer references. Servers
supporting JSON Path MJST inpl enment appropriate safeguards agai nst
excessi ve resource consunption:

* Servers SHOULD enforce limts on the conplexity of JSON Path
expressi ons, such as maxi num expressi on | ength, maxi mum nesting
depth of selectors, or maxi mum nunber of filter predicates.

* Servers SHOULD enforce timeouts on JSON Path eval uation to prevent
indefinitely | ong conputations.

* Servers SHOULD limt the size of nodelists that can be produced by
a single JSON Path expression. An expression that natches a very
| arge nunber of nodes coul d consune excessive nenory.

* Servers SHOULD consider the cunul ative cost of evaluating nultiple
result references in a single request. An attacker m ght attenpt
to overwhel mthe server by including many conpl ex JSON Path
expressions in a single request.

Servers that inplenment these limtations MJUST return an

"inval i dResul t Ref erence"” error when a linit is exceeded, with a
description that indicates the nature of the limtation where
possi bl e without revealing sensitive operational details.

5.1.2. Resource Exhaustion Through Reference Chains

Enhanced result references enabl e | onger and nore conpl ex chai ns of
dependent method calls within a single request. Wile this is a
design goal that inproves efficiency, it also creates opportunities
for resource exhaustion:

* An attacker mght construct requests with deeply nested result
ref erence dependencies that require the server to maintain | arge
anounts of internediate state.

* The expanded use of result references in /set operations neans

that a single nmethod call mght need to resolve nmany result
ref erences across conpl ex nested object structures.
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* Result references in FilterCondition objects night require
repeat ed eval uation of the same reference multiple times during
query executi on.

Servers SHOULD enforce reasonable linits on the conplexity of result
ref erence usage, such as:

*  Maxi mum nunber of result references per request
*  Maxi mum nunber of result references per nethod cal

*  Maxi mum depth of property nesting when resolving result references
in /set operations

*  Maxi mum nunber of FilterCondition objects containing result
references in a single query

These limts SHOULD be docunented and consistent with other JMAP
request limts defined in [ RFC8620] .

5.1.3. Algorithmc Conplexity Attacks

Certai n conbinati ons of JSON Path expressions and data structures can
exhi bit pathol ogi cal performance characteristics. For exanple:

* Recursive descent (..) conbined with wildcard selectors on deeply
nested structures can produce very large internediate results.

* Filter expressions with conplex predicates applied to |large arrays
can require substantial conputation.

* JSON Path expressions that produce |arge nodelists, when used
multiple times within a single request, can cause quadratic or
worse tinme conplexity.

Servers SHOULD i npl enent query cost analysis and inpose linits on
expensi ve operations. Wen possible, servers SHOULD det ect
potentially problematic patterns before full evaluation and reject
them proactively.

5.2. Data Integrity and Validation Concerns

The use of result references in /set operations creates additiona
considerations for data validation and integrity.
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1. Type Confusion

Result references resolve to values of arbitrary JSON types. When
these val ues are used to popul ate object properties or filter
conditions, type nmismatches can occur. Wile this specification
requires servers to validate types after resolution, inplenentations
must be careful to avoid type confusion vulnerabilities:

* Type validation MJST occur after result reference resolution but
before the value is used in any security-sensitive operation

* Servers MJUST NOT nmake assunptions about the type of a resol ved
val ue based on the context. The value type nust be explicitly
checked.

* String-to-nunber or string-to-bool ean coercions MJST NOT be
perfornmed automatically, as these can | ead to unexpected behavi or
and potential security issues.

2. Injection Attacks

When result references are used to populate FilterCondition
properties, there is a potential for filter injection attacks.

Consi der a scenario where a result reference is used to set a filter
property that expects a sinple string value, but the resolution
produces a conpl ex object or an array:

* Servers MJST validate that resol ved values match the expected type
and structure for the property or filter being popul ated.

* Servers MJST NOT attenpt to serialize conplex objects to strings
or perform other automatic conversions that m ght enable injection
att acks.

* \When a resolved value is used in a filter that perforns string
mat chi ng or other operations, the server MIST ensure that the
value is properly sanitized and does not alter the semantic
meani ng of the filter.

3. Circular Reference Prevention

Wil e JMAP' s sequential processing nodel prevents direct circular
references (a method cannot reference a nmethod that cones after it),
enhanced result references in nested object structures could
potentially create conplex data copying patterns that consune
excessive nenory or |ead to unexpected behavior. Servers SHOULD

i mpl ement saf eguards agai nst pat hol ogi cal data copyi ng patterns.
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5.3. Privacy Considerations
Enhanced result references can affect user privacy in several ways:
5.3.1. Data Leakage Across Contexts
The ability to copy data fromone JMAP object to another using result
ref erences creates potential for unintended data | eakage. For

exanpl e:

* Private or sensitive data fromone context mght be inadvertently
copied into a nore wi dely shared context.

* Metadata or structural information mght be | eaked through the
types and structures of resolved val ues.

I mpl enent ati ons SHOULD provi de nechani sns for admnistrators and
users to understand and control how data fl ows between different
contexts through result references.

5.3.2. Audit and Logging
The use of result references can obscure the true source of data in
audit logs. Wen an object is created or nodified using result
references, audit | ogs SHOULD record not just the final object state
but al so information about which data was derived fromresult
references. This enables proper forensic analysis and conpliance
with data protection regul ations.

5.4. I nplenmentation Considerations

I mpl enenters shoul d be aware of several security-rel evant
i npl ement ati on chal | enges:

5.4.1. Parser Security

JSON Path parsers are conplex and may contain vul nerabilities.
Servers inplementing JSON Pat h support SHOULD:

* Use well-tested, nmmintained JSON Path |ibraries rather than custom
i mpl ement ati ons.

* Keep JSON Path libraries up to date with security patches.

* Consi der sandboxing or isolating JSON Path eval uation from
critical server conponents.
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5.4.2. Cache Security
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To i nprove performance, servers mght cache the results of result
reference resolution. Such caches MJST respect all security
boundari es:

* Cached results MJST NOT be shared across different users or
security contexts

* Cache entries MJST be invalidated when rel evant access contro
pol i ci es change.

* Cache inplenmentati ons MIST be resistant to timing attacks that
m ght reveal the presence or contents of cached data.

4.3. Backward Conpatibility

Servers that support enhanced result references MJST continue to
correctly handl e requests fromclients that do not use this
extension. In particular:

* Servers MJIST correctly reject enhanced result references from
clients that have not included the urn:ietf:parans:jmap:refplus
capability in the "using" property of the request.

* The presence of properties with "#" prefixes in contexts where
standard JMAP does not allow result references MJST be handl ed
appropriately (typically as invalid property nanes).

I ANA consi derations
1. JMAP Capability Registration for "refplus"

IANA will register the "refplus" JVMAP Capability as foll ows:

*Capability Nane:* urn:ietf:parans:jmp:refplus

*Speci fication docunent:* this docunent

*| ntended use:* conmon

*Change Controller:* IETF

*Security and privacy considerations:* this docunent, Section 5
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