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Abst r act
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Protocol (JMAP) that lets clients and servers attach nmetadata to
exi sting JMAP data types. FEach opted-in data type gains two new
properties, netadata and privateMetadata, whose values are objects
keyed by nanespace identifier_ . A nanespace identifier is either a
nane registered with 1 ANA or a donmain nanme controlled by the vendor
provi ding the nanmespace; the latter allows vendors and applications
to extend the netadata schema wi thout prior coordination. Because
metadata is carried as a property on the rel ated object, clients use
the existing /get, /set, /changes, and /query methods to read,

nmodi fy, and synchronize it.
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1. Introduction

JMAP ([ RFC8620], JSON Meta Application Protocol) is a generic
protocol for synchronizing data, such as nail, cal endars or contacts,
between a client and a server. It is optimzed for nobile and web
environments, and ains to provide a consistent interface to different
data types

Met adata, or annotations, are auxiliary data el enments that provide
addi ti onal context, user-defined properties, or systemspecific

i nformati on about primary data objects. They enable user
annot ati ons, application-specific settings, collaborative tagging,
and simlar functionality. Qher protocols have addressed this need
wi th mechani sns such as the | MAP METADATA ext ensi on [ RFC5464] and
WebDAV dead properties [RFC4918]; this specification provides an
anal ogous facility wthin JVAP.

Thi s docunent defines a uniform nechani smfor managi ng such net adat a.
Each opted-in JVMAP data type gains a netadata property (shared

nmet adata) and, optionally, a privateMetadata property (per-user

met adata). The val ue of each property is an object keyed by
_nanespace identifier_. This docunment defines no initial namespaces;
vendors use domai n-nane identifiers for proprietary extensions, and
additional registered identifiers may be defined by future

speci fications.

Because netadata is carried as a property on the related object, the
exi sting JMAP nethods for that data type apply unchanged. Cients
fetch netadata with the type’'s /get method, nodify it through /set
pat ches, |earn of changes through /changes, and search across

nmet adata and prinmary properties together through /query.

1.1. Notational Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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1.2. Addition to the Capabilities hject

The capabilities object is returned as part of the JMAP Session
obj ect; see Section 2 of [RFC8620]. This docunment defines one
additional capability URI.

1.2.1. wurn:ietf:parans:jmp: net adata

This capability represents support for the netadata extension defined
in this docunent. Servers that include this capability provide the
met adata and (optionally) privateMetadata properties on the data
types they Ilist.

The value of this property in the JMAP Session "capabilities"
property is an enpty object.

The value of this property in an account’s "account Capabilities"
property is an object containing the follow ng field:

*dat aTypes*: String[ Dat aTypeMet adat al nf 0]
An obj ect whose keys are the nanmes of JMAP data types for which
the server supports netadata in this account. A type that does
not appear in this object does not gain the netadata or
privateMetadata properties in this account. The val ue associ ated
with each type is a DataTypeMetadatal nfo object as defined bel ow

A *Dat aTypeMet adat al nf o* object has the followi ng fields:

*namespaces*: String[]
The set of | ANA-regi stered netadata nanespace nanes (as defined in
Section 8.2) that the server supports on this data type. Each
val ue MJUST be a registered nane (a sequence of US-ASCII| letters,
digits, hyphens, and underscores, with no dot). Vendor (domain-
nane) nanmespaces MJST NOT appear in this list; their support is
signal | ed by supportsVendor Nanmespaces i nst ead.

*support sVendor Nanmespaces*: Bool ean (default: false)
I ndi cat es whet her the server accepts vendor (domain-nane)
nanespaces on this data type. |If true, any well-formed domai n-
nane nanespace (Section 2.1) may be written by clients, subject to
the other constraints of this specification (access control,
maxDepth, quota). |If false, any /set operation that targets a
domai n- nane nanespace MJST be rejected with an "invalidProperties"
Set Error, and any subselector or filter condition referencing such
a nanespace MJST be treated as unsupported per the rul es of
Section 3.1 and Section 3.5.
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A server SHOULD NOT advertise a data type that supports neither
regi stered namespaces (enpty nanespaces) nor vendor nanespaces
(support sVendor Nanespaces: false), since such an entry advertises
support for nothing.

*supportsPrivate*: Bool ean (default: false)
I ndi cates whether this account, on this data type, supports per-
user privateMetadata. This is a server feature flag, not a per-
user permssion. |If false, the privateMetadata property MJIST be
absent fromresponse objects of this type, all privateMetadata*
filter conditions (Section 3.5) MJST be rejected with an
"unsupportedFilter" error, and any /set operation that targets
privat eMet adata MJUST be rejected with an "invalidProperties”
SetError. Per-user wite authorization on a privateMetadata wite
that the server otherw se supports is handl ed separately, through
the "forbidden" SetError defined in Section 4.

*maxDept h*: Unsi gnedl nt|null (default: null)
Maxi mum depth of nested objects within a namespace value on this
data type. A depth of 1 indicates only flat properties are
supported; a depth of 2 allows one | evel of nesting; and so forth.
A value of null indicates no server-enforced linmt; clients SHOULD
treat null as unbounded, subject to the quota and per-val ue size
limts the server may ot herwi se enforce. Depth counting is
defined in Section 2.1.

A wor ked exanpl e of the capability object appears in Section 6.1.
2. The Metadata Properties
Thi s extension introduces two properties on each opted-in data type:

*metadata*: String[ Object] (default: {})
An obj ect containing shared netadata associated with the object.
Each key is a namespace identifier (see Section 2.1) and each
val ue is structured according to the nanespace’s definition.
Shared netadata is visible to every user with read access to the
rel ated object, subject to Section 4. The server MJST NOT return
null for this property and MJST al ways include it on opted-in data
types, with an enpty object {} when no netadata is set.

*privateMetadata*: String[ Object] (default: {})
An obj ect containing per-user metadata associated with the object,
with the same structure as netadata. Private netadata is visible
only to the user who set it; the server MIST filter responses so
that each user sees only their own privateMtadata content, as
described in Section 4. This property MJST be present in response
objects (with value {} if the user has set no private netadata on
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the object) when the data type' s DataTypeMet adat al nfo has
supportsPrivate: true, and MJUST be absent from response objects
when supportsPrivate is false. The server MJST NOT return nul
for this property.

Both properties are nutable and behave |i ke any other property of the
rel ated object. They appear in /get responses, accept patches
through /set, contribute to the related type’'s state string

(Section 2.2), and may be searched through the /query filter
conditions defined in Section 3.5.

2.1. Nanespaces

The keys of the metadata and privateMetadata objects are _nanespace
identifiers_. Each identifier MJST be one of:

* A registered nane_: a sequence of US-ASCII letters, digits,
hyphens, and underscores, with no dot ("."). Registered nanes may
be defined by future specifications using the procedure in
Section 8.2; this docunment defines no registered nanes.

* A domain name_ controlled by the vendor providing the nanespace,
in DNS form (containing at least one ".", e.g., exanple.com
acne. exanpl e.org). Vendors MAY use donai n- name nanespaces for
proprietary netadata without registration; the dot in the name
guarantees no collision with regi stered nanes.

The val ue associ ated with each namespace key is an object whose
internal structure is defined by the specification or vendor owning
that nanmespace. Property nanmes within the nanespace object follow
normal JSON conventions; they do not need to be domai n-prefixed,
since cross-nanespace isolation is already provided by the top-Ieve
key.

Exanpl e:
{

"met adat a": {
"acme. exanpl e. com': {

"color": "blue",
"priority": "high",
"project": {

"id": "ALPHA-2024",
"deadl i ne": "2024-12-31"
}
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If the account capability specifies a maxDepth for a data type, the
nesting depth of a namespace val ue MJUST NOT exceed it. Depth is
counted as the | ongest path of nested _objects_ fromthe nanespace
val ue to any descendant: a flat object whose values are scalars or
arrays has depth 1, an object containing one | evel of nested objects
has depth 2, and so forth. Arrays do not contribute to depth

t hensel ves, but objects appearing inside arrays do: for exanple,

"x": [{"y": 1}]1} has depth 2 because the inner {"y": 1} is one |leve
of nesting below the outer object. Scalar values (string, nunber,
bool ean, null) and enpty arrays or objects have depth 1 at the
position they occupy. Servers MJST reject patches that woul d produce
a structure exceeding naxDepth with an "invalidProperties" SetError.

Servers MJST preserve nanmespace keys they do not recogni ze on update.
A patch that targets one nanespace MJST NOT rempve or alter the
content of any other nanmespace.

Vendors are encouraged to register nanespace identifiers that are
likely to be useful beyond the vendor’s own products, using the
procedure in Section 8.2. Registration enhances interoperability and
avoi ds fragnentati on.

2.1.1. Nanespaces Renpved M d-Lifetine

If a server stops advertising a nanespace that has previously had
data witten under it (for exanple, because of a server
reconfiguration or a vendor w thdraw ng support), the existing stored
data MJST continue to be returned by /get for read-only access. Any
/set operation that targets the nanespace, other than a patch that
renoves the nanmespace entirely ("netadatal/ <nanespace>": null or
"privat eMet adat a/ <nanmespace>": null), MJIST be rejected with an
"invalidProperties" SetError. This ensures clients can al ways
mgrate data off a w thdrawn namespace, but cannot continue to extend
it.

2.2. State Behavi or

Changes to netadata or privateMetadata are changes to the rel ated
object. They advance the related type's state string, appear in the
rel ated type’'s /changes response, and are otherw se indistinguishable
from changes to any other property of that type, with the follow ng
clarification:

Because privateMetadata is filtered per viewer, a change nade by user
A to privateMetadata on a shared object MJST advance the rel ated
type's state string for user A and MJUST NOT advance it for any other
user. The same rule applies to /queryChanges: a change to user B's
privat eMet adata MJUST NOT cause user A s Foo/ queryChanges to consi der
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the object changed for filter purposes, since the change is not
visible to A A server that cannot inplenment per-viewer state
filtering MIUST NOT advertise the urn:ietf:parans:jnmp: netadata
capability for any account in which supportsPrivate would be true for
any data type, since cross-viewer state advancenent |eaks the

exi stence of another user’s private wite (see Section 7).

3. Standard Met hod Extensions

For each data type listed in the dataTypes field of the account
capability, the standard JMAP nethods for that type are extended as
described in the foll owi ng subsections. These extensions are
mandatory for the listed types: a server that advertises a data type
i n dataTypes MJST i npl enent them

3.1. /get

When a data type appears in dataTypes, onitting properties (or
setting it to null) in Foo/get MJST return both netadata and
privateMetadata (the latter where supportsPrivate is true) al ongside
the data type’s other properties. The two properties may al so be
requested explicitly by name in the properties array, |ike any other
JMVAP property.

When a client wants only a subset of the nmetadata, it MAY request

i ndi vi dual namespaces usi ng sl ash-separated subsel ector paths in the
properties argunent. The followi ng rules apply to subsel ectors

i ntroduced by this specification

* Each subsel ector path MJST have exactly two segnents, of the shape
met adat a/ <nanespace> or privat eMet adat a/ <namespace>. Paths with
zero, one, or three-or-nore segnents under these roots MJIST be
rejected with an "invalidArguments” nethod-1evel error

* Miltiple subselectors with the same root conbine by union. For
exanple, ["netadata/x", "nmetadata/y"] returns {"netadata": {"x"
., "y": ...}} (and nothing el se under mnetadata).
* An explicit root entry supersedes subselectors with the same root.
For exanple, ["netadata", "netadata/x"] returns the conplete
nmet adat a obj ect; the netadata/x entry is redundant rather than
restrictive.
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3.

2

* A subsel ector whose namespace is not supported on the data type
MJST be silently omtted fromthe response. A nanespace is
supported if it is a registered nane listed in namespaces, or if
it is a domain nane and supportsVendor Nanespaces is true. This
lets clients performcapability-tolerant fetches w thout first
consulting the session capability.

* This specification defines slash-path subsel ectors only for
met adata and privateMetadata. The use of slash-path subsel ectors
with any other property nane is outside the scope of this
docunent .

/ set
The netadata and privateMetadata properties are nutabl e.

In a create entry of Foo/set, each property’s value MJST be a

conpl ete JSON object (possibly the enpty object {}). A value of nul
for either property MJST be rejected with an "invalidProperties”
SetError; the canonical "no netadata" formis {}.

In an update entry of Foo/set, clients MAY either send a conplete
obj ect as the value of netadata or privateMetadata (replacing the
previous value entirely), or use the PatchOoject form (Section 5.3 of
[ RFC8620]) with the keys treated as JSON Poi nter paths [ RFC6901]
relative to the object root. Patch paths follow the structure

met adat a/ <nanespace> (repl acing or renoving an entire nanespace

val ue), netadat a/ <nanespace>/ <key> (nodi fying a single property

wi thin a nanespace), privateMetadatal/<nanespace>, and

privat eMet adat a/ <nanespace>/ <key>. As required by [ RFC6901], any /
character within a key MJST be escaped as ~1, and any ~ character
MJST be escaped as -~O.

Setting a patch value to null renoves the targeted key, per standard
Pat chCbj ect semantics (Section 5.3 of [RFC8620]). Setting a path to
a conpl ete object value replaces whatever was previously at that
path; in particular, a patch of the shape "nmetadatal/ <namespace>": {

} replaces the entire content of that nanespace, deleting any
keys not present in the new value. Cients that wish to add or
updat e individual properties w thout renoving others MJST patch the
speci fic keys.

The server MUST validate every wite against the account capability
for the data type. When nore than one of the follow ng rules
applies, the server MIST evaluate themin the order listed; the first
mat ching rule determnes the SetError
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1. If the user lacks the required access on the rel ated object
(wite pernmission to modify shared metadata, or read perm ssion
to nodify their own privateMetadata), reject with "forbidden”

2. If the path begins with privateMetadata and supportsPrivate is
false for this data type, reject with "invalidProperties"

3. If the targeted nanespace is not supported on this data type,
reject with "invalidProperties" (except for the mgration case in
Section 2.1.1). A nanmespace is supported if it is a registered
nane |isted in nanespaces, or if it is a domain nane and
support sVendor Namespaces i s true

4. 1f a nanmespace val ue woul d exceed nmaxDepth, reject with
"invalidProperties"”.

When a patch nodifies one nanespace, all other nanespaces under

met adat a and privat eMet adata MJUST be preserved unchanged. This is a
nat ural consequence of JSON Pointer patch semantics; it is nentioned
here only to enphasi ze that no special "preserve unknown properties”
handl i ng beyond ordi nary patch semantics is required.

3.2.1. Quota Enforcenent on /set

Servers SHOULD enforce quota linmts on the total storage consuned by
met adata within an account, as described in Section 5. |If a patch
woul d cause the account to exceed its metadata quota, the server MJIST
reject the operation with an "overQota" SetError

3.3. [changes

For each data type listed in dataTypes, the Foo/changes request
accepts the foll owi ng additional optional argunent:

*i gnor eMet adat aOnl yChanges*: Bool ean (default: false)
If true, the server MJST exclude fromthe updated array any id
whose only changes since sinceState, fromthe viewer’s
perspective, are confined to netadata and/or privateMetadata. |ds
wi th changes to additional properties (whether those additiona
changes coexist with nmetadata changes or not) remain present. The
state string still advances nornally, so a client using this
argunent continues to see correct synchronization for all non-
met adat a- only changes; netadata-only changes are sinply not
reported to this client. Wen this argunment is true,
updat edProperties (defined bel ow) MJST be null in the response,
since no netadata-only ids remain that would nmake it useful
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The response is extended to include the foll owi ng additiona
argunent :

*updat edProperties*: String[]|null This argument is determ ned _per
vi ewer : each user’s Foo/ changes response is conputed agai nst the
changes visible to that user (in particular, privateMetadata
witten by other users is invisible). [If, fromthe viewer’s
perspective, the only properties that have changed on every id in
the updated array since the old state are netadata and/or
privateMetadata, this argument MJST be set to a list containing
only those property nanes (e.g., ["netadata"],
["privateMetadata"], or ["netadata", "privateMetadata"]). |If any
other property of any id in the array may al so have changed (from
the viewer’s perspective), or if the server cannot determ ne the
answer for any id in the array, this argument MJST be null. The
argunent applies uniformy to all ids in updated; per-id
granularity is not provided.

This argunent follows the same convention used by Mil box/changes in
Section 2.5 of [RFC8621].

3.4. [queryChanges

Foo/ queryChanges is unchanged in its method signature, but its per-
vi ewer behavi or on shared objects with per-user privateMetadata MJST
follow the rule given in Section 2.2: a change to another user’s
privat eMet adata MUST NOT cause this user’s Foo/ queryChanges to

consi der the object changed for filter purposes.

3.5. [query

For each data type listed in dataTypes, the FilterCondition object
for Foo/query is extended with the optional fields defined bel ow
Several of those fields take a MetadataText Match val ue.

A *Met adat aText Mat ch* obj ect has the followi ng fields:

*path*: String
The path within the nmetadata object to match against, of the form
<nanespace> or <nanmespace>/<key> (with / and ~ escaped per
[ RFC6901] where applicable). Sanme syntax as the val ue of
met adat aExi st s.

*value*: String
The string to search for at path. The interpretation of this
string (substring contai nnent versus exact equality) is determ ned
by the FilterCondition field that carries the MtadataText Match
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The extended FilterCondition fields are:

*met adat aExi sts*: String
A path of the form <namespace> or <nanespace>/<key> (with / and ~
escaped per [RFC6901] where applicable). Mtches an object if and
only if a value is present at the given path within the object’s
met adata property. A nanmespace-only path matches if the nanespace
key is present and its value is not the enpty object {}.

*privat eMet adat aExi sts*: String
As net adat aExi sts, but matches against the authenticated user’s
pri vat eMet adat a.

*met adat aText Cont ai ns*: Met adat aText Mat ch
Mat ches an object if the nmetadata value at the supplied path is a
string that contains the supplied value as a case-insensitive
substring. The condition does not natch if the path does not
exist within nmetadata, or if the value at the path is not a
string.

*privat eMet adat aText Cont ai ns*: Met adat aText Mat ch
As net adat aText Cont ai ns, but searches the authenticated user’s
pri vat eMet adat a.

*met adat aText Equal s*: Met adat aText Mat ch
Mat ches an object if the metadata value at the supplied path is a
string that is exactly equal (case-sensitive, byte-for-byte) to
the supplied value. The condition does not match if the path does
not exist within netadata, or if the value at the path is not a
string.

*privat eMet adat aText Equal s*: Met adat aText Mat ch
As net adat aText Equal s, but searches the authenticated user’s
pri vat eMet adat a.

The following availability rules apply to all six conditions:

* Servers MJST support netadataExi sts and privat eMet adat aExi sts
(where supportsPrivate is true), since they require only a
presence check.

* Servers MAY reject any of the four text-match conditions with an
"unsupportedFilter" error if inplenmentation cost or storage |ayout
makes theminfeasible. dients SHOULD be prepared to fall back to
a client-side scan in this case.
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* Any privateMetadata* condition (existence or text) MJIST be
rejected with an "unsupportedFilter"” error if supportsPrivate is
false for the data type

* A condition that nanes a nanespace not supported on the data type
MUST match no objects (it does not produce an error; absent data
simply matches no presence or text check). A nanespace is
supported if it is a registered nanme listed in namespaces, or if
it is a domain nane and supportsVendor Nanmespaces i s true.

These conditions conpose with the data type's existing filter
conditions through the usual ANDY OR/ NOT operators (Section 5.5 of

[ RFC8620]). For exanple, a client may query for Email objects in a
particul ar mail box whose vendor netadata contains a search termin a
singl e server-side query, as shown in Section 6.7.

4. Access Contro

Access control for netadata follows the access control of the related
object. The two properties are governed by different rules:

* The nmetadata property is shared. A user who has read access to
the rel ated object MAY read the object’s netadata. A user who has
wite access to the related object MAY nodify the object’s
met adata. For shareable JMAP data types as defined in Section 4
of [RFC9670], "read" and "wite" mean the mayRead and mayWite
perm ssions of the related object (or the equivalent indicators
defined by the type-specific specification).

* The privateMetadata property is per-user. The server MJST filter
responses so that each user sees only the privateMetadata content
they thenselves wote. Private netadata witten by another user
on the sane rel ated object MJUST NOT be visible. To wite
privateMetadata on a rel ated object, the user needs only read
access to the related object; wite access on the rel ated object
is not required.

The server MJIST enforce these rules consistently across /get, /set,

/ query, [queryChanges, and /changes. |If a user attenpts to read

met adata on an obj ect they cannot read, the server MJST return the
same error it returns for any other property of an inaccessible
object. If a user attenpts to wite netadata without wite

perm ssion on the related object, or to wite privateMetadata w thout
read perm ssion, the server MIST reject the operation with a

"forbi dden" Set Error.
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4.

6.

If supportsPrivate is false for the data type, the server MJST reject
every wite that targets privateMetadata on that type with an
"invalidProperties" SetError, regardl ess of the user’s perm ssions on
the rel ated object.

When sharing perm ssions on a rel ated object change, the visibility
of its metadata changes accordingly. privateMetadata belonging to a
user remains visible to that user as long as the user retains read
access to the related object; if read access is revoked, the user’s
privat eMet adat a SHOULD be hidden along with the rest of the object.

1. Account Delegation and Adninistrative Access

Servers that support account del egation, inpersonation, or

adm ni strative access have to deci de whether a del egated session sees
anot her user’s privateMetadata on objects shared with both. Such
exposure is rarely intended. Unless the deploynent has explicitly
aut hori zed per-user netadata access for the del egated session,
servers SHOULD NOT expose the account owner’s privateMetadata to

del egat ed sessions, and SHOULD NOT pernit del egated sessions to wite
privateMet adata that would be attributed to the account owner. When
a del egated session does wite privateMetadata, the server MJST
attribute the wite to the authenticated identity of the session (the
del egate), not to the account owner.

Quot a

Servers SHOULD enforce quota limts on the storage consuned by

met adata within an account. Unbounded netadata growth coul d be

expl oited to exhaust resources, particularly because privateMetadata
is per-user and so a single shared object can carry one private

payl oad per user with access to it.

Servers that support the JMAP Quotas extension [ RFC9425] SHOULD
integrate netadata storage into the quota framework defined there.
Servers that do not inplenent [ RFC9425] SHOULD still enforce

i mpl ementation-defined linmts and reject overruns with an "over Quota"
SetError.

The size netric used for netadata quota is inplenentation-defined;
clients SHOULD NOT assune that two servers conpute identical sizes
for the same data. Servers that wish to expose a predictable netric
to clients SHOULD document it.

Exanpl es
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6.1. Capability
A session for an account whose server supports netadata on three data

types, with varying private-netadata and depth settings:

"capabilities": {
"urn:ietf:parans:jmap: netadata": {}

}
"accounts": {
"AL": {
"account Capabilities": {
"urn:ietf:parans:jmap: netadata": {
"dat aTypes": {
"Email " {
"nanmespaces": [],
"support sVendor Nanespaces": true,
"supportsPrivate": true,
"maxDepth": 4
}
"Mail box": {
"nanmespaces": [],
"support sVendor Nanespaces": true,
"supportsPrivate": true,
"maxDept h": nul
},
"Cal endar Event": {
"namespaces": [],
"support sVendor Nanespaces": true,
"supportsPrivate": false,
"maxDept h": 2
"Fil eNode": {
"nanmespaces": ["photography"],
"support sVendor Nanespaces": fal se,
"supportsPrivate": false,
"maxDept h": 3
}
}
}
}
}
}
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6.2. Fetching a Mailbox with its netadata
Request the shared metadata and the user’s private netadata for a

singl e Mail box:

["Mil box/get", {

"accountld": "Al",
Ili dsll: [Il hBlll] ,
"properties": |

n I dll , n narTE" ,

"met adat a/ acne. exanpl e. cont',
"privat eMet adat a/ acne. exanpl e. cont

]
b, telt]
]

Response:

["Mil box/get”, {

"accountld": "Al",
"state": "nb-100",
"list": |
{
"id": "MB1Y,
"nanme": "Team | nbox",

"met adata": {
"acne. exanpl e. com': {

"color": "blue",
"owner": "teamal pha"
}
}
"privateMetadata": {
"acne. exanpl e. com': {
"wor kf | owSt at e": " pendi ng-revi ew'
}
}
}
1,
"not Found": []
b, ve1]

]

6.3. Patching a single property within a nanespace

Update one property inside a nanespace wi thout disturbing the others:
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["Mil box/set", {

"accountld": "Al",
"update": {
"MBL": {
"met adat a/ acne. exanpl e. conf col or": "green"
}
}
b, mel]

Renoving a single property uses a patch to null:

["Mil box/set”, {

"account|d": "Al",
"update": {
"MB1": {
"met adat a/ acne. exanpl e. conif col or": nul |
}
}
}.omelr]

]

6.4. Creating an Email with private netadata

Create a draft Email and attach a private workfl ow annotation
atomically. The netadata is just another property on the create:
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["Email/set", {

"accountld": "Al",
"create": {
"draftl": {
"mai | boxlds": { "MBl": true },
"subject": "Project Update",
"from: [{ "email": "alice@xanple.con }],
"to": [{ "email": "bob@xanple.com }],

"bodyStructure": {
"type": "text/plain",

"partld": "1"
}1
"bodyVal ues": {
"1": { "value": "Here is the project update..." }
}1
"privateMetadata": {
"acmne. exanpl e. cont': {
"wor kf | owSt at e": "pendi ng-review',
"assi gnedTo": "carol @xanpl e. cont
}
}
}
}
}1 ncln]

]

The response is a single Enmail/set response; there is no separate
nmet adat a response, because netadata is part of the Email object.

6.5. Attaching photography netadata to a Fil eNode

Thi s exanple uses a _fictional _ | ANA-regi stered nanespace

phot ogr aphy, assuned for the purpose of this exanple to be specified
for photographic information about inmage files and applicable to the
Fi |l eNode data type. The capability for the account in Section 6.1
adverti ses Fil eNode as supporting photography and no vendor
namespaces.

Request :
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["Fil eNode/set", {

"accountld": "Al",
"update": {
"F456": {

"met adat a/ phot ography": {
"geolLocation": {
"l atitude": 46.362,
"l ongi tude": 14.090

}

amer amMake": "Canon",
"caner aMbdel ": "EGCS R5",
"aperture": "f/2.8",
"shutter Speed": "1/250",
"iso": 400,
"focal Length": "50mfi,

"dat eTaken": "2023-10-01T01: 14: 00Z",

"i mageSi ze": {
"wi dth": 6000,
"hei ght": 4000
}
}
}

}
b, telt]
]

Subsequent retrieval of the Fil eNode,

met adat a nanespace:

["Fil eNode/get", {
"accountld": "Al",
"ids": ["F456"],
"properties": [

ui d", "narre", "type", "Si Ze",

"met adat a/ phot ogr aphy"

]
} , IIC2II]
]

Response:

requesting only the
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["Fil eNode/get", {

"accountld": "Al",
"state": "f-200",
"list": |
{
"id": "F456",
"name": "l ake-island.jpg",
"type": "image/jpeg",

"size": 2458624,
"met adata": {
"phot ography": {
"geolLocation": {
"l atitude": 46.362,
"l ongi tude": 14.090

}

aner aMake": " Canon",
"canmeraMbdel ": "ECS R5",
"aperture": "f/2.8",
"shutter Speed": "1/250",
"iso": 400,
"focal Length": "50mfi,
"dat eTaken": "2023-10-01TO01: 14: 00Z",
"i mageSi ze": {
"wi dth": 6000,
"hei ght": 4000
}
}
}
}

" 1not Found": []

b, "e2']
]

6.6. Updating a Cal endarEvent and its netadata atomically
Thi s exanpl e updates a primary property of a Cal endar Event and two
vendor netadata properties in the same /set call. Al changes apply
together; if any fails for the sane id, none take effect, since they
are part of a single update entry.

Request :
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["Cal endar Event /set", {
"accountld": "Al",
"update": {
"CE789": {
"title": "Quarterly Review Meeting",
"start": "2024-12-15T14:00: 00",
"met adat a/ acne. exanpl e. coni | ast Modi fi edReason”:
"Reschedul ed per nmanager request”,
"met adat a/ acne. exanpl e. coni approval St atus": "pendi ng"

}

}
}1 ncln]
]

A successful response is a single Cal endar Event/set response;
met adat a changes do not produce a separate response because they are
properties of the event itself:

["Cal endar Event/set™, {
"accountld": "Al1l",
"ol dState": "c-200",
"newState": "c-201",

"updated": {
"CE789": nul |
}
}.omelr]

]

6.7. Querying by netadata and a prinmary property together

Find all Email objects in a particular Milbox whose private vendor
meno contains the text "follow up":
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["Email /query", {
"accountld": "Al",
"filter": {
"operator": "AND',
"conditions": [
{ "inMil box": "MB-inbox" },

{ "privateMet adat aExi sts": "acme. exanpl e. conf nenn" },
{
"privat eMet adat aText Cont ai ns": {
"path": "acne. exanpl e. conl neno",
"val ue": "follow up"
}
}
]
}
}.ovel]

6.8. Detecting a netadata-only change through /changes

After a server-side netadata update, the next Email/changes call
returns:

["Email /changes”, {
"accountld": "Al",
"ol dState": "e-100",
"newState": "e-103",
"hasMor eChanges": fal se,
"created": [],
"updated": ["EML", "EMR"],
"destroyed": [],
"updat edProperties": ["netadata"]

},o"el”]

]

The client knows it only needs to refetch the netadata property of
EML and EM2, not the full Email objects.

7. Security considerations

7.1. Metadata Confidentiality
Met adata may contain sensitive information: personal notes, workflow
states, application-specific data, and other user-generated content.

Servers MJST enforce the access-control rules in Section 4. Failures
here are direct privacy breaches.
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7

7

privateMetadata is per-user. The server MJST ensure that each user
sees only their own content, even on shared related objects. This is
the nmost conmon i nplenentation pitfall in this specification: a query
or /get inplenentation that returns privateMetadata keyed by user
other than the requester is a serious bug. Servers MJST verify that
result filtering applies uniformy to /get, /query, /changes,

/ queryChanges, and to any cached or denornalized representation.

Per-viewer state (Section 2.2) interacts with confidentiality. A
server that advances the related type's state for user B in response
to user A's private wite is not |eaking the netadata content, but it
is leaking a signal that _sonething_ private to A changed on the

rel ated object. The specification therefore requires per-viewer
state filtering and forbids advertising the capability for accounts
that cannot provide it.

2. User ldentity and Authentication

The private-netadata nodel relies on accurate user identification.
Servers MJST:

* Reliably identify the authenticated user for every netadata
operati on.

* Maintain accurate association between privateMtadata content and
the user that wote it.

* Prevent authentication bypass or identity spoofing that could
al |l ow access to other users’ private netadata.

* Carefully handl e account del egati on and adm nistrative access: see
Section 4.1.

3. Injection Attacks Through Nanespace Val ues

Nanespace val ues accept arbitrary client-supplied content. Servers
and clients MJUST treat nanespace val ues as untrusted user input.
Typi cal risks include script injection (values rendered in a web
context wi thout sanitization), JSON injection (values that break
downstream parsing), path traversal (cleverly naned keys), and SQ
injection (values stored in SQ columms without paraneterization).

Servers MJST:

* Validate that nanespace identifiers conformto the registered-name
or donmi n-name synt ax.
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* Sanitize values before use in any context where interpretation
coul d occur.

* Apply appropriate output encodi ng when displ ayi ng net adat a.
* Enforce limts on the size of individual values and on naxDept h.

* Reject or sanitize values containing control characters or other
potentially harnful content.

Clients that render metadata to users MJST treat the content as
untrusted, with appropriate sandboxi ng, Content Security Policy, and
cont ext - appropri at e escapi ng.

7.4. Resour ce Exhausti on
Wthout controls, netadata can be abused for denial of service:

* Storage exhaustion: bulk creation of |arge metadata payl oads,
particul arly under privateMetadata, where every user with access
to a shared object can independently consune space.

* Processing exhaustion: deeply nested or pathologically |arge
nanmespace val ues

*  Query conplexity: text-match filter conditions
(et adat aText Cont ai ns/ met adat aText Equal s and their private
variants) that require expensive scanning, particularly when
conbi ned with per-user filtering across nmany users. Servers MAY
reject such conditions with "unsupportedFilter" (Section 3.5) to
bound the cost.

Servers SHOULD apply the quota mechanismin Section 5, enforce
maxDept h, tinme out |ong-running queries, and apply rate limting to
met adata wites. Servers SHOULD nonitor for unusual usage patterns
(e.g., a single user creating private netadata on unusual |y many
obj ects).

7.5. Server Vulnerabilities

I mpl enent ati ons MJST be robust against nalformed input. In
particul ar, servers MJST:

* Validate all input against the type signatures in this docunent.

* Handl e JSON parsing errors gracefully w thout exposing interna
state.
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8.

8.

8.

* Protect against integer overflow, buffer overflow, and simlar
| ow| evel vulnerabilities when processing mnetadat a.

* I nplement efficient per-user filtering of privateMetadata so that
it does not becone a denial-of-service vector under | oad.

* Log security-relevant events (auth failures, permission denials,
attenpts to read another user’s private netadata) for nonitoring.

6. dient Vulnerabilities

Q

ients that handl e netadata MJST

* Validate server responses; in particular, do not assune the
structure of a nanespace w t hout checki ng.

* Distinguish clearly in the U between netadata (visible to others)
and privateMetadata (visible only to the user), so users do not
i nadvertently disclose private notes.

* Refuse to execute or interpret netadata content as code w t hout
explicit user consent and appropriate sandboxi ng.

* Apply Content Security Policy and simlar browser-|eve
mtigations when displaying netadata in web U 's.

I ANA consi derations
1. JMAP Capability Registration for "netadata"
IANA will register the "nmetadata" JMAP Capability as foll ows:

*Capability Name:* urn:ietf:parans:jmap: net adat a

*Speci fication docunent:* this docunent

*| nt ended use:* conmon

*Change Controller:* | ETF

*Security and privacy considerations:* this docunent, Section 7

2. Creation of the "JVMAP Met adat a Nanespaces"” Registry

| ANA has created the "JVMAP Met adat a Nanmespaces" registry to record
met adat a nanespace identifiers used as top-level keys in the netadata
and privateMetadata properties defined by this specification

This registry uses the Expert Review process ([RFC8126],

Section 4.5). Registrants nust propose a name without a dot ("."),
since nanmes containing a dot are reserved for vendor domai n-nane
nanespaces and need no registration. The designated expert MJST
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ensure that the proposed nane does not collide with an existing
registration and that the specification provides sufficient detai
for interoperability (in particular, the structure of the nanespace’s

val ue) .
Regi strati ons may be of intended use "conmon", "reserved", or
"obsolete". A "reserved" registration reserves a name without

assi gning semantics; an "obsol ete" registrati on marks a nanme that
shoul d no | onger be used by up-to-date inplenentations.

8.2.1. Prelimnary Community Review

Notice of a potential new registration SHOULD be sent to the JMAP
mailing list jmap@etf.org (mailto:jmap@etf.org) for review The
intent is to solicit comments on the namespace identifier, the
clarity of the specification, and any interoperability or security
considerations. The submitter MAY revise or withdraw the proposal at
any tine.

8.2.2. Change Procedures

The change controller for a registration MAY request changes to its
definition using the sanme procedure as the original registration

Si gni ficant changes that woul d invalidate existing data SHOULD be
made only to correct serious errors. Registrations MJST NOT be
del et ed; nanespaces that are no | onger appropriate for use can be
mar ked obsol ete by a change to their intended-use field.

The owner of a registration MAY transfer responsibility to another
person or agency by informng | ANA

8.2.3. "JMAP Met adata Nanespaces" Registry Tenpl ate

*Nanmespace |ldentifier*:
The nane registered for use as a key in the netadata or
privat eMet adata object. MJIST consist of US-ASCII| letters, digits,
hyphens, and underscores, and MJST NOT contain a dot.

*Val ue Type*:
A description of the structure of values stored under this
nanespace key (for exanple, "object whose values are strings").

*Appl i cabl e Properties*:
One of: "netadata" (this namespace may appear only under
met adata), "privateMetadata" (only under privateMetadata), or
"bot h" (under either).

*Applicable Data Types*:

De Gennaro Expi res 28 Novenber 2026 [ Page 26]



I nternet-Draft JMAP (bj ect Met adata May 2026

A list of JMAP data type nanes on which this nanespace is
meani ngful , or "any" if the nanmespace is not restricted.

*Ref erence or Description*:
A brief description, or an RFC nunber and section reference,
descri bi ng the nanespace’s contents. May be onmitted for
"reserved" entries.

*| nt ended Usage*:
"common", "reserved", or "obsol ete".

*Change Controller*:
Who may request changes to this entry (IETF for RFCs fromthe | ETF
stream.

8.2.4. Subnmit Request to | ANA

Regi stration requests can be sent to iana@ ana. org
(mail to:iana@ ana. or Q).

8.2.5. Designated Expert Review

The desi gnated expert (DE) is primarily concerned with preventing
nane collisions and ensuring that the specification provides enough
detail for interoperability. For commpn-use registrations, the DE is
expected to confirmthat suitable docunentation (per Section 4.6 of

[ RFC8126]) is available. A published specification is not required
for reserved or obsolete registrations.

The DE will either approve or deny the registration and publish a
notice of the decision to the JMAP working group nailing list (or its
successor) and to I ANA. A denial MJIST be justified and SHOULD
i nclude concrete suggestions for how the request can be nodified to
becone accept abl e.

8.2.6. Initial Contents
Thi s docunent defines no initial entries for the "JMAP Met adat a
Nanespaces" registry. Future specifications may register entries
through the procedure defined in this section.
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Appendi x A.  Changes
[[This section to be renoved by RFC Editor]]
*draft-ietf-jmp-netadat a- 02*

* Redesigned the extension around two properties (metadata and
privat eMet adata) on each opted-in JVMAP data type, rather than a
separate Metadata data type with its own methods. Renoved the
Met adata data type, all Metadata/* nethods, the rel ated object
types, the extended /get//set argunents, and the uni queness and
cascadi ng- del eti on machi nery.

* Added a per-data-type capability advertising | ANA-regi stered
nanespace support (namespaces), vendor (domai n-nane) namespace
support (supportsVendor Namespaces), private-netadata support
(supportsPrivate), and a nesting limt (rmaxDepth).

* Added updat edProperties to Foo/changes for opted-in types,
nmodel | ed on Mail box/ changes in RFC 8621. Specified per-viewer
behavi or for /changes and /queryChanges on shared objects carrying
per-user private netadata.

* Added FilterCondition fields to Foo/query: netadataExists,
privat eMet adat aExi sts, netadat aText Cont ai ns, met adat aText Equal s,
and the corresponding private variants. Servers MAY reject the
text-match conditions with "unsupportedFilter"” when inplenentation
cost is prohibitive.

* Added an i gnoreMet adat aOnl yChanges argunent to Foo/ changes,
letting nmetadata-uninterested clients skip wakeups for mnetadata-
only changes on data types they otherw se care about.

* Specified PatchOhject semantics for netadata and privat eMet adat a,
i ncludi ng handl i ng of unknown nanespaces, error ordering on /set,
and the migration case where a nanespace is renoved fromthe
server’s advertised set after data has been witten.

* Replaced the previous mnetadata-types and net adat a- properties
registries with a single "JVAP Met adat a Nanespaces" registry.
Thi s docunent defines no initial entries; bindings to other
protocols (e.g., | MAP METADATA, WebDAV dead properties) are
expected to be defined in separate specifications.

*draft-ietf-jmp-mnmetadata-01*
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* Renamed parent Type and parentld properties to rel atedType and
rel atedl d t hroughout the document to better reflect their purpose
and avoid inplying a strict hierarchy.

* Added filterRel atedType and filterMetadataType optional paraneters
to Metadat a/ changes nmethod to allow filtering changes by rel ated
obj ect type and netadata type.

* Changed the error type from"invalidProperties" to "al readyExists”
when a client attenpts to create a Metadata object that violates
t he uni queness constraint.

* Added requirenent that rel atedType nmust be specified in the sane
FilterCondition object whenever relatedlds is used in Metadatal

query.

* Added id as a MJST support property for sorting in Metadatal/query;
ot her properties changed to SHOULD support.

* Repl aced the netadataTypes argunent with a fetchMetadata Bool ean
argunent (default: false) in the extended /get method.

* Added onSuccessCreat eMet adat a and onSuccessUpdat eMet adat a
argunents to the extended /set nmethod to enabl e transactional
met adat a operations that are conditional on the success of the
rel ated object operation.
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