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Abst r act

Thi s docunent defines a new extension to the JSON Meta Application
Protocol (JMAP) that introduces a standardi zed nechani smfor managi ng
met adat a associ ated with JMAP objects. The JVMAP Obj ect Met adata
extension allows clients and servers to store, retrieve, and
synchroni ze arbitrary netadata and annotations on any JMAP data type
in a consistent manner. It defines a generic annotation nodel as
wel | as specific mappings for accessing | MAP netadata and WebDAV
“dead properties” where applicable. This extension facilitates
interoperability between JMAP and exi sting netadata frameworks while
al | owi ng vendor-specific extensions in a structured and di scoverabl e
way.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 2 June 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
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1. Introduction
JMAP ([ RFC8620] — JSON Meta Application Protocol) is a generic
protocol for synchronizing data, such as nail, cal endars or contacts,

between a client and a server. It is optimzed for nobile and web

environments, and ains to provide a consistent interface to different

data types

Met adata and annotations are auxiliary data el enents that provide
addi tional context, user-defined properties, or systemspecific

i nformati on about primary data objects. These mechani snms have proven
val uabl e in existing protocols: |IMAP [ RFC3501] provides the METADATA

ext ensi on [ RFC5464] for associating arbitrary key-value pairs with
mai | boxes and the server, while WbDAV [ RFC4918] supports "dead
properties" that allowclients to store custom XM. properties on
resources. Such netadata capabilities enable a wi de range of use
cases, including user annotations, application-specific settings,
col I aborative taggi ng, and protocol bridging.

Thi s docunent defines a standardi zed approach to nmanagi ng net adat a

within JMAP. The specification introduces a generic annotation

mechani smthat can be applied to any JMAP object type, allow ng both

common net adata properties and vendor-specific extensions. This
provides a consistent interface for clients to store and retrieve

suppl enentary informati on associated with emails, contacts, cal endar

events, and other JMAP data types.
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For servers that inplement nmultiple protocols, this specification
al so defines optional specialized nmetadata types: |nmapMetadata for
accessi ng | MAP METADATA extension entries through JMAP, and
WebDavMet adat a for exposi ng WebDAV dead properties via JVAP
interfaces. These specialized types facilitate protocol
interoperability and allow clients to manage netadata across

di fferent protocol boundari es.

1.1. Not ati onal Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

1.2. Addition to the Capabilities hject

The capabilities object is returned as part of the JMAP Session
obj ect; see Section 2 of [RFC8620]. This document defines one
additional capability URI.

1.2.1. urn:ietf:parans:|mp: metadata

This capability represents support for the Metadata data type and
associ ated APl met hods. Servers that include this capability provide
the ability to create, retrieve, update, and query Metadata objects.

The value of this property in the JMAP Session "capabilities"
property is an enpty object.

The value of this property in an account’s "account Capabilities”
property is an object that MJST contain the followi ng information on
server capabilities and perm ssions for that account:

*dat aTypes*: String[]|null A list of JMAP data types for which the
server supports metadata operations. A value of null indicates
support for all data types. \When specified as an array, only the
listed data types can have Metadata objects associated with them

*met adat aTypes*: String[] A list of netadata type identifiers
(values of the @ype property) for which the server supports
met adata operations. Only the listed netadata types can be
created or retrieved.

*maxDept h*: Unsi gnedl nt|null  Maxi num depth of nested vendor-specific
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met adata properties that can be set or retrieved. A depth of 1
indicates only flat properties are supported. A depth of 2 allows
one |l evel of nesting, and so forth. A value of null indicates no
server-enforced limt on nesting depth. This Iimtation applies
to the structure of vendor-defined nested netadata properties

wi thin Annotation objects and does not affect the standard
properties defined in this specification

*maySet Pri vat e*: Bool ean (default: true) Indicates whether the
aut henticated user has perm ssion to create private netadata
objects (isPrivate: true) in this account. |If false, the user can
only create shared netadata objects. Attenpts to create private
met adata when this capability is false MIST be rejected with a
"forbi dden" Set Error.

2. Metadata nject

The Metadata object has a collection of properties, as specified in
the follow ng sections. Properties are specified as being either
mandatory or optional. Optional properties may have a default val ue
if explicitly specified in the property definition.

2.1. (bject Types

Thi s specification defines three netadata object types: Annotation,

| mpMet adat a, and WebDavMet adata. The Annotation type provides a
generic mechani smfor attaching netadata to any JMAP object and
supports arbitrary vendor-specific properties. The |nmapMetadata and
WebDavMet adat a types are specialized netadata objects that provide
structured access to | MAP METADATA extension [ RFC5464] entries and
WebDAV [ RFC4918] dead properties, respectively, enabling protocol
interoperability for servers that support multiple protocols.

Addi tional specifications MAY define further netadata types as needed
to address specific use cases or protocol requirenents. Such

speci fications MJST define a unique type identifier and specify which
JMAP data types the netadata type nmay be associated with.

Met adat a obj ects MJUST name their type in the @ype property. [If not
specified, the type is assuned to be "Annotation".
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2.1.1. Annotation

An Annot ation represents general -purpose netadata that can be
attached to any JMAP object. Annotations provide a flexible

mechani sm for storing supplenentary information about JMAP data

obj ects without nodifying the objects thenselves. This netadata type
is suitable for user conments, application-specific tags, workflow
states, collaborative annotations, and other extensible netadata
requirenents.

The Annotation type is designed to be extensible through vendor-
specific properties. This allows vendors and third-party
applications to add custom netadata fields while maintaining
interoperability with the core JMAP netadata system Vendors can
defi ne domai n- namespaced properties to avoid namng conflicts and
ensure that their extensions do not interfere with standard
properties or extensions from other vendors.

Conmon use cases for Annotations include: storing user notes or
comrents on enuails or cal endar events; nmaintaining application-
specific flags or states; recording collaborative review or approval
status; tracking custom workfl ow stages; and preserving client-
specific U preferences or cached conputations.

The Annotation type MJST all ow vendor-specific properties to be added
beyond the common properties defined in this specification, subject
to the nam ng and structure requirenments specified in Vendor-Specific
Properties (Section 2.2.1.6).

The @ype (Section 2.2.1.1) property value MJST be "Annotation".
2.1.2. | VAP Met adat a

| mapMet adat a represents nmetadata associated with | MAP mai | boxes as
defined by the | MAP METADATA extension [RFC5464]. This netadata type
provides a JMAP interface to | MAP netadata entries, allowing clients
to read and potentially nodify | MAP nmetadata through the JMAP
protocol. This facilitates nmigration scenarios, protocol bridging,
and unified netadata managenent for servers that support both | MAP
and JMAP.

The | MAP METADATA ext ensi on defines a hierarchical nanespace of

met adata entries associated with nail boxes, organi zed under "/shared"
and "/private" prefixes. Shared netadata entries are visible to all
users with appropriate access to the mail box, while private netadata
entries are visible only to the authenticated user. The |nmapMetadata
type maps these | MAP concepts onto the JVMAP net adat a nodel .
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Servers that support | mapMetadata MJIST provide read access to | MAP
met adat a t hrough the Metadata/get method. Wite access (the ability
to create, update, or destroy |mapMetadata objects through Metadata/
set) is OPTIONAL. Servers that provide read-only access to | MAP

met adata MUST reject nodification attenpts with an appropriate
SetError (typically "forbidden"). Servers SHOULD docunent whet her
they provide read-only or read-wite access to | napMet adat a.

This nmetadata type can only be associated with JMAP Mail box objects
as defined in Section 2 of [ RFC8621]. Attenpts to create

| mapMet adat a obj ects with a parent Type other than "Ml box" MJST be
rejected with an "invalidProperties" SetError.

The @ype (Section 2.2.1.1) property value MJIST be "Il mapMet adat a".
2.1.3. WebDAV Met adat a

WebDavMet adat a represents netadata associ ated with WbDAV resources
in the formof "dead properties" as defined in Section 4 of

[ RFC4918]. Dead properties are arbitrary XML properties that clients
can set on WebDAV resources to store netadata. This netadata type
enables JMAP clients to access and potentially mani pul ate WbDAV dead
properties, facilitating protocol interoperability and unified

met adat a managenent on servers that support both WbDAV and JMAP.

WebDAV dead properties are identified by their expanded XM. nane,
whi ch consists of a namespace URI and a | ocal nane. The

WebDavMet adat a type preserves this structure by using the expanded-
nane format for property keys: "{nanespace-uri}local nane". This
ensures that WbDAV properties can be accurately represented and
mani pul at ed t hrough JMAP wi t hout | oss of namespace information.

Servers that support WebDavMetadata MJST provide read access to
WebDAV dead properties through the Metadata/get method. Wite access
(the ability to create, update, or destroy WbDavMet adata obj ects
through Metadatal/set) is OPTIONAL. Servers that provide read-only
access to WebDAV dead properties MJIST reject nodification attenpts
with an appropriate SetError (typically "forbidden"). Servers SHOULD
docunent whet her they provide read-only or read-wite access to
WebDavMet adat a.

This netadata type can be associated with Cal endar
[1-D.ietf-jmap-cal endars], Cal endarEvent [I-D.ietf-jnmap-cal endars],
Addr essBook [ RFC9610], ContactCard [ RFC9610], and Fil eNode
[I-D.ietf-jmap-fil enode] data types, corresponding to the WebDAV-
based protocols such as Cal DAV [ RFC4791], CardDAV [ RFC6352], and
WebDAV fil e storage. Servers MJST enforce that WebDavMet adat a
objects are only created for parent types that correspond to WbDAV
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resources. Attenpts to create WebDavMet adata objects with
i nappropri ate parent Type val ues MAY be rejected with an
"invalidProperties" SetError.
The @ype (Section 2.2.1.1) property val ue MJST be "WbDavMet adat a".
2.2. Properties
2.2.1. Common Properties
2.2.1.1. @ype
Type: String (nmandatory)
This specifies the type that this object represents. The all owed
val ue differs by object type and is defined in Sections
Section 2.1.1, Section 2.1.2, and Section 2.1.3.
2.2.1.2. id
Type: 1d (server-set)

The id of the Metadata object. This identifier is unique within the
scope of the account and is assigned by the server upon creation.

2.2.1.3. parentType
Type: String (nmandatory)
The JMAP data type of the object to which this Metadata object is
attached, e.g., "Email", "ContactCard", "Mailbox", "Cal endarEvent".
The parent Type determ nes the kind of object identified by the
parentld property.

2.2.1.4. parentld
Type: Id (mandatory)
The id of the JMAP object to which this Metadata object is attached.
This id MJUST correspond to a valid object of the type specified in
parent Type within the sane account.

2.2.1.5. isPrivate

Type: Bool ean (default: false)
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I ndi cates whether the Metadata object is private to the authenticated

user or shared anong all users with access to the parent object. |If
true, the Metadata object represents user-specific netadata that is
visible only to the user who created it. |If false or omtted, the

Met adat a obj ect is considered shared and can be accessed by other
users with appropriate perm ssions on the parent object, as defined
in Access Control (Section 5).

The isPrivate property enabl es per-user netadata on shared objects.
Mul tiple users may each have their own private Metadata objects
associated with the sane parent object and netadata type. Wen a
client queries for Metadata objects with isPrivate: true, the server
MUST return only those private Metadata objects that were created by
the currently authenticated user. Private Metadata objects created
by other users MJST NOT be visible to the authenticated user, even if
they have access to the parent object.

Internally, the server may store multiple private Metadata objects
for the same conbi nation of parentType, parentld, and @ype (one for
each user who has set private netadata). However, fromthe
perspective of any given authenticated user, there is at nost one
visible private Metadata object for each parent-type

conbi nati on—specifically, the private Metadata object that they
thensel ves created. O her users’ private Metadata objects for the
same parent object and type are not visible to them

For shared Metadata objects (isPrivate: false), there is at nbst one
Met adat a obj ect per conbi nation of parentType, parentld, and @ype,
and it is visible to all users with appropriate pernissions on the
parent obj ect.

For | mapMet adata objects, this property determ nes whet her the
met adata corresponds to | MAP entries under the "/private/" or
"/shared/" prefix hierarchy.

2.2.1.6. Vendor-Specific Properties

Vendors MAY add additional properties to Metadata objects to support
their customfeatures or requirenents. To prevent nam ng conflicts,
the nanes of vendor-specific properties MIST be prefixed by a domain
nane controlled by the vendor followed by a colon, e.g.,

exanpl e. com custonField or vendor.org:internal State. The use of
domai n nane prefixes ensures gl obal uniqueness and allows multiple
vendors to extend the nmetadata schema w t hout interference.

If the value of a vendor-specific property is itself a Metadata

obj ect (nested object), it either MJST include an @ype property to
identify its type, or the property definition MIST explicitly specify
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that a type designator is not required for that particular property.
If atype is specified for a nested vendor-specific object, the type
nanme MJST al so be prefixed with a domain nane controlled by the
vendor, e.g., exanple.com Customvket adat aType.

Vendors are strongly encouraged to register any new property val ues
or extensions that are useful to other systens as well, rather than
use a vendor-specific prefix. Registration with |IANA or
docunentation in public specifications enhances interoperability and
al | ows broader adoption of useful netadata extensions.

Server inplenentations MIST preserve vendor-specific properties that
they do not recogni ze when updating Metadata objects, unless the
update explicitly renoves those properties. This ensures that

met adata from one vendor’s client is not inadvertently | ost when
another client (or the server itself) nodifies other properties of
the Met adata obj ect.

Annot ati on type Metadata objects MJST all ow vendor-specific
properties to be added beyond the common properties defined above.
This extensibility nmechani sm enabl es vendors and third-party
applications to store custom netadata w thout requiring
standardi zati on of every use case.

2.2.2. |lmapMetadata Properties

In addition to the conmon Met adata object properties (Section 2.2.1),
an | mnapMet adata obj ect has the follow ng properties:

2.2.2.1. netadata
Type: [String]String (default: {})

The | MAP METADATA extensi on [ RFC5464] defines a nechanismfor clients
to store and retrieve arbitrary key-val ue netadata associated with

| MAP nai | boxes. Metadata entries are organized in a hierarchica
nanespace with two top-Ilevel prefixes: "/private/" for per-user
private metadata and "/shared/" for netadata shared anong all users
with access to the nail box.

This property contains the key-value pairs of | MAP netadata entries
associ ated with the mail box. The keys in this map represent | NMAP
met adata entry nanes with the "/private/" or "/shared/" prefix
renoved. The values are the correspondi ng netadata val ues as
strings. The interpretation of keys depends on the value of the

i sPrivate property:
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* |If isPrivate is true, the keys represent netadata entries under
the "/private/" prefix. For exanple, a key "comrent" with val ue
"I nmportant mail box" corresponds to the | MAP netadata entry
"/private/comment” with that value. A key "vendor/exanpl e.conml
setting" would correspond to "/private/vendor/exanpl e. conl
setting".

* |If isPrivate is false, the keys represent netadata entries under
the "/shared/" prefix. A key "comment"” with value "Team mail box"
woul d correspond to "/shared/ coment”. For exanple, if an
| mapMet adat a obj ect has isPrivate set to true and the netadata
property contains {"coment": "My notes", "vendor/acne.exanpl e/
color": "blue"}, this represents | MAP netadata entries "/private/
comrent” with value "My notes" and "/private/vendor/acne. exanpl e/
color” with value "blue".

Servers MJST ensure that the | MAP net adata nanmespace conventions are
preserved. Wen retrieving | MAP netadata, servers SHOULD strip the
"Iprivate/" or "/shared/" prefix based on the isPrivate property

val ue. When setting | MAP netadata through this interface, servers
MJUST prepend the appropriate prefix before storing the entry in the
| MAP net adat a store.

Enpty string values are pernitted and represent | MAP netadata entries
that exist but have no value. To delete an | MAP netadata entry
through this interface, clients should renove the correspondi ng key
fromthe nmetadata map entirely.

2.2.3. WebDavMetadata Properties

In addition to the conmon Metadata object properties (Section 2.2.1),
an WebDavMet adat a obj ect has the foll owi ng properties:

2.2.3.1. netadata
Type: [String]String (default: {})

WebDAV [ RFC4918] defines "dead properties” as arbitrary properties
set by clients on WDbDAV resources. Unlike "live properties” which
have their senmantics enforced by the server, dead properties are
stored and returned verbati mw thout server interpretation. Dead
properties are identified by XM. expanded nanes, which consist of a
nanespace URI and a | ocal nane.
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3.

3.

This property contains the key-val ue pairs of WbDAV dead properties
associated with the resource. The keys MIJST be in the expanded- nane
format: "{namespace-uri}local name". For exanple, a property with
nanespace URI "http://exanple.comns" and | ocal nane "priority" would
be represented as the key "{http://exanple.com ns}priority".

The values are the string representations of the dead properties.
For properties that contain sinple text content, the value is that
text content. For properties that contain conplex XM structure or
content that cannot be directly represented as a sinple string, the
val ue MJST be the serialized XM. representation of the property’s
content. The serialization SHOULD preserve the XM. structure
including elements, attributes, and nanespaces, but typically
excludes the outer property element itself (since the property name
is already represented in the key).

For exanple, a WbDavMet adata obj ect m ght have a nmetadata property
cont ai ni ng:

{
"{http://exanmpl e.conns}priority”: "high",
"{http://exanpl e.com ns}revi ewedBy": "alice@xanpl e.cont,
"{DAV: }di spl aynane": "Project Docunents",
"{http://exanpl e. com ns} conpl exdat a":
"<i t emrp<name>Test </ name><val ue>123</val ue></itemp"
}

This represents four WbDAV dead properties: three with sinple text
content and one with XM. structure serialized as a string.

Servers MJST preserve the nanespace and | ocal nanme structure of
WebDAV properties. Wen synchronizing between JMAP and WebDAV
interfaces, servers MJST nmaintain consistency such that setting a
property through one interface makes it visible through the other
interface (subject to server support for wite operations).

The XM serialization format allows round-trippi ng of conplex WebDAV
properties through the JMAP interface. Cients that need to work
with structured WbDAV properties can parse the XML string values to
access the internal structure.

Met adat a Met hods
1. Metadatalset

This is a standard "/set" nethod as described in Section 5.2 of
[ RFC8620] .
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The Metadatal/set nethod enforces a uni queness constraint to ensure
consi stent netadata managenent. Fromthe perspective of an

aut henti cated user, their account MJST NOT contain nultiple visible
Met adat a objects with the sane conbi nati on of parent Type, parentld,
@ype, and isPrivate values. This constraint ensures that for any
gi ven parent object and netadata type, the user sees at npst one
private Metadata object (their own) and at nost one shared Metadata
obj ect .

For shared nmetadata (isPrivate: false), the server MJST enforce
gl obal uni queness: only one shared Metadata object nmay exist for each
conbi nation of parent Type, parentld, and @ype across all users.

For private metadata (isPrivate: true), the server MJIST enforce per-
user uni queness: each user may have at npbst one private Metadata

obj ect for each conbination of parentType, parentld, and @ype. The
server internally may store nultiple private Metadata objects for the
same parent-type conbination (one per user), but each user can only
see and nodify their own.

If aclient attenpts to create a Metadata object that would viol ate
this uni queness constraint for the authenticated user, the server
MUST reject the create operation with an "invalidProperties”

SetError. The SetError SHOULD include a description indicating that
a Metadata object with the specified conbination of properties

al ready exists. Cients that wish to nodify existing nmetadata shoul d
use the update operation rather than attenpting to create a
duplicate.

Simlarly, if an update operation would change the parent Type,
parentld, @ype, or isPrivate properties such that the resulting

Met adat a obj ect would conflict with an existing object visible to the
aut henti cated user, the server MIJST reject the update with an
"invalidProperties" SetError.

If the maySet Private capability is false for the account and a client
attenpts to create or update a Metadata object with isPrivate: true,
the server MJST reject the operation with a "forbidden" SetError.

Servers SHOULD enforce quota |linmts when processi ng Metadat a/ set
requests. |If a create or update operation would cause the account’s
met adata storage to exceed its quota, the server MJST reject the
operation with an "overQuota" SetError. The SetError MAY incl ude
additional information about the quota limt and current usage in its
description property. Qota enforcement is discussed further in
Section 6.
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Servers MJST validate that the parent Type and parentld val ues
reference a valid existing object of the appropriate type. |If the
parent object does not exist or the parent Type is not recognized, the
server SHOULD reject the operation with an "invalidProperties”
SetError, with the "properties" field including "parentType" and/or
"parentld" as appropriate.

For | mapMet adata objects, servers MJST verify that the parent Type is
"Mai |l box" (Section 2 of [RFC8621]). For WebDavMet adat a obj ects,
servers MJST verify that the parentType is one of the supported
WebDAV- backed types (Calendar [I-D.ietf-]jmp-cal endars],

Cal endarEvent [1-D.ietf-jnmap-cal endars], AddressBook [ RFC9610],
Contact Card [ RFC9610], FileNode [I-D.ietf-jmap-fil enode], or other
appropriate types as defined by the server).

3.2. Metadatal/ get

This is a standard "/get" method as described in Section 5.1 of
[ RFC8620]. The "ids" argument MAY be null to fetch all Metadata
objects in the account at once.

3.3. Metadat a/ changes

This is a standard "/changes" nethod as described in Section 5.2 of
[ RFC8620] .

3.4. Metadatal/query

This is a standard "/query" nmethod as described in Section 5.5 of
[ RFC8620] .

3.4.1. Filtering

A *FilterCondition* object has the follow ng properties, any of which
may be onmitted:

*@ype*: String[]
Only Met adata obj ects whose @ype property value is in the
specified array are returned. This allows filtering for specific
nmet adata types, for exanple, to retrieve only Annotation objects
or only | napMetadata objects.

*parent Type*: String
Only Metadata obj ects whose parent Type is equal to the specified
value are returned. This is useful for retrieving netadata
associated with a particular JVAP data type, such as all netadata
on Enail objects.
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3.

3.

4.

5.

*parentlds*: 1d[]
Only Metadata objects whose parentld is in the specified array are
returned. This allows retrieving nmetadata for a specific set of
parent obj ects.

*i sPrivate*: Bool ean
Only Metadata obj ects whose isPrivate property matches the
specified value are returned. This allows filtering to retrieve
only private nmetadata (true) or only shared netadata (fal se).

*text Match*: String
Only Met adata obj ects whose vendor-specific string properties
contain the specified text are returned. The match SHOULD be
case-insensitive and SHOULD | ook for the text anywhere within the
property values. Servers MAY extend this to match agai nst
standard properties as well, but MJST at m ni num search vendor -
specific properties. The exact matching algorithmis
i mpl ement ati on-defi ned, but servers SHOULD docunent their behavior
for this filter.

2. Sorting

The foll ow ng properties SHOULD be supported for sorting:
*  @ype

*  parent Type

* parentld

* jsPrivate

Met adat a/ quer yChanges

This is a standard "/ queryChanges" nethod as described in Section 5.6
of [ RFC8620].

St andard Met hod Extensions

Thi s specification extends the standard JMAP net hods for existing
data types to support netadata operations. These extensions allow
clients to retrieve and nanage netadata al ongsi de the prinmary data
objects in a unified, efficient manner.
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4.1. /get

Thi s extensi on enhances the standard "/get" method defined in
Section 5.1 of [RFC8620] for all JMAP data types specified in the
dat aTypes capability. The extension adds netadata retrieva
capabilities to any supported data type's /get nmethod (e.g., Email/
get, Mail box/get, Contact/get).

The foll owi ng additional arguments are defined for the extended /get

met hod:

*met adat aTypes*: String[]|null (default: []) A list of netadata
object type identifiers (@ype values) to retrieve for the
requested objects. |If not provided or an enpty array is provided,
no nmetadata is returned. If null is specified, all netadata is
returned. |If one or nore type identifiers are specified, the

server returns netadata objects of those types associated with the
requested objects. Servers MJST support this argunment for al
data types listed in the dataTypes capability.

*met adat aProperties*: String[]|null (default: null) A list of
nmet adata property nanes to include in the returned netadata
objects. If null, all properties of the netadata objects are
returned. |f specified, only the requested properties are
included in the response. The @ype and parentld properties MJST
al ways be included in netadata objects even if not explicitly
requested, as they are necessary to correlate netadata with their
parent objects and identify the nmetadata type. This argunent
follows the same senantics as the properties argunent in the
standard /get nethod. Servers MJST support this argunent for al
data types listed in the dataTypes capability.

The response to an extended /get method includes the follow ng
addi tional property:

*met adata*: Metadata[] (default: [])
An array of Metadata objects associated with the objects returned
inthe list property. The nmetadata array contains only those
met adat a obj ects whose parentld corresponds to an object id in the
i st response and whose @ype nmatches one of the types specified
in the netadataTypes request argunent. |f netadataTypes was nul
or enpty, this property is an enpty array or may be omtted. The
parentld property of each netadata object allows clients to
correlate metadata with their parent objects.

If a requested parent object does not have any netadata of the

specified types, it sinply will not have corresponding entries in the
met adat a array.
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4.2. [set

Thi s specification extends the standard "/set"” method defined in
Section 5.3 of [RFC8620] for all JMAP data types to ensure proper
nmet adata |ifecycl e managenent.

When an object is destroyed through a /set method (e.g., Enmil/set
with a destroy operation), the server MJST automatically delete all
associ ated Metadata objects. This includes both private and shared
nmet adat a, regardl ess of which user created them This cascading
del etion ensures that netadata does not beconme orphaned when its
parent object is renoved.

The automatic deletion of nmetadata applies to all metadata types
(Annot ati on, | mapMetadata, WbDavMetadata, and any other registered
nmet adata types) associated with the destroyed object.

Servers SHOULD NOT generate separate Metadatal/set responses or state
changes for automatically del eted metadata. The deletion is
considered an inmplicit consequence of destroying the parent object.
However, servers MAY enmit push notifications or update netadata state
strings to reflect that netadata has been deleted, if such
notifications would otherwi se occur for explicitly del eted netadata.

Clients do not need to nanually del ete netadata before destroying
parent objects, and attenpting to do so would be inefficient. The
server handl es nmetadata cl eanup automatically.

If an error occurs during parent object deletion that prevents the
destruction fromconpleting, the associated netadata MJUST NOT be
deleted either, maintaining referential integrity.

5. Access Control

Access control for Metadata objects is determined by the isPrivate
property and the perm ssions on the parent object. This nodel
ensures that metadata access aligns with the access control of the
obj ects bei ng annot at ed.

For private Metadata objects (isPrivate: true), only the

aut henti cated user who created the Metadata object can read or nodify
it. Private nmetadata is isolated to the creating user and is not
visible to other users regardl ess of their perm ssions on the parent
object. This allows users to maintain personal annotations on shared
obj ects wi thout exposing themto collaborators or other users wth
shared access.

De Gennaro Expires 2 June 2026 [ Page 17]



I nternet-Draft JMAP (bj ect Met adata Noverber 2025

When processi ng Met adata/ get or Metadatal/query requests, the server
MJUST filter private Metadata objects to return only those created by
the currently authenticated user. Private Metadata objects created
by other users MJUST NOT be included in the response, even if those
ot her users have access to the sanme parent objects.

When processi ng Met adata/set requests for private Metadata objects,
the server MJST verify that the user has appropriate access to the
parent object (at mnimum read access to create private annotations
onit). However, the user does not need wite access to the parent
object to create or nodify their own private netadata about it.

For shared Metadata objects (isPrivate: false), access is governed by
the perm ssions of the parent object. Users who have permission to
read the parent object can also read shared Metadata objects
associated with it. Users who have perm ssion to nodify the parent
obj ect can also nodify shared Metadata objects associated with it.

For shareabl e JMAP object types as defined in Section 4 of [RFC9670]
and type-specific specifications, the server MIST enforce access
control based on the mayRead and mayWite properties (or equival ent
perm ssion indicators) of the parent object when processi ng Metadata/
get and Met adata/ set requests on shared Metadata objects.

Specifically:

* A Metadatal/get request for a shared Metadata object MJST only
succeed if the requesting user has read pernission (nmayRead: true
or equivalent) on the parent object.

* A Metadatal/set request that creates or updates a shared Metadata
obj ect MJUST only succeed if the requesting user has wite
perm ssion (mayWite: true or equivalent) on the parent object.

* A Metadatal/set request that destroys a shared Metadata object MJST
only succeed if the requesting user has wite pernission on the
parent object (sone servers nay require additional perm ssions for
del etion).

* For private Metadata objects, the server MJST verify that the
requesting user has at |east read access to the parent object
before allowing creation, and that the user is the creator of the
private Metadata object before all owi ng updates or del etion.
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If a user attenpts to access a Metadata object but |acks the
necessary perm ssions, the server MJST reject the request with a
"forbidden" error at the nmethod | evel, or include a "forbidden"
SetError in the not Created/ not Updat ed/ not Destroyed response for the
specific object in Metadatal/set operations.

If the maySet Private capability is false and a user attenpts to
create a private Metadata object, the server MIUST reject the request
with a "forbidden" SetError, regardless of their perm ssions on the
par ent obj ect.

Servers SHOULD enforce these access control rules consistently across
all Metadata operations. Wen a user’s pernissions on a parent

obj ect change (for exanple, when sharing is revoked), the visibility
of shared Metadata objects associated with that parent MJST change
accordingly. Private Metadata objects remmin accessible only to
their creator regardl ess of perm ssion changes on the parent object.

It is RECOWENDED that servers provide clear error nmessages when
access is denied, indicating whether the issue is |lack of perm ssion
on the parent object, attenpting to access another user’s private
met adata, or |ack of permission to create private netadata in the
account .

6. Quota

Servers SHOULD enforce quota limts on the total storage consuned by
Met adat a obj ects within a JMAP account. Unbounded net adata storage
could lead to resource exhaustion and denial of service conditions.
Quota enforcenment ensures fair resource allocation anbng users and
protects server resources

Servers that support the JMAP Quotas extension [ RFC9425] SHOULD
integrate netadata storage into the quota framework defined in that
specification, allowing clients to query current netadata quota usage
and limts through the standard Quota API. Servers that do not
support [RFC9425] SHOULD still enforce inplenmentation-defined linits
on metadata storage and reject operations that woul d exceed those
limts with an "overQuota" SetError

The nethod for calculating the size of a Metadata object is

i npl ement ation-specific, as different server architectures nay have
different storage characteristics. However, the follow ng approach
i s RECOVMMENDED for consistency and predictability:

Cal cul ate the size of a Metadata object as the size of its CBOR

[ RFC8949] serialized representation in bytes. CBOR provides a
conpact binary encoding of structured data simlar to JSON, and using
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CBOR size as the quota netric provides a consistent nmeasure that is

i ndependent of the server’s internal storage format. This approach
accounts for all property names and val ues, including vendor-specific
properties, in a standardi zed way.

When a Met adat a/ set operation woul d cause the account to exceed its
met adata quota, the server MIST reject the operation with an
"overQuota" SetError. The SetError SHOULD include a descriptive
message i ndicating that the netadata quota has been exceeded.
Servers MAY include additional information in the description, such
as the current quota usage, the quota Iimt, and the size of the
rejected operation.

Quota enforcement applies to both create and update operations.
Creating a new Metadata obj ect consunes quota, and updating an
exi sting object may increase quota usage if the update adds or
enl arges properties. Destroying a Metadata object MIST free the
quot a consuned by that object.

7. Exanpl es

Thi s section provides practical exanples denonstrating common
met adat a managenent scenari os.

7.1. Creating a Miilbox with Annotation
Thi s exanpl e shows how to create a new JVMAP Mai |l box and associ ate an

Annot ati on object with vendor-specific properties in a single
request.
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["Mil box/set", {
"account|d": "A12345",

"create": {
"new- mai | box": {
"nanme": "Project Al pha",
"parentld": null,
"role": null
}
1 "C]-"] ’

"Met adata/set", {
"account | d": "A12345",
"create": {
"new- et adata": {
"@ype": "Annotation",
"parent Type": "Mail box",

———

"parentld": "#new mail box",
"isPrivate": true,
"acme. exanpl e. com col or": "bl ue",
"acme. exanpl e.compriority": "high",
"acre. exanpl e. com project": {
"@ype": "acne.exanpl e.com Projectlnfo",

"projectld": "ALPHA-2024",
"deadl ine": "2024-12-31",
"teani: "Engineering"

7.2. Retrieving a Mailbox with Metadata
Thi s exanpl e shows how to retrieve the created nailbox along with its
associ ated Annotation netadata in a single request using the extended
/ get et hod:

Request :
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["Mil box/get", {
"account | d": "Al12345",
"ids": ["MB789"],
"properties": ["nane", "parentld", "role"],
"nmet adat aTypes": ["Annotation"],
"met adat aProperties": ["acne. exanpl e.com col or",
"acme. exanpl e.compriority"]

b, "e3']
]
Response:
["Mil box/get”, {
"account | d": "Al12345",
"state": "mlO1",
"list": [
{
"id": "MB789",
"name": "Project Al pha",
"parentld": null,
"role": null
}
"metadata": |
{
"parentld": "MB789",
"@ype": "Annotation",
"acne. exanpl e. comcol or": "bl ue",
"acme. exanpl e.compriority": "high"
}
I,
"not Found": []
b, "e3']
]

7.3. Attaching Photography Metadata to a Fil eNode

Thi s exanpl e denponstrates using a _fictional _registered

Phot oMet adata type to attach photography information to Fil eNode
[I-D.ietf-jmap-fil enode] objects. The PhotoMetadata type is assuned
to be an | ANA-regi stered nmetadata type specifically designed for
phot ogr aphi ¢ dat a.

Request :
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["Fil eNode/set", {
"account|d": "A12345",

"update": {
"F456": {
"name": "l ake-island.jpg"
}
}
}, "el'],

["Metadat a/ set”, {
"account | d": "Al12345",
"create": {
"photo-neta": {
"@ype": "PhotoMetadata",
"parent Type": "Fil eNode",
"parentld": "F456",
"isPrivate": false,
"geolLocation": ({
"latitude": 46.362,
"l ongi tude": 14.090

}

amer aMake": " Canon",
"cameraMbdel ": "EOCS R5",
"aperture": "f/2.8",
"shutter Speed": "1/250",
"iso": 400,
"focal Length": "50mfi,
"dat eTaken": "2023-10-01TO01: 14: 002",
"i mageSi ze": {
"wi dth": 6000,
"hei ght": 4000

Retrieving a Fil eNode with Phot ography Mt adata

Request :
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["Fil eNode/get", {
"account | d": "Al12345",
"ids": ["F456"],
"nmet adat aTypes": ["Phot oMetadata"],
"nmet adat aProperties": null
b, "3
]

Response:
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["Fil eNode/get", {
"account|d": "A12345",
"state": "f201",

"list": |
{
"id": "F456",
"name": "l ake-island.jpg",
"type": "inmage/jpeg",

"size": 2458624,

"bl obl d": "Gabc123def 456",

"parentld": "fol der789",

"createdDate": "2024-07-15T20: 00: 00Z",
"nodi fi edDat e": "2024-10-20T15: 30: 00Z"

}
1,
"metadata": |
{
"id": "photoneta99",
"@ype": "PhotoMetadata",
"parentld": "F456",
"geolLocation": {
"latitude": 46.362,
"l ongi tude": 14.090
b
"camer aMake": " Canon",
"canmer aMbdel ": "EGCS R5",
"aperture": "f/2.8",
"shutter Speed": "1/250",
"iso": 400,
"focal Length": "50mfi,
"dat eTaken": "2023-10-01TO01: 14: 002",
"i mageSi ze": {
"wi dth": 6000,
"hei ght": 4000
}
}
1,
"not Found": []
b, me3]

]

8. Security considerations

2025

The netadata managenent capabilities defined in this specification

i ntroduce several security considerations that inplenmenters and
depl oyers nust address to protect user data and prevent abuse.
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8.1. Metadata Confidentiality

Met adat a obj ects may contain sensitive information, including
personal notes, workflow states, application-specific data, and other
user-generated content. Servers MJST enforce the access contro
mechani sms defined in Access Control (Section 5) to prevent

unaut hori zed di scl osure of netadat a.

Private netadata (isPrivate: true) contains information intended only
for the authenticated user who created it. Servers MJST ensure that
private netadata is never exposed to other users through any
interface, including JVAP, | MAP, WebDAV, or any other supported
protocols. FEach user’s private nmetadata nust remain isolated from
all other users, even those who have full access to the parent

obj ect .

The per-user nature of private netadata introduces inportant

i npl ementati on considerations. Since nultiple users may each have
their own private Metadata objects for the sane parent object and

met adata type, servers nust carefully track which user created each
private Metadata object. Wen processing queries or retrieva
requests, servers MJST filter results to include only the private

met adata belonging to the currently authenticated user. Failure to
properly inplenment this filtering could result in serious privacy
breaches where one user’s private notes or annotations are exposed to
ot her users.

Shared netadata visibility is tied to the perm ssions of the parent
object. Servers MJST consistently enforce these perm ssions across
all access nethods. When sharing perm ssions on a parent object
change, the visibility of associated shared nmetadata MJST change
accordingly. Servers should be cautious about caching nmetadata in
ways that could bypass updated perm ssion checks.

For servers that bridge JVMAP netadata to | MAP METADATA or WebDAV
properties, special care nust be taken to ensure that the visibility
and access control semantics are correctly nmapped between protocols.
| MAP private netadata (entries under "/private/") must map to JMAP
private metadata for the authenticated user. Access control on
WebDAV properties nmust align with JMAP shared netadata perm ssions
Servers nust ensure that the per-user isolation nodel is maintained
when netadata is accessed through different protocol interfaces.

8.2. User ldentity and Authentication

The private netadata nodel relies critically on accurate user
aut hentication and identity managenment. Servers MJST:
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* Reliably identify the authenticated user for all netadata
operati ons

* Maintain accurate association between private Metadata objects and
their creating users

* Prevent authentication bypass or identity spoofing that could
all ow access to other users’ private netadata

* Handl e account del egation or admnistrative access carefully to
ensure private nmetadata i s not inadvertently exposed
(admini strators accessi ng an account on behalf of a user should
not see other users’ private nmetadata on shared objects)

Servers that support account del egation, inpersonation, or

adm ni strative access features nust carefully consider whether

del egat ed access should include visibility into the account owner’s
private nmetadata, and should provide controls to Iimt such access
when appropri ate.

8.3. Injection Attacks Through Vendor-Specific Properties

The extensibility nmechanismthat all ows vendor-specific properties
i ntroduces potential security risks if not properly handl ed.
Mal i cious clients could attenpt to inject harnful content through
vendor - speci fic properties, including:

* Script injection: Enbedding executable code in netadata properties
that mght be rendered in a web context w thout proper
sanitization

*  XM/JSON injection: Crafting property values that coul d break
parsing or processing |logic

* Path traversal: Using specially crafted property names to attenpt
unaut hori zed file system access

* SQ@ injection: If netadata is stored in SQ. databases, unsanitized
property values could lead to SQ injection vulnerabilities

Servers MJST treat all vendor-specific property values as untrusted
user input. Wen storing, processing, or displaying netadata,
servers and clients MJST:

* Validate property names conformto the specified format (domain-
nane prefix followed by colon and property nane)

De Gennaro Expires 2 June 2026 [ Page 27]



I nternet-Draft JMAP (bj ect Met adata Noverber 2025

* Sanitize property values before use in any context where
interpretation could occur (HTM. rendering, script execution,
dat abase queries, etc.)

* Apply appropriate output encodi ng when displaying netadata to
users

* Enforce length linmts on property nanmes and val ues to prevent
resource exhaustion

* Reject or sanitize properties containing control characters or
other potentially harnful content

For WebDavMet adat a obj ects, special attention nmust be paid to the
serialized XML content in property values. Servers MJST:

* Validate that XML content is well-forned before storage

* Sanitize XML to renove potentially harnful constructs (scripts,
entity expansions, external entity references)

* Apply appropriate XM. entity encodi ng when processing or
di spl ayi ng the content

* | npl ement protections agai nst XML external entity (XXE) attacks
and XML bonb attacks

Clients that display netadata to users MJST treat netadata content as
untrusted and apply appropriate security neasures, such as Content
Security Policy restrictions, HTM sanitization, and context-
appropriate escapi ng.

8. 4. Resour ce Exhaustion and Deni al of Service

Wt hout proper controls, netadata nanagenent features could be abused
to cause resource exhaustion or denial of service:

* Storage exhaustion: Attackers could create excessive nmetadata to
consunme storage quota or server resources. The per-user private
nmet adata nodel anplifies this risk since nultiple users could each
create private netadata on the sanme shared objects.

* Processing exhaustion: Conplex nested vendor-specific properties

or deeply nested object structures could consunme excessive CPU or
menory during processing
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* Query conplexity: Expensive nmetadata queries, particularly those
involving private netadata filtering across many users, could
strain server resources

Servers SHOULD i npl enent the quota nechanisns described in Section 6
tolimt total netadata storage per account. Additionally, servers
SHOULD:

* Enforce the maxDepth |limt on nested vendor-specific properties

* | nplerment tinmeouts for netadata operations to prevent |ong-running
queri es

* Apply rate limting to netadata creation and nodification
operati ons

* NMbonitor for unusual patterns of netadata usage that might indicate
abuse (e.g., one user creating private netadata on unusually | arge
nunbers of objects)

* Inplenent reasonable limts on the size of individual property
val ues

* Consider inplenenting separate quota tracking for private vs.
shared netadata to prevent abuse

Servers MAY reject nmetadata creation or updates that appear abusive,
returning appropriate SetError responses.

8.5. Protocol Bridging Risks

For servers that bridge JVMAP netadata to | MAP METADATA or WebDAV
properties, inconsistencies or vulnerabilities in the bridging |ogic
could lead to security issues:

* Perm ssion bypass: Differences in perm ssion nbdels between
protocols could be exploited to gain unauthorized access. For
exanpl e, | MAP and WebDAV may have different concepts of private
vs. shared netadata that must be carefully reconcil ed.

* Metadata corruption: |Inproper format conversion could corrupt
met adata or enable injection attacks. Special care is needed when
converting between JMAP's JSON representation, IMAP's string
val ues, and WebDAV' s XM. properti es.
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* Information | eakage: Protocol -specific netadata might
i nadvertently be exposed through the bridgi ng nechanism For
instance, internal | MAP server entries or WDbDAV |live properties
shoul d not be exposed as JMAP net adat a.

* Synchroni zation inconsistencies: Race conditions or inproper
| ocki ng when synchroni zi ng netadata across protocol boundaries
could lead to data corruption or access control violations.

Servers that inplement protocol bridging MIST carefully validate the
security properties of their bridging inplenentation and ensure that
the nost restrictive applicable access control is enforced. The per-
user isolation nodel for private netadata nust be maintained
consistently across all protocol interfaces.

For read-only | mapMetadata and WebDavMet adat a access, servers shoul d
clearly docunent this limtation to prevent client confusion and
ensure that clients do not assunme nodification capabilities that are
not actually avail abl e.

8.6. Server Vulnerabilities

| npl enent ati ons nust be robust against nal formed requests and
unexpected data. Servers MJST

* Validate all input according to the type specifications in this
docunent

* Handl e JSOV XM. parsing errors gracefully wi thout exposing server
internal s

* Protect against integer overflow, buffer overflow, and other
common vul nerabilities when processing netadata

* Properly handle the per-user filtering of private netadata to
prevent information | eakage

* | mpl enent proper database indexing and query optimzation to
handl e private netadata filtering efficiently even with |arge
nunbers of users and objects

* Log security-relevant events (authentication failures,
aut horization failures, suspicious patterns, attenpts to access
other users’ private metadata) for nonitoring and incident
response
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8.7. dient Vulnerabilities

Clients that inplenent netadata managenent nust al so consi der
security:

* Cdients MIST validate server responses and handl e unexpected or
mal f ormed data graceful ly

* (Cients SHOULD warn users before displaying potentially sensitive
nmet adata, particularly when displaying shared netadata that mni ght
have been created by other users

* Cients MIUST NOT execute or interpret metadata content as code
unl ess the user explicitly requests it and appropri ate sandboxi ng
is in place

* (Cients accessing netadata through web browsers should utilize
security features such as Content Security Policy

* Cients should clearly distinguish between private and shared
metadata in the user interface to prevent users frominadvertently
sharing private information

* \When parsing XM. content from WebDavMet adata properties, clients
must use secure XM parsers and di sabl e dangerous features |ike
external entity resolution

9. | ANA considerations
9.1. JMAP Capability Registration for "netadata"

IANA will register the "nmetadata" JMAP Capability as foll ows:

*Capability Nanme:* urn:ietf:parans:|nmp: net adat a

*Speci fication docunent:* this docunent

*| nt ended use:* conmon

*Change Controller:* | ETF

*Security and privacy considerations:* this docunent, Section 8

9.2. JMAP Data Type Registration for "Metadata"

IANA will register "Metadata" in the "JMAP Data Types" registry as
fol | ows:
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*Type Nane:* Met adat a

*Can reference blobs:* no

*Can Use for State Change:* yes
*Capability:* urn:ietf:parans:nmap: net adat a
*Speci fication docunent:* this docunent

9.3. Creation of the "JMAP Metadata Properties" Registry

| ANA has created the "JVAP Metadata Properties” registry to allow
interoperability of extensions to JVMAP Metadata objects.

This registry follows the Expert Review process ([ RFC8126],
Section 4.5). If the "Intended Usage" field is conmmon, sufficient
docunentation is required to enable interoperability. Prelimnary
community review for this registry is optional but strongly

encour aged.

A registration can have an intended usage of common, reserved, or
obsolete. ITANA w Il list registrations with a common usage
designation prom nently and separately fromthose with other intended
usage val ues.

A reserved registration reserves a property nanme w thout assigning
semantics to avoid nanme collisions with future extensions or protocol
use.

An obsolete registration denotes a property that is no | onger
expected to be added by up-to-date systens. A new property has
probably been defined covering the obsol ete property’s senantics.

The JMAP Met adata property registration procedure is not a fornal
standards process but rather an administrative procedure intended to
all ow community comment and check it is coherent w thout excessive
time delay. It is designed to encourage vendors to docunment and
regi ster new properties they add for use cases not covered by the
original specification, leading to increased interoperability

9.3.1. Prelimnary Community Review
Notice of a potential new registration SHOULD be sent to the JMAP
mailing list jmap@etf.org (nmailto:jmap@etf.org) for review This
mailing list is appropriate to solicit comunity feedback on a
proposed new property.

Property registrations nust be nmarked with their intended use:
"comon", "reserved", or "obsolete".
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The intent of the public posting to this list is to solicit comments
and feedback on the choice of the property nane, the unanbiguity of

the specification docunment, and a review of any interoperability or

security considerations. The submtter may subnmit a revised

regi stration proposal or abandon the registration conpletely at any

tinme.

9.3.2. Change Procedures

Once a JMAP Met adata property has been published by | ANA, the change
controller may request a change to its definition. The sane
procedure that would be appropriate for the original registration
request is used to process a change request.

JMAP Met adata property registrations may not be del eted; properties
that are no |l onger believed appropriate for use can be decl ared

obsol ete by a change to their "intended usage" field; such properties
will be clearly marked in the I ANA registry.

Signi ficant changes to a JMAP Metadata property’s definition should
be requested only when there are serious omissions or errors in the
publ i shed specification, as such changes nay cause interoperability
i ssues. When review is required, a change request nmay be denied if
it renders entities that were valid under the previous definition
invalid under the new definition.

The owner of a JMAP Metadata property may pass responsibility to
anot her person or agency by informng IANA; this can be done without
di scussi on or review.

9.3.3. "JMAP Metadata Properties" Registry Tenplate

*Property Name*:
This is the nane of the property. The property nane MUST NOT
al ready be registered for any of the object types listed in the
"Property Context" field of this registration. Qher object types
MAY al ready have registered a different property with the sane
nane; however, the same name SHOULD only be used when the
semanti cs are anal ogous.

*Property Type*:
This is the type of this property, using type signatures, as
specified in Section 2.2.1.1. The property type MJST be
registered in the "JMAP Metadata Types" registry.

*Property Context*:

This is a conma-separated |ist of JMAP Metadata object types this
property is allowed on.
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*Ref erence or Description*:
This is a brief description or RFC nunber and section reference
where the property is specified (omtted for "reserved" property
nanes).

*| nt ended Usage*:
This may be "common", "reserved", or "obsol ete".

*Change Controller*:
This is who may request a change to this entry's definition (IETF
for RFCs fromthe | ETF stream.

9.3.4. Subnmit Request to | ANA

Regi stration requests can be sent to iana@ ana. org
(rmailto:iana@ ana. org).

9.3.5. Designated Expert Review

The primary concern of the designated expert (DE) is preventing name
col lisions and encouraging the submtter to docunent security and
privacy considerations. For a conmopbn-use registration, the DEis
expected to confirmthat suitable docunentation, as described in
Section 4.6 of [RFC8126], is available to ensure interoperability.
That documentation will usually be in an RFC, but sinple definitions
are likely to use a web/w ki page, and if a sentence or two is deened
sufficient, it could be described in the registry itself. The DE
shoul d al so verify that the property nane does not conflict with work
that is active or already published within the ETF. A published
specification is not required for reserved or obsol ete registrations.

The DE will either approve or deny the registration request and
publish a notice of the decision to the JMAP Ws mailing list or its
successor, as well as informIANA. A denial notice nust be justified
by an explanation, and, in the cases where it is possible, concrete
suggesti ons on how the request can be nodified so as to becone

accept abl e shoul d be provided.

9.3.6. Initial Contents for the "JVMAP Metadata Properties" Registry
The following table lists the initial entries of the "JVAP Mt adat a
Properties" registry. Al properties are for cormon use. Al RFC

section references are for this document. The change controller for
all these properties is "I ETF".
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Tabl e 1:

9. 4.

Initial

JMAP (bj ect Met adata

Cont ext

Annot at i on,
| mapMet adat a,
WebDav Met adat a

Annot at i on,
| mapMet adat a,
WebDavMet adat a

Annot ati on,
| mapMet adat a,
WebDavMet adat a

Annot at i on,
| mapMet adat a,
WebDav Met adat a

Annot at i on,
| mapMet adat a,
WebDav Met adat a

| mapMet adat a,
WebDavMet adat a

Regi stry

Creation of the "JMAP Metadata Types"

Regi stry

Novenber 2025

Ref erence or |
Descri ption |

Section
2.2.2.1,

Section 2.2.3.1 |

Contents of the "JMAP Metadata Properties"”

| ANA has created the "JVMAP Metadata Types" registry to avoid nane

collisions and provide a conplete reference for all
used for JMAP Metadata property val ues.
the sane as for the "JMAP Metadata Properties" registry,

in Section 9.3.

9.4.1.

*Type Nane*:

"JMAP Met adata Types"

the nane of the type

*Appl i cabl e Data Types*:

De CGennaro

Regi stry Tenpl ate
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met adat a types
The registration process is
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a list of JMAP data type nanes that this netadata type can be
associated with, or "any" if the netadata type can be associ ated
with any JVAP data type

*Ref erence or Description*:
a brief description or RFC nunber and section reference where the
Type is specified (may be omtted for "reserved" type nanes)

*| nt ended Use*:
common, reserved, or obsolete

*Change Controller*:
who may request a change to this entry’'s definition (I ETF for RFCs
fromthe | ETF stream

9.4.2. Initial Contents for the "JVAP Metadata Types" Registry

The following table lists the initial entries of the JVAP Met adata
Types registry. Al properties are for common use. Al RFC section
references are for this docunent. The change controller for all
these properties is "I ETF".

[ s s e el st
| Type Nane | Applicable Data Types | Reference or |
| | | Description |
| Annotation | any | Section |
| | | 2.1.1 |
o a o o m e e e aa oo s oo s +
| I mapMet adat a | Mail box | Section |
| | | 2.1.2 |
oo o - o e e e e e e oo o S +
| WebDavMet adata | Cal endar, Cal endarEvent, | Section |
| | AddressBook, 2.1.3 |
| | ContactCard, FileNode | |
o a o o e e e e e e e e oo s oo s +

Table 2: Initial Contents of the "JMAP Metadata Types”
Regi stry
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