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Abst ract

Thi s docunent specifies an extension to the JSON Meta Application
Protocol (JMAP) for Mail to enable sharing of mail boxes between
users. Building upon the JMAP Sharing framework defined in

[ RFC9670], this specification extends the Mil box data type defined
in [RFC8621] with properties necessary to configure and manage access
perm ssions for shared nail boxes. The extension introduces a new
capability that indicates server support for mail box sharing and
defines the additional properties required to share mail boxes with
other principals, including the ability to control which users may
access a nail box and what perm ssions they possess.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 28 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

JMAP ([ RFC8620] — JSON Meta Application Protocol) is a generic

protocol for synchronizing data, such as mail, cal endars or contacts,

between a client and a server. It is optimzed for nobile and web
environnments, and ains to provide a consistent interface to different
data types

[ RFC8621] defines JMAP for Muil, which provides a data nodel for
accessing, organizing, and nmanagi ng emai|l messages and mai | boxes.
The specification enables clients to efficiently synchronize mai
data with servers and includes support for nail box hierarchies,
nmessage threadi ng, and vari ous nmmil operations.

[ RFC9670] subsequently standardi zed JMAP Sharing, which defines a
framework for sharing data between users in collaborative
environments. The specification introduces the Principal data type
to represent entities (individuals, teanms, or resources) and
establ i shes a consistent nodel for defining shared access to data
through the use of access control properties.
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However, [RFC8621] was published prior to the standardi zati on of the
JMAP Sharing franmework in [ RFC9670], and therefore does not

i ncorporate the sharing nodel into the Miilbox data type. This
creates a gap in the ability to share mail boxes using the

st andardi zed JMAP sharing nechani sns.

Thi s docunent bridges that gap by defining how the Mil box object
defined in [ RFC8621] is extended to support the sharing franmework
established in [RFCO670]. This extension enables users to share
their mail boxes with other principals using a consistent sharing
nodel that can be applied uniformy across different JMAP data types.
The specification defines the necessary properties, permssions, and
capability advertisenments to enable interoperable mail box sharing

i mpl enent ati ons.

1.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

1.2. Addition to the Capabilities hject

The capabilities object is returned as part of the JMAP Session
obj ect; see Section 2 of [RFC8620]. This document defines one
additional capability URI.

1.2.1. wurn:ietf:parans:jmp: mail:share

This capability indicates server support for sharing mail boxes as
defined in this specification. Wen a server advertises this
capability, it signifies that the Miil box data type has been extended
with the sharing properties defined in Section 4 of [RFC9670] and
that clients may use these properties to configure mail box sharing
with other principals.

The value of this property in the JMAP Session "capabilities”
property is an enpty object.

The value of this property in an account’s "account Capabilities"”
property is an enpty object.
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2

Mai | box Shari ng

According to Section 4 of [RFC9670], shareable data types MJST define
three specific properties to participate in the JMAP sharing
framewor k: isSubscribed, nyRights, and shareWth. These properties
enabl e users to control whether they wish to see shared data,
under st and what perm ssions they have, and configure who the data is
shared with, respectively.

In addition to these three properties, shareable data types SHOULD
define a pernmission within the rights object that indicates whether a
user has the authority to share the object with others. This

perm ssion controls access to nodifying the shareWth property.

The Muil box object defined in Section 2 of [RFC8621] already includes
the i sSubscri bed and nyRi ghts properties, as mail box subscription and
access control were integral features of the original nail
specification. However, the specification did not include the
shareWth property or define a perm ssion for sharing rights.

Thi s specification extends the JVMAP Mail box object defined in
[ RFC8621] to include the shareWth property as defined bel ow

*shareWth*: |d[MilboxRights]|null (default: null) This is a map
configuring who the mail box is shared with, or null if it is not
shared with anyone. Each key in the map is the id of a Principa
with whom the mail box is shared. The value for each key is the
set of access rights that Principal has for the mailbox. The
account id for the Principals may be found in the
urn:ietf:parans:jmap: principal s:owner capability of the Account to
whi ch the mail box belongs. The Principal to which this mail box
bel ongs MUST NOT be in the map. The property may only be nodified
if the user has the mayShare right.

This specification also extends the JVMAP Mi |l boxRi ghts obj ect defined
in Section 2 of [RFC8621] to include the nayShare property as defined
bel ow. For servers that al so support | MAP [ RFC3501], this property
corresponds to the | MAP ACL "a" right as defined in [ RFC4314]:

*mayShar e*: Bool ean
The user nay nodify the shareWth property for this nmail box. For
servers supporting | MAP access to the sane data, this corresponds
to the | MAP ACL "a" right defined in [ RFC4314], which grants the
ability to adm ni ster access control lists.
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3. Security Considerations

Al'l security considerations described in [RFC8621] and [ RFC9670]
apply to this specification. Additional considerations specific to
mai | box sharing are detail ed bel ow.

3.1. Access Control Enforcenent

Servers inplementing this specification MIST strictly enforce access
control s when sharing nail boxes. Wen a user has access to a shared
mai | box, the server MJST ensure that the user can only perform
operations permtted by their assigned rights. As specified in
Section 9.5 of [RFC8621], servers MJST treat any data the user does
not have perm ssion to access as if it did not exist. This principle
extends to shared nail boxes: a user with partial access to an account
MUST NOT be able to infer the existence of nmil boxes or nessages they
do not have perm ssion to access.

3. 2. Interaction with | MAP ACLs

Servers that provide both JVMAP and | MAP [ RFC3501] access to the sane
mai | store should carefully consider the interaction between JVAP
sharing perm ssions and | MAP ACLs [ RFC4314]. The mappi ng between
JMAP Mai | boxRi ghts and | MAP ACL rights nust be consistent and clearly
docunented. When a nmil box is shared through either interface, the
per m ssions MJST be properly reflected in the other interface to
prevent security vulnerabilities arising frominconsistent access
control enforcement.

Particular attention nust be paid to the mayShare right and | MAP ACL
"a" right mapping. Servers MJST ensure that granting the mayShare
perm ssion through JMAP correctly corresponds to granting the "a"
right in IMAP, and vice versa. Any discrepancies in permssion
semantics between the two protocols could lead to privilege
escal ati on or unintended access.

3.3. Unaut horized Sharing

As noted in Section 6.2 of [RFC9670], sharing data wth another user
can allow an attacker who gains transitory access to an account to
establish persistent access by configuring sharing with an attacker-
controlled principal. Servers inplenmenting nmail box sharing SHOULD
consi der requiring additional authentication or confirmati on when
sharing perm ssions are nodified, particularly when addi ng new
principals to the shareWth map or granting el evated perm ssions such
as mayShare.
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Servers MAY inplenment audit |ogging of sharing configuration changes
to enabl e detection of unauthorized nodifications. Admnistrators
SHOULD be provided with tools to nonitor and review sharing
configurations across accounts.

3.4. Information Disclosure Through Error Messages

3.

3.

Servers must be cautious not to leak information about the existence
of mail boxes or their sharing status through error nessages. Wen a
user attenpts to access or nodify a nail box they do not have

perm ssion to access, the server SHOULD return the sane error
response as it would if the nail box did not exist, rather than

i ndicating that access was denied. This prevents users from

enuner ating shared mail boxes they do not have access to.

Simlarly, when a user attenpts to share a mailbox with a principa
they do not have permission to share with, error nessages shoul d not
reveal whether such restrictions exist or details about the target
princi pal .

5. Resour ce Exhausti on

Servers SHOULD inplenent limts on the nunber of principals with whom
a single nail box nmay be shared to prevent resource exhaustion

attacks. Servers MAY also inplement rate linmting on sharing
configuration changes to nitigate denial -of-service attacks through
excessive nodifications to sharing perm ssions.

As described in Section 6.3 of [RFC9670], servers should be prepared
to handl e scenari os where users create nmany sharing-related state
changes, which could generate nunerous ShareNotification objects.
Servers SHOULD i npl enent appropriate resource limts and notification
coal esci ng strategies.

6. Privilege Escal ation

Servers MJST ensure that users cannot escalate their own privil eges

t hrough mani pul ati on of sharing pernissions. For exanple, a user who
has been granted limted access to a mail box MUST NOT be able to
grant thensel ves additional perm ssions by nodifying the shareWth
property unless they have been explicitly granted the nayShare right.

The owner of a mailbox (the Principal associated with the account
contai ning the mail box) always has inplicit full rights to the
mai | box. This ownership MJUST NOT be transferable through the sharing
mechani sm and the owner MUST NOT appear in the shareWth map.
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4. |1 ANA considerations
4.1. JMAP Capability Registration for "mail:share”
IANA will register the "mail:share" JVMAP Capability as foll ows:

*Capability Name:* urn:ietf:parans:jmp: mail:share

*Speci fication docunent:* this docunent

*I ntended use:* common

*Change Controller:* | ETF

*Security and privacy considerations:* this docunent, Section 3
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