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Abst ract

The JMAP base protocol (RFC8620) provides the ability to upl oad and
downl oad arbitrary binary data. This binary data is called a "bl ob",
and can be used in all other JMAP extensions.

Thi s extension adds a nethod to expose blobs as a fil esystem al ong
with the types of netadata that are provided by other renpote
fil esystem protocol s.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

JMAP ([ JMAP-CORE] — JSON Meta Application Protocol) is a generic
protocol for synchronizing data between a client and a server. It is
optinized for nobile and web environnments, and ains to provide a
consistent interface to different data types.

In the same way that JMAP Cal endars ([ JMAP- CALENDARS]) repl aces
Cal DAV ([ CALDAV]) and JMAP Contacts ([ JMAP- CONTACTS]) repl aces
Car dDAV ([ CARDDAV]), this docunent replaces the use of WebDAV
([ WEBDAV] ) for renote fil esystem access.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

2. Addition to the Capabilities Object

The capabilities object is returned as part of the JMAP Session
obj ect; see [JMAP-CORE], Section 2

Thi s docunent defines an additional capability URI.

2.1. wurn:ietf:paranms:jmp:fil enode
The capability urn:ietf:paranms:jmp:fil enode being present in the
"account Capabilities" property of an account represents support for
the Fil eNode datatype. Servers that include the capability in one or

nmore "account Capabilities" properties MJST al so include the property
in the "capabilities" property.
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The value of this property in the JMAP session "capabilities"
property MJUST be an enpty object.

The value of this property in an account’s "account Capabilities"
property is an object that MJST contain the followi ng information on
server capabilities and perm ssions for that account:

*

maxFi | eNodeDept h: " Unsi gnedlint|nul I

The maxi mum depth of the Fil eNode hierarchy (i.e., one nore than
t he maxi mum nunber of ancestors a Fil eNode may have), or null for
no limt.

maxSi zeFi | eNodeNane: "Unsi gnedl nt”

The maxi mum |l ength, in (UTF-8) octets, allowed for the name of a
Fil eNode. This MJST be at |east 100, although it is reconmended
servers all ow nore

f or bi ddenNaneChars: "String|null"

A string where each character is forbidden in FileNode nanmes. |If
null, the server does not restrict nanme characters beyond the
requi renent that names be non-enpty Net-Unicode strings. The
server MJST reject names containing any of these characters with
an "invalidProperties" error.

for bi ddenNodeNanes: "String[]|null"

An array of conplete nanmes that the server will not accept as

Fi | eNode names, conpared case-insensitively. For example, [".",
o0, "CON', "PRN', "AUX', "NUL"] would forbid comon path-
traversal names and Wndows reserved device nanes. |If null, the
server does not forbid any specific nanes.

fileNodeQuerySortQptions: "String[]"

A list of all the values the server supports for the "property"
field of the Conparator object in a "FileNode/query" sort (see
"Fi | eNode/ query"” below). This MAY include properties the client
does not recognise (for exanple, custom properties specified in a
vendor extension). Cients MJST ignore any unknown properties in
the list.

mayCr eat eTopLevel Fi | eNode: "Bool ean”
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2

1.

1.

If true, the user nay create a Fil eNode (see "Fil eNode/ set" bel ow)
in this account with a null parentld. (Perm ssion for creating a
child of an existing FileNode is given by the "nyRi ghts" property
on that Fil eNode.)

webTrashUrl: "String|null"

The URL at which the folder with the "trash" role can be viewed on
the web. If null, there is no web URL avail abl e.

casel nsensi ti veNanes: "Bool ean"”

If true, the server treats file names as case-insensitive for al
nanme col lision checks, including the sibling uniqueness constraint
and onExi sts handling. The server preserves the original case as
provi ded by the client.

webUr | Tenpl ate: "String|null”

A templ ate by which any node can be viewed on the web, in URl
Templ ate (level 1) format [URI - TEMPLATE]. The avail able variable
is {id}, which is the FileNode id. If null, there is no web URL
avai | abl e.

webWiteUrl Tenplate: "String|null"

A URI Tenplate (level 1) [URI -TEMPLATE] for witing content to a
file node. The available variable is {id}, which is the Fil eNode
id. If null, direct HTTP wites are not supported and clients
must use FileNode/set to update content. See "Direct HTTP Wite"
bel ow for the HTTP semanti cs.

Capabi lity Exanpl e
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{
"urn:ietf:parans:jmap:fil enode": {

"maxFi | eNodeDept h": 50,

"maxSi zeFi | eNodeNane": 255,

"fil eNodeQuerySort Options": [

"nanme", "type", "size", "created", "nodified",
"nodeType", "tree"

1,

"forbi ddenNanmeChars": "/<>:\"\\|?2*",

"forbi ddenNodeNanes": [".", "..", "CON', "PRN', "AUX",
“NUL", "COwD", "CowmL", "COw", "COws", "COw", "COwb",
"COws", "cawr", "cow", "Ccow", "LPTO", "LPT1", "LPT2",
"LPT3", "LPT4", "LPT5", "LPT6", "LPT7", "LPT8", "LPT9"

1,

"casel nsensitiveNanes": false,

"mayCr eat eTopLevel Fi | eNode": fal se,

"webTrashUrl": "https://files.exanple.conltrash",

"webUr| Tenpl ate": "https://files.exanple.conlview {id}",

"webWiteUrl Tenplate": "https://files.exanple.comwite/{id}"

}
}

3. FileNode Data Type
A FileNode is a set of metadata which behaves sinmlarly to an inode
ina filesystem |In [WEBDAV] term nology a Fil eNode can refer to
either a collection or a resource.

The foll owi ng JMAP Met hods are selected by the
urn:ietf:paramnms:jmap:fil enode capability.

3.1. FileNode objects
The filenode object has the foll owi ng keys:
* id: "Id" (immutable; server-set)
The 1d of the Fil eNode.
* parentld: "Id|null"
The 1d of the parent node, or null if this is a top |evel node.
* nodeType: "String" (immutable; default: server-inferred)
The type of node. Values are registered in the "JVAP Fi |l eNode

Types" registry (see | ANA Considerations). This docunent defines
the follow ng values: "file", "directory", and "symink". This is
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i mut abl e after creation. |f not provided on creation, the server
infers the type: "file" if blobld is non-null, "symink" if target
is non-null, "directory" otherwi se. Attenpting to change nodeType

after creation is an "invalidProperties" error.
* blobld: "Id|null"

The bl obld for the content of this node. MJST be non-null for
file nodes (including zero byte files). MJST be null for
directory and symink nodes. Creating or updating a file node to
have a null blobld is an "invalidProperties" error. Updating the
bl obl d replaces the node’'s content; the server MJST update size to
mat ch the new blob. A blob referenced by a Fil eNode MJUST NOT be
expired or garbage collected by the server while the Fil eNode

exi sts.

* target: "String[]]|null"

The target path for symink nodes, as an array of path el enents.
MJUST be non-null for syminks. MJST be null for file and
directory nodes. Each elenent is a node nane in the path. An
enpty string as the first elenment indicates an absolute path from
the root of the tree; otherwise the path is relative to the
symink’s parent. An element of ".." refers to the parent
directory. The target is not required to resolve to an existing
node (syminks may dangle). The target is nutable — updating it
changes where the synlink points.

* size: "Unsignedlint|null" (server-set)

The size in bytes of the associated blob data. This MJST be nul
for directory and symink nodes, and non-null for file nodes.
Size is optional on create and update, but if provided it MJST
mat ch the size of the provided blobld. [If the client updates

bl obld wi thout providing size, the server sets size fromthe new
bl ob and returns the size in the "updated" response.

*  pame: "String"

User-visible name for the FileNode. This MJST be a Net-Uni code
string [UNI CODE] of at least 1 character in length, subject to the
maxi mum si ze given in the capability object. There MJST NOT be
two sibling FileNodes with both the same parent and the sane nane.
The server MJIST reject nanmes containing any character listed in

f or bi ddenNaneChars, or matching any entry in forbi ddenNodeNanes
(case-insensitively), with an "invalidProperties" error. See

I mpl enent ati on Consi derations for guidance on which characters and
names to forbid.
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* type: "String|[null"
The nedia type of the FileNode. This MJST be null for directory
and sym ink nodes, and non-null for file nodes. Valid values are
found in the | ANA nedia-types registry. Servers MJST NOT reject
medi a types that are not recognised. Servers MJST reject nedia
types if the value does not conformto the ABNF of [ MEDI ATYPE]
Section 4. 2.

* created: "UTCDate" (default: current server tine)
The date the node was creat ed.

* nodified: "UTCDate|null" (default: current server tine)

The date the node was | ast updated. The server does not

automatically update this value. |If the client does not include
nmodified in an update, the server MJST |eave it unchanged. |If the
client sets nodified to null, the server MIST set it to the
current server tine. See |Inplenmentation Considerations for usage
gui dance

* accessed: "UTCDate|null" (default: current server tine)

The date the node was | ast accessed. As with nodified, the server
does not automatically update this value; clients SHOULD provide
an updat ed val ue when appropriate. |If not included in an update,
the server MUST | eave it unchanged. |If set to null, the server
MUST set it to the current server tine.

* changed: "UTCDate" (server-set)
The date the server |ast recorded a change to any property of this
node. The server MJST automatically update this val ue whenever
any property of the node is nodified, including blobld, nane,
parentld, shareWth, executable, and all other nutabl e properties.
This is not settable by clients.

* executable: "Boolean" (default: false)

If true, the node should be treated as an executabl e by operating
systens that support this flag.

* isSubscribed: "Bool ean" (default: true)
This property is stored per user, and if true, the node should be

di splayed to the current user. Sone servers may not allow this
field to be changed for sone or all nodes, e.g. only for
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3.

3.

2.

2.

1.

directories, or only for nodes on which the shareWth ACL is
actually set for this user, not nodes which inherit their ACL from
a parent.

myRi ghts: "Fil esRi ghts" (server-set)

The set of rights (ACLs) the user has in relation to this node. A
*Fi | esRi ght s* object has the foll owi ng properties:

- mayRead: Bool ean The user may read the properties and bl ob
content of this node.

- mayAddcChi | dren: Bool ean The user may create child nodes in this
directory.

- mayRenane: Bool ean The user may renane or nove this node.

- mayDel ete: Bool ean The user may destroy this node.

- mayMdi fyContent: Bool ean The user nay update the content-
rel ated properties of this node (blobld, type, target,

nodi fi ed, accessed, executable).

- mayShare: Bool ean The user nay change the sharing of this node
(see [JNMAP- SHARI NG ) .

shareWth: "Id[FilesRights]|null"

A map of userld to rights for users this node is shared with. The
owner of the node MJUST NOT be in this set. This is null if the
user requesting the object does not have nyRi ghts.mayShare, or if
the node is not shared with anyone.

role: "String|null"

An indication that this directory has a special role. The role
MUST be null for files. A node with the "root" role should have a
null parentld. dients MJST ignore unrecognised rol e val ues.

Val ues are registered in the "JMAP Fil eNode Rol es" registry (see

I ANA Consi derations).

Fi | eNode Met hods

Fi | eNode/ get

This is a standard Foo/get nethod, with the follow ng additional
request argunent:
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* fetchParents: "Bool ean" (default: false)

If true, the server returns all ancestor nodes of the requested
ids in addition to the requested nodes thenselves. This allows a
client to reconstruct the full path to each requested node in a
single call. Ancestor nodes that have already been included
(either because they were explicitly requested or because they are
ancestors of multiple requested nodes) are not duplicated. The
ancestors are returned as additional entries in the list array.

3.2.2. Fil eNode/ changes
This is a standard Foo/ changes mnet hod.
3.2.3. FileNode/set
This is a standard Foo/set nethod, with the follow ng differences:

Since parentld creates a tree structure, an attenpt to nove a node to
a parent for which this node is also an ancestor is an error, and an
i nval i dProperties error will be returned.

A server MJST order creation and del etion operations within a single
Fi | eNode/ set such that the sibling name uni queness constraint is
retained at the end of the transaction, but replacing an existing
file can be done atomcally.

There are these additional top |evel argunents:
* onDestroyRenoveChil dren: "Bool ean" (default: false)

If false, an attenpt to destroy a Fil eNode which is the parentld
of another FileNode will be rejected with a nodeHasChil dren error
NOTE: if all the child nodes are being destroyed in the sane
operation, then the server MJUST NOT return this error. Servers
MUST either sort the destroys children before parents, or only
check this constraint on the final state, renmenbering that JMAP
set operations must be atomic.

If true, then all child nodes will also be destroyed when a node
is destroyed. Wen deleting child nodes, the server MJST include
the ids of all deleted nodes in the nmethod response.

* onkxists: "String|null" (default: null)
If null, an attenpt to create or update a Fil eNode whi ch woul d

cause a nane collision will be rejected by the server with an
"al readyExi sts" error
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If "replace", the existing itemw |l be destroyed. In this case,
the server MJST include the id of the replaced itemin the
destroyed response list. NOTE: if the replaced itemis a
directory which has children, then the server MJST respond with a
nodeHasChil dren error to this action unless
onDestroyRenmoveChil dren is true.

If "renane"”, the server will change the "nanme" field to not clash,
using an algorithmof its choice. |If the server changes the name,
it MJUST include the new "nane" value in the created or updated
response field for this id.

compar eCasel nsensitively: "Bool ean" (default: false)

If true, name collision checks (including onExists handling) treat
nanes as case-insensitive for this request. This has no effect if
the server already has casel nsensitiveNanmes set to true inits
capability. This allows clients syncing to case-insensitive
platforns to prevent nane collisions that would be problematic on
those pl atforns.

Errors (in addition to standard SetError codes from [ JMAP- CORE]):

*

3.2.4.

Thi

"al readyExi sts" — a create or update would cause a nane collision
with an existing sibling FileNode, and onExists is null. The

Set Error object MJST include an existingld property with the id of
the existing Fil eNode.

"invalidProperties" — an attenpt was nade to nove a node to a
descendant of itself, creating a cycle in the tree.

"nodeHasChil dren" — a destroy was attenpted on a Fil eNode that has
children, and onDestroyRenoveChildren is false.

Fi | eNode/ copy

s is a standard Foo/copy function with the sane additional top-

| evel argunents as Fil eNode/ set, onDestroyRenoveChil dren and
onExi sts, with the sanme behavi our

Errors: the sane additional errors as Fil eNode/set apply.

3.2.5.

Thi

Fi | eNode/ query

s is a standard Foo/ query mnethod except for the foll ow ng:

There's one nore property to the query:
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* depth: "Unsignedlint|null"

The nunber of |evels of subdirectories to recurse into. | f
absent, null, or zero, do not recurse.

The following filter criteria are defined:
* isTopLevel: "Bool ean”

If true, the node nust have a null parentld to natch the
condi ti on.

* parentld: "Id"

2026

A FileNode id. A node nust have a parentld equal to this to match

t he condition.

* ancestorld: "Id"

A FileNode id. A node nmust have an ancestor (parent, parent of

parent, etc.) with an id equal to this to match the condition.
* descendantld: "Id"

A FileNode id. A node rmust be an ancestor (parent, parent of

parent, etc.) of the node with this id to match the condition.

This is the inverse of ancestorld.

* nodeType: "String"

A node type value. Only nodes with precisely this nodeType match

this condition.
* role: "String"

A role name. Only nodes with precisely this role match this
condi tion.

* hasAnyRol e: "Bool ean”

If true, any node with a defined role matches this condition.

| f

fal se, any node which has a role does not nmatch this condition.

*  blobld: "Id"

A Fil eNode nust have a blobld equal to this to match the
condi ti on.
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* i skExecut abl e: "Bool ean"
If true, the FileNode nust have a true executabl e val ue.
* createdBefore: "UTCDate"

The creation date of the node nust be before this date to match
the condition.

* createdAfter: "UTCDate"

The creation date of the node nust be on or after this date to
mat ch the condition.

*  qmodi fi edBefore: "UTCDate"

The nodified date of the node nust be before this date to match
the condition.

* qnodifiedAfter: "UTCDate"

The nodified date of the node nust be on or after this date to
mat ch the condition.

* accessedBefore: "UTCDate"

The accessed date of the node nust be before this date to match
t he condition.

* accessedAfter: "UTCDate"

The accessed date of the node nust be on or after this date to
mat ch the condi tion.

*  mnSize: "Unsignedlint”

The size of the node in bytes nust be equal to or greater than
this nunmber to match the condition.

*  maxSi ze: "Unsignedint”

The size of the node in bytes nust be I ess than this nunber to
mat ch the condition.

*  pame: "String”

A Fil eNode nust have exactly the same octets in its nanme property
to match the condition.
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*

naneMat ch: " String"

Mat ches the _nane_ property of the node using glob syntax. The
foll owi ng special patterns are defined: * matches any sequence of
characters, ? matches any single character, and a pair of brackets
mat ches any single character in the bracketed set (e.g., [abc]

mat ches "a", "b", or "c"; [a-z] matches any | owercase letter;
[tabc] or [~abc] matches any character not in the set). Al other
characters match literally. The match is case-insensitive.

type: "String"

A Fil eNode nust have exactly the same octets in its type property
to match the condition.

typeMatch: "String"

Mat ches the _type_ property of the node using the sane gl ob syntax
as _naneMatch_.

body: "String"

Mat ch the content of the referenced bl ob, see the definition of
_body_in section 4.4.1 of [JMAP-MAIL]. The server nay use any
technol ogy to extract neaningful text fromthe blob for searching,
or interpret the string in any way, to choose the nodes that it
bel i eves the user wants to see.

text: "String"

I's equivalent to _body OR _nanmeMatch_ OR _typeMatch_.

al so supports the follow ng additional sort properties:

tree:

Sort by tree; which neans by nanme, but any directory/collection
node is imediately foll owed by the recursive application of the
same sort to its child nodes. This is simlar to the output of
the find conmand on a filesystemw th the depth paraneter provided
above.

nodeType:

Sort by node type. Directories sort first, then syminks, then
files.

t ype:
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Sorts directories first, and sorts by nedia type for files
3.2.6. Fil eNode/ queryChanges
This is a standard Foo/ queryChanges net hod.

4. Direct HTTP Wite

When the server advertises a webWiteUrl Tenplate, clients can update
a file node’s content directly via HITP wi thout using FileNode/set.
The URL is constructed by expanding the tenplate with the Fil eNode
id. Thisis only valid for file nodes (those with a non-nul

bl obl d); requests targeting directory nodes MJIST be rejected with an
HTTP 400 st at us.

The client MJST have mayMdi f yCont ent perm ssion on the node.
Requests wi thout sufficient perm ssion MJUST be rejected with an HTTP
403 status. Authentication uses the sanme mechani smas ot her JMAP
HTTP endpoi nt s.

4.1. PUT

A PUT request replaces the entire content of the node. The request
body is the new content. The Content-Type header sets the nedia type
of the node.

On success, the server MJST update the node’s bl obld, size, and type
properties, and return an HTTP 200 response with a JSON body:

"bl obl d": "Bnewbl 0b123",
"size": 48576,
"type": "text/plain"

4.2. PATCH

A PATCH request applies a partial nodification to the node’s current
content. The Content-Type of the request indicates the patch fornmat.
The supported patch formats are those listed in the
support edPat chTypes capability of [JMAP-BLOBEXT] (e.g., application/
x-rdiff-delta, application/x-bsdiff, text/x-diff). The server
applies the delta to the node’s current blob to produce the new
content.
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On success, the server MJST update the node’s bl obld and size
properties. The type is not changed unless the client includes an X-
Fi | eNode- Type header, in which case the server MJST update the node’s
type to the header value. The response is an HTTP 200 with the sane
JSON body as PUT:

"bl obl d": "Bpatched456",
"size": 49152,
"type": "text/plain"

}

Servers that do not support a given patch format MJST respond with
HTTP 415 (Unsupported Media Type).

5. Access Contro

Since nodes create a tree, ACLs created by shareWth automatically
apply to children as well, so if mayRead is set on a node, all its
child nodes are also readable. The myRights property on every node
reflects the derived rights for the current user, taking inheritance
into account.

When a shareWth change on a node causes the derived nmyRights to
change for any descendant, the server MJST report those descendants
as changed in Fil eNode/ changes responses. The server SHOULD NOT
report descendants whose derived nyRi ghts did not actually change,
but MAY do so if it cannot efficiently determ ne whether the derived
val ues differ.

If a server does not support changi ng access on non-directory nodes,
it can set mayShare to fal se on those nodes, even if the parent
directory has true.

Nodes which are not "discoverable" MJST return notFound errors if
fetched with Fil eNode/get and MJST NOT be returned in response to
Fi | eNode/ query. Nodes are discoverable in one of two ways:

1. If the node or an ancestor of the node has mayRead true.
2. If the node is an ancestor of a node which has mayRead true.
In the second case, the node itself will have mayRead fal se, and

appears only to give the full path to the visible nodes. This nmeans
that a query with that node as the parent will only return those of
its children which are otherw se di scoverable through the second

di scoverability rule.
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This leads to a sharee seeing the full path to anything that they
have access to, but nothing el se.

E.g. in a unix honedirectory environnent where user Alice had shared
the "forBob" folder, one nmight see, when |ogged in as Bob

/ hone
/alice
/ shar ed
/ f or Bob
filel.jpg
file2.txt

/ bob
bobfil e. t xt

Wiile Alice would see many nore files and folders at the hone
directory | evel

This does lead to potentially |arge changes in the visible Node set,
so when Alice first shared that directory, Bob would have been told
of a large nunber of new Nodes in response to a Fil eNode/ changes
query. The server mght report these as "created" or "updated" — it
is not always possible for the server to know whether a node was
previously visible to the user.

6. Quotas

Servers that support JMAP Quotas ([JMAP- QUOTAS]) SHOULD provi de Quota
objects with "FileNode" in the types array. Both the octets resource
type (total storage used by file node bl obs) and the count resource
type (nunber of FileNode objects) are applicable.

7. Integration with JVMAP Bl ob Extensions

When a server advertises both urn:ietf:paranms:jnmap:fil enode and
urn:ietf:params:jmp: bl obext, the ArchiveEntry object type (defined
in [JMAP-BLOBEXT]) is extended with two additional properties

* nodeld: "lId|null" A FileNode id. When present, the server
popul ates the archive entry fromthe referenced Fil eNode's
properties. The blobld and nane are taken fromthe Fil eNode. The
Fil eNode’'s created and nodified tinestanps map to the archive
entry’s time nmetadata. The FileNode's nyRights (specifically the
mayModi f yContent right) and the executable property informthe
nmode field in the archive entry (e.g., perm ssions and executabl e
bit). If the ArchiveEntry also provides explicit values for any
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of these properties, the explicit values take precedence.
Mutual Iy exclusive with providing blobld directly when the
FileNode is a file.

* recurse: "Boolean" (default: false) Only valid when the referenced
FileNode is a directory. Wen true, the server recursively
includes all children of the directory in the archive. Each child
entry’s name is its full path relative to the directory.

Directory names MJST include a trailing /.

If nodeld references a Fil eNode that the user does not have
perm ssion to read, or that does not exist, the server MJST reject
the Bl ob/convert creation with a not Found Set Error

7.1. Exanples

To archive an entire directory tree rooted at FileNode "dirabc" into
azip file:

json [["Bl ob/convert”, { "accountld": "accountl", "create": {
"nyarchive": { "archive": { "type": "application/zip", "entries": [{
"“nodel d": "dirabc", "name": "/", "recurse": true }] } } } }, "R1"]]

To archive specific files fromdifferent |ocations along with a ful
subdi rectory:

json [["Blob/convert”, { "accountld": "accountl", "create": {
"selective": { "archive": { "type": "application/zip", "entries": [ {
"nodel d": "filenodel", "nane": "README.txt" }, { "nodeld":

"di rnode2", "name": "docs/", "recurse": true } 1 } } } }, "R1"]]

7.2. Extracting Archives into Fil eNodes

When both capabilities are present, the ExtractRecipe (defined in
[ JMAP- BLOBEXT]) is extended with the foll owing additional properties:

* parentNodeld: "Id|null" A FileNode id of a directory. Wen
present, the server extracts the archive contents into this
directory, creating Fil eNode objects for each entry.
Subdirectories in the archive are created as directory Fil eNodes.
File entries become file FileNodes with their blobld set to the
extracted content. The created and nodified tinmestanps are taken
fromthe archive entry netadata. |If the archive entry includes a
mode field, the server SHOULD use it to set the executable
property on the created Fil eNode.
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* onExists: "String|null" (default: null) Controls the behaviour
when an extracted entry would collide with an existing Fil eNode
nanme under the sane parent. The values and semantics are the sane
as for FileNode/set (see above): null rejects with an
al readyExi sts SetError, "replace" destroys the existing node, and
"renane" gives the new node a server-chosen nane.

When parent Nodeld is set, each ArchiveEntry in the response entries
array includes an additional nodeld property containing the id of the
Fil eNode that was created for that entry

I f parentNodeld references a Fil eNode that does not exist, is not a
directory, or for which the user does not have mayAddChil dren

perm ssion, the server MIST reject the Bl ob/convert creation with an
appropriate SetError (notFound, invalidProperties, or forbidden).

7.2.1. Exanple

8.

8.

Extracting a zip file into a directory:

json [["Bl ob/convert”, { "accountld": "accountl", "create": { "el": {
"extract": { "blobld": "Barchivel23", "type": "application/zip",
"parent Nodel d": "dir456" } } } }, "R1"]]

The response includes a nodeld for each created entry:

json [["Blob/convert”, { "accountld": "accountl", "created": { "el":
{ "id": "Barchivel23", "type": "application/zip", "size": 104857,
"entries": [ { "nanme": "docs/", "entryType": "directory", "nodeld":

"node001" }, { "name": "docs/readne.txt", "blobld": "Bdd0o01",
"entryType": "file", "nodified": "2026-03-01T12: 00: 00Z", "node":
"0644", "nodeld": "node002" }, { "name": "docs/l|ogo.png", "blobld":
"Bdd002", "entryType": "file", "nodified": "2026-02-15T09: 30: 002",
"nmode": "0644", "nodeld": "node003" } ] } }, "notCreated": {} },
"RL"]]

I mpl ement ati on Consi der ati ons
1. Modification Timestanps

Clients SHOULD provide an updated nodified val ue when nodifying a
node. This gives clients control over the tinestanp, for exanple
when preserving original nodification tines during file

synchroni zation. Cdients that do not care about preserving

ti mestanps can set nodified to null to have the server use the
current tine.
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Clients may al so choose to update the nodified tinestanp on a parent
directory when moving a child node in or out, to reflect that the
directory’s contents have changed.

8.2. Tinmestanp Precision

The UTCDate type (RFC 3339) supports fractional seconds. Servers
SHOULD i ncl ude sub-second precision in created, nodified, accessed,
and changed tinestanps where their storage backend supports it.
Clients MJST preserve fractional seconds when round-tri pping

ti mestanps back to the server

8.3. Filenane Character Restrictions
Servers shoul d set forbiddenNaneChars and f or bi ddenNodeNanes to
i nclude characters and nanes that are problematic for their storage
backend and for the broadest set of clients.

The foll owi ng characters are probl emati c on comon pl atforns:

* Wndows: <, > =, ", \, |, ?, *, and control characters
(W+0000- U+001F). Wndows al so forhids trailing dots and spaces in
nanes.

* macOs: : (HFS+ | egacy; displayed as / in Finder).
* Linux: the null byte (U+0000).

The foll owi ng nanes are probl enati c:

* Al platfornms: . and .. (path traversal).

*  Wndows: reserved device nanes CON, PRN, AUX, NuUL, COWD-COWB, and
LPTO- LPT9. These are reserved regardl ess of file extension (e.qg.,
"CON.txt" is also forbidden).

A server targeting broad client conpatibility should include at |east
[<>:"\|?* in forbi ddenNaneChars and at least ., .., and the W ndows
reserved nanes in forbi ddenNodeNanes

8.4. Case Sensitivity

W ndows and macOS fil esystens are typically case-insensitive
(treating "Foo" and "foo" as the same nane), while Linux fil esystens
are typically case-sensitive. Cients syncing to case-insensitive

pl atforns shoul d use conpareCasel nsensitively on Fil eNode/ set
requests to prevent creating sibling nodes whose nanes differ only in
case, as these cannot coexist on the target platform
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8.5. Access Tinme Updates

Updating accessed on every file read generates significant API
traffic for little value. Clients are encouraged to use a "relatine"
strategy simlar to nodern PCSI X filesystens: only update accessed if
the current value is older than nodified, or if nore than 24 hours
have el apsed since the | ast accessed update. dients should batch
access tine updates with their next JMAP request rather than naking a
dedi cated call.

9. Security considerations
Al'l security considerations from[JMAP-CORE] apply to this docunent.
9.1. Path Traversa

Clients that reconstruct filesystem paths from Fil eNode hierarchies
MJUST validate the resulting paths and reject any that woul d escape
the intended directory tree. Servers SHOULD include / in

f or bi ddenNaneChars and . and .. in forbi ddenNodeNanes to prevent path
traversal attacks via node nanes

9.2. Synmink Targets

Symink targets are not validated by the server to point to existing
nodes. Cdients that resolve synminks MJST guard agai nst symink

| oops (a symink pointing to an ancestor of itself) and MJST NOT
follow syminks outside the FileNode tree. Servers SHOULD i npose a
limt on the length of target values and MAY reject targets
containing ".." path components.

9.3. Deni al of Service

Deep nesting of FileNodes or very |arge nunbers of children under a
singl e parent can consune significant server resources. Servers
SHOULD enforce reasonable linits via maxFil eNodeDepth and MAY i npose
additional limts on the nunber of children per node. Recursive
operations such as destroying a subtree wi th onDestroyRenoveChil dren
can be expensive; servers SHOULD inpose limts on the size of
subtrees that can be destroyed in a single operation
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9.4. Access Contro
The di scoverability rules defined in this docunent nean that ancestor
nodes of shared content are visible (wth nmayRead fal se) to users who
have access to descendants. Wile these ancestor nodes do not expose
file content, their names and structure may reveal information about
the file hierarchy. Server admnistrators and users sharing content
shoul d be aware of this.
Changes to the shareWth property on a node affect all descendants.
Renovi ng sharing froma parent node will make all descendants
undi scoverable to the affected users, which may be surprising if
those users had been actively working with the shared fil es.

9.5. Content Security
Servers that perform content scanning or nalware detection SHOULD
scan bl obs referenced by Fil eNode objects. The type property is
client-asserted and MJUST NOT be trusted for security decisions;
servers SHOULD i ndependently verify content types where this nmatters.

10. | ANA considerations

10.1. JMAP Capability registration for "fil enode"

I ANA is requested to register the "fil enode" JMAP Capability as
fol | ows:

Capabi lity Name: urn:ietf:parans:jmp:fil enode
Speci fication docunent: this docunent

I nt ended use: conmon

Change Controller: |ETF

Security and privacy considerations: this docunent, Security
Consi derati ons

10.2. JVMAP Error Codes registration for "nodeHasChil dren”

I ANA i s requested to register the "nodeHasChildren" JMAP Error Code
as follows:

JMAP Error Code: nodeHasChil dren

| ntended use: conmmon
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10.

10.

10.

Change Controller: |ETF

Description: The node being destroyed is still referenced by other
nodes whi ch have not been destroyed.

Ref erence: this docunent
3. JMAP Data Types registration for "Fil eNode"

I ANA is requested to register the "FileNode" JMAP Data Type as
fol |l ows:

Type Nanme: Fil eNode

Can Reference Bl obs: Yes

Can Use For State Change: Yes

Capabi lity: urn:ietf:parans:jmp:fil enode

Ref erence: this docunent

4. JMAP Fil eNode Types Registry

I ANA is requested to create a new "JMAP Fil eNode Types" registry with

the following initial values. New registrations are subject to
Speci fication Required ([IANA-GU DELI NES]) .

[ el sy ey
| Type | Description | Reference |
| file | Aregular file with blob content | this docunment |
R T T +
| directory | A collection that may contain | this docunent |
| | child nodes | |
- T . +
| symink | A synmbolic link to another path | this docunent |
| | inthe tree | |
R T T +

Table 1
5. JMAP Fil eNode Rol es Registry
I ANA is requested to create a new "JVMAP Fil eNode Rol es" registry with

the following initial values. New registrations are subject to
Expert Review ([ ANA-GUI DELI NES]) .
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12. Changes

JMAP Fi | eNode

[ s e s e

| Description

[ s

| The base of a filesystem

o e e e e e e e e e e e e e e e e e e e e ==

| A user’'s hone directory

.

| Tenporary space; may be

| cleaned up automatically

o e e e e e e e e e e e e e e e e e e e e e e m =

| Deleted data; nay be renoved

| automatically or manually

.

| Document storage

o e e e e e e e e e e e e e e e e e e e e e e m =

| Downl oaded files

o e e e e e e e e e e e e e e e e e e e e ==

| Audio files

.

| Photos and i mages

o e e e e e e e e e e e e e e e e e e e e e e m =

| Video files

o e e e e e e e e e e e e e e e e e e e e ==
Tabl e 2

create real-world clients to test this

April 2026

EDI TOR pl ease renove this section before publication.

The source of this docunent exists on github at:
https://github. com brong/draft-gondwana-j map-fil enode/

*draft-ietf-jmp

*

RFC 8620 conv
Pronoted Dire

Moved Access

paraneter on

Gondwana

-fil enode- 13*

ention.
ct HTTP Wite to top-level sect

Control before Quotas and integ

Fi | eNode/ set .

Expires 9 Cctober 2026

Reor dered net hods to get/changes/set/copy/ query/ queryChanges per

i on.

rations.

Added casel nsensitiveNanes capability and conpareCasel nsensitively
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*draft-ietf-jmap-fil enode-12*

*

Added sym ink support: nodeType property (file, directory,
symink) with ANA registry, and target property (array of path
el ements) .

Repl aced isFile/isDirectory query filters and sort with nodeType.

Expanded nyRi ghts: replaced mayWite wth mayAddcChil dren,
mayRenane, mayDel ete, mayMdi fyContent.

Added f or bi ddenNameChars and forbi ddenNodeNanes capabilities;
removed hardcoded name restrictions from spec

Added changed (server-set) tinestanp.

Added | npl enent ati on Consi derations section with gui dance on
ti mestanps, access tines, and filenane restrictions.

*draft-ietf-jmap-fil enode-11*

*

Updat ed for bl obext recipe renanes (ExtractRecipe).

*draft-ietf-jmap-fil enode-10*

*

Added Extract Reci pe parent Nodel d extension for extracting archives
directly into Fil eNode trees

*draft-ietf-jmap-fil enode-09*

*

Renarmed hasType filter to isFile and isDirectory (separate
filters).

Renaned hasRole filter to role for consistency.
Defi ned gl ob matching syntax for nanmeMatch/typeMatch
Added fetchParents argument to Fil eNode/ get.

Added descendantld filter to Fil eNode/ query.

*draft-ietf-jmap-fil enode-08*

*

Renmoved imutability restriction on blobld, size, and type — nodes
can now have their content updated via Fil eNode/set.

Added webWiteUrl Tenpl ate capability for direct HTTP PUT/ PATCH
wites to file nodes.
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* Added docunents, downl oads, mnusic, pictures, and videos roles.
* Added Quotas section referenci ng RFC 9425

*draft-ietf-jmap-fil enode-07*

* added webTrashUrl and webUrl Tenplate to the capabilities object
* added capability exanple JSON

* added explicit Errors sections to FileNode/set and Fil eNode/ copy
* fixed typos and spelling errors

* added BCP 14 boilerplate

* fleshed out Security Considerations

* replaced role TODO with | ANA registry

* docunented webUrl Tenpl ate vari abl es

* clarified nodified/ accessed semantics: client-nmanaged with null to
reset to server tine

* clarified blobld constraints and blob lifetine

* docunmented nyRi ghts inheritance and Fil eNode/ changes behavi our
when shareWth changes

* wapped long lines throughout

* added Integration with JVAP Bl ob Extensions section (ArchiveEntry
extension with nodeld and recurse)

*draft-ietf-jmap-fil enode-06*

* Docunented Fil eNode/ copy and detailed that it has the same new
top-1evel keys

*draft-ietf-jmap-fil enode-05*
* Renanmed onDuplicate to onExists for nane alignnent
* added "role" for directories

* added a "TODO' for putting nore restrictions on node nanes
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* changed hasParentld to i sTopLevel with reversed bool ean neani ng
*draft-ietf-jmap-fil enode-04*

*  Documented that blobld, size, and type are imutable after
creation.

* Docunmented that creating a file and deleting the old copy of the
file within a transaction is |egal

* Added onDuplicate top-level option for FileNode/set, giving both
"renanme" and "repl ace" options.

* Updated the definition of shareWth to say that the keys of the
hash are Ids, not arbitrary strings

*draft-ietf-jmap-fil enode-03*

* Added 'text’ and 'body’ searches (added JMAP-MAIL reference as
additional information for body search)

*  Updat ed JMAP- CONTACTS and JMAP- SHARI NG ref erences to published RFC
nunbers rather than draft nanes

* Noted that the server MJST included the nodeids of deleted child
nodes.

* Added isSubscribed

* Renanmed mayAdmin to mayShare to align with other specs
* Described the inheritance of ACLs

*draft-ietf-jmp-fil enode-02*

* Convert to Krandown-RFC fornmat (no intentional changes)
*draft-ietf-jmp-fil enode-01*

* Refreshing draft only

*draft-ietf-jmap-fil enode-00*

* upl oad as a working group docunent

*dr af t - gondwana-j map-fil enode- 01*

* require a blobld for the zero-byte file
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* make size also null for collections
* add nore to the TODO section
* bikeshed; Fil eNode
* correct UTCDate, Unsignedlnt, and nornalised UTF-8.
* add sone fields to the capabilities object
*dr af t - gondwana-j map-fil enode- 00*
* initial proposal
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