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Abst ract

The JMAP base protocol (RFC8620) provides the ability to upl oad and
downl oad arbitrary binary data. This binary data is called a "bl ob",
and can be used in all other JMAP extensions.

Thi s extension adds a nethod to expose blobs as a fil esystem al ong
with the types of netadata that are provided by other renpote
fil esystem protocol s.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 20 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Gondwana Expires 20 April 2026 [ Page 1]



Internet-Draft JMAP Fi | eNode Cct ober 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction
JVMAP ([ JMAP- CORE] — JSON Meta Application Protocol) is a generic
protocol for synchronizing data between a client and a server. It is

optinized for nobile and web environnments, and ains to provide a
consistent interface to different data types.

In the same way that JMAP Cal endars ([ JMAP- CALENDARS]) repl aces
Cal DAV ([ CALDAV]) and JMAP Contacts ([ JMAP- CONTACTS]) repl aces
Car dDAV ([ CARDDAV]), this docunent replaces the use of WebDAV
([ WEBDAV] ) for renote fil esystem access.
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2. Addition to the Capabilities Object

The capabilities object is returned as part of the JMAP Session
obj ect; see [JVMAP-CORE], Section 2

Thi s docunent defines an additional capability URI
2.1. wurn:ietf:paranms:jmp:fil enode

The capability urn:ietf:parans:jmp:filenode being present in the
"account Capabilities" property of an account represents support for
the Fil eNode datatype. Servers that include the capability in one or
nmore "account Capabilities" properties MIST al so include the property
in the "capabilities" property.

The value of this property in the JMAP session "capabilities"
property MJST be an enpty object.

The value of this property in an account’s "account Capabilities"”
property is an object that MJST contain the followi ng information on
server capabilities and perm ssions for that account:

* maxFi | eNodeDept h: "Unsi gnedlnt|nul|"

The maxi num depth of the Fil eNode hierarchy (i.e., one nore than
t he maxi mum nunber of ancestors a Fil eNode may have), or null for
no limt.

*  maxSi zeFi | eNodeNanme: "Unsi gnedl nt"

The maxi mum |l ength, in (UTF-8) octets, allowed for the name of a
Fil eNode. This MJST be at |east 100, although it is reconmended
servers all ow nore

* fileNodeQuerySortOptions: "String[]"

A list of all the values the server supports for the "property"
field of the Conparator object in an "Fil eNode/ query" sort (see
Section XXX). This MAY include properties the client does not

recogni se (for exanple, custom properties specified in a vendor
extension). Cdients MJST ignore any unknown properties in the

list.

*  mayCreat eTopLevel Fi |l eNode: "Bool ean"
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If true, the user nmay create a FileNode (see Section XXX) in this
account with a null parentld. (Permssion for creating a child of
an existing FileNode is given by the "nyRi ghts" property on that
Fi | eNode.)
2.1.1. Capability Exanple
TODO
3. FileNode Data Type
A FileNode is a set of nmetadata which behaves similar to an inode in
a filesystem In [VWEBDAV] term nology a FileNode can refer to either
a collection or a resource.

The foll owi ng JMAP Met hods are selected by the
urn:ietf:parans:jmp:fil enode capability.

3.1. FileNode objects
The fil enode object has the foll ow ng keys:
* id: "Id" (immutable; server-set)
The 1d of the FileNode.
* parentld: "ld|null"”
The 1d of the parent node, or null if this is the root node.
* blobld: "Id|null"

The bl obld for the content of this node, or null if this node is a
collection. NOTE the zero byte file MJST have a non-null bl obld.

* size: "Unsignedlint|null" (server-set)

The size in bytes of the associated blob data. This nust be nul
if, and only if, the blobld is null

* npanme: "String"

User-visible name for the FileNode. This MJST be a Net-Uni code
string [UNI CODE] of at least 1 character in length, subject to the
maxi mum si ze given in the capability object. There MJST NOT be
two sibling Mailboxes with both the same parent and the sane nane.
Servers MAY reject nanes that violate server policy (e.g., nanes
contai ning control characters). Further
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- The nane MUST NOT be "." or ".."
-  The name MUST NOT contain a "/"
* type: "String|null"

The nedia type of the FileNode. This MJST be null if, and only
if, the node does not have a bl obl d.

Valid values are found in the | ANA nedi a-types registry.
Servers MJST NOT reject nedia types that are not recognised.

Servers MJST reject nedia types if the value does not conformto
the ABNF of [ MEDI ATYPE] Section 4.2.

* created: "UTCDate" (default: current server tine)
The date the node was creat ed.
* nodified: "UTCDate" (default: current server tine)

The date the node was | ast updated. NOTE: this is not updated by
the server, clients nust store a new val ue when naki ng changes.

* accessed: "UTCDate" (default: current server tine)
The date the node was | ast accessed. NOTE: this is not updated by
the server, clients nust store a new value. See |nplenentation
Consi derations for comments on the use of this field.

* executabl e: "Bool ean" (default: false)

If true, the node is should be treated as an executabl e by
operating systens that support this flag.

* isSubscribed: "Bool ean" (default: true)

This property is stored per user, and if true, the node should be
di splayed to the current user. Sone servers may not allowthis
field to be changed for sone or all nodes, e.g. only for
directories, or only for nodes on which the shareWth ACL is
actually set for this user, not nodes which inheret their ACL from
a parent.

* nyRights: "FilesRights" (server-set)
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The set of rights (ACLs) the user has in relation to this folder.
A *Fil esRi ghts* object has the follow ng properties:
- mayRead: Bool ean The user may read the contents of this node.

- myWite: Boolean The user nay nodify the properties of this
node, including renanm ng or del eting children.

- mayShare: Bool ean The user may change the sharing of this node
(see [JMAP- SHARI NG )

* shareWth: "String[FilesRights]|null"
A map of userld to rights for users this node is shared with. The
owner of the node MUST NOT be in this set. This is null if the
user requesting the object does not have nyRi ghts. mayShare, or if
the node is not shared with anyone.
3.2. FileNode Mt hods
3.2.1. FileNode/set

Thi

s is a standard Foo/set nethod, except for sone things:
An additional top |evel argunent:
* onDestroyRenoveChil dren: "Bool ean" (default: false)

If false, an attenpt to destroy a Fil eNode which is the parentld
of another FileNode will be rejected with a nodeHasChildren error.
NOTE: if the other nodes are al so been destroyed in the same
operation, then the server MJUST NOT return this error. Servers
must either sort the destroys children before parents, or only
check this constraint on the final state, renenbering that JVAP
set operations nmust be atonmic.

If true, then all child nodes will also be destroyed when a node
is destroyed. Wen deleting child nodes, the server MJST include
the ids of all deleted nodes in the nmethod response.
Further, since parentld creates a tree structure, an attenpt to nove
a node to a parent for which this node is also an ancestor is an
error, and an invalidProperties error will be returned.
3.2.2. Fil eNode/ get

This is a standard Foo/ get nethod.
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3.2.3. Fil eNode/ changes
This is a standard Foo/ changes met hod.
3.2.4. Fil eNode/ query
This is a standard Foo/ query nethod except for the foll ow ng:
There’s one nore property to the query:
* depth: "Unsignedint|null"

The nunber of |evels of subdiretories to recurse into. |If absent,
null, or zero, do not recurse

The following filter criteria are defined:
* hasParentld: "Bool ean”

If true, the node nust have a non-null parentld (i.e. is not a
root node).

* parentld: "Id"

A FileNode id. A node rmust have a parentld equal to this to match
the condition.

* ancestorld: "Id"

A FileNode id. A node nmust have an ancestor (parent, parent of
parent, etc.) with an id equal to this to to match the condition

* hasType: "Bool ean"

If true, the FileNode nust be a file/resource, not a directory/
col l ection.

*  blobld: "Id"

A Fil eNode nust have a blobld equal to this to match the
condi ti on.

* i skExecut abl e: "Bool ean"
If true, the FileNode nust have a true executabl e val ue.

* createdBefore: "UTCDate"
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The creation date of the node (as returned on the Fil eNode object)
must be before this date to match the condition.

* createdAfter: "UTCDate"

The creation date of the node (as returned on the Fil eNode object)
must be on or after this date to natch the condition.

*  pnodi fi edBefore: "UTCDate"

The nodified date of the node (as returned on the Fil eNode object)
must be before this date to natch the condition.

* qnodifiedAfter: "UTCDate"

The nodified date of the node (as returned on the Fil eNode object)
must be on or after this date to natch the condition.

* accessedBefore: "UTCDate"

The accessed date of the node (as returned on the Fil eNode object)
must be before this date to match the condition.

* accessedAfter: "UTCDate"

The accessed date of the node (as returned on the Fil eNode object)
must be on or after this date to nmatch the condition.

*  mnSize: "Unsignedlint”
The size of the node in bytes (as returned on the Fil eNode object)
must be equal to or greater than this nunber to match the
condi tion.

*  maxSi ze: "Unsignedlint”

The size of the node in bytes (as returned on the Fil eNode object)
must be less than this nunber to match the condition.

* npane: "String"

A Fil eNode nust have exactly the same octets in its nanme property
to match the condition.

*  npameMatch: "String"

Does a glob match of the specified name against the nanme_
property of the node.
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3.

2.5.

type: "String"

A Fil eNode nust have exactly the same octets in its type property
to match the condition

typeMatch: "String"

Does a glob match of the specified type against the _type_
property of the node.

body: "String"

Match the content of the referenced bl ob, see the definition of
_body_ in section 4.4.1 of [JMAP-MAIL]. The server may use any
technol ogy to extract meaningful text fromthe blob for searching,
or interpret the string in any way, to choose the nodes that it
bel i eves the user wants to see.

text: "String"

I's equivalent to _body_ OR _naneMatch_ OR _typeMatch_.

al so supports the follow ng additional sort properties:

tree:

Sort by tree; which neans by name, but any directory/collection
node is imediately followed by the recursive application of the
sanme sort to its child nodes. This is simlar to the output of
the find conmand on a filesystemw th the depth paraneter provided
above.

hasType

Sort directories before files (false sorts before true)

type:

Sorts directories first, and sorts by nedia type for files

Fi | eNode/ quer yChanges

This is a standard Foo/ queryChanges net hod.
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4.

Access Contr ol

Since nodes create a tree, ACLs created by shareWth automatically
apply to children as well, so if mayRead is set on a node, all its
child nodes are al so readabl e.

If a server does not support changi ng access on non-directory nodes,
it can set mayShare to fal se on those nodes, even if the parent
directory has true.

Nodes which are not "discoverable" MJST return notFound errors if
fetched with Fil eNode/get and MJST NOT be returned in response to
Fi | eNode/ query. Nodes are discoverable in one of two ways:

1. If the Node or an ancestor of the Node has mayRead true.
2. |If the Node is an ancestor of a Node which has mayRead true.
In the second case, the Node itself will have mayRead fal se, and

appears only to give the full path to the visible Nodes. This nmeans
that a query with that Node as the parent will only return those of
its children which are otherw se di scoverable through the second

di scoverability rule.

This leads to a sharee seeing the full path to anything that they
have access to, but nothing el se.

E.g. in a unix honedirectory environnent where user Alice had shared
the "forBob" folder, one nmight see, when |ogged in as Bob

/ hone
/alice
/ shar ed
/ f or Bob
filel.jpg
file2.txt

/ bob
bobfil e. t xt

Wiile Alice would see many nore files and folders at the hone
directory | evel

This does lead to potentially |arge changes in the visible Node set,
so when Alice first shared that directory, Bob would have been told
of a large nunber of "created" Nodes in response to a Fil eNode/
changes query.
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5. Security considerations

TODO. lots of "filesystens are risky" - | guess |ook at the
ref erenced RFCs and what they said.

6. | ANA considerations
6.1. JMAP Capability registration for "fil enode"

IANA is requested to register the "fil enode" JVMAP Capability as
fol |l ows:

Capability Name: urn:ietf:paranms:jmap:fil enode

Speci fication docunent: this docunent

I ntended use: comon

Change Controller: |ETF

Security and privacy considerations: this docunent, Section XXX
6.2. JMAP Error Codes registration for "nodeHasChil dren”

I ANA is requested to register the "nodeHasChildren" JMAP Error Code
as foll ows:

JMAP Error Code: nodeHasChil dren
| ntended use: conmmon
Change Controller: |ETF

Description: The node being destroyed is still referenced by other
nodes whi ch have not been destroyed.

Ref erence: this docunent
6.3. JMAP Data Types registration for "Fil eNode"

I ANA is requested to register the "Fil eNode" JMAP Data Type as
fol | ows:

Type Name: Fil eNode
Can Reference Bl obs: Yes

Can Use For State Change: Yes
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Capability: urn:ietf:paranms:jmp:fil enode
Ref erence: this docunent
7. TODO

* support SYM.INK types (RFC4437)

* design and docunent the capabilities object

* create real-world clients to test this

* security considerations

* away to get or query all ancestor nodes

* QUESTION: should all the file-related fields be enbedded in a sub-
object? There's lots of "nust be NULL if and only-if this other
field is also NULL" - we could enforce that nore easily with a
sub- obj ect .

* W need to address how shareWth and nyRi ghts expiration are done;
because both a potential fullPath and the real nyRi ghts depend on
changes to parent nodes.

8. Changes

EDI TOR: pl ease renove this section before publication

The source of this document exists on github at:
https://github. com brong/draft-gondwana-j map-fil enode/

*draft-ietf-jmp-fil enode-03*

* Added 'text’ and 'body’ searches (added JMAP- MAIL reference as
addi tional information for body search)

*  Updat ed JMAP- CONTACTS and JMAP- SHARI NG ref erences to published RFC
nunbers rather than draft nanmes

* Noted that the server MJST included the nodeids of deleted child
nodes.

* Added isSubscri bed
* Renamed mayAdmin to mayShare to align with other specs

* Described the inheretence of ACLs
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*draft-ietf-jmp-fil enode-02*
* Convert to Kramdown-RFC format (no intentional changes)
*draft-ietf-jmap-fil enode-01*
* Refreshing draft only
*draft-ietf-jmp-fil enode- 00*
* upload as a working group docunent
*draf t - gondwana- j map-fil enode- 01*
* require a blobld for the zero-byte file
* make size also null for collections
* add nore to the TODO section
*  bi keshed; Fil eNode
* correct UTCDate, Unsignedlnt, and nornalised UTF-8.
* add some fields to the capabilities object
*dr af t - gondwana- j map-fil enode- 00*
* initial proposal
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