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Abstract

Thi s docunent defines a YANG data nodel to nap the network inventory
data with the topology data to forma base underlay network. The
data nodel facilitates the correlation between the |ayer (e.g., Layer
2 or Layer 3) topology information and the inventory data of the
underl ay network for better service provisioning, network maintenance
operations, and other assessnment scenari os.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Network Inventory YANG
Working Group mailing list (inventory-yang@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/inventory-yang/.

Source for this draft and an issue tracker can be found at
https://github.comietf-ivy-wy/ network-inventory-topol ogy.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

25

license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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I nt roducti on

[I-Dietf-ivy-network-inventory-yang] defines the base network
inventory nodel to aggregate the inventory data of Network El enents
(NEs). This data includes identification of these NEs and their
hardware, firmware, and software conponents. Exanples of inventory
har dwar e conmponents coul d be rack, shelf, slot, board, or physica
port. Exanples of inventory software conponents could be platform
Operating System (0OS), software-patches, bios, or boot- |oader
[I-D.ietf-ivy-network-inventory-software].
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In order to ease navigation from(or to) inventory and network
topol ogi es, this docunent extends the network topol ogy data node

[ RFC8345] for network inventory mapping: "ietf-network-inventory-
topol ogy" (Section 5). This data nodel provides a mechanismfor the
correlation with existing network and topol ogy data nodel s, such as
"A YANG Network Data Mddel for Service Attachnent Points (SAPs)"

[ RFC9408], "A YANG Data Model for Layer 2 Network Topol ogi es"

[ RFC8944], and "A YANG Data Mddel for Layer 3 Topol ogi es" [ RFC8346].

The network inventory topol ogy nmappi ng data nodel ("ietf-network-

i nventory-topol ogy") al so provides anchor points to nmount specific
device configuration and state information, e.g., Quality of Service
(QS) and Access Control List (ACL) policies, to support
configuration verification of policies at the network level. Further
sampl e uses are discussed in Section 3.

Simlar to the base inventory data node
[I-D.ietf-ivy-network-inventory-yang], the network inventory topol ogy
does not nake any assunption about involved NEs and their roles in
topol ogi es. As such, the mappi ng nodel can be applied i ndepent of

the network type (optical |ocal |oops, access network, core network,
etc.) and application

Editorial Note (To be rempved by RFC Editor)

Note to the RFC Editor: This section is to be renoved prior to
publi cati on.

Thi s docunent contains pl acehol der val ues that need to be repl aced
with finalized values at the tinme of publication. This note
summari zes all of the substitutions that are needed.

Pl ease apply the follow ng repl acenents:

*  XXXX --> the assigned RFC nunber for this I-D

*  AAAA --> the assignhed RFC nunber for
[I-D.ietf-ivy-network-inventory-yang]

Conventions and Definitions

The neani ngs of the synbols in the YANG tree diagrans are defined in
[ RFC8340] .

Thi s docunment uses terns defined in
[I-D.ietf-ivy-network-inventory-yang].
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Sanpl e Use Cases of the Data Model
Det erm ne Avail abl e Resources of Service Attachnment Points (SAPS)

The inventory topol ogy data nodel can be used as a base to correlate
underl ay information, such as physical port conponents. Figure 1
exemplifies such a usage.

During service provisioning, to check avail abl e physical port
resources, the SAPs information can be associated with the underl ay
inventory information and interface information associated with the

i nventory topol ogy, e.g., "parent-termination-point" of SAP Mdel can
be associated with the "port-conponent-ref" and "interface-nanme" of
the inventory topol ogy data nodel, which can be used to check the
availability and capacity of physical ports.

Cust omer Service Mdels |
(e.g., L3SM L2sSM |

E E +
| Service |
| Orchestration |
S S +
SAP Networ k Mbdel | | I'nventory Topol ogy Mdel
[ S +
| Net wor k |
| Controller |
R R +
o e e e e e e oo - !l- --------------------- +
| Net wor k |
o m e e e e e e e e e e e e e e e e e eeee e +

Figure 1: An Exanpl e Usage of Network | nventory Topol ogy

3.2. "Wiat-if" Scenari os

\M,

[I-Dirtf-nnrg-network-digital-tw n-arch] defines Network Digital
Twin (NDT) as a virtual representation of the physical network. Such
representation is nmeant to be used to anal yze, di agnose, emul ate, and
then manage the physical network based on data, nodels, and

i nterfaces.
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The management system can use NDT to build nulti-Iayer topol ogy nmaps
for networks and endpoints with rel ationship types and dependenci es,
and identify potential inpacts on configurati on nmanagenent
informati on fromincidents, problens, and changes. More generally,
the inventory topol ogy data nodel can be used as part of the Service
& Infrastructure Maps (SIMAP) [I-D.ietf-nnop-simp-concept].

The inventory topol ogy data nmodel can, for example, be used to

enul ate several "what-if" scenarios such as the inpact of End of Life
(EQL) or depletion of a hardware conponent (chipset) on the network
resilience and service availability.

4. Module Tree Structure

An overview of the structure of the
nmodul e is shown in Figure 2.

i etf-network-inventory-topol ogy"

modul e: ietf-network-inventory-topol ogy
augnment / nw net wor ks/ nw. net wor k/ hw. node:
+--rw i nventory-mappi ng-attributes
{t opol ogy-to-inventory-navi gate}?
+--ro ne-ref? nw : ne-r ef
augnent /nw. net wor ks/ nw. net wor k/ nt: | i nk:
+--rw inventory-mappi ng-attributes
{t opol ogy-to-inventory-navi gate}?
+--ro cabl e- name? string
+--ro link-type? string
augnment /nw. net wor ks/ nw. net wor k/ nw. node/ nt: term nati on-poi nt:
+--rw inventory-nmappi ng-attributes
{t opol ogy-to-inventory-navi gate}?
+--rw ne-ref? nwi : ne-r ef
+--rw port-ref? | eaf r ef
+--ro physical -interface-nanme? string
augnment / nw : networ k-inventory/ nw : net work-el enents
/ nwi : net wor k- el emrent :
+--rw node-ref? | eafref {inventory-to-topol ogy-navigate}?
+--rw network-ref? -> [/ nw net wor ks/ net wor k/ net work-i d
{i nventory-to-topol ogy-navi gat e} ?

Figure 2: The Structure of the Network Inventory Mapping Data Mde
The nodul e defines two features "inventory-to-topol ogy-navi gate" and
"topol ogy-to-inventory-navigate" to control the navigation direction

(fromtopology to inventory and vice versa).

The nodul e augnents the "ietf-network-topol ogy" nodul e as foll ows:

Wi, et al. Expires 9 April 2026 [ Page 5]
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* A new network topology type: "network-inventory-mapping". The
correspondi ng contai ner augnents the "network-types" of the "ietf-
net wor k" nodul e.

* |Inventory mapping attributes for nodes, |inks, and term nation
poi nts: The correspondi ng contai ners augnments the topol ogy nodul e
with the references to the base network inventory, references to
i nterface managenent, and policy nount points

The inventory topol ogy nodel associates inventory data with
overlay topologies. It can be used as the "supporting-networks"
of SAP, Layer 2, or Layer 3 topol ogies.

Al so, the "ietf-network-inventory-topol ogy" nodul e augnments the
"ietf-network-inventory" to add required references to navigate from
the inventory to topol ogies ('node-ref’ and 'network-ref’).

Net work | nventory Topol ogy YANG Modul e
Thi s nodul e augnments the Network Topol ogy [ RFC8345].

This nodul e i nports the base network inventory
[I-D.ietf-ivy-network-inventory-yang].

<CODE BEG NS> file "ietf-network-inventory-topol ogy@025-02-04. yang"
modul e i et f-network-inventory-topol ogy {
yang-version 1.1;
namespace
"urn:ietf:parans: xm:ns:yang:ietf-network-inventory-topol ogy";
prefix nwt;

import ietf-network {
prefix nw

ref erence
"RFC 8345: A YANG Data Model for Network Topol ogi es,
Section 4.1";
}
i mport ietf-network-topol ogy {
prefix nt;
ref erence
"RFC 8345: A YANG Data Model for Network Topol ogi es,
Section 4.2";
}
import ietf-network-inventory {
prefix nw ;
ref erence
"RFC AAAA: A YANG Data Model for Network |nventory"
}

et al. Expires 9 April 2026 [ Page 6]
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organi zati on
"I ETF Network Inventory YANG (ivy) Wrking G oup";
cont act
"WG Web: <https://datatracker.ietf.org/wg/ivy>
WG List: <nmailto:inventory-yang@etf.org>

Editor: Bo Wi
<l ana. wbo@wuawei . conp
Editor: Mhanmed Boucadair
<nmohamed. boucadai r @r ange. con®
Aut hor: Cheng Zhou
<zhouchengyj y@hi nanobi | e. con>
Author: QG n Wi
<bil|.w@uawei . conp";
description
"Thi s YANG nodul e defines a YANG nodul e for network
topol ogy and inventory mappi ng.

Copyright (c) 2025 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD Li cense set forth in Section 4.c of the I ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revisi on 2025-03-03 {
description
"lInitial revision.";
ref erence
"RFC XXXX: A Network Data Model for Inventory Topol ogy
Mappi ng";
}

/* features */
feature inventory-to-topol ogy-navigate {

description
"I ndi cates support for navigating frominventory to topology.";
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}

feature topol ogy-to-inventory-navigate {
description
"I ndi cates support for navigating fromtopology to inventory.";

}

[* Groupings */
/* Node G ouping Feature with 1:1 mapping to NE*/

groupi ng node-inventory-feature-attributes {
description
"Network | nventory mappi ng node scope attributes";
cont ai ner inventory-mappi ng-attributes {
if-feature "topol ogy-to-inventory-navigate";
description
"The contai ner node attributes of Network |Inventory
mappi ng. ";
| eaf ne-ref {
type nw : ne-ref;
config fal se;
description
"1:1 mapping to the Network Elenment (NE) from which this
node is abstracted.";
}
}
}

grouping tp-inventory-feature-attributes {
description
"Network Inventory mappi ng Term nation Point (TP) scope
attributes.”;
cont ai ner inventory-mappi ng-attributes {
if-feature "topol ogy-to-inventory-navi gate";
description
"Specifies the TP attributes of Network |nventory mapping.";
/[* 1:1 mapping to physical port conponent */
uses nw : port-ref;
| eaf physical -interface-name {
type string;
config fal se;
description
"1:1 mapping to physical interface nane (e.g., eth0/1).";
}
}
}

grouping link-inventory-feature-attributes {

Wi, et al. Expires 9 April 2026 [ Page 8]
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description
"Network Inventory mapping |ink scope attributes.";
cont ai ner inventory-mapping-attributes {
if-feature "topol ogy-to-inventory-navi gate";
description
"Specifies the link attributes of network inventory
mappi ng. ";
| eaf cabl e-name {
type string;
config fal se;
description
"Reports the reference of the cable inventory from which
this link is abstracted."”;

}
| eaf link-type {
type string;
config fal se;
description
"Reports the type of the link.";
}
}
}

/* Main bl ocks */

augrment "/ nw networ ks/ nw. net wor k/ nw. node" {
description
"Groups paraneters for inventory at the node |evel.";
uses node-inventory-feature-attributes;

}

augrment "/ nw networ ks/ nw. net wor k/ nt: 1ink" {
description
"Augnents inventory topology link information.";
uses link-inventory-feature-attributes;

}

augrment "/ nw net wor ks/ nw. net wor k/ nw. node/ nt:termnation-point" {
description
"Augnents inventory termnation point information.";
uses tp-inventory-feature-attributes;

}

/* Augnent the network-inventory to add topol ogy navigate */
augnment "/ nwi : network-inventory/ nw : net wor k- el enent s"

+ "/ nw : network-el ement" {
if-feature "inventory-to-topol ogy-navi gate";
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description
"Augnents the network elenment with 1:1 mapping with the network
the elenment is part of.";

uses nw node-ref;

}
}
<CODE ENDS>

Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407bis].

The "ietf-network-inventory-topol ogy" YANG nodul e defines a data
nmodel that is designed to be accessed via YANG based managenent
protocols, such as NETCONF [ RFC6241] and RESTCONF [ RFCB8040]. These
YANG- based managenent (1) have to use a secure transport |layer (e.g.,
SSH [ RFC4252], TLS [RFCB446], and QU C {{?RFC9000]) and (2) have to
use mutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be sensitive or

vul nerabl e in sone network environnents. Wite operations (e.g.,
edit-config) and del ete operations to these data nodes w thout proper
protection or authentication can have a negative effect on network
operations. The follow ng subtrees and data nodes have particul ar
sensitivities/vulnerabilities:

"ne-ref’, 'node-ref’, 'port-ref’: Altering the content of these data
nodes may alter the accuracy of the correl ati on between network
topol ogy and inventory.

Applications that rely upon such correlations would thus be
di storted.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

et al. Expires 9 April 2026 [ Page 10]
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"ne-ref’: The reference may be used to track the set of network
el enent s.

7. |1 ANA Consi derations

I ANA is requested to register the following URI in the "ns"
subregistry within the "I ETF XM. Regi stry" [ RFC3688]:

URI: wurn:ietf:params:xm :ns:yang:ietf-network-inventory-topol ogy
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. namespace.

I ANA is requested to register the foll owing YANG nodul e in the "YANG
Modul e Nanmes" registry [ RFC6020] within the "YANG Paraneters”
registry group:

Nane: ietf-network-inventory-topol ogy

Nanespace: urn:ietf:params: xm:ns:yang:ietf-network-inventory-topol ogy
Prefix: nwt

Mai nt ai ned by | ANA? N

Ref erence: RFC XXXX
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