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Abstract

Thi s docunent extends the base Network |Inventory YANG nodel to
support non-physical network el enents (NEs), such as controllers,
virtual routers, and virtual firewalls, as well as software
components |ike platformoperating systens and software nodules. In
addition to the software revisions and patches already defined in the
base nodel, this extension introduces software status and tine stanp
i nformation.

Di scussi on Venues

This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Network Inventory YANG
mailing list (inventory-yang@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/inventory-yang/.

Source for this draft and an issue tracker can be found at
https://github. comietf-ivy-wy/ network-inventory-software.

Status of This Meno

\M,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft docunents valid for a nmaxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents

tinme.

material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.

Copyright Notice

at any

It is inappropriate to use Internet-Drafts as reference

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)

Pl ease revi ew these docunents carefully, as they describe you

and restrictions with respect to this docunent.
extracted fromthis docunment nust
described in Section 4.e of the Trust Legal

in effect on the date of publication of this docunent.

r rights

Code Conponents
i ncl ude Revi sed BSD License text as
Provi sions and are

provi ded without warranty as described in the Revised BSD License.
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1.

1.1

\M,

I nt roducti on

The Network Inventory consists of the physical and non-physica
network el enments (NES), hardware conponents, firmware conponents, and
software conponents on a nmanaged network domain. The non-physica
network el enents (NEs) are network devices that support network
protocol s and functions, e.g., routers, firewalls, and controllers,
whi ch can reside in any network or conpute devices, such as servers
in Data Center (DC), server-based virtual machines (VMs), or server-
based cont ai ners.

[I-Dietf-ivy-network-inventory-yang] defines the base Network
Inventory YANG nodel for physical network el ement (NE) and hardware
components of NEs. Examples of hardware conponents coul d be rack,
shel f, slot, board and physical port.

The nmanagenent of non-physical NE and software conponents information
is simlar to the managenent of physical NE and hardware infornation.
For exanple, inventory data, including product nanes, serial nunbers,
etc. are also applicable. This docunment defines a network inventory
sof tware extensi on YANG nodel. In addition to inheriting the common
inventory attributes of the base network inventory nodel, this
docunent al so adds sone software-specific attributes of non-physica
NEs (such as controllers, virtual routers, and virtual firewalls) and
sof tware conponents (such as operating system software nodul es,

Bl GS, and boot | oader).

The Network Inventory software extension nodel is classified as a
net wor k nodel (Section 4 of [RFC8309]).

The YANG data nodel in this docunent confornms to the Network
Management Datastore Architecture (NVDA) defined in [ RFC8342].

Editorial Note (To be renmpved by RFC Editor)

Note to the RFC Editor: This section is to be renoved prior to
publi cati on.

Thi s docunent contains pl acehol der val ues that need to be repl aced
with finalized values at the tinme of publication. This note
summari zes all of the substitutions that are needed.

Pl ease apply the follow ng replacenments:

*  XXXX --> the assigned RFC nunber for this I-D

*  AAAA --> the assigned RFC nunber for
[I-D.ietf-ivy-network-inventory-yang]
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1.2

\M,

Ter m nol ogy and Not ati ons

The following terns are defined in [ RFC7950] and are not redefined
her e:

* client
* server
* augnent

* data nodel

* data node The following ternms are defined in [ RFC6241] and are not
redefined here:

* configuration data

* state data The tree diagramused in this docunment follows the
notati on defined in [ RFC8340] ..

Al so, this docunent uses terns defined in
[I-D.ietf-ivy-network-inventory-yang].

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Rel ati onship to O her YANG Data Model s

The base network inventory nodel supports the software versions of
NEs and software versions of hardware conponents. This docunent adds
nmore software conmponent identifiers (e.g. platfornos, software patch)
and nore NE types (e.g. software NE, virtual NE) to provide enhanced
software information on the NE to facilitate software conpatibility
check.

Figure 1 depicts the relationship between the Software Extension
model and the base network inventory nodel. The Software Extension
networ k i nventory nodel enhances the nodel defined in the base
network inventory nodel with nore software specific attributes.

et al. Expires 23 April 2026 [ Page 4]
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Figure 1: Relationship of SWExtension Mbddel to the Base
I nventory Model

4, Model Overvi ew

The tree diagramin Figure 2 provides an overview of the data nodel
for "ietf-network-inventory-sw ext" nodul e.

nmodul e: i etf-network-inventory-sw ext
augment /nw : network-invent ory/ nwi : net wor k- el enent s
/ nwi : networ k-el ement/ nw : soft ware-rev:

+--ro status? identityref
+--ro installation-tinme? yang: date-and-ti ne
+--ro0 activation-tinme? yang: date-and-ti ne

augnment /nwi : networ k-i nvent ory/ nw : net wor k- el enent s
/ nwi : net wor k- el enent/ nwi : sof t war e-rev/ nwi : pat ch:

+--ro status? identityref
+--ro installation-tinme? yang: date-and-ti ne
+--ro0 activation-tinme? yang: date-and-ti ne

augnment /nwi : network-i nventory/ nw : net wor k-el enents
/ nwi : net wor k- el enent/ nwi : conponent s/ nwi : conponent
/[ nwi : software-rev:

+--ro status? identityref
+--ro installation-tinme? yang: dat e-and-ti ne
+--ro0 activation-tinme? yang: date-and-ti ne

augnment /nwi : network-i nventory/ nw : net wor k- el enent s
/ nwi : net wor k- el enent/ nwi : conponent s/ nwi : conponent
/[ nwi : sof t ware-rev/ nw : pat ch:

+--ro status? identityref
+--ro installation-tinme? yang: dat e-and-ti ne
+--ro0 activation-tinme? yang: date-and-ti ne

Wi, et al. Expires 23 April 2026 [ Page 5]
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Figure 2: YANG Tree of Software Extensions
Non- physi cal Network El ements

In the base Network Inventory YANG nodel, "ne-type" is a YANG
identity that describes the type of the network el enent and only the
"physi cal -network-el ement” identity" is defined. This docunment adds
non- physi cal NE identity, such as "ne-software", "ne-virtual", and
"ne-cont ai ner".

The base Network Inventory nodel al so defines conmon inventory
attributes, including the software version, patch versions, product
name, and serial nunber. The data is also applicable to non-physica
NEs.

The Network Inventory software extension node defines sone new
software attributes, consisting of software status, installation
time, and activation tine.

Sof t war e comnponent s

Sof tware conponents refer to the software installed on the NE, such
as operating system software nodules, BIGS, and boot | oaders.

Simlar to the common inventory attributes of NEs, the common
attributes of software conponents (such as software revisions, patch
revi sions, product name, and serial nunber) are also applicable to
software conponents. For software revisions and patch revisions, the
base inventory (Section 4 of [I-D.ietf-ivy-network-inventory-yang])
defines the "list" of "software-rev" and the "list" of "patch". For
exanpl e, on a router, software conponents may include a routing

prot ocol package (e.g., " foo-rt-protocol-suite"), or a firnmware
modul e for a line card (e.g., " foo-lc-fw21.5.3").

If nore detailed installation and activation information is
needed—such as whether a conponent is active, pending-reboot, or
rol | back-eligible, along with its install time or activation tine
stanp, the extension attributes of software components can be used.
YANG Dat a nodel for Network Inventory Software Extensions

The "ietf-network-inventory-swext" nodul e uses types defined in
[ RFC6991], [I-D.ietf-ivy-network-inventory-yang].

et al. Expires 23 April 2026 [ Page 6]
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<CCODE BEG NS> file "ietf-network-inventory-sw ext @025-10-20. yang"
modul e i etf-network-inventory-sw ext {
yang-version 1.1;
namespace
"urn:ietf:parans: xn:ns:yang:ietf-network-inventory-swext";
prefix nw s;

import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types";

}
import ietf-network-inventory {
prefix nw ;
ref erence
"RFCAAAA: A YANG Data Mdel for Network Inventory"
}

organi zati on
"I ETF Network Inventory YANG (ivy) Wrking G oup";
cont act
"WG Web: <https://datatracker.ietf.org/wg/ivy>
WG List: <nmailto:inventory-yang@etf.org>

Editor: Bo Wi
<l ana. wbo@wuawei . conp
Editor: Cheng Zhou
<zhouchengyj y@hi nanobi | e. conr
Editor: Qn W
<bi | | . w@wuawei . cone
Edi tor: Mohanmed Boucadair
<nmohaned. boucadai r @r ange. con®";
description
"Thi s YANG nodul e defines a nodel for network inventory software
ext ensi ons.

Copyright (c) 2025 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices

Wi, et al. Expires 23 April 2026 [ Page 7]
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The key words 'MUST', 'MUST NOT', 'REQU RED , ’'SHALL', 'SHALL
NOT’, ' SHOULD , ®SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revi sion 2025-10-20 {
description
"Initial version";
ref erence
"RFC XXXX: A YANG Data Model for Network Inventory Software
Ext ensi ons. ";

}

identity ne-nonphysical {

base nwi : ne-type;

description
"Any network el erment inplenented purely in software.
It performs protocol or forwarding functions but
does not correspond to a distingui shabl e hardware
chassis. It can be hosted on a bare-netal server,
VM container, or cloud instance.";

}

identity ne-software {
base ne-nonphysi cal ;
description
"Software NE that runs directly on a host OS
(a. k.a. bare-netal deploynent) or hypervisor.
Exanpl es of software NEs are network controllers.”;

}

identity ne-virtual ({
base ne-nonphysi cal ;
description
"Virtual NE instantiated inside a virtual-machine
(VM. Provides virtual network function (VNF) inplenentations
such as vRouter, vFirewall, VvPE ";

}

i dentity ne-container {
base ne-nonphysi cal ;
description
"Cont ai ner NE packaged as CNF (Contai nerised Network
Function). Runs under Docker/K8s.";

}

i dentity software-conponent {

Wi, et al. Expires 23 April 2026 [ Page 8]
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base nwi : non- har dwar e- conponent - cl ass;
description
"Base identity for software conponents in a managed device.";
}

identity operating-system {
base sof tware-conmponent;
description
"QOperating systemsoftware type.";
}

identity bios {
base sof tware-conmponent;
description
"BIOS or UEFI firmnare imge responsible for hardware
initialisation and secure boot.";

}

i dentity boot-Ioader {
base sof t war e-conmponent;
description
"Software | ayer responsible for |oading and booting the
device OS or network OS.";

}

identity software-nodul e {
base sof t war e- conmponent;
description
"Installable unit smaller than a full OS inmage,
e.g. feature package.";

}

identity software-status {
description
"Base identity for software status.";
}

identity software-installed {
base software- st at us;
description
"Software status is Installed.";
}

identity software-activated {
base software- st at us;
description
"Software status is Activated.";

Wi, et al. Expires 23 April 2026 [ Page 9]
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groupi ng sof tware-info-grouping {
description
"Specific attributes applicable to software.”;
| eaf status {
type identityref {
base sof tware- st at us;
}
description
"Software status."”;
}
| eaf installation-tine {
type yang: date-and-ti ne;
description
"Time when the software or patch revision was
first installed.”;
}
| eaf activation-time {
type yang: dat e-and-ti ne;
description
"Time when the currently installed revision becane active
(i.e., was rebooted into).";
}
}

/* Main bl ocks */

augrment "/ nwi : net wor k-i nvent ory/ nw : net wor k- el emrent s"
+ "/ nw :network-el ement/ nwi : software-rev" {
description
"Adds installation-/activation-time, status, etc. to the base
NE software revision.";
uses sof tware-info-grouping;

}

augnment "/ nwi : network-i nventory/ nw : net wor k- el enent s"
+ "/ nw : network-el enent/ nw : sof t ware-rev/ nw : patch" {
description
"Adds installation-/activation-time, status, etc. to the patch
|l evel . ";
uses sof tware-info-grouping;

}

augrment "/ nwi : net wor k-i nventory/ nw : net wor k- el enent s/ "
+ "nwi : net wor k- el enent/ nwi : component s/ nwi : conponent /"
+ "nwi :software-rev" {
description
"Ext ends conponents, such as |ine-card/ CPU etc.
software revision with tinmestanp and state infornation.";

Wi, et al. Expires 23 April 2026 [ Page 10]
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uses sof tware-info-grouping;

}

augrment "/ nwi : network-inventory/ nw : net wor k- el enent s/ "
+ "nwi : net wor k- el enment/ nwi : conponent s/ nwi : conponent /"
+ "nwi:software-rev/nw : patch" {
description
"Applies the software-info attributes to conponent-|eve
pat ches. ";
uses software-info-grouping;

}
}
<CODE ENDS>

8. Security Considerations

This section uses the tenplate described in Section 3.7 of
[1-D.ietf-netnod-rfc8407bis].

The "ietf-network-inventory-swext" YANG nodul e defines a data node
that is designed to be accessed via YANG based managenent protocol s,
such as NETCONF NETCONF [ RFC6241] or RESTCONF [ RFC8040]. These YANG
based managenent protocols (1) have to use a secure transport |ayer
(e.g., SSH [RFC4252], TLS [RFC8446], and QUI C [ RFC9000]) and (2) have
to use nutual authentication.

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
inmportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

* "/ nw : network-el enment s/ net wor k- el enent/ sof twar e-rev"

This subtree reports the software information for all the network
el ements and their hardware conponents deployed within the network
as well as of the software nodul es being active on these network
el ements and components. This may reveal software versions or
unpat ched vul nerabilities.

Wi, et al. Expires 23 April 2026 [ Page 11]
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9.

10.

10.

\M,

| ANA Consi der ati ons

I ANA is requested to register the following URI in the "ns
subregistry within the "I ETF XM. Regi stry" [ RFC3688]:
URI: urn:ietf:parans:xnl:ns:yang:ietf-network-inventory-sw ext

Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. namespace.

IANA is requested to register the foll owing YANG nodul e in the "YANG
Modul e Nanes" registry [ RFC6020] within the "YANG Paraneters"”
registry group:

Nane: ietf-network-inventory-sw ext

Nanespace: urn:ietf:parans: xnl:ns:yang:ietf-network-inventory-sw ext
Prefix: nws

Mai nt ai ned by | ANA? N

Ref erence: RFC XXXX
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Appendi x A,  Exanples of Software Attributes

\M,

Thi s appendi x provi des sonme exanpl es of software attributes
i npl ement ati ons and how they can be nodel ed using the “ietf-network-
i nventory-swext” nodul e defined

This appendi x illustrates, by neans of two typical scenarios, howto
popul ate the software-specific nodes defined in ietf-network-
i nventory-sw ext and expl ains the common val ues that can be used.

Scenario 1: \Wol e-devi ce base software (exanple-os) plus hot patches
(P3 already activated, P4 installed but not yet activated).

Scenario 2: Line-card programmbl e forwardi ng i mrage (exanpl e-fpga-
imge) plus its patch (2.1.0.P1 installed and awaiting activation).

=============== NOTE: '’ |i ne \Nrapp| ng per RFC 8792 ================
{ "ietf-network-inventory: network-inventory": { "network-elenents": {
"network-elenment”: [ { "ne-id": "exanple:NE-01", "software-rev": [ {
"nanme": "exanpl e: ne-o0s", "revision": "7.9.2", "ietf-network-

i nventory-sw ext:status": "software-\ activated", "ietf-network-

i nventory-swext:installation-time": "\ 2024-08-01T12: 00: 002", "ietf-
net wor k-i nvent ory-swext:activation-tine": "2024\ -08-01T12:05: 002",
"patch": [ { "revision": "P3", "ietf-network-inventory-sw
ext:status": "software-\ activated", "ietf-network-inventory-sw
ext:installation-time"\ : "2024-09-15T10: 30: 00Z", "ietf-network-

i nventory-swext:activation-tine": "\ 2024-09-15T10: 32: 002" }, {
"revision": "P4", "ietf-network-inventory-sw ext:status": "software-\
installed", "ietf-network-inventory-swext:installation-tinme"\
"2024-10-01T14: 00: 00Z", "ietf-network-inventory-sw ext:activation-
time": \ null } ] } ], "conponents": { "conponent": [ { "conponent-
id': "exanple:lpu/1/0", "class": "iana-hardware: nodul e", "software-
rev': [ { "nane": "exanple-fp-inmge", "revision": "2.1.0", "ietf-

net wor k-i nventory- swext:status": "\ software-activated", "ietf-

net wor k-i nventory-swext:installation-tinme\ ":
"2024-08-01T12: 00: 00Z", "ietf-network-inventory-sw ext:activation-
time"\ : "2024-08-01T12:06: 002", "patch": [ { "revision": "2.1.0.P1",
"ietf-network-inventory-swext:status": "\ software-installed",
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"ietf-network-inventory-swext:installation-\ tine":
"2024-10-01T14: 10: 00Z", "activation-tinme": null } 7} 1 }y1 3} 311}

}

Acknowl edgnent s
The authors would like to thank Prasenjit Mnna, Phil Bedard, Diego R
Lopez, Italo Busi, and nmany others for their hel pful comrents and
suggesti ons.

Contributors

Yao Zhao
Huawei
Emai | : zhaoyao. zhaoyao@uawei . com

Aut hors’ Addr esses

Bo Wi
Huawei
Emai | : | ana. wubo@uawei . com

Cheng Zhou
Chi na Mobile
Emai | : zhouchengyj y@hi nanobi | e. com

Qn W
Huawei
Email: bill.w@uawei.com

Mohaned Boucadai r
Orange
Emai | : nmohamed. boucadai r @r ange. com

Wi, et al. Expires 23 April 2026 [ Page 15]



