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Abstract

Thi s docunent defines a YANG data nodel for managi ng software-based
entitlements (licenses, authorization tokens, pay-as-you-go service
credentials---) within a network inventory. The nodel represents the
rel ati onshi p between organi zati onal entitlenents, network el enent
capabilities, and the constraints that entitlements inpose on
capability usage

Thi s data nodel enables operators to determ ne what capabilities
their network el ements possess, which capabilities are currently
entitled for use, and what restrictions apply. The nodel supports
both centralized entitl ement managenent and devi ce-local entitlenent
tracking for physical and virtual network el enents.

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://dr2l opez.github.io/ivy-capability-entitlenent/draft-ietf-ivy-
entitlement-inventory.htm. Status information for this document nay
be found at https://datatracker.ietf.org/doc/draft-ietf-ivy-
entitlement-inventory/.

Di scussion of this docunent takes place on the Network Inventory YANG
WG Wrking Group nailing list (mailto:inventory-yang@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/inventory-
yang/. Subscribe at https://ww. ietf.org/ mailman/listinfo/inventory-
yang/ .

Source for this draft and an issue tracker can be found at
https://github. com dr2l opez/ivy-capability-entitlenent.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 31 August 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Net work el ements provide capabilities i.e., functions related to
their role in the network, such as MPLS routing, advanced QoS, or
bandwi dt h t hroughput, which operators use to build services. Many
capabilities require an evidence itemfor the right to use them

i ssued by the network el enent vendor, for their activation. These
evidence itens are called entitlements, and can take different forns,
such as software |icenses, access tokens or credentials for as-
a-service consunption.

Thi s docunent defines a YANG data nodel for tracking entitlenments and
their relationship to capabilities. The nodel supports three
operational use cases:

* Tracking entitlenents held by the organi zation, their scope, and
assi gned hol ders

* Representing capabilities available on network el ements and
whet her entitlenments permt their use

* NMbnitoring active capability usage and enforced restrictions

Qperators use this information to answer: What can this device do?
VWhat is it entitlenment-id to do? What restrictions apply?

As network technol ogy evol ves toward nodul ar, software-defined, and
virtualized architectures, managing the rights to activate specific
functions becones increasingly conplex. These rights, granted via
entitlements, nust be tracked, aggregated, and matched to assets to
ensure that services can be delivered using avail able capabilities.
This complexity calls for structured, nachi ne-readabl e nodel s that

represent which capabilities are available, pernmitted, and in use.

This draft provides a foundational YANG structure for representing

these rel ati onshi ps as standardi zed data, conpl enenting the network
i nventory nodul e.
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1.1. Scope of the Entitlenent Mde

The entitlenent nodel provides an inventory of entitlements. This
includes the entitled holders and the capabilities to which they are
entitled. Additionally, it offers information into the restrictions
of the operation of the different assets (network el ements and
components). In general, this nodel seeks to address the follow ng
questi ons:

* \What entitlenments are adm ni stered/ owned by the organization?
* How are entitlenents restricted to sone assets and hol ders?
* \What entitlenents are installed on each network asset?

* \What constraints do the current installed entitlenents inpose on
the network assets’ functionality?

* Does the entitlenent inpose any kind of global restrictions? What
are they?

* \Wat are the restrictions that each network el enent has due to the
entitlements it holds locally?

In this docunent, the term"installed entitlements" refers to
entitlements that have been assigned to a particul ar network asset.
The act of installation may involve directly provisioning the
entitlement on the device or conponent, or it may represent a |l ogica
assignnent in a centralized system Sone entitlenments nmay be
assigned to nmultiple network assets up to a defined limt; such
constraints can be nodell ed as gl obal restrictions under the
entitlenent.

The nodel supports entitlenent tracking and capability nmanagenent.
It is intentionally designed to be extensible through YANG
augnmentation. Organi zations requiring vendor-specific entitlenent
features should augnent this base nodel rather than nodifying it
directly.

Thi s nodel focuses on operational inventory of entitlements and
capabilities. The following are explicitly out of scope:

* Conmercial aspects of entitlenment acquisition and pricing
* Entitlenment mgration policies between devices (vendor-specific)

* Per-user access control nechanisns (covered by separate access
control standards)
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Thi s nodel focuses on the ability to use capabilities, not on access
control mechani sms. For exanple, if a router cannot enable MPLS due
to entitlenment restrictions, it neans the organization | acks the
rights to use that capability—even if access to the device itself is
avail able. This distinction is separate from for instance, the
ability of a specific user to configure MPLS due to access control
limtations.

1.2. Entitlenent Depl oynent Mdels

Entitl enments can be depl oyed and managed in different ways dependi ng
on the operational environnent and vendor inplementation. The
foll owi ng depl oyment nodel s are commonly encount er ed:

* *local Installation*: The entitlenent is installed directly on the
networ k asset, which maintains know edge of its entitlenments and
enforces capability restrictions locally. This is a comon
approach for devices that operate independently.

* *ljcense Server*: Entitlenments reside in an external (license)
server, which may be depl oyed on-prem ses or in the cloud.
Net wor k assets comunicate with the |icense server to verify
entitlement status and capability perm ssions. This nodel
supports centralized managenent and dynam c entitl enent
al | ocati on.

* *Commercial Agreement*: In sone deploynents, entitlenents exist
purely as commrerci al agreenments, and policy enforcenent occurs
outside the network asset. The network asset nay operate without
direct know edge of the entitlenment, relying on external systens
for compliance tracking.

This nodel is designed to be exposed by both network el enents and
|icense services. |t provides nechanisns for each systemto express
the information it knows while being clear about the information it
does not have, primarily through the presence or absence of
containers. A network el enent should contain certain entitlenent
information, a |license service other information, and a telenetry
moni toring system coul d gather data from both sources to provide a
conpl ete picture.

1.2.1. Entitlenment Provisioning
This nodel is not intended for automatic discovery of entitlenents or
capabilities through the network el ements thenselves. Instead, it
assunes that entitlenents and their associations are either

* Provisioned in a |icense server or asset database;
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* Installed on individual devices and reported through nmanagenent
interfaces; or

* Manual ly configured as part of an inventory process.

Future augnentations nay explore capability discovery or telenetry-
driven nodel s, but they are out of scope of the current version

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

* ToBeUpdat ed(TBU) Open Issue for the VY W5 to include:

<<Update d ossary under Network |Inventory draft, [Baselnventory]. W
need at |east formal definitions of "capability" and "entitlenent".>>

* Capability: A discrete function, feature, or resource that a
network el enment is technically capable of perform ng when properly
entitled. Exanples include MPLS routing, specific bandw dth
t hroughput, or advanced QoS features.

* Entitlenment: A vendor-issued authorization (typically a |license)
that grants perm ssion to activate and use one or nore
capabilities on specific network el enments, potentially subject to
constraints such as tine limts, usage quotas, or scope
restrictions.

* Installed Entitlenment: An entitlenment that has been locally
activated on a network elenent and is available for use by that
el enment’s capabilities.

* Capability Restriction: A constraint inposed by an entitl enent
that limts how a capability can be used (e.g., bandw dth cap,
concurrent user limt, geographic restriction).

* Network Asset: A network el enment or a conponent within a network
el ement. The nodel supports entitlements and capabilities at both
levels. This termis used throughout the docunent when the
concept applies equally to network el enents and their conponents.
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3.

3.

Model i ng Capabilities and Entitl enments

The nodel describes how to represent capabilities and the
entitlements that enable them across inventoried network assets.
Capabi lities describe what an asset can do. Entitlenents indicate
whet her those capabilities are all owed and under what conditions.

Organi zati onal Level

|  Entitlenents lnventory \
| (centralized) \
L

__________ ——
| attached to
v
ffffffffffffffffffffffffffffff -
Net wor k El enmrent s |
. — —— . \
| Installed \ |
| Entitlements \ \
L ————— _ |
| enabl es |
v \
. — —— . \
| Capabilities \ \
| - all owed \ \
| - in-use | |
| restrictions \ \
______________________ ] |
______________________________ ]

Figure 1: Relationship Between Entitlenments and Capabilities

The foll owi ng subsections descri be how the nodel progressively builds
upon the base network inventory to incorporate capabilities,
entitlements, and their relationships. The nodel uses identity-based
classes in multiple parts to enable extensibility, allow ng

i mpl ementations to derive customtypes that reference externa
definitions when needed.

1. Foundational nodel: NetworkEl enent-Entitl enments-Capabilities and
Restrictions

To represent the conplex rel ationshi ps between network el enents,
capabilities, and entitlenents, a foundational Network |nventory
nmodel should be built through a series of extensions. The follow ng
diagrans illustrate the progressive conplexity of the approach,
starting with sinple network inventory extensions and culminating in
a conprehensive nodel incorporating capabilities, entitlenents, and
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restrictions.
3.1.1. Progressive Mdel Complexity

Figure 2 depicts the initial step, highlighting the base network
inventory and the areas to be extended: hardware, software, and
entitlements. These extensions are necessary to properly nodel the
rel ati onshi ps.

| Base Network \
| I nventory \
L

_________ —————
e — e
77777 1
v v \ 4
r 7 r 7 I
————————— n
|  Hardware Sof t war e | Entitlements |
_____________ _ - L
777777777 |
Figure 2: Base Network Inventory Entitlenment extension
Figure 3 illustrates the initial relationship between network
el emrents and entitlenments, which is two-way: entitlements SHOULD be
attached to NEs, and NEs SHOULD have entitlenents install ed.
r 7
| Base Network Inventory |
_________ ——— ]
e — e
T
v v \ 4
r————t 7 r— S+t 7 I
S -
|  Hardware Sof t war e | Entitlements |
______ - S S
T | |
| L — _
L «—

Figure 3: Relationship between entitlenments and Base | nventory

Figure 4 depicts NE support capabilities by neans of entitlenents
that authorize their use.
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. — — — — — —— »
| Base Network |nventory |
LT _

T
—————— ————————
——
v v \ 4
r————t » r—— L » F——
L .
|  Hardware |  Entitlements | \ Sof t war e
- . Lo — ] Lo -
______ ]
\ \ \
\ | enabl es \
| supports Fr———— V- 9 supports |
ffffffffff >| Capabilities [<——————————
. T ]

Figure 4: Capabilities integration with the Base | nventory

Finally, NE support capabilities thanks to entitlenments that entitle
them of their use under certain constraints as shown in Figure 5

T T T T T T T T T T T e e e e e e e e e e e a
\ Base Network |nventory \
______ ‘____________7_______________________________J
r——— +-————
—
v v v
r——— Lt——— a r—— +t— a r———
Lt—— a
|  Hardware |  Entitlements | | Sof t war e
777777 ——— ] i L
T |
\ | enabl es \
| supports F——— vV 1 supports |
——————————— > | Capabilities |<——————————
L S 2

| constrained by
r—————— V- I

| Restrictions |
L
Figure 5: Conplete nodel with restrictions
3.2. Capabilities
Capabilities are nodel ed by augnmenting "network-elenent” in the

"ietf-network-inventory” nodule in [Baselnventory] according to the
followi ng tree
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+--ro0 capabilities!
+--ro0 capability-class* [capability-class]

+--ro capability-class identityref
+--r0 capability* [capability-id]
+--ro0 capability-id string

+--ro extended-capability-description? string
+--ro entitlenent-state!
| +--ro all owed? bool ean
| +--ro in-use? bool ean
+--r0 supporting-entitlenents!
| +--ro supporting-entitlenment* [entitlenent-id]
+--ro entitlenent-id -> /. ool o linstall ed-entitl enents/entit
lement/entitl enent-id

+--ro0 capability-restrictions!

+--ro0 capability-restriction* [restriction-id]

+--ro restriction-id string
+--ro description? string
+--1r0 resource-nane? string
+--ro units? string
+--ro max-val ue? int32
+--ro current-val ue? i nt32

For any given network asset, the capabilities list MAY include al
potential capabilities advertised by the vendor, and MJST incl ude
those for which the network operator holds a valid

entitl ement —whet her active or not.

Thi s docunent does not define a conplete theory of capabilities or
their internal relationships; such work may be addressed el sewhere
Instead, the nmodel provides a flexible framework through the use of
i dentity-based capability cl asses:

* *Basic capability class*: The nodul e defi nes basic-capability-
description as a sinple capability class using only identifiers
and descriptions. This supports inplenentations that present
capabilities as straightforward |ists.

* *Extended capability classes*: For structured capability
definitions, inplenmentations derive newidentities from
capability-class. These reference external YANG nodul es where
capabilities have formal structure and semantics. (TBU - See
Section X for extension exanples.)

Thi s separation ensures that capability definitions can evol ve

i ndependently of the entitlenent inventory nodel, and that

i npl ement ati ons can adopt capability nodels appropriate to their
domain without modifications to this base nodul e.
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The granularity at which capabilities are defined is at the

di scretion of the vendor. A vendor MAY choose to advertise
capabilities at a high |level of abstraction, such as "Advanced
Servi ces", and consumers of this information should refer to vendor
docunentati on to understand what specific functions are included.
Alternatively, an inplenmentation MAY enunerate capabilities at a
finer granularity, listing individual protocols or features such as
MPLS, BGP, or ©S. The nmodel acconmodates both approaches.

The capabilities of an inventoried network asset may be restricted
based on the availability of proper entitlenents. An entitlenent
manager should be interested in the capabilities available to be used
on the network assets, and the capabilities that are currently

avail abl e. The nmodel includes this information by nmeans of the
"supporting entitlenents” list, which references installed
entitlements and includes potential restrictions related to the
status of the entitlenment. This allows organizations to nonitor
entitlement usage and avoid mi sconfigurations or exceeding pernitted
capability limts.

3.2.1. Extending Capability C asses

The capability-class identity provides an extension point for
integrating external capability nmodels. This nodul e does not define
domai n-specific capability classes. Instead, extensions derive new
capability classes that reference separate nodels where capabilities
are formal ly defi ned.

The extension pattern involves tw nopdul es:

1. *Capability definition nodul e*: An independent nodul e defining
capability concepts with its own structure (lists, containers,
attributes). This nodule has no dependency on the entitl enent
i nventory.

2. *lIntegration nodul e*: An extension nodule that derives a new
capability-class identity and augnents the entitlenment inventory
to reference the capability definitions fromthe first nodule.

This pattern ensures that:

* Capability nodels evol ve i ndependently of entitlenment tracking.

* Miltiple capability domai ns can coexist (e.g., routing

capabilities, security capabilities, QoS capabilities) each with
their own defining nodule.
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* The entitlenment inventory remains a thin integration |ayer rather
than a repository of capability definitions.

The foll owi ng exanpl e nbdul e defines capability concepts for a
speci fic domain:

nmodul e exanpl e- capabi lity-framework {
yang-version 1.1;
nanespace "urn: exanpl e: capability-framework”;
prefix excap;

organi zati on
"Exanpl e Organization";
description
"Exanpl e nodul e defining a list of capabilities."”;

revision 2025-12-05 {
description
"Initial version.";

}

contai ner capabilities {
description
"Container for capability definitions.";

list capability {
key "capability-id";
description
"List of capability definitions.";

| eaf capability-id {
type string;
description
"Unique identifier for the capability.";
}

| eaf description {
type string;
description

"Human-r eadabl e description of the capability.";
}
}
}
}

The foll owi ng extensi on nodul e extends the capability-class identity
and augnments the entitlenment inventory to reference the capability
definitions fromthe nodul e above
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nmodul e exanpl e- capabi | ity-extension {
yang-version 1.1;
nanespace "urn: exanpl e: capability-extension”;
prefix excapext;

inmport ietf-entitlenment-inventory {
prefix ei;
}

import ietf-network-inventory {
prefix inv;
}

i mport exanpl e-capability-framework {
prefix excap;
}

organi zati on
"Exanpl e Organi zation";
description
"Exanpl e nodul e that extends capability-class and adds
a reference to capability definitions in another nodule.";

revision 2025-12-05 {
description
"Initial version.";

}

identity exanpl e-capability-class {
base ei:capability-class;
description
"Capability class that references the exanple
capability framework.";

}

augnment "/inv:network-inventory/inv:network-el enments”
+ "/inv:network-el enent/ei:capabilities"
+ "/ei:capability-class/ei:capability" {
when "derived-fromor-self(../ei:capability-class,"
+ "’ excapext: exanpl e-capability-class’)";
description
"Adds a reference to capability definitions.";

| eaf capability-ref {
type leafref {
path "/excap: capabilities/excap: capability"
+ "/excap: capability-id";
}
description
"Reference to a capability definition in the
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exanpl e-capabi lity-framework nmodul e.”;
}

}
}

This pattern allows capability definitions to evol ve i ndependently
while maintaining a clean integration with the entitlenment inventory
through the capability-class identity mechani sm

3.3. Entitlenents

The entitlement nodeling augnents "network-inventory" in the ietf-
networ k-i nventory nodul e in [Baselnventory] with a top-Ieve
entitlements container according to the follow ng tree:
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+--ro entitlenments!
+--ro entitlement* [entitl ement-id]

+--ro entitlement-id string
+--ro0 product-id? string
+--ro sku? string
+--ro vendor? string
+--ro part-nunber? string
+--ro state? entitlement-state-t

+--ro renewal -profile

| +--ro activation-date? yang: dat e-and-ti ne
| +--ro start-date? yang: date-and-ti ne
| +--ro expiration-date? yang: date-and-ti ne
+--ro restrictions!

| +--ro restriction* [restriction-id]

| +--ro restriction-id string
| +--ro description? string
| +--r0 resource-nane? string
| +--ro units? string
| +--ro max-val ue? i nt32
| +--ro current-val ue? i nt32
+--ro0 parent-entitlenent-uid? -> ../../entitlenment/entitl ement-id

+--ro entitlenent-attachment
+--ro uni versal -access? bool ean
+--ro hol ders
| +--ro organizations_nanes
| | +--ro organizations* string
| +--ro users_nanes
| +--ro users* string
+--r0 assets
+--ro elenents

| +--ro network-el enents* -> [inv:network-inventory/ network-el ements/netw

ork-el ement/ne-id
+--ro conponents
+--r0 conponent* [network-el enent conponent-i d]

+--ro0 network- el enent -> [inv:network-inventory/ network-el enents/ne

twor k-el ement/ ne-id

+--ro0 component-id -> [inv:network-inventory/ network-el ement s/ ne

twork-el ement[inv:ne-id=current()/../network-el enent]/conponents/conmponent/conponent-id

Figure 6 depicts the relationship between the Entitlenent |nventory
nodel and other nodels. The Entitlenent Inventory nodel enhances the
nodel defined in the base network inventory nodel with entitlenment-
specific attributes and centralized entitl enent managenent
capabilities.
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|

| Entitlement |nventory]|
| e.g., licenses, |
| capabilities,
| restrictions

Figure 6: Relationship of Entitlenent Inventory Mddel to O her
I nventory Mdels

Entitlements MUST be listed at the top level, directly under the

net wor k-i nventory container. This is required because organi zati ons
may own entitlenents that are not yet assigned to any network asset.
Such entitlenents exist in a pending state, available for future
assignnent or installation when the organi zation decides to allocate
themto specific assets.

Entitlements may be listed without explicitly identifying the assets
(network el enents or conponents) they apply to. Entitlenents are
linked to network assets in nultiple ways: (1) Wen entitlenents are
created for specific assets (i.e., they should only be installed on
those), then those assets are specified under the entitlenent’s
attachnent section. (2) Wien an entitlenent is installed on a network
asset, it appears in the asset’s installed-entitlenments list. (3)
VWhen an installed entitlement enables capabilities, the asset’s
capabilities will reference the installed entitlenment via the
supporting-entitlenents |ist.

The base network inventory nodel includes both network el enents and
components within them A network elenent is an abstraction that
typically represents a conpl ete device such as a router or swtch.
For single-chassis devices, entitlenents are typically associated
with the network element itself rather than with individual chassis
conmponents. However, certain deploynment scenarios involve nulti-
chassis systens, such as stacked swi tches or optical network

el ements—where multiple physical units operate as a single |ogica
network elenment. 1In these cases, each conponent may have its own
commercial identity (such as a serial nunber) while the collection
behaves as one network el ement.
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Entitlements are typically assigned based on conmercial identifiers,
often targeting serial nunbers. The nodel supports |inking
entitlements to both network el enents and individual conponents.
However, conponent-level entitlenment tracking i s RECOWENDED only
when necessary—specifically when each conponent has its own set of
capability limtations that nmust be managed i ndependently. Exanples
i ncl ude:

* Individual switches in a stack, where each unit has separate
entitlenents;

* | ndividual chassis in a nmulti-chassis network el ement, such as
optical equipnent; or

* Pay-as-you-grow routers where |line cards have i ndependent
entitlement requirenents.

In the YANG nodel, both network el ements and conponents are supported
by providi ng augnentations to each.

Entitl ements and network assets are linked in the nmodel in multiple
ways. Entitlements at the network-inventory |evel should be attached
to network assets through their attachnment mechani sm representing
organi zational entitlenents. Network assets have their own
installed-entitlenents that nay be derived fromthe centralized
entitlements or assigned directly. The capabilities of network
assets reference these installed entitlenents through their
supporting-entitlenents lists. The fornmer addresses the case of a
centralized |icense server or inventory system while the latter
represents entitlenents that are actively entitling the asset’s
capabilities. An installed entitlement that is not referenced by any
capability neans that it is active on the asset but not currently in
use.
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Entitlements are managed both centrally at the network-inventory

| evel and at the asset level through installed-entitlenents. Network
assets reference their installed entitlenents through their
capabilities’ supporting-entitlenents lists. For instance, a |license
server or inventory systemshould list an entitlenent at the top

| evel, which then gets installed on specific network assets where the
capabilities reference the active entitlement. Each installed
entitlement references its centralized entitlenent directly via the
entitlement-id |l eafref. For hierarchical or pooled entitlenents
(e.g., a base license with add-on upgrades), the "parent-entitlenent-
uid" field in the centralized entitlenent catalog links child
entitlements to their parent. Proper identification of entitlements
is inperative to ensure consistency across systens, enabling

moni toring systems to recognize when multiple |ocations reference
related entitl enents.

3.3.1. Reverse Mapping fromEntitlenments to Capabilities

Wil e the nodel includes links fromcapabilities to supporting
entitlements, some inventory operators may need to eval uate
entitlements independently and identify the capabilities they enable.

To support this, inplenenters nay use the "product-id" or
"capability-class" netadata along with external references or

catal ogs. Inplenmentations requiring reverse mapping (identifying
capabilities enabled by a specific entitlenent) may | everage vendor -
specific augnentations or external entitlenment catal ogs.

St andar di zati on of such reverse mappings is outside the scope of this
docunent .

3.4. Entitlement Attachment

The "entitlenment” container holds a container called "entitlenent-
attachnment” which relates how the entitlenment is operationally |inked
to holders or network assets. Note that there is a difference
between an entitlenment being attached to a network asset and an
entitlement being installed on the asset. 1In the forner, the license
was explicitly associated with one or nmore assets. Sone |icenses
actually can be open but have a limted nunber of installations.

O her licenses should be openly constrained to a geographic | ocation.
We are not dealing with these conpl ex cases now, but the container
can be expanded for this in the future

The nodel acconmpbdates listing entitlenents acquired by the

organi zation but not yet applied or utilized by any actor/asset at
the network-inventory level. For these pending entitlenents, they
can be managed centrally w thout requiring individual network assets
to be aware of their existence.
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Sone entitlenents are inherently associated with a hol der, such as
organi zation or a user. For exanple, a software |license may be
directly attached to a user. Also, the use of a network device may
come with a basic license provided solely to an organi zati on. Sone
entitlements could be assigned to a nore abstract description of

hol ders, such as people under a jurisdiction or a geographical area.
The nodel contains basic information about this, but it can be
extended in the future to be nore descriptive.

Wil e attachnent is optional, the nodel should be capabl e of
expressing attachnent in various scenarios. The nodel can be
expanded to list to which network assets an entitlenent is aimed for,
when this link is nore vague, such as a site license (e.g., network
assets located in a specific site), or nore open licenses (e.g., free
software for all users subscribed to a stream ng platfornj.

The current nodel does not provide information on whether an
entitlement can be reassigned to other network assets. Such
scenarios fall under the "what if" category, which is not covered by
t hi s nodel

3.5. Installed Entitlenents

Since capabilities are optional in network assets, the nodel also
provi des an augnentation to track entitlenents that are installed
directly on network assets. This augnmentation of "network-element”
and "component” in the "ietf-network-inventory" nodul e provides |oca
entitlement storage according to the follow ng tree:

+--ro installed-entitlenents!
+--ro entitlenment* [entitlenent-id]
+--ro entitlement-id -> /inv:network-inventory/ei:entitlements/entitlenment/enti
tlement-id
+--r0 in-use? bool ean

The installed entitlenments represent references to entitlenents that
are currently active and entitling the network asset. The
"entitlement-id" field provides a direct reference to the centralized
entitlement at the network-inventory |evel

This structure all ows network assets to track which entitlenents are

actively granting themrights, while maintaining the ability to trace
rel ati onships to organi zati on-wi de entitlement policies.
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When entitlenments are installed at the conponent level (e.g., line
cards), inplenmentations MAY also list themat the parent network-
el ement level to provide a consolidated view of all entitlenents
active on the device. Managenent systens shoul d recogni ze when an
entitlement-id appears at both levels and treat them as the sane
|icense instance to avoid doubl e-counting. This point requires
further exploration in future instances of this docunent.

3.6. Inplenentation Considerations

The nodel is designed to support partial inplenentations. Not al
systens need to inplenent every container or feature. The use of
presence contai ners throughout the nodel allows inplenmentations to

si gnal which parts of the nodel they support. An inplenmentation that
does not popul ate a presence container indicates that it cannot
report that information

The foll owi ng progression describes how inplementati ons can adopt the
nmodel increnentally, frombasic entitlenent tracking to ful
capability and restriction reporting:

3.6.1. Level 1. Centralized Entitlenent Inventory

The nini mal inpl enentation popul ates the top-level entitlenents
cont ai ner under network-inventory. This provides a centralized
catalog of all entitlenents owned or managed by the organi zati on,
including their identifiers, vendors, states, and validity peri ods.

At this level, the system answers: Wat entitlenents does the
organi zati on have?

3.6.2. Level 2: Installed Entitlements on Assets

Buil ding on Level 1, inplenentations can popul ate the install ed-
entitlements contai ner on network el enents and/or conponents. This
tracks which entitlements are currently active and entitling each
networ k asset, by referencing the centralized entitlenment catal og.

At this level, the systemadditionally answers: \Wich entitlenents
are actively entitling which assets?

3.6.3. Level 3: Capabilities Reporting
I mpl enent ati ons that can report device capabilities populate the
capabilities container on network el enents and/or conponents. This

lists what functions each asset can perform organized by capability
cl ass.
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At this level, the systemadditionally answers: \Wat can each asset
do?

3.6.4. Level 4: Capability-Entitlenent Linkage

Advanced i npl enent ati ons popul ate the supporting-entitlenments
container within each capability. This links capabilities to the
installed entitlenents that enable them along with the entitlenent-
state container indicating whether each capability is allowed and in
use.

When a capability lists nultiple supporting entitlenments, the
entitlement-state/allowed field MIST reflect the combi ned effect of
all required entitlements. |If any required entitlenent is nissing,
expi red, or revoked, allowed should be false. The in-use field

i ndi cates whether the capability is currently operational

At this level, the systemadditionally answers: Wich entitlenents
enabl e which capabilities? What is allowed and what is in use?

3.6.5. Level 5: Restrictions Reporting
Ful I inplenentations populate restriction infornation at two |evels:

* The restrictions contai ner under each entitlenment for globa
restrictions (e.g., total allowed installations, aggregate usage
limts)

* The capability-restrictions container within each capability for
capability-specific limts (e.g., maxi numthroughput, connection
limts)

At this level, the systemadditionally answers: Wat constraints
apply to entitlenments and capabilities? Wat are the current usage
| evel s?

| mpl enent ati ons SHOULD documnent which | evels they support and any
deviations fromthis progression

3.7. Model Definition
modul e ietf-entitlement-inventory {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm :ns:yang:ietf-entitlenent-inventory"
prefix ei;

import ietf-yang-types {
prefix yang;
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import ietf-network-inventory {
prefix inv;

}

organi zati on

| ETF | VY Wor ki ng G oup”;

cont act

WG Wb <https://datatracker.ietf.org/wg/ivy/>
WG List: <mailto:inventory-yang@etf.org>

Aut hor: Marisol Pal nero
Aut hor: Cam | o Cardona
Aut hor: Diego Lopez

Author: Ital o Bus

description

A YANG nodul e for Entitlement |Inventory, as per
draft-ietf-ivy-entitlenent-inventory-01

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words 'MUST', 'MUST NOT', 'REQU RED , 'SHALL', 'SHALL
NOT’, *SHOULD , ’'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunent are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

’

revisi on 2025-10-20 {
description

Pal ner o,

"First full draft version for
draft-ietf-ivy-entitlenent-inventory";
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reference
"draft-ietf-ivy-entitlenment-inventory-01";
}

identity capability-class {
description
"Base identity for capability classes.";
}

identity basic-capability-description {
base capability-class;
description
"Basic capability class for general capability descriptions."”;
}

typedef entitlenent-state-t {
type enuneration {
enum active {
description
"Entitlenment is active.";
}
enum expired {
description
"Entitlenment is expired."”;
}
enum pendi ng {
description
"Entitlement is pending activation.";
}
enum revoked {
description
"Entitlement is revoked.";

}
}

description
"State of the entitlenent.";
}

grouping restriction-fields {
description
"Common fields for describing restrictions or limts.
Used both for capability-level restrictions and
entitlement-level global restrictions.";
| eaf description {
type string;
description
"Human-r eadabl e description of the restriction.”;
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| eaf resource-name {
type string;
description
"Optional name of the physical or network resource
being restricted (e.g., 'bandwi dth’, ’'throughput’,
"storage’, 'menory’).";

| eaf units {

type string;
description
"Units for the restriction values (e.g., 'Mps’,
‘connections’, 'tunnels’').";
}
| eaf max-val ue {
type int32;

description
"Maxi mum pernitted value for this restriction.";
}

| eaf current-value {
type int32;
description
"Current usage or consunption of this restricted
resource at query tine.";

}
}

grouping installed-entitlenments-group {
description
"Grouping for installed entitlenents that can be applied to
network el ements or conponents (generally called asset
over this docunent).";
container installed-entitlenents {
presence
"The presence of this container neans the infornmation system
that exposes this nodel knows of the installed entitlenents
of the asset that it popul ates.
An enpty list of entitlenments would then nean
that no entitlenment is installed in this asset.";
config fal se;
description
"Entitlements currently active and entitling this asset.";
list entitlenent {
key "entitlenent-id";
description
"List of entitlenments actively entitling this asset.
Each entitlement references a global listed entitlenent.";
| eaf entitlenent-id {
type leafref {

Pal mero, et al. Expi res 31 August 2026 [ Page 25]



I nternet-Draft entitlement-inventory February 2026

path "/inv:network-inventory/ei:entitlenments"
+ "/ei:entitlenent/ei:entitlenment-id";
}

description
"Reference to centralized entitlenent.";
}
| eaf in-use {
type bool ean;
description
"Inforns whether the entitlenment is actively used,
besi des being installed. If existing, and if the
capabilities list exist and the informati on system
supports setting their entitlenent-state, this

i nformati on MUST be consistent with it. Meaning, this

should be in-use if any capability it supports is
in-use, or false otherwise. The no presence of this

| eaf means that the information system cannot express

this information";

}
}
}
}

groupi ng capabilities-group {
description
"Grouping for capabilities that can be applied to assets.
Capabilities represent what the
asset can do, potentially restricted by entitlenents.";
contai ner capabilities {
presence

"The presence of this container nmeans the information system

that exposes this nodel is aware of and can report the
capabilities of this asset
(i.e. network el enent or component).
An enpty list of capability classes would nean that the
el ement has no capabilities configured or available.";
config fal se;
description
"Container for capabilities of this asset.";
list capability-class {
key "capability-class";
description

"List of capability classes supported by this asset. Each

class groups related capabilities.”;
| eaf capability-class {
type identityref {
base capability-cl ass;

}
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description
"ldentifier for the capability class using an identity
reference.”;

list capability {
key "capability-id";
description
"Individual capability within this class. Represents a
specific function or feature that the el ement may
perform";
| eaf capability-id {
type string;
description
"Unique identifier for this capability.";

| eaf extended-capability-description {
type string;
description

"Extended capability description.";

}
container entitlenent-state {
presence
"The presence of this container indicates the system
can report whether this capability is allowed and/or
in use based on entitlenent status.";
description
"Reports whether this capability is permtted by
entitlements and whether it is currently in active
use.";
| eaf allowed {
type bool ean;
description
"Whet her the capability is allowed by entitlenents."”;
| eaf in-use {
type bool ean;
description
"Whet her the capability is currently in use.";
}
}
cont ai ner supporting-entitlenments {
presence

"The presence of this container indicates the system
can report the entitlenent(s) supporting

the use of this capability by the asset to its
current allowed state. this container

should not exist if the systemcannot report this.
An enpty list of supporting-entitlenent neans
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the capability requires no specia
entitlement to be provided.";
description
"List of installed entitlenents that
enabl e or support this capability.";
list supporting-entitlenent {
key "entitlenent-id";
description
"List of installed entitlenments
that enabl e or support this capability. The
capability may require one or nore
entitlements to be allowed and in use.";
|l eaf entitlenent-id {
type leafref {
path "../../../..[../../linstalled-entitlenents”
+ "/entitlenent/entitlenent-id";
}

description
"Reference to an installed entitlenent
supporting this capability.";
}
}
}

contai ner capability-restrictions {
presence
"The presence of this container indicates that the
system can report the current capability restrictions.
If present, an enpty list of
capability-restriction neans the capability
has no restriction."”;
description
"Restrictions or limts inposed on this capability by
entitlements.”;
|ist capability-restriction {
key "restriction-id";
description
"Restrictions or limts inposed on this capability by
entitlements.”;
| eaf restriction-id {
type string;
description
"Unique identifier for this
capability restriction.";
}

uses restriction-fields;
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}
}
}

augnment "/inv:network-inventory/inv:network-el enments"
+ "/inv:network-el enent" {
description
"Augnents network elements with installed entitlements tracking
which entitlenents are currently active and entitling the
devi ce. ";
uses installed-entitlenents-group;

}

augrment "/inv:network-inventory/inv:network-el emrents"
+ "/inv:network-el ement/inv: conponents/inv: component” {
description
"Augnents network el ement conponents with installed
entitlements for conponent-|evel tracking.";
uses installed-entitlenents-group;

}

augnment "/inv:network-inventory/inv:network-el enments"
+ "/inv:network-el ement" {
description
"Augnments network el ements with capabilities information,
descri bi ng what functions the el ement can performand their
entitlement status.”;
uses capabilities-group;

}

augrment "/inv:network-inventory/inv:network-el erents"
+ "/inv:network-el ement/inv: conponents/inv: component " {
description
"Augnents network el ement conponents with capabilities for
conponent -1 evel feature tracking and entitlenent
restrictions.";
uses capabilities-group;

}

augrment "/inv:network-inventory" {

description
"Augnments the network inventory with a centralized entitlenents
catalog. This provides organization-wide visibility of al
acquired entitlements, their holders, validity periods, and
asset associations.”;

container entitlenents {
presence

"The presence of this container indicates the system
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mai ntai ns and can report the organizational entitlenent
catalog. An enpty list means the organization has no
entitlements defined.”;
config fal se;
description
"Top-1evel container for organizational entitlenments.";
list entitlenent {
key "entitlenent-id";
description
"List of entitlenents owned or nmanaged by the organization
Each entitlement represents a license, right, or
perm ssion to use specific capabilities, potentially with
restrictions on scope, tine, or usage.";
| eaf entitlenent-id {
type string;
description
"Unique entitlenment identifier.";

}
| eaf product-id {
type string;
description
"Product identifier for this entitlenent.";

| eaf sku {
type string;
description
"Stock Keeping Unit - vendor’s catal og/ordering nunber
for this entitlenent. Used for procurenent and asset
managenent integration.";

| eaf vendor {
type string;
description
"Vendor or issuer of this entitlenment. Identifies the
|icense provider.";

| eaf part-nunber {
type string;
description
"Manufacturer’s part nunber. May differ from SKU in
di stribution channels.";
}
| eaf state {
type entitlenment-state-t;
description
"Current state of the entitlenent.";

}

contai ner renewal -profile {
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description
"Renewal and validity information for the entitlenment.";
| eaf activation-date {
type yang: date-and-ti ne;
description
"Date when entitlenent was activated.";

| eaf start-date {
type yang: date-and-ti ne;
description
"Start date of entitlenent validity.";
}

| eaf expiration-date {
type yang: date-and-ti ne;
description
"Expiration date of the entitlenent.";

}
}
contai ner restrictions {
presence
"The presence of this container nmeans the
system can provide information of global restrictions
for this entitlenent. An enpty list will then
mean that the entitlement has no global restriction.";
description
"d obal restrictions inposed by this entitlement.";
list restriction {
key "restriction-id";
description
"List of restrictions that apply globally to this
entitlement across all assets and hol ders. These may
include usage limts, quotas, or other constraints on
how the entitlenment can be utilized.";
| eaf restriction-id {
type string;
description
"Unique restriction identifier.";
}
uses restriction-fields;
}
}

| eaf parent-entitlenent-uid {
type leafref {
path "../../entitlement/entitlement-id";
}
must '. !'= ../entitlement-id {
error-nessage
"An entitlement cannot reference itself as its
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parent.";
}
description
"Reference to parent entitlement if this is derived.";
}
contai ner entitlenent-attachment {
description
"Defines how the entitlement is attached to hol ders and
assets.";
| eaf universal -access {
type bool ean;
description
"True if entitlenent has universal access.";
}

cont ai ner holders {
description
"Hol ders of this entitlenent.
This is for information purposes only, it
does not apply any restrictions on who can
use or not the asset where assigned
to the entitlenent."”;
cont ai ner organi zati ons_nanes {
description
"Organi zati on hol ders.";
| eaf-1ist organizations {
type string;
description
"Li st of organization nanes.";

}
}

cont ai ner users_nanes {

description

"User hol ders.";
| eaf-1ist users {

type string;

description

"Li st of user nanes.";

}

}
}

contai ner assets {
description
"Assets to which this entitlenent is attached.";
cont ai ner elements {
description
"Network el enents covered by this entitlenent.";
| eaf-1ist network-elenents {
type leafref {
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path "/inv:network-inventory"
+ "/inv:network-el ements/inv:network-el erent™”
+ "linvine-id";
}
description
"References to network el enments covered by this
entitlement. Wen specified, this entitlenent
applies to the listed network el enents.”;

}

cont ai ner conponents {
description
"I ndi vi dual conponents covered by this entitlenent.";
list conponent ({
key "network-el ement conponent-id";
description
"Li st of specific conmponents to which this
entitlement applies. Allows fine-grained
entitlement assignnent at the conponent |eve
rather than entire network el enents.";
| eaf network-el ement {
type leafref {
path "/inv:network-inventory"
+ "/inv:network-el ements"
+ "/inv:network-elenent/inv:ne-id";
}
description
"Reference to network el enent.";
}
| eaf conponent-id {
type leafref {
path "/inv:network-inventory"

+ "/inv:network-el ements”
"/inv:network-el enent”
"[inv:ne-id=current()/../network-elenment]"
"/inv:conmponents/"

"inv:conmponent/inv: conmponent -id";

+ + + +

}

description
"Reference to conponent within the specified
network el enent.";
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}
}

3.7.1. Model tree
modul e: ietf-entitlenent-inventory

augrment /inv:network-inventory/inv:network-el enents/inv:network-el enent:
+--ro installed-entitlenents!
+--ro entitlement* [entitlenent-id]
+--ro entitlenment-id -> /inv:network-inventory/ei:entitlements/entitlenent/e
ntitlenent-id
+--ro in-use? bool ean
augnment /inv:network-inventory/inv:network-el ements/inv:network-el ement/inv: conmponent s/
i nv: conmponent :
+--ro installed-entitlenents!
+--ro entitlement* [entitlenent-id]
+--ro entitlenent-id -> /inv:network-inventory/ei:entitlements/entitlenent/e
ntitlenent-id
+--ro in-use? bool ean
augrment /inv:network-inventory/inv:network-el enents/inv:network-el enent:
+--ro0 capabilities!
+--r0 capability-class* [capability-class]

+--ro0 capability-class i dentityref
+--ro capability* [capability-id]
+--ro capability-id string

+--ro extended-capability-description? string
+--ro entitlenent-state!
| +--ro all owed? bool ean
| +--ro in-use? bool ean
+--ro0 supporting-entitlenments!
| +--ro supporting-entitlement* [entitlenment-id]
+--ro entitlement-id -> /.o . . .. linstalled-entitl enents/en
titlement/entitlenent-id

+--ro0 capability-restrictions!

+--ro capability-restriction* [restriction-id]

+--ro restriction-id string
+--ro description? string
+--r0 resource-nane? string
+--r0 units? string
+--ro nmax-val ue? i nt32
+--ro current-val ue? i nt32

augrment /inv:network-inventory/inv:network-el ements/inv:network-el ement/inv:conponents/
i nv: comrponent :
+--ro0 capabilities!
+--r0 capability-class* [capability-class]

+--ro0 capability-class i dentityref
+--ro capability* [capability-id]
+--ro capability-id string

+--ro extended-capability-description? string
+--ro entitlenent-state!

| +--ro all owed? bool ean

| +--ro in-use? bool ean
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+--ro0 supporting-entitlenments!
| +--ro supporting-entitlement* [entitlenment-id]

+--ro entitlenment-id -> /. o o o . linstall ed-entitl enents/en

titlement/entitlenent-id
+--ro0 capability-restrictions!
+--ro capability-restriction* [restriction-id]

+--ro restriction-id string
+--ro description? string
+--r0 resource-nane? string
+--r0 units? string
+--ro nmax-val ue? i nt32
+--ro current-val ue? i nt32

augnment /inv:network-inventory:
+--ro entitl ements!
+--ro entitlement* [entitl enment-id]

+--ro entitlenment-id string
+--ro0 product-id? string
+--ro sku? string
+--ro vendor? string
+--ro part-nunber? string
+--ro state? entitlement-state-t

+--ro renewal -profile

| +--ro activation-date? yang: date-and-ti ne
| +--ro start-date? yang: date-and-ti ne
| +--ro expiration-date? yang: dat e-and-ti ne
+--ro restrictions!

| +--ro restriction* [restriction-id]

| +--ro restriction-id string
| +--ro description? string
| +--1r0 resource-nane? string
| +--ro units? string
| +--ro max-val ue? i nt32
| +--ro current-val ue? i nt32
+--ro0 parent-entitlenent-uid? -> ../../lentitlenent/entitlenent-id

+--ro entitlenment-attachment
+--ro uni versal -access? bool ean
+--ro hol ders
| +--ro organi zati ons_nanes
| | +--ro organizations* string
| +--ro users_nanes
| +--ro0 users* string
+--r0 assets
+--ro elenents

| +--ro network-el ement s* -> [inv:network-inventory/ network-el ements/n

etwor k-el ement/ne-id
+--ro conponents
+--ro0 conponent* [network-el enment conponent-i d]

+--ro0 network- el enent -> [inv:network-inventory/ network-el enents

/ net wor k- el ement/ ne-id

+--ro component-id -> /inv:network-inventory/ network-el enents
/ networ k-el ement[inv: ne-id=current()/../network-el ement]/conmponents/conponent/conponent -i

d
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4.

4.

I mpl ement ati on Exanpl es and Validati on Scenari os

This section provides a progressive, frombasic to advanced, series
of validated JSON exanpl es denponstrating practical inplenentation
patterns for the entitlenent inventory nodel. The exanples are
organi zed fromsinple to nore conplex, enabling inplenenters to:

1. Understand core concepts through mni mal working exanpl es.

2. Explore operational scenarios.

3. ldentify inplenentation patterns for comon use cases

4. Validate their own inplenmentations agai nst canoni cal exanpl es.
Each exanpl e: - Addresses specific operational questions - Builds
upon concepts introduced in previous exanples - |ncludes contextua
expl anation of design choices - Provides JSON that validates agai nst
the ietf-entitlement-inventory YANG nodul e.

In order to use the exanples: - Start with Basic Structure Exanple to
under st and fundanental rel ationships - Progress through exanpl es
based on your deploynent scenario - Refer to the YANG nodul e trees
introduced in the draft, for conplete nodel structure

1. Overview of Exanples

The following table sunmarizes the exanples provided in this section
and the primary concepts each denonstrates:

b bl oo s s st oo s sl oo o}
| Exanple| Title | Conpl exity| Key Concepts | Operational |
| | | | | Question |
| | | | | Addressed |
B ettty ey Lty sl p—p—j—_— Lg——p—p——_————————— o
| 1 | Basic Structure |Sinple | Fundanent al | What are the |
| | | rel ati onshi ps,| core |
| | | | entitl enent | components of

| | | | states | the nodel ? |
AR, o e e e e oo TS R S +
| 2 | Expired License |Sinple | Li fecycle | How does the |
| | Handling | | mnagenent , | nodel handle |
| | | | state | expired |
| | | | transitions | entitlenments?
R, o e e e oo TS o e e - T +
| 3 | Wilization | Moderate |Restrictions, | Wat |
| | Tracking | | usage | constraints |

I I

| | moni toring apply and how |
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| | | | | to track |
I I I I | usage? I
R, o e e e oo TS o e e - o e e - +
| 4 | Hierarchical | Moderate |Parent-child | How to nodel |
| | Entitlenents | | rel ati onshi ps,| license |
| | | |tiered | upgrades and |
| | | | I'i censing | dependencies? |
N o e e e e oo - Fomm oo - S S +
| 5 | License Pooling | Advanced | Shared | How to manage
| | | |entitlenents, | pooled |
| | | | multi-device | licenses |
| | | | al I ocati on | across |
| | I | | devices? |
N o e e e e oo - Fomm oo - S S +
| 6 | Multi-Vendor | Advanced | Heterogeneous | How to unify |
| | Environment | | net wor ks, | entitlements |
| | | | vendor | across |
| | | | di versity | vendors? |
S o S o e e o - o e e o - +
| 7 | Component-Level | Advanced | Modul ar | How to track
| | Entitlements | | devi ces, | entitlenments |
| | | | granul ar | for device
| | | | I'i censing | components? |
Fomm o - o e e oo S oo s oo s +
| 8 | Capability | Expert | Extensibility,| How to |
| | dass Extension | | ext er nal | integrate |
| | | | references | custom |
I I I I | capability I
I I I I | nodel s? I
Fomm o - o e e oo S oo s oo s +
Table 1

*Legend: * - Sinple: Foundational concepts, nmniml conplexity -
Moderate: Milti-conponent scenarios, internmedi ate concepts -
Advanced: Conpl ex depl oynents, advanced patterns - Expert:
Extensibility and custom zation

4.2. Basic Structure

4.2.1. Scenario
A network operator has purchased a single routing license for a
router. The license enables basic routing capabilities. This
represents the sinplest possible deploynent: one device, one
entitlement, one capability.
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4.2.2. Operational Context

Thi s exanpl e answers the fundanental questions: - \Wat entitlements
does the organi zation owmn? - Which device is this entitlenent
installed on? - Wiat capability does this entitlenent enable? - Is

the capability currently allowed and in-use? This is based on the
entitlement-state field.

4.2.3. JSON Exanpl e

{
"ietf-network-inventory: network-inventory": {
"net wor k- el enents": {
"network-element”: [
{
"ne-id": "router-1",
"conmponents": {
"conponent": |
{
"conponent-id": "chassis-router-1",
"class": "iana-hardware: chassis"
}
]

ietf-entitlement-inventory:installed-entitlenments": {
"entitlement": [

}

"entitlement-id": "ent-1"
}
]
}
"ietf-entitlement-inventory:capabilities": {
"capability-class": [

"capability-class": "basic-capability-description”,
"capability": [
{

"capability-id": "generic-routing-functions",
"ext ended-capabi lity-description”: "Basic routing capablities",
"entitlenment-state": {

"al | oned": true,

"in-use": true

}

upporting-entitlenments": {
"supporting-entitlenent”: [

"entitlenent-id": "ent-1"

}

Pal mero, et al. Expi res 31 August 2026 [ Page 38]



I nternet-Draft entitlement-inventory February 2026

it

etf-entitlenent-inventory:entitlenents": {
"entitlement": [

{

"entitlement-id": "ent-1",

"product-id": "prod-1",

"state": "active",

"renewal -profile": {
"activation-date": "2025-01-01T00: 00: 00Z",
"expiration-date": "2026-01-01T00: 00: 00Z"

},

"entitlenment-attachnent”: {

"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanes": {
"organi zations": ["org-1"]
}
}
"assets": {
"el enents": {
"network-elenments": ["router-1"]
}
}
}
}

]
}
}
}

4.3. Expired License Handling
4.3.1. Scenario

The basic structure exanmple showed a healthy state where an active
entitlement enables a capability. However, entitlenents have
|ifecycles, they can expire, be revoked, or becone inactive. This
exanpl e denonstrates how the nodel represents these state transitions
and their inpact on capabilities.
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Thi s exanpl e denonstrates how the nodel handles entitlement |ifecycle
states. An expired security entitlement results in capabilities

bei ng disallowed (all owed: false), while an active routing
entitlement keeps its capabilities enabled. The installed-
entitlements |list shows in-use status reflecting actual capability
usage.

4.3.2. QOperational Context

Based on the state conparison: Active vs Expired, there is an
operational inmpact with the corresponding risk anal ysis.

| Aspect | I npact | Remredi ati on |
[} e —————— e —p—_—(————————————————_ st
| *Security | Disabled, features | Renew ent-sec-001 or
| capabilities* | stopped | purchase new |license
o o o +
| *Routing | Unaffected, continue | Monitor expiration |
| capabilities* | operating | date (2025-06-30) |
T o e e e e o e e e e +
| *Device | Continues with | Plan renewal before
| operation* | reduced functionality | 2025-06-30 |
o o o +
| *Conpliance | Potential breach if | I'mrediate action if |
| risk* | security required | security is mandatory
T o e e e e o e e e e +
Table 2
I mpl ement ati on consi derations should consider: - Do not delete the

entitlement record (preserve for audit) - Do not imediately renove
installed-entitlenent (keep for renewal) - Do not affect unrel ated
entitlements on the same device

4.3.3. JSON Exanpl e

{

"ietf-network-inventory: network-inventory": {
"ietf-entitlenment-inventory:entitlenents": {
"entitlement": [

{
"entitlement-id": "security-features",
"product-id": "SEC ADVANCED- 1Y",
"state": "expired",

"renewal -profile": {
"start-date": "2023-10-01T00: 00: 00Z",
"activation-date": "2023-10-01T00: 00: 00Z",
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"expiration-date": "2024-10-01T00: 00: 00Z"
}

ntitlement-attachnent”: {
"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanes": {
"organi zations": ["org-1"]

}
}
"assets": {
"el enents": {
"net work-el enents": ["edge-router-12"]
}
}
}
H
{
"entitlenment-id": "basic-routing-active",
"product-id": "ROUTI NG BASE- 3Y",
"state": "active",
"renewal -profile":
"start-date": "2024-01-01T00: 00: 00Z",
"activation-date": "2024-01-01T00: 00: 00Z",
"expiration-date": "2027-01-01T0O: 00: 00Z"
"entitlement-attachnent": {
"uni ver sal -access": fal se,
"hol ders": {
"organi zati ons_nanes": {
"organi zations": ["org-1"]
}
},
"assets": {
"el enents": {
"net wor k-el enents": ["edge-router-12"]
}
}
}
}

]

et wor k-el enents": {
"network-element”: [
{
"ne-id": "edge-router-12",
"conmponents": {
"conponent": |

{

}
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"conponent -id": "main-chassis",
"class": "iana-hardware: chassis"

}
]
}
"ietf-entitlenment-inventory:installed-entitlenments": {
"entitlement": [

{
"entitlenment-id": "security-features”,
"in-use": false

H

{
"entitlenment-id": "basic-routing-active",
"in-use": true

}

} i)
"ietf-entitlenment-inventory:capabilities": {
"capability-class": [

"capability-class": "basic-capability-description”,
"capability": [
{
"capability-id": "stateful-firewall",
"ext ended-capability-description": "Stateful firewall",

"entitlement-state": {
"all owed": false,
"in-use": false
} 1
"supporting-entitlenents": {
"supporting-entitlenent": [

"entitlement-id": "security-features”

}
]

"capability-restrictions": {
"capability-restriction": [
{

"restriction-id": "firewall-sessions",
"description": "Mxinmm concurrent firewall sessions",
"resource-nane": "sessions",
"units": "connections",
"max-val ue": 50000,
"current-value": O
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"capability-id": "ipsec-vpn",
"ext ended- capabi l ity-description": "IPSec VPN tunnel s",
"entitlenment-state": {
"al l owed": false,
"in-use": false
},
"supporting-entitlenments": {
"supporting-entitlenment": |

"entitlement-id": "security-features"

}
]
}

apability-restrictions": {
"capability-restriction": [
{
"restriction-id": "vpn-tunnel s",
"description": "Mximum VPN tunnel s",
"resource-nane": "tunnel s",
"units": "tunnel s",
"max-val ue": 100,
"current-value": 0

"capability-id": "ospf-routing",
"ext ended- capabi l i ty-description": "QOSPF",
"entitlement-state": {

"all owed": true,

"in-use": true

}

upporting-entitlenents": {
"supporting-entitlenent": [

"entitlenment-id": "basic-routing-active"

}
]
}

apability-restrictions": {
"capability-restriction": [

"restriction-id": "ospf-neighbors",

"description": "Mxi mum OSPF nei ghbor adjacencies, just to give an
exanmple :)",

"resource-nane": "nei ghbors",
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"units": "adjacencies",
"max-val ue": 50,
"current-value": 8

4.4, Uilization Tracking with Restrictions

4.4.1. Scenario

Thi s exanpl e shows conprehensive utilization tracking across nultiple
capabilities. Each capability includes capability-restrictions with
current-val ue and max-val ue fields, enabling organizations to nonitor
resource consunption against licensed limts. This addresses the
question: "What constraints apply and what are current usage |evel s?"

4.4.2. QOperational Context

4.4.3. JSON Exanpl e
{

"ietf-network-inventory: network-inventory": {
"net wor k-el enents": {
"network-el ement”: [

{
"ne-id": "enterprise-router-5",
"components": {
"conponent": |
{
"conponent -id": "nmain-chassis",
"class": "iana-hardware: chassis"
}
]
}

"ietf-entitlenent-inventory:installed-entitlenents": {
"entitlement": [

{
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"entitlement-id": "security-suite-ent",
"in-use": true

b

{
"entitlenment-id": "advanced-routing-ent",
"in-use": true

b

{
"entitlenment-id": "voice-gateway-ent",
"in-use": false

}

]

}

"ietf-entitlement-inventory:capabilities": {
"capability-class": [

"capability-class": "basic-capability-description”,
"capability": [
{

"capability-id": "firewall",
"ext ended-capabi lity-description": "firewall",
"entitlenment-state": {

"all owed": true,

"in-use": true

"supporting-entitlenments": {
"supporting-entitlenent”: [

"entitlement-id": "security-suite-ent”
}
]

apability-restrictions": {
"capability-restriction": [

}

"restriction-id": "concurrent-sessions",
"description": "Mxinmm concurrent firewall sessions",
"resource-nane": "sessions",

"units": "connections",

"max-val ue": 100000,
"current-val ue": 45000

]
}
b
{

"capability-id": "vpn",
"ext ended- capabi lity-description": "IPSec VPN tunnel s",
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"entitlenment-state": {
"al l oned": true,
"in-use": true

} 1

"supporting-entitlenents": {
"supporting-entitlenent": [

"entitlement-id": "security-suite-ent”

}
]

apability-restrictions": {
"capability-restriction": [

}

"restriction-id": "tunnel -count",
"description": "Maxi mum VPN tunnel s",
"resource-nane": "tunnel s",

"units": "count",

"max-val ue": 500,
"current-value": 120

}
]
}
H
{
"capability-id": "bgp-advanced",
"ext ended-capabi lity-description”: "Advanced BGP features including rou
te reflector”,
"entitlenment-state": {
"all owed": true,
"in-use": true
},
"supporting-entitlenments": {
"supporting-entitlenent": |
"entitlenment-id": "advanced-routing-ent"
}
]
}

apability-restrictions": {
"capability-restriction": [

"restriction-id": "bgp-peers",
"description": "Mximum BGP peer sessions",
"resource-nane": "peers",

"units": "sessions",

"max-val ue": 200,
"current-value": 75

}
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1
"ietf-entitlenent-inventory:entitlenents": {
"entitlement": [
{
"entitlement-id": "security-suite-ent",
"product-id": "SEC SU TE- ENTERPRI SE- 001",
"state": "active",
"renewal -profile": {
"start-date": "2024-06-01T00: 00: 00Z",
"activation-date": "2024-06-15T00: 00: 00Z",
"expiration-date": "2025-06-15T00: 00: 00Z"

}

ntitlenment-attachnent": {
"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanes": {
"organi zations": ["Enterprise Corp"]

}

ssets": {
"el enents": {
"network-el enents": ["enterprise-router-5"]

}

}

}
}

"entitlenment-id": "advanced-routing-ent",
"product-id": "ROUTI NG ADVANCED- 001"
"state": "active",
"renewal -profile":
"start-date": "2024-06-01T00: 00: 002",
"activation-date": "2024-06-15T00: 00: 00Z",
"expiration-date": "2025-06-15T00: 00: 00Z"
}

ntitlement-attachnent”: {

"uni versal -access": fal se,

"hol ders": {
"organi zati ons_nanes": {
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"organi zations": ["Enterprise Corp"]

}
b,
"assets": {
"el enents": {
"network-el enments": ["enterprise-router-5"]
}
}
}
b,
{
"entitlenment-id": "voice-gateway-ent",
"product-id": "VA CE- GMPREM UM 001",
"state": "active",
"renewal -profile": {
"start-date": "2024-12-01T00: 00: 00Z",
"activation-date": "2024-12-15T00: 00: 00Z",
"expiration-date": "2025-12-15T00: 00: 00Z"
"entitlement-attachnment": {
"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanes": {
"organi zations": ["Enterprise Corp"]
b,
"users_nanes": {
"users": ["tel ecomadm n"]
}
b,
"assets": {
"el enents": {
"network-el enments": ["enterprise-router-5"]
}
}
b,
"restrictions": {
"restriction": [
{
"restriction-id": "voi ce-channel s",
"description": "Mximum concurrent voi ce channel s",
"units": "channel s",
"max-val ue": 100,
"current-value": 0
}
]
}
}
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4.5. H erarchical Entitlenents
4.5.1. Scenario

Thi s exanpl e denmonstrates the parent-entitlement-uid nechani smfor
nodel i ng entitlenent hierarchies. A base "bronze" entitlenent
provi des foundational capabilities, while a "silver" upgrade
entitlement (referencing the bronze as parent) adds advanced
features. This pattern supports tiered |icensing nodels.

4.5.2. JSON Exanpl e

{
"ietf-network-inventory: network-inventory": {
"ietf-entitlement-inventory:entitlenents": {
"entitlement": [

{
"entitlenment-id": "bronze-routing-base",
"product-id": "ROUTER- BRONZE- BASE",
"state": "active",
"renewal -profile":
"start-date": "2024-01-01T00: 00: 00Z",
"activation-date": "2024-01-15T00: 00: 00Z",
"expiration-date": "2027-01-15T00: 00: 00Z"
},
"entitlenment-attachnent": {
"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanmes": {

"organi zations": |
"Enterprise Networks"

]

}

},

"assets": {
"elements": {

"network-el ements": |
"branch-router-1",
"branch-router-2"

]

}
}
}
3
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{
"entitlement-id": "silver-routing-upgrade",
"product-id": "ROUTER- S| LVER- UPGRADE",
"parent-entitlement-uid': "bronze-routing-base",
"state": "active",
"renewal -profile": {
"start-date": "2025-06-01T00: 00: 00Z",
"activation-date": "2025-06-15T00: 00: 00Z",
"expiration-date": "2027-01-15T00: 00: 00Z"
1
"entitlenment-attachnent": {
"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanes": {
"organi zations": [
"Enterprise Networks"
]
}
"assets": {
"el ements": {
"networ k- el ements": |
"branch-router-2"
]
}
}
}
}

}

et wor k-el enents": {
"network-element”: [

{
"ne-id": "branch-router-1",
"conmponents": {
"conponent": |
{
"conponent-id": "main-unit",
"class": "iana-hardware: chassis"
}
]
}

etf-entitlement-inventory:installed-entitlenments": {
"entitlement": [

"entitlenment-id": "bronze-routing-base",
"in-use": true

}
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]

}

"ietf-entitlement-inventory:capabilities": {
"capability-class": [

"capability-class": "basic-capability-description",
"capability": [
{

"capability-id": "ospf-routing",
"ext ended- capabi lity-description": "OSPF dynam c routing protocol",
"entitlenment-state": {
"all owed": true,
"in-use": true
},
"supporting-entitlenments": {
"supporting-entitlenment": |

"entitlenment-id": "bronze-routing-base"

}
]
},
"capability-restrictions": {
"capability-restriction": [

"restriction-id": "ospf-areas",
"description": "Mximum OSPF areas",
"resource-nane": "routing-areas",
"units": "areas",

"max-val ue": 10,

"current-value": 3

}
]
}
H
{
"capability-id": "static-routing",
"ext ended-capability-description": "Static route configuration",
"entitlement-state": {
"all owed": true,
"in-use": true
},
"supporting-entitlenents": {
"supporting-entitlenent": [
"entitlenment-id": "bronze-routing-base"
}
]
b
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"capability-restrictions": {
"capability-restriction": [
{
"restriction-id": "static-routes",
"description": "Muxinmmstatic routes"”,
"resource-nane":. "routes",
"units": "routes",
"max-val ue": 500,
"current-value": 127

"ne-id": "branch-router-2",
"conmponents”: {
"conponent": |
{
"conponent-id": "main-unit",
"class": "iana-hardware: chassis"

}
]
1
"ietf-entitlenment-inventory:installed-entitlenents": {
"entitlement": [

{
"entitlement-id": "bronze-routing-base",
"in-use": true

H

{
"entitlement-id": "silver-routing-upgrade",
"in-use": true

}

]
1
"ietf-entitlenment-inventory:capabilities": {
"capability-class": [
"capability-class": "basic-capability-description”,
"capability": [
{

"capability-id": "ospf-routing",
"ext ended-capabi lity-description": "OSPF dynam ¢ routing protocol",
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"entitlenment-state": {
"al l oned": true,
"in-use": true

} 1

"supporting-entitlenents": {
"supporting-entitlenent": [

"entitlement-id": "bronze-routing-base'

}
]
}

"capability-restrictions": {
"capability-restriction": [

{
"restriction-id": "ospf-areas"”,
"description": "Mximum OSPF areas",
"resource-nane": "routing-areas",
"units": "areas",
"max-val ue": 10,
"current-value": 5
}
]
}
H
{
"capability-id": "static-routing",
"ext ended-capabi lity-description”: "Static route configuration”,
"entitlenment-state": {
"all owed": true,
"in-use": true
},
"supporting-entitlenments": {
"supporting-entitlenent”: [
"entitlenment-id": "bronze-routing-base"
}
]
}

"capability-restrictions": {
"capability-restriction": |

"restriction-id": "static-routes",
"description": "Mxinmmstatic routes”,
"resource-nane": "routes",

"units": "routes",

"max-val ue": 500,
"current-val ue": 89
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]
}
b
{
"capability-id": "bgp-routing",
"ext ended-capabi lity-description": "BGP routing protocol with route p
olicies",
"entitlement-state": {
"all owed": true,
"in-use": true
},
"supporting-entitlenents": {
"supporting-entitlenent": [
"entitlement-id": "bronze-routing-base"
H
{
"entitlenment-id": "silver-routing-upgrade"
}
]
},
"capability-restrictions": {
"capability-restriction": [
"restriction-id": "bgp-peers",
"description": "Mximum BGP peer sessions",
"resource-nane": "bgp-sessions”,
"units": "peers",
"max-val ue": 100,
"current-val ue": 24
}
]
}
H
{
"capability-id": "npls",
"ext ended-capabi lity-description": "MPLS | abel switching",
"entitlement-state": {
"all owed": true,
"in-use": true
}

"supporting-entitlenents": {
"supporting-entitlenent": [

"entitlenment-id": "bronze-routing-base"

3

{
}

"entitlenment-id": "silver-routing-upgrade"
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]

},

"capability-restrictions": {
"capability-restriction": |

"restriction-id": "npls-Ilsps",

"description": "Muximum MPLS | abel -swi tched pat hs",
"resource-nane": "lsps",

"units": "paths",

"max-val ue": 200,
"current-val ue": 87

}
]
}
b
{
"capability-id": "advanced-qos",
"ext ended-capabi lity-description": "Advanced QoS with traffic shaping
"entitlement-state": {
"all owed": true,
"in-use": false
},
"supporting-entitlenents": {
"supporting-entitlenent": [
"entitlenment-id": "bronze-routing-base"
{
"entitlenment-id": "silver-routing-upgrade"
}
]
},
"capability-restrictions": {
"capability-restriction": [
{
"restriction-id": "qos-cl asses",
"description": "Mximm QS traffic classes"”,
"resource-nane": "gos-classes"”,
"units": "classes",
"max-val ue": 16,
"current-value": 0
}
]
}
}
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4.6. License Pooling
4.6.1. Scenario

Thi s exanpl e shows how shared entitlements can be installed across
mul ti ple network el ements. A pool -based license is defined once at
the network-inventory level with global restrictions (total seats),
then installed on multiple routers. Each router’s capabilities
reference the shared entitlenent, and individual capability-
restrictions track per-device usage agai nst the pool

4.6.2. JSON Exanpl e

{

"ietf-network-inventory: network-inventory": {
"net wor k- el enents": {
"network-element”: [
{
"ne-id": "datacenter-router-1",
"conmponents”: {
"conponent": |
{
"conponent -id": "nmain-chassis",
"class": "iana-hardware: chassis"
}
]

ietf-entitlenent-inventory:installed-entitlenents": {
"entitlement": [

}

"entitlement-id": "enterprise-Ilicense-pool"”

b
{

"entitlenment-id": "advanced-security-pool"

}
]

"ietf-entitlement-inventory:capabilities": {
"capability-class": |

"capability-class": "basic-capability-description",
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"capability": [

"capability-id": "enterprise-routing”,
"ext ended-capabi l ity-description": "Enterprise routing protocol s",
"entitlenment-state": {
"all owed": true,
"in-use": true
},
"supporting-entitlenments": {
"supporting-entitlenment": |

"entitlement-id": "enterprise-Ilicense-pool"

}
]
},
"capability-restrictions": {
"capability-restriction": [

{
"restriction-id": "bgp-peers",
"description": "Mximm BGP peers",
"resource-nane": "bgp-sessions”,
"units": "peers",
"max-val ue": 500,
"current-val ue": 245
}
]
}
H
{
"capability-id": "advanced-firewal | ",
"ext ended-capabi lity-description": "Enterprise firewall",
"entitlement-state": {
"all owed": true,
"in-use": true
},
"supporting-entitlenents": {
"supporting-entitlenent": [
"entitlenment-id": "advanced-security-pool"
}
]
}

"capability-restrictions": {
"capability-restriction": [

"restriction-id": "firewall-throughput",
"description": "Maxi mumfirewall throughput",
"resource-nanme": "throughput",
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" uni tsll: " @ps",
"max-val ue": 40,
"current-val ue": 28

}
]
}
}
]
}
]
}
H
{
"ne-id": "datacenter-router-2",
"conmponents”: {
"conponent": |
{
"conponent -id": "nmain-chassis",
"class": "iana-hardware: chassis"
}
]
1
"ietf-entitlenment-inventory:installed-entitlenents": {
"entitlement": [
"entitlement-id": "enterprise-Ilicense-pool"”
}
]
}

ietf-entitlement-inventory:capabilities": {
"capability-class": [

"capability-class": "basic-capability-description”,
"capability": [
{

"capability-id": "enterprise-routing”,
"ext ended-capabi lity-description": "Enterprise routing protocol",
"entitlement-state": {

"all owed": true,

"in-use": true

}

upporting-entitlenents": {
"supporting-entitlenent": [

"entitlement-id": "enterprise-Ilicense-pool”

}
]
H
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"capability-restrictions": {
"capability-restriction": [
{

"restriction-id": "bgp-peers",
"description": "Mxinmm BGP peers",
"resource-nane": "bgp-sessions",
"units": "peers",
"max-val ue": 500,
"current-value": 178

"ne-id": "branch-router-1",
"conmponents”: {
"conponent": |
{
"conponent-id": "main-unit",
"class": "iana-hardware: chassis"

}
]
1
"ietf-entitlenment-inventory:installed-entitlenents": {
"entitlement": [

{
}
]
}
"ietf-entitlenment-inventory:capabilities": {
"capability-class": [

"entitlement-id": "advanced-security-pool"

"capability-class": "basic-capability-description”,
"capability": [
{
"capability-id": "advanced-firewal | ",
"ext ended-capabi lity-description": "Enterprise firewall",

"entitlement-state": {
"al |l owed": true,
"in-use": true

} i)

"supporting-entitlenents": {
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"supporting-entitlenent": [

"entitlenment-id": "advanced-security-pool"

}
]
},
"capability-restrictions": {
"capability-restriction": [

"restriction-id": "firewall-throughput",
"description": "Maxi mumfirewall throughput",
"resource-nanme": "throughput",

"units": "CGbhps",
"max-val ue": 10,
"current-value": 7

"ietf-entitlement-inventory:entitlenents": {
"entitlement": [

{
"entitlement-id": "enterprise-license-pool",
"product-id": "ENT-ROUTER- POOL- 100",
"state": "active",
"renewal -profile": {
"start-date": "2025-01-01T00: 00: 00Z",
"activation-date": "2025-01-15T00: 00: 00Z",
"expiration-date": "2026-01-15T00: 00: 00Z"
},
"restrictions": {
"restriction": [
"restriction-id": "license-consunption",
"description": "Enterprise router |licenses consuned from pool ",
"units": "licenses",
"max-val ue": 100,
"current-val ue": 87
}
]
b
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"entitlenment-attachment": {
"uni versal -access": fal se,
"hol ders": {

"organi zati ons_nanes": {
"organi zations": |

" Conmpany- A"
]
}
}
"assets": {
"el enents": {
"net work-el ements": [
"datacenter-router-1",
"dat acent er-router-2"
]
}
}
}
b
{
"entitlenment-id": "advanced-security-pool",
"product-id": "SEC Fl REWALL- POOL- 25",
"state": "active",
"renewal -profile": {
"start-date": "2025-03-01T00: 00: 002",
"activation-date": "2025-03-01TO00: 00: 00Z",
"expiration-date": "2026-03-01T00: 00: 00Z"
}

estrictions": {
"restriction": [

{
"restriction-id": "license-consunption",
"description": "Security |licenses consumed from pool (high utilization)",
"units": "licenses",
"max-val ue": 25,
"current-value": 21
b
{
"restriction-id": "total -throughput"”,
"description": "Aggregate firewall throughput across all devices (real-ti
me shapshot)",
"resource-nanme": "throughput",
"units": "CGhps",
"max-val ue": 100,
"current-val ue": 50
}

]

ntitlement-attachment": {

}
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"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanmes": {
"organi zations": |

" Conpany- A"

]

}
},
"assets": {
"el enents": {

"net wor k-el ements": |
"datacenter-router-1",
"branch-router-1"

]

}
}

4.7. Mul ti - Vendor Environnment

4.7.1. Scenario

This exanple illustrates entitlenent managenent in a heterogeneous
network with devices frommultiple vendors. Each vendor nay use
different licensing nodels (consunption-based, perpetual,
subscription), but the unified nodel captures all entitlenments
consistently. The exanpl e shows how organi zations gain visibility
across their entire multi-vendor infrastructure.

4.7.2. JSON Exanpl e
{

"ietf-network-inventory: network-inventory": {
"net wor k- el enents": {
"network-el ement”: |

"ne-id": "vendor-a-router-hg-1",
"conmponents": {
"conponent": |
{
"conponent-id": "chassis",
"class": "iana-hardware: chassis"

}
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]
}
"ietf-entitlement-inventory:installed-entitlenments": {
"entitlement": [

"entitlenment-id": "vendor-a-sdwan-consunption”

}
]
3,

"ietf-entitlenment-inventory:capabilities": {
"capability-class": [

"capability-class": "basic-capability-description",
"capability": [

"capability-id": "sd-wan",
"ext ended-capabi lity-description": "SD-WAN wi th consunpti on-based bi
ling",
"entitlenment-state": {
"al l oned": true,
"in-use": true
} i)
"supporting-entitlenents": {
"supporting-entitlenent": [

"entitlement-id": "vendor-a-sdwan-consunption”

}
]
b
"capability-restrictions": {
"capability-restriction": [
{
"restriction-id": "active-tunnels",
"description": "Current active SD-WAN tunnel s",
"resource-nane": "tunnel s",
"units": "count",
"max-val ue": 100,
"current-val ue": 45

"ne-id": "vendor-b-sw tch-dc-1",
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"components": {
"conponent": |

"conponent-id": "main-unit",
"class": "iana-hardware: chassis"

}
]

"ietf-entitlement-inventory:installed-entitlenments": {
"entitlement": [

"entitlenment-id": "vendor-b-datacenter-perpetual”
}1
{ _ _ .
"entitlenment-id": "vendor-b-support-subscription”

}
]

ietf-entitlement-inventory:capabilities": {
"capability-class": [

}

"capability-class": "basic-capability-description”,
"capability": [
{

"capability-id": "evpn-vxlan",
"ext ended-capabi lity-description": "EVPN-VXLAN overlay",
"entitlement-state": {

"al | owed": true,

"in-use": true

}

upporting-entitlenments": {
"supporting-entitlenent": [

"entitlenment-id": "vendor-hb-datacenter-perpetual”

{

"entitlement-id": "vendor-b-support-subscription”

}
]

apability-restrictions": {
"capability-restriction": [

}

{
"restriction-id": "vxlan-tunnel s",
"description": "Maxi mum VXLAN tunnel endpoints"”,
"resource-nane": "vteps",
"units": "endpoints",

"max-val ue": 500,
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"current-value": 234

}
]
}
}
]
}
]
}
H
{
"ne-id": "vendor-c-sw tch-dc-2",
"conmponents": {
"conponent": |
{
"conponent-id": "chassis",
"class": "iana-hardware: chassis"
}
]
}
"ietf-entitlement-inventory:installed-entitlenments": {
"entitlement": [
"entitlenment-id": "vendor-c-telenetry-tier-standard"
}
]
}

"ietf-entitlenment-inventory:capabilities": {
"capability-class": [

"capability-class": "basic-capability-description",
"capability": [
{

"capability-id": "stream ng-tel enetry”
"ext ended-capabi lity-description": "Streanming telenetry tier",
"entitlenment-state": {

"all owed": true,

"in-use": true

}

upporting-entitlenents": {
"supporting-entitlenent": [

"entitlement-id": "vendor-c-telenetry-tier-standard"

}
]

apability-restrictions": {
"capability-restriction": [

}
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"restriction-id": "telemetry-streans",
"description": "Mximum concurrent telemetry streans”,
"resource-nane": "streans",
"units": "streams",
"max-val ue": 200,
"current-val ue": 87

}

"ietf-entitlement-inventory:entitlenents": {
"entitlement": [

{
"entitlenment-id": "vendor-a-sdwan-consunption”,
"product-id": "SDWAN- CONSUVPTI ON- BI LLI NG',
"sku": "L- SDWAN- CONSUMPTI ON',
"vendor": "Vendor-A",
"part-nunber": " SDWAN- CONSUMPTI ON- LI C',
"state": "active",
"renewal -profile": {
"start-date": "2025-01-01T00: 00: 00Z",
"activation-date": "2025-01-01T00: 00: 002"
}

estrictions": {
"restriction": [

{
"restriction-id": "nonthly-bandw dt h-consuned",
"description": "Total bandw dth consuned this billing period",
"resource-nane": "bandw dt h",
"units": "GB",
"max-val ue": 10000,
"current-val ue": 7234
}

]

"entitlement-attachnent": {
"uni versal -access": fal se,
"hol ders": {

"organi zati ons_nanes": {
"organi zations": [
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"Enterprise | T Dept"
]
} ]

"users_nanes": {
"users": |
"net wor k- admi n"
]
}

ssets": {
"el enents": {
"net work-el ements": [
"vendor - a-rout er - hg-1"
]

}
}

}

}
8
{

"entitlement-id": "vendor-b-datacenter-perpetual ",
“product-id": "DC EVPN- VXLAN- PERPETUAL",
"sku": "S-EVPN-PERM',
"vendor": "Vendor-B",
"part-nunmber": "DC-EVPN- PERPETUAL-LIC",
"state": "active",
"renewal -profile": {
"activation-date": "2023-03-15T00: 00: 00Z"
1
"entitlenment-attachnent": {
"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanes": {
"organi zations": [
"Enterprise I T Dept"
]

} i)
"users_nanes": {
"users": [
"dat acent er - ops”
]

}

ssets": {
"el enments": {
"networ k-el ements": [
"vendor - b-swi t ch-dc- 1"
]

}

}
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o)

"entitlement-id": "vendor-b-support-subscription",
"product-id": "DC SUPPORT- ANNUAL",
"sku": "S- SUPPORT-1Y",

"vendor": "Vendor-B",
"part-nunber": "DC SUPPORT-SUB-1Y",
"state": "active",

"renewal -profile":
"start-date": "2024-10-01T00: 00: 00Z",
"activation-date": "2024-10-01T00: 00: 002",
"expiration-date": "2025-10-01T0O0: 00: 00Z"
}

ntitlenment-attachnent": {
"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanes": {
"organi zations": [
"Enterprise I T Dept”

]
},
"users_nanes": {
"users": [
"dat acent er - ops"
]
}
},
"assets": {
"el enents": {
"network-el ements": |
"vendor - b-swi t ch-dc- 1"
]
}
}
}
b
{
"entitlenment-id": "vendor-c-telenetry-tier-standard",

“product-id": "TELEMETRY- STD-50DEV-1Y",
"sku": "TELEM STD-50-1Y",

"vendor": "Vendor-C',
"part-nunber": "TELEM STD- Tl ER-1Y",
"state": "active",

"renewal -profile": {
"start-date": "2025-01-01T00: 00: 00Z",
"activation-date": "2025-01-01T00: 00: 00Z",
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"expiration-date": "2026-01-01T00: 00: 00Z"
}

estrictions": {
"restriction": [

{
"restriction-id": "subscribed-device-count",
"description": "Device count in subscribed tier",
"units": "devices",
"max-val ue": 50,
"current-val ue": 50

¥

{
"restriction-id": "current-device-count",
"description": "Actual devices currently managed (may exceed tier for ove

rage billing)",

"units": "devices",

"max-val ue": 150,
"current-val ue": 63

}
]

}

"entitlenment-attachnent": {
"uni versal -access": fal se,
"hol ders": {

"organi zati ons_nanes": {
"organi zations": [
"Enterprise I T Dept”
]

} i)
"users_nanes": {
"users": [
"dat acent er - ops",
"noc-teant

]
}
},
"assets": {
"el enments": {

"networ k-el ements": [
"vendor-c-sw tch-dc- 2"
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4.8. Conponent-Level Entitlenents
4.8.1. Scenario

Thi s exanpl e denponstrates entitlenent tracking at the conponent |eve
within a nmodul ar network el enment. Individual line cards have their
own port licenses, while the chassis has systemlevel entitlenents.
Thi s addresses scenarios where different conponents within the same
devi ce have independent entitlenment requirenents, such as pay-as-you-
grow depl oynents.

4.8.2. JSON Exanpl e
{

"ietf-network-inventory: network-inventory": {
"ietf-entitlenment-inventory:entitlenents": {
"entitlement": [
{

"entitlement-id": "base-systemlicense",

"product-id": "ROUTER- BASE-2025",

"state": "active",

"renewal -profile":
"activation-date": "2025-01-01T00: 00: 00Z",
"start-date": "2025-01-01T00: 00: 00Z",
"expiration-date": "2026-01-01T00: 00: 00Z"

}

ntitlement-attachnent”: {
"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanes": {
"organi zations": [
"corp-a"
]

}

ssets": {
"el enents": {
"network-el ements": |
"nodul ar -rout er-dcl”

}

"entitlenment-id": "advanced-routing-license",
"product-id": "NET- ADV- ROUTE- 100",
"state": "active",
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"renewal -profile": {
"activation-date": "2025-01-15T00: 00: 002",
"start-date": "2025-01-15T00: 00: 00Z",
"expiration-date": "2026-01-15T00: 00: 00Z"
}

ntitlement-attachment": {
"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanmes": {
"organi zations": |

"corp-a"
]
}
},
"assets": {
"el enents": {
"net wor k-el ements": |
"nmodul ar-rout er-dcl"”
]
}
}
}
H
{
"entitlement-id": "port-license-100g-slotl",
"product-id": "PORT-LIC 100G 8PORT",
"state": "active",
"renewal -profile": {
"activation-date": "2025-02-01T00: 00: 00Z",
"start-date": "2025-02-01T00: 00: 00Z",
"expiration-date": "2026-02-01T00: 00: 00Z"
},
"entitlenment-attachnent”: {
"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanes": {
"organi zations": [
"corp-a"
]
1
"users_nanes": {
"users": |
"adm n"
]
}
H
"assets": {
"conmponents": {
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"conponent": |

"net wor k-el enent”: "nodul ar-router-dcl",
"conponent-id": "linecard-slot-1"
}
]
}
}
}
¥
{
"entitlement-id": "port-license-100g-slot2",
"product-id": "PORT-LIC 100G 4PORT",
"state": "active",
"renewal -profile": {
"activation-date": "2025-02-15T00: 00: 00Z",
"start-date": "2025-02-15T00: 00: 002",
"expiration-date": "2026-02-15T00: 00: 00Z"
"entitlement-attachnment": {
"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanes": {
"organi zations": |
"corp-a"
]
}
"users_nanmes": {
"users": |
"adm n"
]
}
}
"assets": {
"conmponents": {
"conponent": |
"network-el enent": "nodul ar-router-dcl",
"conponent-id": "linecard-slot-2"
}
]
}
}
}
b
{
"entitlenment-id": "crypto-accelerator-Ilicense",

"product-id": "SEC CRYPTO ACC',
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"state": "active",

"renewal -profile": {
"activation-date": "2025-03-01T00: 00: 00Z",
"start-date": "2025-03-01T00: 00: 00Z",
"expiration-date": "2026-03-01T00: 00: 00Z"

}

ntitlement-attachment": {
"uni versal -access": fal se,
"hol ders": {
"organi zati ons_nanes": {
"organi zations": |

"corp-a"
]
},
"users_nanmes": {
"users": |
"security-adm n"
]
}
},
"assets": {
"conmponents": {
"conponent": |
"network-element”: "nodul ar-router-dcl",
"conponent-id": "security-nodul e"
}
]
}
}

}

etwork-el ements": {
"network-element”: [
{
"ne-id": "nodul ar-router-dcl",
"conmponents”: {
"conponent": |

"conponent -id": "chassis-nmain",
"class": "iana-hardware: chassis"
"conponent-id": "linecard-slot-1",
"class": "iana-hardware: nodul e",

"ietf-entitlenment-inventory:installed-entitlenents": {
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"entitlement": [

"entitlement-id": "port-license-100g-slot1"

}
]

ietf-entitlement-inventory:capabilities": {
"capability-class": [

}

"capability-class": "basic-capability-description”,
"capability": [
{

"capability-id": "high-speed-ports-1-8",
"ext ended-capabi lity-description": "Enable 100G ports 1-8 on |
necard",
"entitlenment-state": {
"all owed": true,
"in-use": true

}

upporting-entitlenments": {
"supporting-entitlenent”: [

"entitlement-id": "port-license-100g-slot1"

}
]

apability-restrictions": {
"capability-restriction": |

}

"restriction-id": "port-count",
"description": "Nunmber of active ports"
"resource-nane": "ports"

"units": “"count",

"max-val ue": 8,

"current-value": 8

}
]
}
}
]
}
]

}
b,
{

"conponent-id": "linecard-slot-2",

"class": "iana-hardware: nodul e",

"ietf-entitlenment-inventory:installed-entitlenents": {
"entitlement": [
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"entitlement-id": "port-license-100g-sl ot?2"

}
]
}
"ietf-entitlenment-inventory:capabilities": {
"capability-class": [

"capability-class": "basic-capability-description”,
"capability": [

"capability-id": "high-speed-ports-1-4",
"ext ended-capabi lity-description": "Enable 100G ports 1-4 on |i
necard",
"entitlement-state": {
"al |l owed": true,
"in-use": true
},
"supporting-entitlenents": {
"supporting-entitlenent": [

"entitlement-id": "port-license-100g-sl ot2"

}
]

"capability-restrictions": {
"capability-restriction": [

"restriction-id": "port-count",
"description": "Nunber of active ports"
"resource-nane": "ports"

"units": "count",

"max-val ue": 4,

"current-value": 4

}
]
}
}
]
}
]

}
}s
{

"conponent-id": "security-nodul e",

"class": "iana-hardware: nodul e",

"ietf-entitlenment-inventory:installed-entitlenents": {
"entitlement": [

{
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"entitlement-id": "crypto-accelerator-Ilicense"

}
]
1
"ietf-entitlenment-inventory:capabilities": {
"capability-class": [

"capability-class": "basic-capability-description",
"capability": [
{

"capability-id": "hardware-encryption”,
"ext ended- capabi l i ty-description": "Hardware-accel erated encryp
tion",
"entitlement-state": {
"all omed": true,
"in-use": true
} i)
"supporting-entitlenents": {
"supporting-entitlenent": [

"entitlenment-id": "crypto-accelerator-Ilicense”

}
]
},
"capability-restrictions": {
"capability-restriction": [

"restriction-id": "crypto-throughput",
"description": "Mxinmum encryption throughput”,
"resource-nanme": "throughput",

"units": "CGbhps",

"max-val ue": 100,

"current-val ue": 65

"ietf-entitlement-inventory:installed-entitlenments": {
"entitlement": [

"entitlenment-id": "base-systemlicense"

b
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{
"entitlement-id": "advanced-routing-license"
}1
{ . . .
"entitlement-id": "port-license-100g-slot1"
}1
{ _ _ _
"entitlement-id": "port-license-100g-sl ot?2"
}1
{ . . .
"entitlenment-id": "crypto-accelerator-Ilicense"
}

]

"ietf-entitlement-inventory:capabilities": {
"capability-class": |

"capability-class": "basic-capability-description",
"capability": [
{

"capability-id": "routing-protocols",
"ext ended- capabi l ity-description": "Advanced routing protocols (BGP
OSPF, IS-19)",
"entitlenment-state": {
"all owed": true,
"in-use": true

}

upporting-entitlenents": {
"supporting-entitlenent": [

"entitlement-id": "advanced-routing-license"

}
]

apability-restrictions": {
"capability-restriction": [

}

"restriction-id": "max-routes",

"description": "Maxi mumrouting table entries”,
"resource-nane": "routing-table",

"units": "entries",

"max-val ue": 1000000,
"current-val ue": 450000
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4.9. Capability C ass Extension

4.9.1. Scenario

Thi s exanpl e denonstrates extending the capability-class identity to
reference external capability definitions. The exanple-capability-
ext ensi on nodul e derives a new capability class and augnments the
nodel to reference capabilities defined in a separate nodule. This

pattern all ows donmai n-specific capability nodels to integrate cleanly
with entitlenment tracking.

4.9.2. JSON Exanpl e
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{
"exanpl e-capability-framework: capabilities": {
"capability": [
{
"capability-id": "cap-routing-basic",
"description": "Basic routing functionality"
}1
{ o _
"capability-id": "cap-routing-advanced",
"description": "Advanced routing with BGP and OSPF"
}
]
b _ _
"ietf-network-inventory: network-inventory": {
"net wor k- el enent s": {
"network-el ement”: |
"ne-id": "device-1",
"ietf-entitlement-inventory:capabilities": {
"capability-class": [
"capability-class": "exanple-capability-extension: exanpl e-capability-clas
S"1
"capability": [
"capability-id": "routing",
"exanpl e-capability-extension: capability-ref”: "cap-routing-basic"
}
]
}
]
}
}
]
}
}
}

5. Operational Considerations

5.1. Entitlenent Synchronization
When entitlements are managed both centrally and locally,
i mpl ement ati ons SHOULD provi de nmechani snms to detect inconsistencies
bet ween:

* Centralized entitlenent records

* Locally installed entitlenents

Pal mero, et al. Expi res 31 August 2026 [ Page 79]



I nternet-Draft entitlement-inventory February 2026

* Actual capability usage

5.2. Entitlement Expiration Handling
Net wor k el ements SHOULD generate notifications when installed
entitlements are approaching expiration. The notification timng and
handling is inplementation-specific but SHOULD provi de sufficient
lead tine for renewal .

5.3. Performance Consi derations

I mpl enent ati ons tracking | arge nunmbers of entitlenents SHOULD
consi der:

* Caching strategies for frequently accessed entitlenment data
* Efficient indexing of entitlenent-to-capability mappi ngs
* Mninizing overhead of entitlenent validation checks
5.4. Mgration and Version Conpatibility
When migrating fromvendor-specific entitlenment systens, inplenenters
shoul d consi der mapping strategies that preserve entitl enent
rel ati onshi ps while adopting this standard nodel .

6. | ANA Consi der ations

Thi s docunent registers one URI in the "I ETF XM. Regi stry" [ RFC3688]
and one YANG nodul e in the "YANG Mdul e Nanes" registry [ RFC6020].

6.1. URI Registration

I ANA is requested to register the following URI in the "ns
subregistry within the "I ETF XM. Regi stry" [ RFC3688]:
URI: wurn:ietf:params:xm:ns:yang:ietf-entitlenment-inventory

Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

6.2. YANG Modul e Nane Regi stration

I ANA is requested to register the following entry in the "YANG Mdul e
Nanes" registry [ RFC6020]:
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Nane: ietf-entitlenent-inventory

Nanespace: urn:ietf:params: xm:ns:yang:ietf-entitlement-inventory
Prefi x: ei

Mai ntai ned by 1 ANA: N

Ref er ence: RFC XXXX

Security Considerations
Entitlement Data Sensitivity

I npl enent ati ons MJST protect entitlenent data with appropriate access
controls consistent with organi zational security policies.

Entitl ement Tampering

I mpl enent ati ons SHOULD use cryptographic signatures or simlar
mechani sns to verify entitlenent integrity. Network el enents SHOULD
validate entitlements before activating capabilities.

Informati on D scl osure

Access to entitlenment inventory data SHOULD be restricted to
aut hori zed personnel. Consider inplenenting role-based access
controls that linit visibility based on operational need.
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