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Abst ract

Thi s docunent proposes a YANG nodul e for incorporating entitlements
in a network inventory, enconpassing both virtual and physica

network el enments. Entitlenments define the rights for their holder to
use specific capabilities in a network element(s). The nodel is
rooted by the concept of the capabilities offered by an el enent,
enabl ed by the held entitlenents, and considers entitlement scope,
how t hey are assigned, and when they expire. The nodel introduces a
descriptive definition of capabilities and the entitlenent use
restrictions, supporting entitlenent administration and the
under st andi ng of the capabilities available through the network.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://dr2l opez.github.io/ivy-capability-entitlenent/draft-ietf-ivy-
entitlement-inventory.htm. Status information for this docunent nmay
be found at https://datatracker.ietf.org/doc/draft-ietf-ivy-
entitlement-inventory/.

Di scussion of this docunent takes place on the Network Inventory YANG
WG Working Group mailing list (mailto:inventory-yang@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/inventory-
yang/. Subscribe at https://ww.ietf.org/ mailman/listinfo/inventory-
yang/ .

Source for this draft and an issue tracker can be found at
https://github. com dr2l opez/ivy-capability-entitlenent.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may al so distribut
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

e

Internet-Drafts are draft docunents valid for a nmaxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents
tinme.

It is inappropriate to use Internet-Drafts as referenc
mat eri al

or to cite themother than as "work in progress.”

This Internet-Draft will expire on 13 April 2026.
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/

| i cense-i nfo)
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described in Section 4.e of the Trust Legal Provisions and ar
provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1.
1.
1.

e

Noo

~ ~

Pal ner o,

WNPCOR®ENE

I ntroduction

1.
2.

Scope of the Entltl enent I\/bdel . .
Pre-Provi sioned vs. Discovered Entitl errents .

Conventions and Definitions .

N

e

Mobdel i ng Capabl lities and Entitl errent s

Capabilities
Entitl ements

.1.  Reverse Mappi ng from Ent|tlerrents to Capabllltles .

Entitlement Attachnent

Installed Entitlenents

Model Definition

cases and Exarrpl es

MPLS Capability License on a Netvvork OS
Bandwi dt h Upgrade vi a License .

Fl oati ng Li cense Managed by License Server

| ANA Consi der ati ons .
Security Considerations .
Ref er ences

.1
. 2.

Nor mati ve Ref erences
Informati ve References
et al. Expires 13 April 2026

in effect on the date of publication of this docunent.
as they describe your rights
Code Conponents

i ncl ude Revised BSD License text as

e

o~NOoO oIk~ W

10

11
12
12
12
13
15
18
18
18
18
18

[ Page 2]



I nternet-Draft entitlement-inventory Cct ober 2025

Acknowl edgnments . . . . . . . . . . . . . . L . . . . . . . . .. 19
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . . .. 19
1. Introduction

The purpose of any network el enents included as assets in the

i nventory of any network operator is to |leverage their capabilities
to build network services. Many of these capabilities are not
automati cally enabl ed upon acquisition; their use may require
specific rights—typically provided via entitlenments or |icenses from
t he vendor.

The primary intent of this draft is to support three key operationa
use cases in managi ng software entitlenents and network capabilities:

* Listing entitlenents (e.g., licenses) avail able across the
operator organization, their hol ders, and applicabl e scope.

* Mdeling the capabilities that entitlenments pernit or enabl e,
representing what a network el ement may do when properly |icensed.

* Representing the actual use of capabilities, including any active
restrictions or limts defined by the associated entitl enents.

Toget her, these use cases enable adnmi nistrators to answer essenti al
questions such as: What can this device do? What is it currently
all owed to do? And what is it actively doing within the bounds of
licensing or entitlenent constraints? This approach supports not
only entitlenment tracking but also intent-aware control of device
behavi or and resource exposure.

As network technol ogy evol ves toward nodul ar, software-defined, and
virtualized architectures, managing the rights to activate specific
functions beconmes increasingly conplex. These rights granted via
entitlements or licenses nust be tracked, aggregated, and matched to
assets to ensure that services can be delivered using avail abl e
capabilities. This conplexity calls for structured, nachine-readabl e
nmodel s that represent which capabilities are available, permtted,
and in use.

To address this, the nodel relies on two core concepts: capability
and entitlenent. A capability represents what a system or conponent
may do; an entitlement grants permission to use one or nore of those
capabilities, possibly under constraints such as tinme, scope, or
usage limts. Being able to represent and exchange this information
across systens hel ps automate entitlenent administration and sinplify
oper ati onal deci sions.
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This draft provides a foundational YANG structure for representing
these rel ati onshi ps as standards, conplenenting the network inventory
nodul e.

1.1. Scope of the Entitlenent Mde

The entitlenent nodel ains to provide an inventory of entitlenents.
This includes the entitled holders and the capabilities to which they
are entitled. Additionally, it offers information into the
restrictions of the operation of the different assets (network
entities and conponents). In general, this nodel seeks to address
the foll owi ng questions:

* \What entitlements are adm ni stered/ owned by the organi zati on?
* How are entitlenents restricted to sone assets and hol ders?
*  \What entitlenents are installed on each network el ement?

* \What constraints do the current installed entitlements inmpose on
the network el ements’ functionality?

* Does the entitlenent inpose any kind of global restrictions? Wat
are they?

* VWhat are the restrictions that each network el enent has due to the
entitlements it holds locally?

The nodel is designed with flexibility in mnd, allow ng for
expansion through the utilization of tools provided by YANG

The real mof entitlements and licensing is inherently conpl ex,
presenting challenges in creating a nodel that can conprehensively
enconpass all scenarios without anmbiguity. Wile we attenpt to
address various situations through exanpl es and use cases, we
acknow edge that the nodel m ght not be able to cover all corner
cases without ambiguity. |In such cases, we recomrend that

i mpl ement ati ons provi de additional docunmentation to clarify those
potential anbiguities. The current nodel does not aimto serve as a
catalog of licenses. Wiile it may accommpdate basic scenarios, it
does not aimto cover the full spectrumof |icense characteristics,
whi ch can vary significantly. |Instead, our focus is on providing a
general framework for describing relationships and answering the
questions posed above.

Wth the aimof clarifying the nodel scope, here are sone questions
that our nodel does not attenpt to answer:
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* \What are the inplications of purchasing a specific entitlenment?
* VWhich entitlenent is needed to obtain a specific capability?
* |s license mgration feasible?

* \What capabilities are pernmitted when an entitlenent is installed
in a specific device?

* [Features or restrictions that depend on each user. W are not
covering this in the current version of this docunent, but it
could be done if we expand the hol ders’ identification

Thi s nodel focuses on the ability to use capabilities, not on access
control mechani sms. For exanple, if a router cannot enable MPLS due
to entitlenment restrictions, it nmeans the organi zation | acks the
rights to use that capability—even if access to the device itself is
available. This distinction is separate from for instance, the
ability of a specific user to configure MPLS due to access control
limtations.

1.2. Pre-Provisioned vs. Discovered Entitlenents
This nodel is not intended for autonmatic discovery of entitlenents or
capabilities through the network el ements thenselves. Instead, it
assunes that entitlenents and their associations are either:

* Provisioned in a |icense server or asset database;

* |Installed on individual devices and reported through nanagenent
i nterfaces; or

* Manually configured as part of an inventory process.

Future augnentations nay explore capability discovery or telenetry
driven nodels, but they are out of scope for the current version

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

* ToBeUpdat ed(TBU) Open Issue for the VY W5 to include:
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<<Update d ossary under Network |Inventory draft, [Baselnventory]. W
need at |east formal definitions of "capability" and "entitlenent".>>

* Capability: A function or resource that a network el enent can
support or execute.

* Entitlement: A right granted to a hol der (organization or user) to
access or activate specific capabilities under defined conditions.

3. Mddeling Capabilities and Entitlenents

The nodel describes how to represent capabilities and the
entitlements that enable them across inventoried network el ements.
Capabi lities describe what a device can do. Entitlenents indicate
whet her those capabilities are all owed and under what conditions.

I n depl oynents where entitlenents are directly associated with
specific network el ements, the devices thensel ves may expose
entitlement information. Alternatively, some environnents may rely
on a centralized |icense server that maintains the entitlenents of an
organi zation. By querying the list of capabilities and entitlenents,
along with their associated nmetadata, a NETCONF or RESTCONF client
can retrieve essential inventory details about what capabilities are
avai |l abl e and which entitlements are currently in place.

Note that the nodel uses lists based on classes on multiple parts to
be able to extend functionality.

(TBD: Provide exanples of how this can be done in future rel eases of
thi s docunent)

Entitlements may be listed without explicitly identifying the assets
(network el enents or conponents) they apply to. Entitlenents are
defined directly under the network-inventory container for

organi zati onal managenent. Entitlenents are |inked to network-
elements in multiple ways: (1) Wen entitlenents are created for
specific network-elements (i.e. they should only be installed on
those), then those network el ements are specified under the
entitlement element’s attachment section. (2) Wen an entitlenent is
installed in a network-elenment, it appears in the network-elenent’s
installed-entitlenents list. (3) Wwen an installed entitlenent
enabl es capabilities, the network-elenent’s capabilities wll
reference the installed entitlenent via the supporting-entitlenents
list.

Capabilities, restrictions and the entitlenments supporting them

within a network el enent are defined under the network-el enent under
the container "capabilities"
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3.1. Capabilities

Capabilities are nodel ed by augnmenting "network-elenent” in the
"ietf-network-inventory" nodule in [Baselnventory] according to the
followi ng tree

+--ro0 capabilities
+--ro0 capability-class* [capability-class]

+--ro capability-class identityref
+--r0 capability* [capability-id]
+--ro0 capability-id string
+--ro extended-capability-description? string
+--ro resource-description? string
+--1ro0 resource-units? string
+--1r0 resource-anount ? i nt32

+--r0 supporting-entitlenents
+--ro entitlement* [entitlenent-id]

+--ro entitlenent-id -> /... .. .. lentitlements/entitl ene
nt/entitlenent-id

+--ro all owed? bool ean

+--ro in-use? bool ean

+--ro0 capability-restriction* [capability-restriction-id]
+--ro0 capability-restriction-id string

+--ro component-id? -> .. /.. /l..1..]../conponents/conmponent/c
onponent-id

+--ro description? string

+--r0 resource-name? string

+--r0 units? string

+--ro nmax-val ue? i nt32

+--ro current-val ue? i nt32

For any given network el ement, the capabilities Iist MAY include al
potential capabilities advertised by the vendor, and MJST incl ude
those for which the network operator holds a valid

entitlement —whether active or not.

The capabilities of an inventoried network el enent may be restricted
based on the availability of proper entitlenents. An entitlenent
manager mght be interested in the capabilities available to be used
on the network el enents, and the capabilities that are currently
avai l abl e. The nodel includes this information by nmeans of the
"supporting entitlenents" list, which references locally installed
entitlements and includes potential restrictions related to the
status of the entitlement. This allows organizations to nonitor
entitlement usage and avoid m sconfigurations or exceeding permtted
capability limts.
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3.2. Entitlenments

The entitlenment nodeling augments "network-inventory” in the ietf-
networ k-i nventory nodule in [Baselnventory] with a top-I|eve
entitlements container according to the follow ng tree:

Figure 1 depicts the relationship between the Entitlenent |nventory
model and other nodels. The Entitlenent |Inventory nodel enhances the
model defined in the base network inventory nodel with entitlenent-
specific attributes and centralized entitlenent managenent
capabilities.

|

| Entitlement |nventory|
| e.g., licenses, |
| capabilities,
| restrictions

Figure 1: Relationship of Entitlenent Inventory Mddel to O her
I nventory Mdels
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+--ro entitlenents
+--ro entitlement* [eid]

+--ro eid string

+--ro0 product-id? string

+--ro state? entitlement-state-t
+--ro renewal -profile

| +--ro activation-date? yang: dat e-and-ti ne
| +--ro start-date? yang: dat e-and-ti ne
| +--ro expiration-date? yang: dat e-and-ti ne

+--ro restrictions
| +--ro restriction* [restriction-id]

| +--rorestriction-id string
| +--ro description? string
| +--ro units? string
| +--ro max-val ue? i nt32
| +--ro current-val ue? i nt32
+--ro0 parent-entitlenent-uid? -> ../lentitlenent/eid

+--ro entitlenent-attachment
+--ro uni versal -access? bool ean
+--ro hol ders
| +--ro organi zati ons_nanes

| | +--ro organizations* string
| +--ro users_nanes
| +--ro0 users* string

+--ro assets
+--ro elenents
+--ro network-el ement s* -> / network-invent ory/ net wor k- el enent s/ net wor k
-element/ne-id
+--1r0 conponents
+--ro conmponent* [network-el ement conponent-i d]
+--ro0 network- el enent -> / network-i nvent ory/ net wor k- el enent s/ net wor k
-el enent/ne-id
+--ro component-id -> / network-invent ory/ net wor k- el enent s/ net wor k
- el enent / conponent s/ conponent / conponent -i d

Entitl ements and network el enents are linked in the nodel in multiple
ways. Entitlenents at the network-inventory |evel mght be attached
to network el enents through their attachnent nechani sm representing
organi zational entitlenents. Network elements have their own
installed-entitlenents that nay be derived fromthe centralized
entitlements or installed directly. The capabilities of network

el ements reference these locally installed entitlenents through their
supporting-entitlements lists. The former addresses the case of a
centralized |icense server or inventory system while the latter
represents entitlements that are |locally available and actively used
by the network element’s capabilities. An installed entitlenment that
is not referenced by any network el enent capability means that it is
availabl e locally but not currently in use.
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Entitlements are managed both centrally at the network-inventory

I evel and locally within network el ements through install ed-
entitlements. Network elenments utilize locally installed
entitlements and reference themthrough their capabilities
supporting-entitlenents lists. For instance, a |icense server or
inventory systemmnight list an entitlement at the top |l evel, which
then gets installed on specific network el ements where the
capabilities reference the |ocal copy. The "parent-entitlenent-uid"
field in installed entitlenments provides traceability back to
centralized entitlenents when applicable. Proper identification of
entitlements is inperative to ensure consi stency across systens,
enabling nmonitoring systems to recognize when nultiple |ocations
reference related entitlenents. Furthernmore, there are cases where
an aut horized network el enent might have locally installed
entitlements without explicit know edge of the covering

organi zational |license. Consider the scenario of a site |license,
wherei n any device under the site may utilize a feature through
locally installed entitlements derived fromthe site-w de |icense
In such cases, the parent-entitlement-uid maintains the connection to
the organi zational entitlenent policy.

3.2.1. Reverse Mapping fromEntitlements to Capabilities

Whil e the nodel includes links fromcapabilities to supporting
entitlements, some inventory operators nmay need to eval uate
entitlements i ndependently and identify the capabilities they enable.

To support this, inplenenters may use the "product-id" or
"capability-class" netadata along with external references or
catalogs. A reverse mapping structure may be introduced in a future
versi on of the nodel, once a reliable binding syntax for entitlenent
to capability is standardized

3.3. Entitlenment Attachment

The "entitlement" contai ner holds a container called "entitlenment-
attachnent” which relates how the entitlenment is operationally Iinked
to holders or network elements. Note that there is a difference
between an entitl enment being attached to a network el enent and an
entitlement being installed in the network elenent. In the fornmer,
the license was explicitly associated with one or nore network

el ements. Sone licenses actually can be open but have a linited
nunber of installation. GOher |icenses mght be openly constrained
to a geographic |location. W are not dealing with these conpl ex
cases now, but the container can be expanded for this in the future.
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The nodel accommpdates listing entitlenents acquired by the

organi zation but not yet applied or utilized by any actor/asset at
the network-inventory level. For these pending entitlenents, they
can be managed centrally wi thout requiring individual network

el ements to be aware of their existence.

Sone entitlenents are inherently associated with a hol der, such as
organi zation or a user. For exanple, a software |icense mght be
directly attached to a user. Also, the use of a network device night
come with a basic license provided solely to an organi zati on. Sone
entitlements could be assigned to a nore abstract description of

hol ders, such as people under a jurisdiction or a geographical area.
The nodel contains basic information about this, but it can be
extended in the future to be nore descriptive.

Wil e attachnent is optional, the nodel should be capabl e of
expressing attachnent in various scenarios. The nodel can be
expanded to list to which network elements an entitlenment is ained
for, when this link is nore vague, such as a site license (e.qg.,
network el ements located in a specific site), or nore open |icenses
(e.g., free software for all users subscribed to a stream ng
platforny.

It is inportant to note that the current nodel does not provide

i nformati on on whether an entitlenent can be reassigned to other
network el ements. Such scenarios fall under the "what if" category,
which is not covered by this nodel

3.4. Installed Entitlenents

Since capabilities are optional in network el enents, the nodel also
provi des an augnentation to track entitlenents that are installed
directly on network elements. This augnmentation of "network-elenent”
in the "ietf-network-inventory" nodul e provides |ocal entitlenent
storage according to the follow ng tree:

+--ro installed-entitlenents

+--ro entitlement* [eid]

+--ro eid -> /network-inventory/entitlenments/entitlem
ent/eid

The installed entitlenments represent references to entitlenents that
are locally present on the network elenent. The "eid" field provides
a direct reference to the centralized entitlenent at the network-
inventory | evel

This structure allows network el enents to operate independently of

centralized entitlenent managenent while maintaining the ability to
track rel ationships to organization-wi de entitlement policies.
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3.5. Mbodel Definition
TBP
4. Use cases and Exanpl es

Thi s section describes use cases, provide an exanpl e of how they
coul d be nodel ed by the nodel, and show how each of the questions
that we have explored in this draft can be answered by the nodel.

4.1. MPLS Capability License on a Network OS

An operator installs a software |license (entitlenment) enabling MPLS
routing on a NOS. The license is attached to a specific network
el ement and activates the "npls-routing” capability class.

Conpl et e exanpl e showi ng network inventory augnented with
entitlenments:

j son
{
"ietf-network-inventory: network-inventory": {
"entitlenments": {
"entitlement": [

{

"eid": "npls-license-001",

"product-id": "npls-software-lic-v2",

"state": "active",

"renewal -profile": {
"activation-date": "2025-01-01T00: 00: 00Z",
"expiration-date": "2026-01-01T00: 00: 00Z"

},

"entitlenment-attachnent”: {

"hol ders": {
"organi zati ons_nanes": {
"organi zati ons": ["ACME Corp"]
}
},
"assets": {
"elements": {
"network-el ements": ["router-5"]
}
}
}
}

]

et wor k-el enents": {

}
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"network-element”: [

{
"ne-id": "router-5",
"ne-type": "ietf-network-inventory:router”,
"installed-entitlenments": {
"entitlement": [
{
"eid": "nmpls-license-001"
}
]
},
"capabilities": {
"capability-class": [
"capability-class": "ietf-entitlement-inventory:routing”,
"capability": [
{
"capability-id": "npls-routing",
"ext ended-capabi lity-description": "MPLS Label Switching Protocol",
"supporting-entitlenments": {
"entitlement": [
"entitlement-id": "npls-license-001",
"all owed": true,
"in-use": true
}
]
}
}
]
}
]
}
}

4.2. Bandw dth Upgrade via License
A vendor-N devi ce uses a capacity |license to expand throughput.

Conpl et e exanpl e showi ng network inventory augnented with bandw dth
entitl ements:
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j son
{
"ietf-network-inventory: network-inventory": {
"entitlenments": {
"entitlement": [

{
"eid": "vendor N-bw 10g",
"product-id": "vendorN bw upgrade",
"state": "active",
"restrictions": {
"restriction": [
{
"restriction-id": "gl obal -cap",
"description": "Organization bandw dth cap"”,
"units": "CGops",
"max-val ue": 100,
"current-value": 25
}
]
}
}

}

’ et wor k-el enents": {
"network-element”: [
{
"ne-id": "swtch-10g-01",
"ne-type": "ietf-network-inventory:swtch",
"installed-entitlenents": {
"entitlement": [
{
"eid": "vendor N-bw 10g"
}
]

capabilities": {
"capability-class": [

}

"capability-class": "ietf-entitlenment-inventory: bandw dth",
"capability": [
{

"capability-id": "bw capability",
"resource-description": "Licensed bandw dt h",
"resource-units": "CGops",
"resource-anmount": 10,
"supporting-entitlenents": {

"entitlement": [

{
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"entitlement-id": "vendor N bw 10g",
"al l oned": true,

"in-use": true,
"capability-restriction": |

"capability-restriction-id": "bwlimt",
"description": "Current bandw dth usage",
"resource-nane": "active-bandw dth",

"units": "CGops",
"max-val ue": 10,
"current-value": 6

4.3. Floating License Managed by License Server

A shared entitlenent is held by a |license server and consuned
dynanmically by multiple swtches.

Conpl ete exanpl e showing floating |icense across nultiple network
el ement s:

j son
{
"ietf-network-inventory: network-inventory": {
"entitlements": {
"entitlement": [

{
"eid": "shared-switch-license-1",
"product-id": "advanced-swi tching-features",
"state": "active",

"entitlenment-attachnent”: {
"uni versal -access": true,
"hol ders": {

"organi zati ons_nanes": {
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"organi zations": ["NTT"]
}
H
}

"restrictions": {
"restriction": [

{
"restriction-id": "concurrent-users",
"description": "Mxinmm concurrent feature usage",
"units": "sessions",
"max-val ue": 50,
"current-val ue": 12

}

}

"network-el ements”: {
"network-el ement”: [

{
"ne-id": "swtch-1",
"ne-type": "ietf-network-inventory:swtch",
"installed-entitlenments": {
"entitlement": [
{
"eid": "shared-switch-license-1"
}
]
}

"capabilities": {
"capability-class": [

"capability-class": "ietf-entitlement-inventory:swtching”,
"capability": [
"capability-id": "advanced-vl an-features",
"ext ended-capabi lity-description": "Advanced VLAN managenent features

"supporting-entitlenents": {
"entitlement": [

{
"entitlement-id": "shared-switch-1icense-1",
"al | owed": true,
"in-use": false

}

]
}
b,
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{
"capability-id": "qgos-policies",
"ext ended-capabi lity-description": "Quality of Service policies",
"supporting-entitlenents": {
"entitlement": [
"entitlement-id": "shared-switch-Iicense-1",
"all owed": true,
"in-use": true
}
]
}
}
]
}
]
}
H
{
"ne-id": "switch-2",
"ne-type": "ietf-network-inventory:swtch",
"installed-entitlenments": {
"entitlement": [
"eid": "shared-switch-license-1"
}
]
1
"capabilities": {
"capability-class": [

"capability-class":
"capability": [
{

"capability-id":
"ext ended-capabi lity-description": "Advanced VLAN managenent features

"ietf-entitlement-inventory:swtching",

"advanced- vl an-f eat ur es",

"supporting-entitlenments": {

"entitlement": [
"entitlenent-id": "shared-swi tch-1icense-1",
"al |l owed": true,
"in-use": true
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7

Thi s exanpl e demonstrates how a floating |icense can be nanaged
centrally while being installed locally on nultiple network el enents.
Each switch has its own |ocal copy of the entitlenent that traces
back to the centralized policy. The centralized entitlenent shows

gl obal restrictions (concurrent users), while individual swtches
show their | ocal usage. This entitlenment may be tracked across
devices using a license server asset that records usage or seat count
(future extension).
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