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1. Changes in draft-ietf-ipsecne-sha3-01

* Doubl ed the preferred key size of KMACL28 and KMAC256 from 128/256
to 256/512 to align with [I-D.ietf-ipsecne-ikev2-prf-plus]. This
doesn’t add any additional security, but does nean that the
preferred key size matches the PRF output | ength.

* In places where | KEv2 would normally call prf+, KMAC is now used
directly to produce as much key material as needed. This differs
fromthe approach described in prior versions of this docunent,
where prf+ was still used, but only the first iteration was ever
needed. This aligns the docunment with
[I-D.ietf-ipsecne-ikev2-prf-plus].

* Added editorial notes about the use of custom zation strings for
KMAC. This deviates from[I-D.ietf-ipsecne-ikev2-prf-plus], but
comments at | ETF 123 suggested that further discussion is needed
before comritting to not using custonization strings.

* Expanded editorial note around INTEG transforms, as the utility of
these transforns was questioned at |ETF 123.

2. Introduction

[ FI PS-202] specifies both the SHA3-256, SHA3-384 and SHA3-512

crypt ographi ¢ hash functions, and the SHAKE eXt endabl e- out put
functions (XOFs). [SP-800-185] specifies KMACL28 and KMAC256, which
use variants of SHAKE128 and SHAKE256 respectively to create a
nmessage aut hentication code (MAC). Like the output of SHAKE, the MAC
out put of KMAC can be of any length required by the application

Thi s docunent specifies how to use KMAC128 and KMAC256 with | KEv2 and
I Psec for integrity protection, and as a PRF for IKEv2. Use of KMAC
as a PRF and in prf+ is aligned with the framework for use of XOFs in
| KEv2 specified in [I-D.ietf-ipsecne-ikev2-prf-plus]. 1t also

al | ocates val ues used for announci ng support for SHA3-256, SHA3-384,
SHA3-512, SHAKE128, and SHAKE256 when generating and validating
signatures in | KEv2.

EDNOTE: Support for SHA3-224 is not included, though draft-ietf-
| anps- cns- sha3- hash i ncl udes support for SHA3-224 with ECDSA
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3. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Additionally, this docunment uses several ternms to collectively refer
to sets of algorithns.

The term "SHA-3 cryptographic hash functions" is used to collectively
refer to SHA3-256, SHA3-384 and SHA3-512

The term "KMAC' is used to collectively refer to KMACL128 and KMAC256

The term "SHA-3" (without any other qualifiers) is used to
collectively refer to the cryptographic algorithns defined in
[ FI PS-202] and [ SP-800-185].

The term "SHA-2" (w thout any other qualifiers) is used to
collectively refer to SHA-256, SHA-384, and SHA-512

The term "SHAKE" is used to collectively refer to SHAKE128 and
SHAKE256.

4. SHA-3 and Keccak

SHA-3 is a collection of cryptographic algorithns that all utilise

t he Keccak sponge construction. [FIPS-202] describes the SHA-3

crypt ographi ¢ hash functions, which produce a fixed-1ength digest for
any length of input. These hash functions are intended to be used in
the sanme manner and contexts as other traditional hash functions such
as SHA-2. [FIPS-202] also describes the SHAKE XOFs. An XOF differs
froma traditional hash function in that the I ength of the XOF s

out put can be chosen by the application that uses it. [SP-800-185]
descri bes cSHAKE, a custoni sable version of SHAKE, and KMAC, which is
a PRF and keyed hash function that utilises cSHAKE. Like SHAKE and
cSHAKE, the length of KMAC s output is application-dependent.

SHA-3 was specified to provide applications with an alternative to
SHA- 2, which is based on the Merkle-Dang% rd construction. Use of the
Merkl e- Danmg® rd construction in SHA-2 neans that |ength extension
attacks are possible if SHA-2 isn't used correctly. At the time of
witing, use of SHA-2 in IPsec is believed to be secure, and hence
there is no security notivation to mgrate away from SHA-2 to SHA-3

in this context. However, in the event that a significant attack on
SHA-2 is discovered, SHA-3 will be an inmediately viable alternative.
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Mgration to use of post-quantumalgorithnms in | KEv2 may make use of
SHA- 3 nore appealing for mnimal inplenentations of |Psec, as

[ M.-KEM, [M.-DSA], [SLH DSA], and [FALCON] all make use of SHA-3
internally. Since support for SHA-3 is required to inplenment these
al gorithms, sone inplenenters nay find it preferable to inplenent
SHA-3, and only SHA-3, if interoperability with general-purpose | KEv2
and | Psec inplenmentations is not required.

SHA-2 is used with HVAC in I KEv2 and | Psec. Whilst SHA-3 can be used
with HVAC, KMAC is nore efficient as it directly uses the Keccak
sponge function to produce a MAC, rather than treating Keccak as a
traditional cryptographic hash function and then feeding that hash
function into a separate MAC algorithm Therefore, this docunent
only specifies use of KMAC, and not of HVAC SHA3

5. KMAC AP

The basic APl for KMAC is defined below The synbols used in this
APl description conformto those used for prf+ in [ RFC7296], which
clash with the APl described in [ SP-800-185]. [RFC7296] uses S to
describe the input string to prf+, whereas [ SP-800-185] uses that
synbol for the optional custom zation string. KMAC inplenentations
used in IKEv2 and | Psec do not need to conformto these APls exactly;
they are nerely used in this docunent for illustrative purposes.

For the purposes of this docunent, the APl for KMAC is defined as:
KMAC(K, S, L, O ->Z
wher e:

* Kis the key. It is a bit string of |ength between zero and
(272040)-1 bits, inclusively.

* Sis the input string. It is a bit string of any |ength,
i ncludi ng zero.

* Lis an integer representing the requested output length in bits.
This paraneter is typically fixed in the context of |Psec, except
when extracting key material using prf+ in IKEv2, where it depends
on the I ength of key material needed by the negotiated cipher
suite.

* Cis an optional custom zation string. It is a bit string of
| ength between zero and (272040)-1 bits, inclusively.

* Zis the output string of KMAC, which is a nmessage authentication
code. It is a bit string of length L.

Salter, et al. Expi res 2 August 2026 [ Page 5]



I nternet-Draft SHA-3 in I KEv2 and | Psec January 2026

6

Constraints on KMAC i nputs and out puts

Per [SP-800-185], the length of the key input K input to KMAC MIST be
| ess than 272040 bits. In the context of IKEv2 and |Psec, there is
no situation where a key that |ong would be expected. Initiator and
Responder nonces Ni and Nr are used as inputs to | KEv2 PRF calls,

al though the length of these nonces conbi ned cannot exceed 4096 bits.
Pre-shared keys used for authentication in | KEv2 are used as keys
with PRFs negotiated by | KEv2, and have no upper bound on their

|l ength. Therefore, KMAC i npl enentations used with | KEv2 MJST at

m ni mum accept values of K up to and including 4096 bits in |ength.

I mpl enent ati ons MAY restrict the size of pre-shared key inputs such
that they do not exceed 4096 bits.

There is no algorithmdefined mninmmsize for the key input to KMAC,
but Table 2 and Table 3 list the recommended key sizes to be used
within the context of IKEv2 and | Psec, aligned to the security
strength of each algorithm Using a key smaller than the security
strength of the chosen KMAC al gorithm underni nes the security
properties of that algorithm \Were IKEv2 is used to create security
associ ations, the size of nost PRF keys is automatically managed at
the protocol level, and there is no risk of selecting an undersized
key in these cases. However, the size of keys used for PRFs in | KEv2
cannot al ways be controll ed.

As an example, in the case of pre-shared keys used for authentication
or protection against a quantum conputer as in [RFC3784], those
secrets are used as the key input to a PRF negotiated by | KEv2.

Those pre-shared keys could be arbitrarily chosen by a user or
derived froma password rather than securely generated, even though

[ RFC7296] strongly discourages this practice. Keys chosen in this
manner may be shorter than any recommended key size. |KEv2

i mpl ementations follow ng the recomrendation laid out in [ RFC7296]
can inpose constraints on suitable pre-shared keys.

Additionally, Ni and Nr are variable |length and are used as the key
for KMAC. [RFC7296] states that each of these nonces MJST be at

| east 128 bits in size, and MJST be at | east half the preferred key
size for the negotiated PRF. |If an I KEv2 peer sends an undersi zed
nonce, the nessage containing that nonce can be rejected in the sane
way as any nal fornmed | KEv2 nmessage woul d be. Confornmant KNMAC

i mpl ement ati ons SHOULD reject keys that do not neet the security
strength of the corresponding al gorithm

The input string S can be a variety of lengths in practice, but in
the context of IKE and IPsec the length will always be a nultiple of
eight, as IKE and | Psec only operate on entire octets. Similarly,
KMAC s output length parameter L will always be a nmultiple of eight.
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Since the Iength of output required fromKMAC i s al ways known in
advance, KMAC with arbitrary-length output as described in

Section 4.3.1 of [SP-800-185] is never used, and thus L is never set
to O.

KMAC s custom zation string Cis fixed to a specific val ue dependi ng
on the context in which KMAC is used. Future specifications nmay
define additional custom zation strings, but the set of valid strings
used by KMAC in I KEv2 and I Psec will always be fixed-1ength context-
dependent strings specified in | ETF RFCs rather than dynamically
created, e.g. via random dat a.

EDNOTE: This is a deviation from[I-D.ietf-ipsecme-ikev2-prf-plus].

I f working group consensus is that custom zation strings shouldn’'t be
used, this section will specify that custom zation string input is
nul | .

7. Paddi ng

Since the length of the input string S for KMAC varies, and KMAC
operates on fixed-size input blocks, padding is required to use KMAC
in IKEv2 and | Psec. The paddi ng schene for KMAC is specified in

[ SP-800-185]. A KMAC inplenentation conformant to that docunent is
sufficient; no additional padding is required to use these algorithns
in |KEv2 or |Psec.

7.1. KMAC Key Paddi ng

When KMAC is used as the PRF for an |KE SA, the size of the key input
Kis variable. If the size of a KMAC key is greater than the
preferred key size as shown in Table 2, the key is used inits
entirety without any kind of shortening or truncation. As described
in [ SP-800-185], keys are always padded up to a nultiple of the rate
of the underlying Keccak sponge function; that is, 168 bytes and 136
bytes for KMAC- 128 and KMAC- 256 respectively. Any KNMAC

i npl ementation conformant with [ SP-800-185] is suitable for use in

| KEv2 and | Psec; no protocol -specific additional padding of keys is
required.

8. Paraneters and security strengths for KVMAC

Table 1 describes the general properties of KMAC, with the HVAC- SHA2
algorithms also listed for conparison purposes. The nmaxi mum security
strengths listed are taken from[SP-800-57]. Note that these are

maxi mum security strengths. Using keys that are shorter than the

maxi mum security strength will constrain the maxi num security
strength of the chosen algorithmto be no higher than the | ength of
that key. Keys that contain insufficient entropy to neet the maximm
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security strength constrain the maxi mum security of the chosen
algorithmto be no higher than the bits of entropy represented in the
key.

[ e s e e
| Algorithm Name | Qutput Length (bits) | Maximum Security |
| | | Strength (bits) |
| HVAC- SHA- 256 | 256 | >=256 |
S o e e e e e oo oo o e e e e oo oo +
| HVAC-SHA-384 | 384 | >=256 |
o a o g o e e oo +
| HVAC- SHA- 512 | 512 | >=256 |
oo o - o e e e e e e oo Fom e e e oo +
| KMAC128 | Variable | 128 |
S o e e e e e oo oo o e e e e oo oo +
| KMAC256 | Variable | >=256 |
o a o g o e e oo +

Table 1: KMAC output length and security strength
val ues, conpared with HVAC SHA2

Table 2 presents the parameters of KMAC when it is used as a PRF in
| KEv2, with the HVAC- SHA2 al gorithns also |isted for conparison

pur poses.
[} e ———— L ———————————————_ Ll —————— Ll p—p—p—p—_—(————————r
| Algorithm | PRF vari ant | Preferred | Qutput Length |
| Nare | | Key Size | (bits) |
I I | (bits) I I
| HMAC- SHA- 256 | PRF_HVAC SHA2_ 256 | 256 | 256 |
o e e - o e e e o R o e e e o +
| HMAC- SHA-384 | PRF_HVAC_SHA2_384 | 384 | 384 |
oo s o e e o s Fom e o e e o s +
| HMAC- SHA-512 | PRF_HVAC SHA2_ 512 | 512 | 512 |
o e e o - o e e e oo R o e e e oo +
| KMAC128 | PRF_KMAC 128 | 256 | 256, or length of |
| | | | output required |
I I I | for prf+ I
oo s o e e o s Fom e o e e o s +
| KMAC256 | PRF_KMAC 256 | 512 | 512, or length of |
| | | | output required |
I I I | for prf+ I
o e e - o e e e o R o e e e o +

Table 2: KMAC preferred key sizes and output |lengths for use as
a PRF, conpared with HVAC SHA2
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The security strength of these algorithms is equal to the maxi num
security strength indicated for that algorithmin Table 1, unless the
entropy of the supplied key is insufficient to neet that strength.
Note that the preferred key size for both KMAC variants is double the
security strength of each algorithm This is to align with the
requirenent in [I-D.ietf-ipsecne-ikev2-prf-plus] that, when an XOF is
used as a PRF, the preferred key size nust match the output |ength of
the PRF.

When key material is extracted fromIKEv2' s prf+ Key Derivation
Function (KDF) for use with KMAC as a PRF in | KEv2, the |length of
keys extracted MJUST conformto the preferred key sizes listed in
Tabl e 2.

EDNOTE: The KMAC out put | engths have been aligned with HVAC, but if
we' re not depending on collision resistance, could they be reduced to
128/ 256 bits respectively? This would also nean that the key size
coul d be reduced back down to 128/256 bits; they only need to be

256/ 512 bits to maintain conformance with
[I-D.ietf-ipsecne-ikev2-prf-plus].

Table 3 presents the paraneters of KMAC when it is used for data
origin authentication and integrity protection in | KEv2 and | Psec,
with the HVAC- SHA2 al gorithns also listed for conparison purposes.

| Algorithm | Integrity variant | Key Size | Qutput Length |
| Name | | (bits) | (bits) |
[ ety el ey e el
| HMAC- SHA- 256 | AUTH HVAC SHA2_256_128 | 256 | 128 |
e T - . +
| HMAC- SHA-384 | AUTH HVAC SHA2 384_192 | 384 | 192 |
R o e e e e e o oo S S +
| HMAC- SHA-512 | AUTH HVAC SHA2_512_256 | 512 | 256 |
S S S S S +
| KMAC128 | AUTH_KMAC 128 | 128 | 128 |
e T - . +
| KMAC256 | AUTH_KMAC 256 | 256 | 256 |
R o e e e e e o oo S S +

Tabl e 3: KMAC key sizes and output |engths for use as an
Integrity Al gorithm Transform conpared with HVAC SHA2

When used for authentication and integrity protection, KMAC nessage
aut henti cati on codes are produced using a smaller value for the
"requested output length" paraneter L. In this case, the security
strength of each given algorithmis constrained by its output |ength.
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When key material is extracted fromIKEv2's prf+ KDF for use with
KMAC for data origin authentication and integrity protection in | KEv2
or I Psec, the length of keys extracted MJST conformto the key sizes
listed in Table 3.

9. KMAC as a PRF in | KEv2

| KEv2 Security Associations (SAs) make use of a PRF for

aut henti cati on purposes, and as a part of the prf+ Key Derivation
Function (KDF). KMAC can act as the PRF for an IKE SA, but it is
treated slightly differently to existing PRFs as it is capable of
produci ng di fferent output |engths depending on the context in which
it is used.

Wth KMAC, the key Kis either a fixed-length key (such as SK d) that
is the preferred key size for the variant of KMAC bei ng used, or the
|l ength of Kis dependent on other factors. Wen the PRF is used with
nonce inputs as the key K (e.g. when generating SKEYSEED), or when
the PRF is used with a pre-shared key as the input key K, the length
of K depends on inplenmentation-specific details, user configuration
options, etc.

When KMAC is used as the PRF for an IKE SA, its "requested out put

| ength" paraneter L and "custom zation string" paraneter C are

popul ated differently dependi ng on whether KMAC i s being used as a
part of the prf+ construction in the KEv2 KDF or not. This process
is described in nore detail in Section 9.1 and Section 9. 2.

9.1. KMAC as a PRF

When used in I KEv2 as a PRF outside the prf+ construction, KMAC s
output length L is 128 for KMAC128, and 256 for KMAC256. That is,
the output length is the same size as the security strength and
preferred key size of the given KMAC algorithm Note that the
situation is different when KMAC is used within the prf+
construction, as described in Section 9. 2.

VWhen KMAC is used as a PRF outside the prf+ construction, the
custom zation string Cis set to the ASCII character string "ikev2
prf", without null termnation.

EDNOTE: This is a deviation from[I-D.ietf-ipsecne-ikev2-prf-plus].

I f working group consensus is that custom zation strings shouldn’t be
used, this section will specify that custom zation string input is
nul I .
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9.

2.

10.

KMAC in prf+

[ RFC7296] defines an iterative function called "prf+" that can be
used with a PRF to produce a pseudorandom stream of arbitrary | ength.
Typically prf+ is used to derive SA keys from SKEYSEED or SK d.
However, as described in [I-D.ietf-ipsecne-ikev2-prf-plus], prf+
isn’t necessary when using an XOF, as a single call to the XOF can
produce as many pseudorandom bits are as needed. As such, prf+ MJST
NOT be used when KMAC128 or KMAC256 have been negotiated. |Instead,
KMAC is called once, and the L input paraneter is set to the length
of the keying material required.

When KMAC is used where prf+ would normally be used, the
custom zation string Cis set to the ASCI| character string "ikev2
kdf ", without null termnation.

EDNOTE: [I-D.ietf-ipsecne-ikev2-prf-plus] specifies that additional
inputs i ke KMAC s custom zation string mustn’t be used. This
version of the draft still includes use of the custom zation string,
as feedback at | ETF 123 indicated some support for this approach.
Use of the custom zation string would provi de domai n separation for
uses of the sanme key across standard PRF calls and prf+. For

i nstance, given that KMAC replaces prf+ entirely:

SKEYSEED = prf(SK d (old), gtir (new) | N | Nr)

and

KEYMAT = prf+(SK d, g”ir (new) | Ni | Nr)

woul d produce the same value with the same inputs, whereas the sane

woul dn’t be true of HVAC. This isn't obviously a security problem
but use of custom zation strings would renove any risk entirely.

KMAC for integrity protection in ESP, AH and | KEv2

| KE and | Psec SAs can nmeke use of an integrity protection algorithm
to provide data origin authentication and integrity protection
services. KMAC can be used to provide these services. As described
in [RFC8221], Authenticated Encryption with Associated Data (AEAD)

ci phers are the fastest and nobst nodern approach to providing these
services in conjunction with confidentiality protection. KMAC MJUST
NOT be negotiated in I KEv2 in conjunction with an AEAD ci pher.

KMAC MAY be used as an integrity protection algorithmwth:

* ESP in conjunction with a non- AEAD ci pher
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* ESP and null encryption (ENCR_NULL)
* | KEv2 in conjunction with a non- AEAD ci pher
*  AH

EDNOTE BEG NS I n general RFC 8247 and RFC 8221 recomend an AEAD
al gorithm not using split ENCR and | NTEG transforns. However, there
are two cases where an I NTEG transformis useful.

The first is "authenticated-only comruni cati ons wi thout encryption,
such as ESP with NULL encryption or AH conmmuni cations" as descri bed
in RFC 8221. |KE always requires encryption, so this case only
applies to Child SAs. Negotiating the ENCR_ NULL transformw th an
INTEG transformis the preferred neans to achieve this. Use of AHis
an alternative, but not encouraged.

The second is where a non- AEAD ci pher is used for encryption. Mst
nmodern | Psec inplenmentations (i.e. those that can be nodified to
support KMAC) shouldn’t be doing this. However, RFC 8221 cites |oT
devices that can’t hold state as a notivation for continuing to use
AES ENCR CBC, as risk of reuse of nonces for GCM CCM or
ChaCha20Pol y1305 i s high.

So there is a niche for INTEG transfornms, it’'s just very limted.
They're sinple to specify; is it worth it to specify themhere, or is
having a "new' INTEG transformlikely to confuse users?

We coul d recomrend that KMAC not be used with AH, and recomrend t hat
an AEAD ci pher is used where feasible. |Is this the right place to
make that recommendation, or should that be in an update to RFC 8247/
RFC 82217

EDNOTE ENDS

When using KMAC, the L input paraneter is always set to the sane

val ue as the key size and security strength of the chosen KMAC
algorithm That is, the output length of KMACL28 is always set to
128 bits, and the output |length of KMAC256 is always set to 256 bits.

When used with ESP or AH, the "custom zation string" paraneter Cis
set to the ASCI| character string "ipsec integ", wthout null

term nation. When used with IKEv2 for integrity protection, the
"custom zation string" paraneter Cis set to the ASCII character
string "ikev2 integ", without null term nation.
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11.

12.

EDNOTE: [I-D.ietf-ipsecne-ikev2-prf-plus] specifies that

custom zation strings nust be null for use of XOFs with prf/prf+,

al though it doesn’t say anything about ESP/AH. See Section 9.2 for
further discussion as to why we’'re proposing using custom zation
strings nore generally. They' re perhaps | ess inportant here as ESP/
AH keys are only used to encrypt ESP/ AH packets, whereas keys in |KE
tend to be used for a w der range of purposes. |f working group
consensus i s that custom zation strings shouldn’t be used, this
section will specify that custom zation string input is null.

Use of SHA-3 in the Digital Signhature authentication nmethod in
| KEv2

SHAKE and t he SHA-3 cryptographic hash functions can generate digests
for use with signature algorithms. For instance, [RFC8692] specifies
algorithmidentifiers for using RSASSA-PSS and ECDSA with SHAKE, and
NI ST has assigned O Ds for using RSA PKCS #1 v1.5 signatures with
SHA-3 [ NI STO DS] .

[ RFC7427] specifies the "Digital Signature" (14) authentication

met hod, that allows | KEv2 to support any signature al gorithm w thout
the need to specify an authentication nethod for every new

conbi nation of signature algorithmand hash function. The Digital
Signature authentication nethod is the only way to utilise SHA-3 with
signatures in IKEv2, so if a peer uses SHA-3 in this context, it MJST
specify the Digital Signature authentication method in its

correspondi ng AUTH payl oad.

The Digital Signature authentication nethod specifies use of a

S| GNATURE_HASH ALGCRI THMS notification by each | KEv2 peer to announce
the hash functions it supports for use with signatures. This
specification defines values in Table 7 for announci ng support for
SHA-3 algorithms in the SI GNATURE_HASH ALGORI THMS notification. Wen
an | KEv2 inplenentation supports SHA-3 in this context, and | ocal
policy pernmits use of SHA-3 to generate or verify signatures, it MJST
i nclude the corresponding values in its SI GNATURE HASH ALGORI THVS
notification.

Consi derations for inplenmenters and for future |IPsec docunents

KMAC s APl differs fromnost PRF and Integrity Al gorithmtransforns
as described in Section 5. Care should be taken with the output

| ength paraneter L in particular, as its behavior can be counter-
intuitive when conpared to other integrity algorithns where a
truncated output is used as an authenticator value. Unlike SHAKE,
KMAC outputs of different |lengths are not related. That is, the
value of L is factored into the calcul ation of the output value, and
thus all bits of the output value are affected. This neans that
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13.

i mpl ement ati ons cannot sinply discard a portion of a KMAC output as a
substitute for requesting the correct value for L. For example, a
KMAC256 i npl enent ati on used as the PRF transformfor |KEv2 cannot be
used as an Integrity transformsinply by discarding bits fromthat
inplementation’s output; a different value of L nust be supplied.
Tabl e 4 shows an exanple for the case where the key, input and (in
the case of KMAC) customnization string are all the enpty string.

[} e ——————————— Ll g —_—_————————————————————————————
| Transf or m Name | Qut put | Qut put ( hex) |
| | Lengt h| |
I | (bits)] I
| PRF_HVAC SHA2_ 256 | 256 | b613679a0814d9ec772f 95d778c35f c5

T R o e e e e e e e e e e e e e o m o +
| AUTH_HVAC_SHA2_256_128| 128 | b613679a0814d9ec772f 95d778c35f c5

g Femmm o - o m e e e e e e e e mee oo s +
| PRF_KVAC 128 | 256 | 5¢135c615152f b4d9784dd1155f 9b603. . . |
o S o m m e e e e e e e e e e e eo oo s +
| AUTH_KMAC 128 | 128 | e6af f 27f ef 95903eb939bc3745730d34

T R o e e e e e e e e e e e e e o m o +

Table 4. KMAC with different output |engths, as conpared to
truncat ed HVAC val ues

This is also true for prf+ when used with KMAC. Typically prf+ is
used iteratively to obtain at |east as nmuch key material as is
required, and the anmount of key material obtained will be a nultiple
of the output size of the negotiated PRF. This process will often
produce nore key material than required, and the excess is sinply

di scarded. Wen KMAC is used, the anount of key material required is
supplied to the PRF, and exactly the right amount of key materia

will be returned. Requesting nmore key material than required and

di scardi ng any excess will produce different keys, and
interoperability will not be possible.

Future authors of |Psec docunents should be careful to consider
whet her related outputs froma PRF are required for their
specification, and if so, describe how to handle KMAC and siml ar
PRFs.

Security Considerations

SHA-3 and SHA-2 are both believed to be secure at time of witing.
Views on the security of cryptographic algorithns evolve over tinme,
so inplementers should pay attention to | ETF RFCs reporting on
recomendations for the use of cryptographic algorithms in | KEv2 and
| Psec, such as any docunments that update [RFC38221] and [ RFC8247].
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Quantum conputing has a significant inpact on the security of all

| ETF security protocols, as a cryptographically-rel evant quantum
computer (CRQC) could use Shor’s algorithmto break many traditiona
asymmetric cryptographic algorithns. A CRQC can theoretically also
attack hash functions, including SHA-3 and SHA-2, using G over’s
algorithm However, the inpact of Gover's algorithmis
significantly less dramatic than the inpact of Shor’'s Algorithm The
wor st - case i npact of Gover’s algorithmwould be a reduction in
security strength by a factor of two. However, since Gover’s
algorithmis difficult to parallelise, the security reduction for
SHA-3 and SHA-2 caused by Gover’'s algorithmis expected to be far
|l ess significant in practice. See [GROVER] for a discussion on the
practical cost of using Grover’s algorithmto attack hash functions.

The security properties offered by KMAC depend on limting access to
the keys used with those algorithns. Since both algorithns depend on
a symmetric key, the key nust be known by at |least two parties in
order to be useful. Sharing the key beyond two parties nay erode the
security offered by these algorithms. |In the case of | KEv2 and

I Psec, this typically nmeans that access to keys nmust be limted to
the peers participating in the security association that uses those
keys. |IKEv2 can be used to enforce this for | Psec SAs and nost keys
used in I KE SAs, but pre-shared keys are a notabl e exception here.
Providing nore than two peers with access to a single pre-shared key
may underm ne the security offered by that pre-shared key, and hence
the security offered by KMAC.

When IKEv2 is used to create | Psec SAs, the keys for KMAC are al
ultimately derived froman ephenmeral shared secret produced using one
or nore negotiated key exchange algorithns, with the exception of
static pre-shared keys used in | KEv2 for authentication and/or
protection agai nst quantum conputers. |If the negoti ated key exchange
al gorithmor encryption algorithmoffers fewer bits of security than
the negotiated PRF, this effectively caps the bits of security
offered by the PRF as well. Negotiating a key exchange al gorithm or
encryption algorithmthat offers nore bits of security than the
negoti ated PRF does not inprove the security offered by that PRF. As
such, it is inmportant to ensure that | KEv2 peers configure algorithm
policies such that every al gorithm negoti ated al ways neets an
acceptabl e m nimum security strength. Were static keys are used
with KMAC, these MJST contain at |east as nuch entropy as the
security strength of the chosen algorithm and SHOULD be generated
usi ng a random nunber generator suitable for use with cryptography.
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14. | ANA Consi der ati ons

For negotiating use of KMAC as a PRF for IKEv2, 1ANA is requested to
assign two TransformIDs in the "Transform Type 2 - Pseudorandom
Function Transform | Ds" registry:

R bty ety p el sl o
| Nurber | Nane | Status | Reference |
[ Sty sy sl s e el
| TBD | PRF_KMAC 128 | | [This draft] |
F-------- I F-------- I +
| TBD | PRF_KMAC 256 | | [This draft] |
I i I I i I +

Table 5: SHA-3 PRF Transform | Ds

For negotiating use of KMAC for integrity protection in | KEv2 and
| Psec protocols, IANA is requested to assign two TransformIDs in the
"Transform Type 3 - Integrity Algorithm Transform I Ds" registry:

. e s st sy el
| Nunber | Name | Status | Reference |
R el Sl sl —p——_—" i ——_—(——(————————— o
| TBD | AUTH KMAC 128 | | [This draft] |
I I I T I i I +
| TBD | AUTH_KMAC 256 | | [This draft] |
+---- - - - S I +---- - - - I i T +

Table 6: SHA-3 Integrity Algorithm Transform | Ds

For indicating support for the SHA-3 cryptographi ¢ hash functions and
SHAKE XOFs in conjunction with a signature algorithm IANAis
requested to assign five TransformIDs in the "I KEv2 Hash Al gorithns"
registry:
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[ ool s oo s g
| Value | Hash Algorithm | Reference |
el ey e e el
| TBD | SHA3_256 | [This draft] |
F------- I e I ] B I +
| TBD | SHA3 384 | [This draft] |
F---- - I I I Fomm e e e - +
| TBD | SHA3 512 | [This draft] |
I R I ] I ] +
| TBD | SHAKE 128 | [This draft] |
F------- I e I ] B I +
| TBD | SHAKE 256 | [This draft] |
F---- - I I I Fomm e e e - +

Table 7: SHA-3 Hash Al gorithm | Ds
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Appendi x A, Test Vectors

The foll owi ng test cases include inputs and outputs for scenarios
where KMAC is used in I KEv2 and | Psec.

A key, input, custonmization string, and output are always supplied.
These correspond to the K, S, C, and Z paraneters described in
Section 5. Note that in each context, the custom zation string is
fixed.

Al'l inputs and outputs are encoded in hexadecinmal. KMAC

custom zation strings al so have an ASCI| character string
representation. Data supplied to KMAC does not include quotation
mar ks or null term nators.

In sone cases a description is supplied, which describes the case

being tested in nore detail. These descriptions are test vector
nmet adata, and are not ever supplied to the relevant al gorithm
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A 1. PRF Test Vectors

These test cases correspond to use of KMAC as the PRF transform for
an | KE SA.

Al 1. KMAC128 PRF Test Vectors
~~ Test Case KMAC128-PRF-1 ~~

Descri ption:
Preferred key size

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdf cfbfaf of 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Custoni zation String (string)
"ikev2 prf"

Custom zation String (hex)
696b65763220707266

Qut put (hex):
3a8d2a5ead5cd4db448b76a241b078f b444elf af 36eef 8e195e275778a169b5f

~~ Test Case KMACL28-PRF-2 ~~

Descri pti on:
Smal | er key size

Key (hex):
000102030405060708090a0b0c0d0e0f

I nput (hex):
fffefdfcfbfaf of 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Custom zation String (string)
"ikev2 prf"

Customi zation String (hex):
696b65763220707266

Qut put (hex):
942d56a4597c0d104497dc1c62be940a70198b32bf de8e2a5f 57f 55ec3f e5cef

~~ Test Case KMAC128-PRF-3 ~~
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Descri pti on:
Larger key size
Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
202122232425262728292a2b2c2d2e2f 303132333435363738393a3b3c3d3e3f

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5e4e3e2elel

Custom zation String (string)
"ikev2 prf"

Custom zation String (hex):
696b65763220707266

Qut put (hex):
dd666816c9563a5abaf 80e2020b5c6e66ef 2f 3516621f 1db5e6f 54452b4daf b3

Al 2. KMAC256 PRF Test Vectors
~~ Test Case KMAC256-PRF-1 ~~

Descri pti on:
Preferred key size

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
202122232425262728292a2b2c2d2e2f 303132333435363738393a3b3c3d3e3f

I nput (hex):
fffefdf cf bf af 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5e4e3e2elel

Custom zation String (string)
"ikev2 prf"

Customni zation String (hex):
696b65763220707266

Qut put (hex):
9eelb694eee215b097a71000260a494b22a1d583943b6052281ef b16e9481c62
6f f 8ef 3aca47e8b290¢12801694775d15b2d9f ede16639c5f ab05d0f 12c7b112
~~ Test Case KMAC256-PRF-2 ~~

Descri ption:
Smal | er key si ze

Salter, et al. Expi res 2 August 2026 [ Page 21]



I nternet-Draft SHA-3 in I KEv2 and | Psec January 2026
Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdf cfbfaf of 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Custoni zation String (string)
"ikev2 prf"

Custom zation String (hex)
696b65763220707266

Qut put (hex):

922d6a5ea665e5418974b218d84d3e9946163563e2208f 33ad4beac7091ae363c
f 54d998f f 215d1a66357b8e3c5d8a083df ba20f 4bf ac697f cd134f af 8db1c051
~~ Test Case KMAC256-PRF-3 ~~

Descri pti on:
Larger key size

Key (hex):

000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
202122232425262728292a2b2c2d2e2f 303132333435363738393a3b3c3d3e3f
404142434445464748494a4b4c4d4edf 505152535455565758595a5b5¢c5d5e5f

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5ed4e3e2elel

Custoni zation String (string)
"ikev2 prf"

Custom zation String (hex)
696b65763220707266

Qut put (hex):

f d6e7b7e9dd050bba719275b42263b911e78537b3d9daef 99b30c762083a8a3b

59¢c5b0b4b8f 01c2ded4687c507d6ea812331327¢c0822f 203c708ebc699aadb5e
A 2. KDF Test Vectors

These test cases correspond to use of KMAC with | KEv2's prf+
functi on.

A 2. 1. KMAC128 KDF Test Vectors
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~~ Test Case KMAC128-KDF-1 ~~

Descri pti on:
| KEv2 KDF request single PRF output

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5ed4e3e2elel

Nunber of output bits requested (integer):
256

Custom zation String (string)
"ikev2 kdf"

Customni zation String (hex):
696b657632206b6466

Qut put (hex):
067b024ab617ab96ed323f aa0992d5b2b469dd2f 2bde323a4d5a487eb9d7ef c7

~~ Test Case KMAC128- KDF-2 ~~

Descri pti on:
| KEv2 KDF request nultiple PRF output

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5e4e3e2elel

Nunber of output bits requested (integer):
512

Custom zation String (string)
"ikev2 kdf"

Custom zation String (hex):
696b657632206b6466

Qut put (hex):
918f cc9584938f eadcad4878af f 97466df 6de641863bf a2f f 92e8d4f 28109195
316a4786d33a7a3e7de2cf 483d9750f 0d5f 1f 2551b59992a621d44850f b4b730

~~ Test Case KMAC128- KDF-3 ~~
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Descri pti on:

| KE SA key materi al
ENCR=ENCR_AES GCM 16 wi th 256-bit key
PRF=PRF_KMAC 128

SK d = 256 bits

SK af[i|r] = ni

SK e[i|r] = 288*2 bits
SK p[i|r] = 256*2 bits
Key (hex):

000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdf cf bf af 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5e4e3e2elel
df dedddcdbdad9d8d7d6d5d4d3d2d1d0

Nunber of output bits requested (integer):
1344

Custom zation String (string)
"ikev2 kdf"

Custom zation String (hex):
696b657632206b6466

Qut put (hex):
ce8b6b34301ce350bd04c3a85325ec33e38eaf ca744abeal32cabf c4196e6db8a
9df 414304023b3678157ec287f 89e3ef f 15796c8ch82ef 55f 32b953382aa1808
€971a62d3475dad6c00572a3ccd90b82907a6db4e63bf e248e22e8d770c5a08f
1543d7a869a6b274ed953beeef cf 4aleaac71b3791278136122ee7f 7cf c79145
eaf 25d1875ef 6d8d5761aa3cd487a95b8126758621c4b6f 8ab6ad4eb0elb460bf
91abd802943a86ba

~~ Test Case KMACL28- KDF-4 ~~

Descri pti on:

| KE SA key materi al
ENCR=ENCR_AES CBC wi th 256-bit key
| NTEGEAUTH_KMAC 128
PRF=PRF_KMAC 128

SK d = 256 bits

SK a[i|r] = 256*2 bits
SK e[i|r] = 256*2 bits
SK p[i|r] = 256*2 bits
Key (hex):

000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

Salter, et al. Expi res 2 August 2026 [ Page 24]



I nternet-Draft SHA-3 in I KEv2 and | Psec January 2026

I nput (hex):
fffefdf cf bf af 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5e4e3e2elel
df dedddcdbdad9d8d7d6d5d4d3d2d1d0

Nunber of output bits requested (integer):
1792

Custom zation String (string)
"ikev2 kdf"

Custom zation String (hex):
696b657632206b6466

Qut put (hex):

7cecf 177da25eca206b2bd9b1d17710f 08d6e09d8361f 053116be4laaa583bd2
7ab4bb9ca8d5019787f ac7227ed8ce01f a250a9ab4b638f 98a4365dd84004b11
2c4810eeeb36d8493922f 1f e8b75609d9f 6d4c08aalf 16039b164600d8748913
bd0736b742eef 9d7038df 42ea748798b58e4d716d669a677115926c490ea46f a
948f 2f 0Oeee211e2200d401f f f ad14f 05c82aa388b701ad83b576053c22a3f 1f 8
2966af 987f 37dae321ccc5867e50f 19d9a7a07946e5ddd58ecf 9668bbbbf a30c¢
78568cc0b5de273a8773calb5a2cc299da3331437850dd9dc5f 126e76cbdOf cd7

~~ Test Case KMAC128-KDF-5 ~~

Descri pti on:

ESP key materia

ENCR=ENCR_AES CBC wi th 256-bit key
| NTEG=AUTH_KMAC_128

KEYMAT=(256*2) + (256*2) bits

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdf cfbfaf o9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Nunber of output bits requested (integer):
1024

Custom zation String (string)
"i kev2 kdf"

Customni zation String (hex):
696b657632206b6466

Qut put (hex):

e5414718d74f 02f 7032¢926d777e7553d5¢c74f 073d622317b341ec2e8d7eebl3
77bb38ae552900eb5b075dbf 7185cddbf e216a16e2692d313598dca7c6df 8453
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73eaa2d9623a07e6333706bd4655180b4b750af 8bcdef a053a5601d25f 808e41
ad07734f 1b65201ae9e639893ea76ec8bb8b004b43ad48a9687cddda3ecf 665¢

A 2. 2. KMAC256 KDF Test Vectors
~~ Test Case KMAC256- KDF-1 ~~

Descri pti on:
| KEv2 KDF request single PRF output

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
202122232425262728292a2b2c2d2e2f 303132333435363738393a3b3c3d3e3f

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5ed4e3e2elel

Nunber of output bits requested (integer):
512

Custom zation String (string)
"ikev2 kdf"

Customni zation String (hex):
696b657632206b6466

Qut put (hex):

80f b94f 1ca2l7af de5258700d8e02a3ed0082f e413ec95d4024a5dc7d0f 32009
c6f 354b565017e44bf bc224c424ac73373b65c2a98d3f 696b9a844945e338bbb
~~ Test Case KMAC256- KDF-2 ~~

Descri pti on:
| KEv2 KDF request nultiple PRF output

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
202122232425262728292a2b2c2d2e2f 303132333435363738393a3b3c3d3e3f

I nput (hex):
fffefdf cfbfaf o9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Nunber of output bits requested (integer):
1024

Custom zation String (string)
"i kev2 kdf"
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Customni zation String (hex):
696b657632206b6466

Qut put (hex):

29d3439f 855f 9357abh52030f b234905d4797884b93a83aeb3848175c634acc4c
d4f f 21e7e23da201af b9ddc00e0laec314d65e53826d74d2d61f 2f 8f f 6399469
789aabdaelab2ab38952e60459chbdbb17002f 8206188f 26b0097e8446f 860038
ee5612cc49a4d036445b2d25e2f 07b55578ee3da83c5cd7945e24cf 699ael6b0

~~ Test Case KMAC256- KDF-3 ~~

Descri pti on:

| KE SA key materi al
ENCR=ENCR_AES GCM 16 wi th 256-bit key
PRF=PRF_KMAC 256

SK d = 512 bits

SK a[i|r] = ni

SK e[i|r] = 288*2 bhits
SK p[i|r] = 512*2 bits
Key (hex):

000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
202122232425262728292a2b2c2d2e2f 303132333435363738393a3b3c3d3e3f

I nput (hex):
fffefdf cf bf af 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7e6e5e4e3e2elel
df dedddcdbdad9d8d7d6d5d4d3d2d1d0

Nunber of output bits requested (integer):
2112

Custom zation String (string)
"ikev2 kdf"

Custom zation String (hex):
696b657632206b6466

Qut put (hex):

1226ad760db3f 6d2e7a76bel1482965463b61e514779a61f e629b6877b0b223b5
ed4d1f 4dc269ac609e3a99ea76e63e0edaladc097d2f 35899b306d5b3e0f ab19
b2ce7dc29849b2875da00f 12e86e3bf 3bbf 9e7d2ed990f 158a98f 27996375d2e
408ed86220088b5150bdaf 651a576b6999a69e9de47f 890cf 594f b8ed8d65672
c745b9d07a0679dc4b4a5468c1a957520f 50d539dce0670339ea04bb0c924f b4
4b520bc5c3643b74cb738ed103399chb28b5581a38edc314e032f 8354097adaf 1
6581dd14bdb2d16f 935a391518381b3bb952436bac1c05906410f 536598d804e
7c0eb77c66ebe461c8867ead4771ef 9c4al7d3a7b51e9e737d5821e81785671b3
9e101a5386e6¢ff5
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~~ Test Case KMAC256- KDF-4 ~~

Descri pti on:

| KE SA key materi al
ENCR=ENCR_AES_CBC wi th 256-bit key
| NTEG=AUTH_KMAC_256
PRF=PRF_KMAC 256

SK d = 512 bits

SK a[i|r] = 512*2 bits
SK e[i|r] = 256*2 bits
SK p[i|r] = 512*2 bits
Key (hex):

000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
202122232425262728292a2b2c2d2e2f 303132333435363738393a3b3c3d3e3f

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel
df dedddcdbdad9d8d7d6d5d4d3d2d1d0

Nunber of output bits requested (integer):
3072

Custoni zation String (string)
"i kev2 kdf"

Custom zation String (hex)
696b657632206b6466

Qut put (hex):

el1b242del108058147bcf 2a78c15472b05b33864a0b32ch68a528545¢ch72¢c2f 0d
03f 64801a300b37f c6¢c14f 6e8e56b66b521536aa32d8a2dd85e498966641bb4c
1b7832c63ec87ef 2f 03dc0d0e9¢c439d3868531ee744cee2e39f 3f acdc8366d1le
21977d52a089514b1e68ec2ae43d4b6503ae2e1d199193f bdc2953e41f 09eee3
6ab5ad7cbf dc266d594a0b69c68d8480c0f c957d945e3ch7bc52f 66e04b2b6f 8
2c21c83a3bf 512c507b5f €32a13d78a9ch31cd5e4b85320e7541b4f ef cc85de9
af 9483553f €21246d3b56347751d237e879b18d13474d5ef 178e9c6bdbe72727
624f 260f 2f b90bb21c6df d2cal80118607df 7f 13a593bdf ba9f a3d63b86f a2ch
401f 9e0d996901b3524f aa4cbac0838550a73b8cf 4a28602031e278633b35df c
4a9c308428e4726eb4ch32d9ad52655a6a3aca00f 586b5f d902a0adelc069f 8b
57b2f 0ae565a82d982a60cf c9e935549f 7a5abef b6667a5109529704a7d8c81b
9d86a9e6f 58f f d2ce76530c1d7¢c62697¢c6bd73958d90b4104c09bala9c5a2a61

~~ Test Case KMAC256- KDF-5 ~~
Descri ption:

ESP key materia
ENCR=ENCR_AES CBC wi th 256-bit key
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| NTEG=AUTH_KMAC_256
KEYMAT=(256*2) + (512*2) bits

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
202122232425262728292a2b2c2d2e2f 303132333435363738393a3b3c3d3e3f

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5e4e3e2elel

Nunber of output bits requested (integer):
1536

Custom zation String (string)
"ikev2 kdf"

Custom zation String (hex):
696b657632206b6466

Qut put (hex):

6587a0b445c83673f 96932401eaca76883d9deac16d96¢c70eacc151d950c8100
b2e4093ceab3e4499a2a2e703366571d2bf 9f c94e38972f 27714e1d20600e484
9d995f 6ef 638819b7e3566b1d9336bcee7c678f 7848d8f e757dcff b107c171a0
752f a26c28a2995dcf €922871ae23f d4f b444862f 01bca73f 6da7d0c3f 826f d7
d6e216231f 5¢f c31567d624ae32d0af 90284806248cbc065¢c092be5d4908b63¢C
7b9023f e4c054a7a86352ac3b4532f 6dca7d1959d26184b0337885832ae45d4f

A.3. KMAC IKEv2 Integrity Protection Test Vectors
These test cases correspond to use of KMAC as the integrity
protection transformfor an IKE SA. Note that, since different
custom zation strings are used for integrity protection in |IKEv2 and
| Psec, different outputs are produced, so two sets of test vectors
are suppl i ed.

A 3.1. KMAC128 IKEv2 Integrity Protection Test Vectors
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~~ Test Case KMAC128-I|KEV2-INTEG 1 ~~

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdfcfbfaf of 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Custom zation String (string)
"ikev2 integ"

Customni zation String (hex):
696b65763220696e746567

Qut put (hex):
1a3d6e9421bf 83653d7e876479bed27a

A 3.2. KMAC256 I KEv2 Integrity Protection Test Vectors
~~ Test Case KMAC256-1 KEV2-| NTEG 1 ~~
Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
202122232425262728292a2b2c2d2e2f 303132333435363738393a3b3c3d3e3f

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5e4e3e2elel

Custom zation String (string)
"ikev2 integ"

Custom zation String (hex):
696b65763220696€746567

Qut put (hex):
27588be39h85386836a4a8f 066e4aab94d6716e77857f e642836ab61f 93b902e

A 4. KMAC IPsec Integrity Protection Test Vectors
These test cases correspond to use of KMAC as the integrity
protection transformfor an IPsec SA. Note that, since different
custom zation strings are used for integrity protection in | KEv2 and
| Psec, different outputs are produced, so two sets of test vectors
are suppl i ed.

A 4.1. KMAC128 IPsec Integrity Protection Test Vectors
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~~ Test Case KMAC128-1PSEC-|I NTEG 1 ~~

Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

I nput (hex):
fffefdfcfbfaf of 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5ed4e3e2elel

Custom zation String (string)
"i psec integ"

Customni zation String (hex):
697073656320696e746567

Qut put (hex):
4222f 5a58951cf f af 4c21call5e42b19

A 4.2. KMAC256 | Psec Integrity Protection Test Vectors
~~ Test Case KMAC256-1 PSEC- I NTEG 1 ~~
Key (hex):
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
202122232425262728292a2b2c2d2e2f 303132333435363738393a3b3c3d3e3f

I nput (hex):
fffefdf cfbfaf 9f 8f 7f 6f 5f 4f 3f 2f 1f Oef eeedecebeae9e8e7eb6e5e4e3e2elel

Custom zation String (string)
"i psec integ"

Custom zation String (hex):
697073656320696e746567

Qut put (hex):
732bb75cf 1582cc4d95c6d7b8850b165f 833e23f f f 506609987c8808596d8f d1
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