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Abst ract

Thi s docunent describes a nmethod for reducing the size of the

I nternet Key Exchange version 2 (I KEv2) CREATE CH LD SA exchanges
used for rekeying of the IKE or Child SA by replacing the SA and TS
payl oads with a Notify Message payl oad. Reducing size and conplexity

of I KEv2 exchanges is especially useful for |ow power consunption
battery powered devices.

About Thi s Docunent

This note is to be renoved before publishing as an RFC

Status information for this document may be found at

https://datatracker.ietf.org/doc/draft-ietf-ipsecne-ikev2-sa-ts-
payl oads- opt /.

Di scussion of this docunent takes place on the ipsec Wrking G oup
mailing list (mailto:ipsec@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ipsec/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/ipsec/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction

The I nternet Key Exchange protocol version 2 (I1KEv2) [RFC7296] is
used to negotiate Security Association (SA) paraneters for the | KE SA
and the Child SAs. Cryptographic key material for these SAs have a
limted lifetime before it needs to be refreshed, a process referred
to as "rekeying". |1KEv2 uses the CREATE CHI LD SA exchange to rekey
either the IKE SA or the Child SAs.

When rekeying, a full set of negotiation paraneters are exchanged.
However, nost of these parameters will be the same as before. This
means that the security properties of the IKE or Child SA in practice
do not change during a typical rekey.

For exanple, the Traffic Selectors (TS) negotiated for the new Child
SA nmust cover the Traffic Sel ectors negotiated for the old Child SA
And in practically all cases, a new Child SA does not need to cover a
wi der set of traffic. |In the rare case where this would be needed,
either a standard rekey could be used or a new Child SA could be
negoti ated foll owed by a deletion of the replaced Child SA  Further,
per RFC 7296, the Traffic Selectors and algorithns should not change
when rekeying the Child SA

Thi s docunent specifies a method to omt these paranmeters and repl ace
themwith a single Notify Message declaring that all these paraneters
are identical to the originally negotiated paraneters.

Large scale | KEv2 gateways such as Evol ved Packet Data Gateway (ePDG
in 4G networks or Centralized Radi o Access Network (cRAN C oud)
gateways in 5G networks typically support nore than 100, 000 | KE/ | Psec
connections. At any point in tine, there will be hundreds or
thousands of IKE SAs and Child SAs that are being rekeyed. This
takes a | arge anount of bandwi dth and CPU power and any protocol
simplification or bandwi dth reducing would result in a significant
resource saving.

For Internet of Things (l10oT) devices which utilize | ow power
consunption technol ogy, reducing the size of the CREATE CH LD SA
exchange for rekeying reduces its power consunption, as sending bytes
over the air is usually the nost power consuming operation of such a
device. Reducing the CPU operations required to verify the rekey
exchanges paraneters will al so save power and extend the lifetinme for
t hese devi ces.
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When using identical paraneters for the IKE SA or Child SA rekey, the
SA and TS payl oads can be omitted thanks to the optim zation defined
in this docunent. For an |IKE SA rekey, instead of the (large) SA
payl oad, only a Key Exchange (KE) payl oad, a Nonce payl oad, and a new
Notify Type payload with the new Security Paraneter |Index (SPl) are
required. For a Child SA rekey, instead of the SA or TS payl oads,
only an optional KE payl oad (when using PFS), a Nonce payl oad, and a
new Notify Type payload with the new SPI are needed. This nakes the
rekey exchange packets nmuch smaller and the peers do not need to
verify that the SA or TS paraneters are conpatible with the old SA
paraneters

Conventions Used in This Docunent
1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Negoti ati on of Support for Optim zed Rekey

To indicate support for the optim zed rekey negotiation, the
initiator includes the OPTIM ZED REKEY_ SUPPORTED notify payload in
the |1 KE_AUTH exchange request. |If the responder supports this
optimzed rekey and is configured to use it, then it includes the
OPTI M ZED _REKEY SUPPORTED in the | KE_ AUTH response nessage. |f

mul tiple | KE_ AUTH exchanges are sent, the OPTIM ZED REKEY SUPPORTED
notify payl oad should be in the first | KE_AUTH request and the | ast

| KE_AUTH response. During the | KE_ AUTH exchanges, the entire SA and
TS payl oads are included as normal. Note that the notify indicates
support for optim zed rekey for both IKE and Child SAs.

A responder that does not support the optim zed rekey exchange
processes the SA and TS payl oads as normal, and does not include the
new Notify. As per regular |KEv2 processing, a responder that does
not recognize this new Notify, will ignore it. Responders may have
been administratively configured with the optim zation turned off for
| ocal reasons. The absence of the Notify indicates to the initiator
that the optim zation is not available, and regular rekey should be
used.

The | KE_AUTH nessage exchange in this case is shown bel ow
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Initiator Responder
HDR, SK {IDi, [CERT,] [CERTREQ ]
[I1D,] AUTH, SAi 2, TSi, TSr,
N( OPTI M ZED_REKEY_SUPPCRTED)} -->
<-- HDR, SK {IDr, [CERT,] AUTH,
SAr2, TSi, TSr,
N( OPTI M ZED_REKEY_SUPPCRTED) }

If both peers have exchanged OPTI M ZED REKEY_SUPPORTED noti fi es,
peers SHOULD use the optim zed rekey nmethod for rekeys. Non-
optimnmzed, regul ar rekey requests MJST al ways be accepted. The
regul ar rekey can be retried when the optinized rekey fails.

Note that, except for the key and identification information such as
the SPI, the optimzed rekey MUST inherit all other properties of the
SA being rekeyed. This neans the configurations related to the SA
bei ng rekeyed are supposed to have no changes. |If there is a change
to the configurations, the regular rekey MJST be used instead. After
the regul ar rekey, the next rekey can use the optim zed way if there
is no change to the configuration.

4. Optimzed Rekey of |IKE SA

The initiator of an optim zed rekey request sends a CREATE CHI LD SA
request with the OPTIM ZED REKEY notify payl oad containing the new
SPI for the new IKE SA. It omts the SA payl oad.

The responder of an optim zed rekey request replies with an incl uded
OPTI M ZED_REKEY notify with its new | KE SPI and also onits the SA
payl oad.

Both parties send their nonce and KE payl oads just as they would do
for a regular |IKE SA rekey.

Using the old SPI fromthe | KE header and the two new SPIs
respectively fromthe initiator and responder’s OPTI M ZED REKEY
payl oads, both parties can performthe | KE SA rekey operation.

The CREATE _CHI LD SA nmessage exchange in this case is shown bel ow

Initiator Responder
HDR, SK {N(OPTI M ZED_REKEY, newSPI i),
Ni, KEi} -->
<-- HDR, SK {N(OPTI M ZED_REKEY, newSPIr),
Nr, KEr}
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5. Optimzed Rekey of Child SAs

The initiator of an optim zed rekey request sends a CREATE CH LD _SA
request with the OPTIM ZED REKEY notify payl oad containing the new
SPI for the new Child SA. It omts the SA and TS payloads. |If the
Child SA being rekeyed was negotiated with Perfect Forward Secrecy
(PFS), a KEi payload is included as well. [If no PFS was negoti at ed
for the Child SA being rekeyed, a KEi payload is not included. If
the Child SA being rekeyed was created with | P conpression, then

| PCOVP_SUPPORTED notifications MIST be sent as they contain the
requi red updated Conpression Paraneter |ndexes (CPISs).

The responder of an optim zed rekey request perfornms the sane
process. It includes the OPTIM ZED REKEY notify with its new SPI for
the new Child SA and omts the SA and TS payl oads. Depending on the
PFS and | P conpression negotiation of the Child SA being rekeyed, the
responder correspondingly includes a KEr payl oad and/or the

| PCOVP_SUPPORTED Noti fy payl oad.

Both parties send their nonce payl oads just as they would do for a
regul ar Child SA rekey.

Using the old SPI fromthe REKEY_SA payload and the two new SPIs
respectively fromthe initiator and responder’s OPTI M ZED REKEY
payl oads, both parties can performthe Child SA rekey operation

Except for the key and identification information such as the SPI and
CPl, all other properties of the Child SA being rekeyed MJST be
inherited to the one newly created by the optinized rekey. Notify
payl oads that can affect these properties, such as
USE_TRANSPORT_MODE, ESP_TFC_PADDI NG_NOT_SUPPORTED, ROHC SUPPORTED

[ RFC5857] or USE_AGGFRAG [ RFC9347] MUST NOT be sent. In contrast,

t he Post-quantum Preshared Keys (PPKs) defined in
[I-D.ietf-ipsecne-ikev2-gr-alt] can be considered as part of the key
informati on since they are used in the session keys cal cul ati ons,
therefore, the PPKs negotiation MJST be included in the optim zed
Child SArekey if [I-D.ietf-ipsecne-ikev2-qgr-alt] are used

The CREATE_CHI LD SA nmessage exchange in this case is shown bel ow

Initiator Responder
HDR, SK {N( REKEY_SA, ol dSPI), N(OPTI M ZED REKEY, newSPl i),
Ni, [KE,]} -->
<-- HDR, SK {N(OPTI M ZED_REKEY, newSPIr),
Nr, [KEr,]1}
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If a responder fails to process the optinized rekey request because
for sone reasons it cannot re-use SA paraneters for the SA being
rekeyed (e.g., there is a change in the responder’s configuration),
it MUST return an error as the notification of type

NO PROPOSAL_CHOSEN. After receiving the error response of the
optinized rekey, the initiator can retry a regul ar rekey.

1. Optinized Rekey of the Initial Child SA

For the initial Child SA that was negotiated as part of an initia

| KE exchange (e.g., IKE_ AUTH), at the tinme of its creation the
paraneters of PFS and KE nethod(s) for Child SAs are not negoti at ed.
However, [I|-D. pwouters-ipsecne-child-pfs-info] provides a mechani sm
to negotiate these paranmeters during the creation of the initial
Child SA

If both peers support and use [I|-D. pwouters-ipsecne-child-pfs-info],
the PFS policy and KE nmethod(s) for the initial Child SAis known
during its creation. Therefore, in this situation, when rekeying the
initial Child SAfor the first tine, the optimzed way SHOULD be
used. If [I-D. pwouters-ipsecne-child-pfs-info] is not supported or
used, a regular rekey MJUST be used for the first tine to negotiate
these paraneters. Then, the next rekey can use the optimzed way.

Payl oad Formats
1. OPTIM ZED _REKEY_SUPPCORTED Noti fy
The OPTI M ZED REKEY_SUPPORTED Notify Message type notification is

used by the initiator and responder to indicate their support for the
optinized rekey negotiation

1 2 3
01234567890123456789012345678901
S S e +
| Next Payload |C RESERVED | Payl oad Length |
I IRy S SIS T TRy +
| Protocol ID(=0)| SPI Size (=0) | Notify Message Type |
T T o e e e e e e e e e e aa o - +

* Protocol ID (1 octet) - MJST be O.
* SPI Size (1 octet) - MJST be 0, neaning no SPl is present.
* Notify Message Type (2 octets) - MIST be set to the val ue TBD1

This Notify Message type contains no data.
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6.2. OPTIM ZED REKEY Notify

The OPTIM ZED REKEY Notify Message type is used to perform an
optimzed |KE SA or Child SA rekey.

0 1 2 3
01234567890123456789012345678901
Fom e e e oo - T o mm e e e e e e e e e e e memmao-- +
| Next Payload |C| RESERVED | Payl oad Length |
R I oo e e e e e e e e oo oo +
| Protocol ID(=0)| SPI Size (=0) | Notify Message Type |
o o o m e e e e e e aaao o +
I I
~ New SPI ~
| |
o o o e o e o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +

* Protocol ID (1 octet) - MJST be O.

* SPI Size (1 octet) - MJST be 0. The "Security Paraneter |ndex
(SPI)" field is not used in this Notify, and the new SPI is placed
in the "Notification Data" field.

* Notify Message Type (2 octets) - MIST be set to the val ue TBD2.

The Notification Data for this notify contains new SPI. Its size
depends on the type of SA being rekeyed. 1In case of IKE SAit MJST
be 8 octets. In case of Child SA it MJST be equal to the SPI Size
field in the REKEY_SA notification that identifies the SA being
rekeyed.

7. Interaction with | KEv2 Extensions
7.1. Miltiple Key Exchanges

[ RFC9370] defines the use of multiple key exchange nmethods for the
purpose of IKE SA and Child SA establishnment in IKEv2. If nultiple
key exchange met hods are used for an SA, then optim zed rekey of this
SA MJST use the same key exchange methods. It means that the
CREATE CHI LD SA will be followed by sone | KE FOLLOMJP_KE exchanges
and t he nunber of these exchanges will be determ ned by the nunber of
addi tional key exchange nethods used for the SA being rekeyed.

7.2. | KE Session Resunption
| KE Session Resunption [ RFC5723] defines an | KEv2 extension, that

all ows peers to quickly restore |KE SA when it is for sone reason
del eted. When used with optimi zed rekey, the follow ng rules apply.
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7. 3.

* Support for optinized rekeys MIST be re-negotiated during the

resunption (in the | KE_ AUTH exchange).

* |f support for optimzed rekey is negotiated during resunption,
then all I KE SA al gorithns, including key exchange net hods, are
taken fromthe resunption ticket (i.e., fromthe SA being
resuned), since they are not negotiated in the | KE_SA RESUME
exchange.

* The initial Child SA created during the resunption is considered
as been created with key exchange nethods for the | KE SA that
were stored in the resunption ticket. This is despite the fact,
that during the resunption no key exchanges (e.g., Diffie-Hellman)
take place, the session keys are derived fromthe keys stored in
the resunption ticket.

M xi ng Preshared Keys in the CREATE CHI LD SA Exchanges

[I-D.ietf-ipsecme-ikev2-qr-alt] defines how PPKs can be nmixed into
the session keys calculations. |In particular, this document allows
PPKs to be used in the CREATE_CHI LD SA exchanges when SAs are being
rekeyed. |If peers support [I-D.ietf-ipsecne-ikev2-qr-alt] and a PPK
was used for the SA being rekeyed, then they MJUST NOT silently re-use
this PPK in case of optinized rekey and MJST re-negoti ate the use of
PPKs in the CREATE_CHI LD SA exchange.

I ANA Consi derati ons
Thi s docunent defines two new Notify Message Types in the "I KEv2

Notify Message Types - Status Types" registry. |1ANA is requested to
assign codepoints in this registry.

NOTI FY nmessages: status types Val ue
OPTI M ZED_REKEY_SUPPORTED TBD1
OPTI M ZED_REKEY TBD2

Oper ational Considerations

Sone i npl enentations all ow sendi ng rekey nessages with a different

set of Traffic Selectors or cryptographic paraneters in response to a
configuration update. |KEv2 [RFC7296] states this "SHOULD NOT" be
done. But if there is a configuration change that changes the
Traffic Selectors, cryptographic paraneters, or other properties of
the SA, the regul ar rekey shoul d be used to make the configuration
change active, since the optim zed rekey can’'t express such changes.
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Two peers MJST have the sanme PFS policy and contain nmutally
accept abl e KE net hod(s), otherw se, the rekey (regardl ess of regul ar
or optimzed way) of the initial Child SA created in the | KE_AUTH
exchange would fail. This issue is also discussed in detail in
[1-D. pwouters-ipsecne-child-pfs-info].

10. Security Considerations

The optim zed rekey renpves sendi ng unnecessary new paraneters that
originally would have to be validated agai nst the origina
paraneters. |In that sense, this optimzation enhances the security
of the rekey process by reducing the conplexity and code required.
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