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Abst ract

Thi s docunent clarifies and extends the neaning of transformtype 5
in IKEv2. |t updates RFC 7296 by renam ng the transformtype 5 from
"Ext ended Sequence Nunbers (ESN)" to "Sequence Nunmbers (SN)". It

al so renanes two currently defined values for this transformtype:
value 0 from"No Extended Sequence Nunbers" to "32-bit Sequenti al
Nunbers" and value 1 from "Extended Sequence Nunbers" to "Partially
Transmitted 64-bit Sequential Numbers".

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 Septenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

I P Security (IPsec) Architecture [ RFC4301] defines a set of security
services provided by |Psec protocols Authentication Header (AH)

[ RFC4302] and Encapsul ating Security Payl oad (ESP) [ RFC4303]. One of
these services is replay protection, which is referred to as "anti -
replay"” in these docunents. |In IPsec the anti-replay service is
optional, each receiver of AH and/or ESP packets can choose whet her
to enable it on a per Security Association (SA) basis. The replay
protection in AH and ESP is achi eved by nmeans of a nonotonically

i ncreasing counter that never waps around, which is sent in each AH
or ESP packet in the Sequence Nunber field. The receiver maintains a
sliding window that allows to detect duplicate packets.

Both AH and ESP all ow using either a 32-bit counter or a 64-bit
counter. The latter case is referred to as Extended Sequence Nunbers
(ESN) in AH and ESP specifications. Since the Sequence Nunber field
in both AH and ESP headers is only 32 bits in size, in case of ESN
the high-order 32 bits of the counter are not transnitted and are
determ ned by the receiver based on previously received packets.

Si nce the decision whether to enable the anti-replay service is taken
by the receiver based only on the receiver’s local policy, the sender
in accordance with the specifications for AH ([ RFC4302]

Section 3.3.2) and ESP ([ RFC4303] Section 3.3.3) should al ways assune
that the replay protection is enabled on receiving side. Thus, the
sender shoul d al ways send the increasing counter values and shoul d
take care that the counter never waps around. AH and ESP
specifications al so discuss situations when replay protection is not
possi ble to achieve even if senders do all as prescribed -- like in
mul ticast Security Associations with nmultiple unsynchroni zed senders.
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Both AH and ESP specifications allow the sender to avoi d maintaining
the counter if the sender has been notified somehow that the anti -
replay service is disabled by the receiver or is not possible to
achi eve.

AH and ESP Security Associations are usually established using the

I nternet Key Exchange protocol version 2 (1KEv2) [RFC7296]. The
process of SA establishnent includes cal culation of a shared key and
negoti ati on of various SA paraneters, such as cryptographic
algorithms. This negotiation in IKEv2 is perforned via transforns
(see Section 3.3.2 of [RFC7296]). The type of transform deternines
what parameter is being negotiated. Each transformtype has an
associated list of possible values (called Transform|IDs), that
determ ne the possible options for negotiation. See [|IKEV2-1ANA] for
the list of transformtypes and associ ated transform I Ds.

Transformtype 5 "Extended Sequence Nunbers (ESN)" is used in | KEv2
to negotiate the way sequence nunbers for replay protection are
generated, transnitted and processed in the context of an SA.  For
this transformtype two val ues are defined -- "No Extended Sequence
Nunber s" and " Ext ended Sequence Nunbers™”

Thi s docunent updates | KEv2 specification [ RFC7296] by renam ng
transformtype 5 and two associ ated transform | Ds.

2. Probl em Description

| KEv2 currently has no neans to negotiate the case when both peers
agree that replay protection is not needed. Even when both peers

|l ocally disable anti-replay service as receivers, they still need to
mai ntai n i ncreasi ng sequence nunbers as senders, taking care that
they never wrap around (see

[1-D. pan-ipsecne-anti-replay-notification]).

There is also no way to informreceivers that replay protection is
not possible for a particular SA (for exanple in case of a nulticast
SA with several unsynchroni zed senders).

Future | Psec security protocols may provide nore options for the
handl i ng of anti-replay counters, |like sending full 64-bit sequence
nunbers or conpletely onmtting themin packets (see

[1-D. klassert-ipsecne-eesp]). These options will require nmeans to be
negotiated in | KEv2.

Transformtype 5 is the best candidate for addressing these issues:
it is already used for negotiation of how sequence nunbers are
handl ed in AH and ESP and it is possible to define additiona
transform |1 Ds that could be used in the correspondi ng situations.
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However, the current definition of transformtype 5 is too narrow --
its name inplies that this transformcan only be used for negotiation
of using ESN

3. Extending the Semantics of Transform Type 5

Thi s docunent extends the semantics of transformtype 5 in IKEv2 to
the follow ng definition.

Transformtype 5 defines the set of properties of sequence nunbers of
| Psec packets of a given SA when these packets enter the network.

This definition requires some clarifications.

* By "sequence nunbers" here we assune |logical entities (like
counters) that can be used for replay protection on receiving
sides. In particular, these entities are not necessarily the
content of the Sequence Nunber field in the | Psec packets, but may
be constructed using sone information, that is not necessaryly
transmtted.

* The properties are interpreted as a characteristic of |Psec SA
packets, and not as a result of a sender actions. For exanple, in
mul ticast SA with multiple unsynchroni zed senders, even if each
sender ensures the uni queness of sequence nunbers it generates,

t he uni queness of sequence nunbers for all |Psec packets is not
guar ant eed.

* The properties are defined for the packets just entering the
network and not for the packets that receivers get. This is
because network behavior may break some of these properties (e.qg.,
break sequence nunbers uni queness by packet duplication).

* The properties of sequence nunbers are interpreted in a broad
sense, that includes the case when sequence nunbers are absent.

Gven this definition, transformtype 5 in the 1ANA registries for

| KEv2 [I KEV2-1ANA] is renaned from "Extended Sequence Nunbers (ESN)"
to "Sequence Nunbers (SN)" with the nmeaning, that it defines the
properties the sequence nunbers woul d have.

It is expected that new transformIDs will be defined for this
transformtype in future (like in GIKEv2 [I-D.ietf-ipsecne-g-ikev2]
for the case of nulticast SAs). Docunents defining new transformDs
shoul d i nclude description of the properties the sequence numbers
woul d have if the newtransformID is selected. |In particular, this
description should include di scussion whether these properties allow
achi eving replay protection.
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Sone existing protocols (like Inplicit IV in ESP [ RFC8750] or
Aggregation and Fragnmentation for ESP [ RFC9347]) rely on properties
that are guaranteed for the currently defined transformIDs, but this
m ght not be true for future transformIDs. Wen a new transformID
is defined, its description should include a discussion about the
possibility of using this transformID in protocols, that rely on
some particular properties of sequence numbers.

The two currently defined transformIDs for this transformtype
define the follow ng properties of sequence nunbers.

* Value 0 for transformtype 5 defines sequence nunbers as
monot oni cal ly increasing 32-bit counters that are transmitted in
the Sequence Nunber field of AH and ESP packets. They never w ap
around and are guaranteed to be unique, thus they are suitable for
replay protection. They can also be used with protocols that rely
on sequence nunbers uni queness (like [RFC8750]) or their nonotonic
increase (like [RFC9347]). The sender and the receiver actions
are defined in Sections 3.3.2 and 3.4.3 of [RFC4302] for AH and in
Sections 3.3.3 and 3.4.3 of [RFC4303] for ESP

* Value 1 for transformtype 5 defines sequence nunbers as
nmonotonical ly increasing 64-bit counters. The |loworder 32 hits
are transnmitted in the Sequence Nunmber field of AH and ESP packets
and the high-order 32 bits are inplicitly determined on receivers
based on previously received packets. The sequence nunbers never
wap around and are guaranteed to be unique, thus they are
suitable for replay protection. They can also be used with
protocols that rely on sequence nunbers uni queness (like
[ RFC8750]) or their nonotonic increase (like [RFC9347]). To be
able to correctly process the incom ng packets on receivers the
packets must be authenticated (even when the replay protection is
not used). The sender and the receiver actions are defined in
Sections 3.3.2 and 3.4.3 of [RFC4302] for AH and in Sections 3.3.3
and 3.4.3 of [RFC4303] for ESP

G ven the descriptions above and the new definition of transformtype
5, the two currently defined transformIDs are renaned to better
reflect the properties of sequence nunbers they assune.

* TransformID O is renaned from"No Extended Sequence Nunmbers" to
"32-bit Sequential Numbers".

* TransformID 1 is renamed from " Extended Sequence Nunbers" to
"Partially Transmitted 64-bit Sequential Nunbers”
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Note, that the above descriptions do not change the existing
semantics of these transformIDs, they only provide clarification.
Not e al so, that ESP and AH packet processing for these transformIDs
is not affected, and bits on the wire do not change.

4. Security Considerations

Thi s docunent does not affect security of the AH, ESP and | KEv2
pr ot ocol s.

5. | ANA Consi derati ons

Thi s docunent nakes the followi ng changes in the "Internet Key
Exchange Version 2 (I KEv2) Paraneters" | ANA registries [|IKEV2-1ANA].
It is assuned that RFCXXXX refers to this specification.

* The existing transformtype 5 "Extended Sequence Nunmbers (ESN)" in
the "Transform Type Values" registry is renamed to "Sequence
Nunbers (SN)".

*  Appended [ RFCXXXX] to the Reference columm of Transform Type 5 in
the "Transform Type Val ues" registry.

* Added this note to the "Transform Type Val ues" registry:

"Sequence Nunbers (SN)" transformtype was originally naned

"Ext ended Sequence Nunbers (ESN)" and was referenced by that nane
in a nunber of RFCs published prior to [ RFCXXXX], which gave it
the current title.

* The "Transform Type 5 - Extended Sequence Nunbers Transform | Ds"
registry is renamed to "Transform Type 5 - Sequence Nunbers
Transform | Ds".

*  The "Reserved" (2-65535) range of nunbers in what was the
"Transform Type 5 - Extended Sequence Nunbers Transform | Ds"
registry is split into the "Unassigned" (2-1023) and the "Reserved
for Private Use" (1024-65535) ranges, as shown bel ow.

Nurnber Name Ref er ence

2-1023 Unassi gned
1024- 65535 Reserved for Private Use [ RFCXXXX]

* The existing TransformID 0 "No Extended Sequence Numbers" in what

was the "Transform Type 5 - Extended Sequence Nunbers Transform
I Ds" registry is renaned to "32-bit Sequential Nunmbers".
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*  The existing TransformID 1 "Extended Sequence Numbers" in what
was the "Transform Type 5 - Extended Sequence Numbers Transform
I Ds" registry is renaned to "Partially Transmitted 64-bit
Sequenti al Nunbers".

*  Appended [ RFCXXXX] to the Reference colum of TransformID 0 and
TransformID 1 in what was the "Transform Type 5 - Extended
Sequence Nunbers Transform I Ds" registry.

* Added these notes to what was the "Transform Type 5 - Extended
Sequence Nunbers Transform | Ds" registry:

This registry was originally named "Transform Type 5 - Extended
Sequence Nunbers Transform | Ds" and was referenced using that name
in a nunber of RFCs published prior to [ RFCXXXX], which gave it
the current title.

"32-bit Sequential Nunbers" transformID was originally naned "No
Ext ended Sequence Nunbers" and was referenced by that nane in a
nunber of RFCs published prior to [ RFCXXXX], which gave it the
current title.

"Partially Transmitted 64-bit Sequential Nunbers" transformI|D was
originally named "Extended Sequence Nunbers" and was referenced by
that name in a nunber of RFCs published prior to [ RFCXXXX], which
gave it the current title.

Nunbers in the range 2-65535 were originally marked as "Reserved"
and were re-classified as "Unassi gned" and "Reserved for Private

Use" by [ RFCXXXX] .
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