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Abstract

Si gnat ur e- based aut hentication nethods are utilized in | KEv2
[ RFC7296]. The current version of the Internet Key Exchange Version
2 (I KEv2) protocol supports traditional digital signatures.

Thi s docunent specifies a generic mechanismfor integrating post-
quant um crypt ographic (PQC) digital signature algorithnms into the

| KEv2 protocol. The approach allows for seam ess inclusion of any
PQC signature schene within the existing authentication framework of
| KEv2. Additionally, it outlines how Mddul e-Lattice-Based Digital
Signatures (M.-DSA) and Statel ess Hash-Based Digital Signatures (SLH
DSA), can be enpl oyed as authentication methods within the | KEv2
protocol, as they have been standardi zed by N ST.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-ipsecne-ikev2-pqc/.

Di scussion of this docunent takes place on the ipsecne Wrking G oup
mailing list (nailto:ipsecmre@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ipsec/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/ipsecne/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1.

I nt roducti on

The I nternet Key Exchange, or |KEv2 [RFC7296], is a key agreenent and
security negotiation protocol; it is used for key establishnent in

I Psec. 1In the | KE_ AUTH exchange, the initiator and responder

i ndependently sel ect and use their preferred authentication mnethod,
whi ch may differ between peers. The npst conmon aut hentication

met hod is digital signatures using asynmmretric cryptography.

Currently, traditional digital signatures are defined for use within
| KE_ AUTH. RSA signatures, Digital Signature Algorithm (DSA) Digita

Si gnature Standard (DSS) and ECDSA

The exi stence of a Cryptographically Relevant Quantum Conputer (CRQC
woul d render state-of-the-art traditional asynmetric al gorithns

obsol ete and insecure. This is because the assunptions about the
intractability of the mathematical problens these algorithns rely on,
whi ch offer confident |evels of security today, no | onger apply in
the existence of a CRQC. Consequently, there is a requirenent to
update protocols and infrastructure to use post-quantum al gorithns.
Post - quantum al gorithns are asymretric al gorithns designed to be
secure against CRQCs as well as classical conmputers. The traditiona
cryptographic prinmtives that need to be replaced by PQC al gorithns
are discussed in [I-D.ietf-pquip-pqgc-engi neers].

Thi s docunent defines a general approach to incorporating PQC digita
signature algorithms into | KEv2 while maintaining interoperability
and backward compatibility. Additionally, it outlines how Mdul e-
Lattice-Based Digital Signatures (M.-DSA) [FIPS204] and Statel ess
Hash- Based Digital Signatures (SLH DSA) [FIPS205] can be enpl oyed as
aut henti cati on methods within | KEv2, as they have been standardi zed
the US National Institute of Standards and Technol ogy (N ST) PQC
proj ect .

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunment uses terns defined in
[1-D.ietf-pquip-pqgt-hybrid-termnology]. For the purposes of this
docunent, it is helpful to be able to divide cryptographic algorithns
into two cl asses:
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3.

.1

2

"Asynmetric Traditional Cryptographic Algorithnl: An asymmetric
crypt ographi c al gorithm based on integer factorisation, finite field
discrete logarithns or elliptic curve discrete logarithms, elliptic
curve discrete logarithns, or related mat hemati cal problens.

"Post - Quantum Al gorithni: An asymretric cryptographic algorithmthat
is believed to be secure against attacks using quantum conputers as
wel | as classical conputers. Post-quantum algorithms can al so be
call ed quantumresi stant or quantumsafe algorithnms. Exanples of
quantumresi stant digital signature schenes include M.-DSA and SLH
DSA.

General Franmework for PQC Authentication in | KEv2

| KEv2 aut hentication commonly relies on digital signatures to verify
the identity of comunicating peers. The nechanismdescribed in this
docunent enables the use of any PQC digital signature algorithm

wi t hout nodifying core | KEv2 operations.

Speci fyi ng PQC Signature Al gorithns

* | KEv2 can use arbitrary signature algorithns as described in
[ RFC7427], where the "Digital Signature" authentication nethod
supersedes previously defined signature authentication nethods.
Any PQC digital signature algorithmcan be incorporated using the
"Signature Algorithm field in authentication payl oads, as defined
in [ RFC7427].

* Algorithmdentifier ASN. 1 objects will be used to uniquely
i dentify PQC signature algorithm schene and the paraneter set
associated with it.

Signature Generation and Verification

PQC signatures may be generated in either deternministic or hedged
modes. The terns deterninistic and hedged used in this docunent are
in accordance with [FI PS204] and [ FI PS205], which define the M- DSA
and SLH DSA algorithnms. Future PQC signature algorithns may adopt
different nomenclature, but will be expected to foll ow the sane
princi pl es.

In the determnistic nmode, the signature is derived entirely fromthe
message and the signer’ s private key, wthout introducing fresh
randommess at signing time. Wile this elimnates reliance on an

ext ernal random nunber generator (RNG, it increases susceptibility
to side-channel attacks, particularly fault injection attacks.
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The hedged node provi des sone resistance against this risk by

i ncl udi ng preconputed randomess in the signer’s private key and

i ncorporating fresh randommess generated at signing tine. This foils
sonme side channel attack approaches, while adding no additiona
strength against others. |f protection against side-channel attacks
are required, an M.-DSA i npl ementation that inplenments side-channe
resi stance shoul d be used.

In the context of signature-based authentication in I KEv2, the data
used for generating a digital signature is unique for each session,
as it includes session-specific informati on such as nonces,
cryptographic paraneters, and identifiers. PQC signature algorithns
can | everage the hedged variant within | KEv2 to enhance security
agai nst si de-channel attacks. The choice between determnistic and
hedged si gni ng nodes does not inpact interoperability because the
verification process remains the same for both variants.

If the PQC signature algorithmuses a 'context’ input parameter, it
MJST be set to an enpty string.

Certain digital signature algorithms support two nodes: "pure" node
and "pre-hash" node. For exanple, M.-DSA and SLH DSA support both
nmodes. I n pure node, the content is signed directly along with sone
domai n separation information. |In contrast, pre-hash node involves
signing a digest of the nessage. This document specifies the use of
pure nmode for signature-based authentication in | KEv2, where the
message is signed directly along with domain separation information
The data used for authentication in | KEv2, as described in

Section 2.15 of [RFC7296], consists of elenents such as nonces, SPIs,
and initial exchange nessages (nessages preceding | KE AUTH), which
are typically within device nmenory constraints. Wile pre-hash node
can help in scenarios with nenory constraints, the | KEv2

aut hentication data is generally small, and combined wi th other
practical challenges (discussed in Appendix A), this docunment only
speci fies pure node.

3.2.1. Handling PQC Signatures in | KEv2

For integrating PQC signhature algorithms into | KEv2, the approach
used in [RFC8420] is followed.

As specified in [ RFC7427], both the initiator and responder MJST send
the SI GNATURE_HASH ALGORI THMVS notify payload in the IKESAINT
exchange to indicate the set of hash algorithns they support for
signature generation and verification. The SI GNATURE HASH ALGORI THVS
notify payload contains a |list of 2-octet hash algorithmidentifiers,
defined in the ANA "I KEv2 Hash Al gorithns" registry.
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For PQC signature algorithns that inherently operate directly on the
raw nessage wi thout hashing, such as M.-DSA and SLH DSA, only the
"ldentity’ hash function is applicable. The 'Identity’ hash function
(value 5) is defined in Section 2 of [RFC8420] and indicates that the
i nput nmessage is used as-is, wthout any hash function applied.
Therefore, inplenentations supporting such PQC signature algorithns
MUST include the "Identity’ hash (5) in the SI GNATURE HASH ALGORI THVB
notify. Furthernmore, PQC signature algorithns requiring the
"ldentity’ hash MJUST NOT be used with a peer that has not indicated
support for the Identity hash in its notify payl oad.

For additional background on design alternatives that were considered
and the rationale for adopting the [ RFC8420] approach as the cl eanest
and nost secure method, see Appendi x A

When generating a signature with a PQC signature algorithm the |IKEv2
i npl ementation takes the InitiatorSignedCctets string or the
Responder Si gnedCctets string (as appropriate), logically sends it to
the identity hash (which |l eaves it unchanged), and then passes it
into the PQC signer as the message to be signed (with enpty context
string, if applicable). The resulting signature is placed into the
Signature Value field of the Authentication Payl oad.

When verifying a signature with a PQC signature algorithm the | KEv2
i npl ementation takes the InitiatorSignedCctets string or the
Responder Si gnedCctets string (as appropriate), logically sends it to
the identity hash (which |l eaves it unchanged), and then passes it
into the PQC signature verifier as the nessage to be verified (with
enpty context string, if applicable).

| KEv2 peers supporting the PQC authentication mechanismdefined in
this specification SHOULD i npl emrent | KEv2 nessage fragmentation as
specified in [RFC7383], unless IKEv2 runs over a reliable transport
(e.g., [RFC9329]) or the underlying network is known to support
sufficiently large MIUs wi thout fragnmentation issues, since PQC
public keys and signatures can be significantly larger than those
used in traditional algorithns. For exanple, M-DSA-44 requires a
public key of 1,312 bytes and a signature of 2,420 bytes, while even
the smal |l est SLH DSA signature is around 7,856 bytes. As gui dance,

| KEv2 peers should assune a m ni num PMIU of 1280 bytes for |Pv6 (per
[ RFC8200]) and, where |legacy |IPv4 networks are a consideration, an
effective MIU of 576 bytes for |Pv4 (per [RFC1122]).

3.3. Mechanisns for Signaling Supported Key Pair Types

The foll owi ng nechani sns can be used by peers to signal the types of
digital signature algorithns and paraneters they support:
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* Certificate Request Payload: One nmethod to ascertain that the key
pair type the initiator wants the responder to use is through a
Certificate Request payload (defined in Section 3.7 of [RFC7296])
sent by the initiator. For exanple, the initiator can specify
that it trusts certificates issued by a certificate authority (CA)
that signs with a particul ar post-quantum cryptographic (PQC
signature algorithm This inplies that the initiator can process
signatures generated using that algorithm thereby allow ng the
responder to authenticate itself using a key pair associated with
the specified PQC signature schene.

* Aut hentication Method Announcenent: Another method is to utilize
[ RFC9593],
whi ch enabl es peers to declare their supported authentication
met hods. This inproves interoperability when | KEv2 peers are
configured with nmultiple credential types of different type to
aut henticate each other. The responder includes a
SUPPORTED_AUTH_METHODS notification in the IKE_SA INIT response
message, listing the PQC signature scheme(s) it supports. The
initiator includes the SUPPORTED AUTH METHODS notification in
either the I KE_AUTH request nmessage or in the | KE_|I NTERVEDI ATE
request. This notification lists the PQC digital signature
schene(s) supported by the initiator, ordered by preference.

In traditional |KEv2 depl oynments, peers often inplicitly know the
signature algorithnms in use based on pre-configured certificates,
trusted CAs, and I KEv2 policies. However, cryptographic agility, the
ability to negotiate and use different cryptographic algorithns

wi thout requiring software or configuration updates is increasingly
important for long-termsecurity and interoperability. This

requi renent beconmes even nore relevant with the introduction of PQC
al gorithms, where multiple signature algorithns with varying security
| evel s and performance characteristics may need to be supported over
time.

4. Specifying M.-DSA within | KEv2

M.- DSA [ FI PS204] is a digital signature algorithm based on the
hardness lattice problens over nodule lattices (i.e., the Mdule
Learning with Errors problem (MMWE)). The design of the algorithmis
based on the "Fiat-Shamir with Aborts" [Lyu09] franmework introduced
by Lyubashevsky that |everages rejection sanpling to render lattice-
based FS schemes conpact and secure. M.-DSA uses a uniform
distribution over small integers for conputing coefficients in error
vectors, which nmakes the schene easier to inplenent.
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M.-DSA is instantiated with 3 paraneter sets for the security
categories 2, 3, and 5 (see Table 2 in Section 10 of
[1-D.ietf-pquip-pqgc-engineers]). Security properties of M.-DSA are
di scussed in Section 9 of [I-D.ietf-lanps-dilithiumcertificates].
Thi s docunent specifies the use of the M.-DSA algorithmin | KEv2 at
three security levels: M-DSA-44, M.-DSA-65, and M.- DSA-87

5. Specifying SLH DSA within | KEv2

SLH DSA [ FI PS205] utilizes the concept of statel ess hash-based
signatures. |n contrast to stateful signature algorithnms, SLH DSA
elimnates the need for maintaining state information during the
signing process. SLH DSA is designed to sign up to 2764 nessages and
it offers three security levels. The parameters for security levels
1, 3, and 5 were chosen to provide AES-128, AES-192, and AES-256 bits
of security respectively (see Table 2 in Section 10 of
[1-D.ietf-pquip-pgc-engineers]). This docunent specifies the use of
the SLH- DSA algorithmin | KEv2 at each | evel

Each security level (1, 3, and 5) defines two variants of the
algorithm a small (S) version and a fast (F) version. The snal
version prioritizes smaller signature sizes, naking themsuitable for
resour ce-constrai ned 10T devices. Conversely, the fast version
prioritizes speed over signature size, mnimzing the tine required
to generate signatures. However, signature verification with the
small version is faster than with the fast version. For hash
function selection, the al gorithmuses SHA-256 ([FI PS180]) for
security level 1 and both SHA-256 and SHA-512 ([ FIPS180]) for
security levels 3 and 5. Alternatively, SHAKE256 ([ FIPS202]) can be
used across all security |levels.

M_- DSA out perfornms SLH DSA in both signature generation and
validation tine, as well as signature size. SLH DSA, in contrast,
offers smaller key sizes but |larger signature sizes.

The foll owi ng conbinations are defined in SLH DSA [ FI PS205] :

*  SLH- DSA-128S- SHA2

*  SLH- DSA- 128F- SHA2

*  SLH DSA- 192S- SHA2

*  SLH- DSA- 192F- SHA2

*  SLH- DSA- 256S- SHA2

*  SLH- DSA- 256F- SHA2
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*  SLH DSA-128S- SHAKE
*  SLH- DSA- 128F- SHAKE
*  SLH- DSA- 192S- SHAKE
*  SLH DSA- 192F- SHAKE
*  SLH- DSA- 256S- SHAKE
*  SLH- DSA- 256F- SHAKE

SLH DSA does not introduce a new hardness assunption beyond those

i nherent to the underlying hash functions. It builds upon

est abli shed foundations in cryptography, making it a reliable and
robust digital signature schene in the face of a CRQC. \While attacks
on lattice-based schenes |ike M.-DSA are currently hypothetical at
the time of witing this docunent, such attacks, if realized, could
conmprom se their security. SLH DSA would remain unaffected by these
attacks due to its distinct mathematical foundations. This ensures
the continued security of systems and protocols that utilize SLH DSA
for digital signatures.

6. Inplenmentation Alternatives for M-DSA

Wth M-DSA there are two different approaches to inplenmenting the
signature process. The first one is to sinply hand the SignedCctets
string to the cryptographic library to generate the full signature;

this works for SLH DSA as well.

The second approach involves using the External «-M-DSA APl defined
in[l-Dietf-lanps-dilithiumcertificates]. |In this method, the

i mpl ementation calls the External u-M-DSA Prehash APl with the

Si gnedCctets string and the M.-DSA public key, generating a hash

This hash is then passed to the cryptographic library to execute the
External « - M- DSA. Si gn API, which uses the hash and the M.-DSA private
key to produce the signature.

Bot h net hods produce the same M.-DSA signature and are fully

i nteroperable. The choice between them depends on i npl enentation
preferences, such as whether the pre-hashing step is handl ed
internally by the cryptographic nodule or performed explicitly by the
| KEv2 i npl ement ati on.
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7

Use of M.- DSA and SLH DSA

Both M.-DSA and SLH DSA offer determnistic and hedged signi ng nodes.
By default, M.-DSA uses a hedged approach, where the random val ue rnd
is a 256-bit string generated by an Random Bit Generator (RBG. The
signature generation function utilizes this randommess along with the
private key and the preprocessed nessage. |In the determnistic
variant, rnd is instead set to a constant 256-bit zero string.
Simlarly, SLH DSA can operate in either determnistic or hedged
node. The node is deternmined by the value of opt_rand, when opt_rand
is set to a fixed value (e.g., the public seed fromthe public key),
SLH- DSA generates determ nistic signatures, ensuring that signing the
same nmessage tw ce produces the same sighature. |n hedged node,
opt_rand is a fresh random val ue, introducing additional entropy to
enhance security and mitigate potential side-channel risks.

| KEv2 peers can use either the hedged or deterministic variants of
M.- DSA and SLH DSA for authentication in | KEv2, with a preference for
usi ng the hedged node (Section 3.2).

The three security levels of M.-DSA are identified via

Al gorithm dentifier ASN. 1 objects, as specified in
[I-Dietf-lanmps-dilithiumcertificates]. [FIPS204] defines both a
pure and a pre-hash variant of M.-DSA, but
[I-Dietf-lanmps-dilithiumcertificates] specifies only the pure
vari ant.

The different conbinations of SLH DSA are identified via

Al gorithm dentifier ASN. 1 objects, as specified in
[I-D.ietf-lanmps-x509-slhdsa]l. [FIPS205] defines two signature nodes:
pure nmode and pre-hash node. [I-D.ietf-|anps-x509-slhdsa] specifies
the use of both Pure SLH DSA and HashSLH- DSA in Public Key
Infrastructure X. 509 (PKIX) certificates and Certificate Revocation
Li sts (CRLS).

Security Considerations

PQC signature algorithnms are nodel ed under strong unforgeability
agai nst an adaptive chosen nessage attack (SUF-CMA). Exanples
i nclude M.- DSA and SLH DSA, which adhere to this security nodel.

D fferent PQC signature schenes are designed to provide security

| evel s conparable to well-established cryptographic primtives. For
exanpl e, sone schenmes align with the security of AES-128, AES-192,
and AES-256, while others correspond to the security |evels of

SHA- 256 or SHA3-256. The choice of a PQC signature al gorithm should
be guided by the desired security | evel and performance requirenents.
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M._- DSA- 44, M.- DSA- 65, and M.- DSA-87 are designed to offer security
comparabl e with the SHA-256/ SHA3- 256, AES-192, and AES- 256
respectively. Simlarly, SLH DSA-128{S, F}-{SHA2, SHAKE}, SLH DSA-

192{ S, F}-{ SHA2, SHAKE}, and SLH DSA- 256{ S, F}- { SHA2, SHAKE} are desi gned
to offer security conparable with the AES-128, AES-192, and AES- 256
respectively.

The Security Considerations section of
[I-Dietf-lanps-dilithiumcertificates] and
[1-D.ietf-lanmps-x509-slhdsa] apply to this specification as well.

SLH DSA keys are limted to 2764 signatures. This upper bound is so
| arge that even a | KEv2 server establishing | KEv2 sessions at an

extrenmely high rate could not realistically reach it (at 10 billion
signatures per second, it would still take over 58 years). The limt
is therefore of theoretical interest only, but inplenentations may
still track signature usage as a precautionary security neasure.
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Di scussi on of M.-DSA and SLH DSA and Prehashi ng

Thi s section discusses various approaches for integrating M.-DSA and
SLH DSA into | KEv2 other than those proposed above.
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The signature architecture within | KE was desi gned around RSA (and

| ater extended to ECDSA). In this architecture, the actual nessage
(the SignedCctets) are first hashed (using a hash that the verifier
has indi cated support for), and then passed for the remmining part of
the signature generation processing. That is, it is designed for
signature algorithnms that first apply a hash function to the nessage
and t hen perform processing on that hash. Neither M.-DSA nor SLH DSA
fits cleanly into this architecture.

We see three ways to address this m snatch.

The first consideration is that both M.- DSA and SLH DSA provi de
prehashed paraneter sets, which are designed to sign nmessages that
have al ready been hashed by an external source. At first glance,
this mght seemlike an ideal solution. However, several practica
chal | enges ari se

1. The prehashed versions of M.-DSA and SLH DSA appear to be rarely
used, making it likely that support for themin cryptographic
libraries is limted or unavail abl e.

2. The public keys for the prehashed variants use different QO Ds,
whi ch means that certificates for IKEv2 would differ fromthose
used in other protocols. This not only conplicates certificate
managenent but al so adds protocol conplexity if a peer needs to
support both pure and prehashed variants. Additionally, sone
certificate authorities (CAs) may not support issuing
certificates for prehashed M.-DSA or SLH DSA due to their limted
adopt i on.

3. Sone users have explicitly indicated a preference not to use the
prehashed paraneter sets.

The second is to note that, while IKEv2 nornmally follows the 'hash
and then sign’ paradigm it doesn't always. EdADSA has a simlar
constraint on not working cleanly with the standard 'hash and then
sign’ paradigm and so the existing [ RFC8420] provides an alternative
met hod, which M.-DSA would cleanly fit into. W could certainly
adopt this same strategy; our concern would be that it mght be nore
difficult for I KEv2 inplenentors which do not already have support
for EdDSA.

The third way is what we can refer to as 'fake prehashing ; |KEv2
woul d generate the hash as specified by the pre-hash nodes in

[ FI PS204] and [ FI PS205], but instead of running M-DSA or SLH DSA in
prehash node, the hash is signed as if it were the unhashed nessage,
as is done in pure node. This is a violation of the spirit, if not
the letter of FIPS 204, 205. However, it is secure (assum ng the
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hash function is strong), and fits in cleanly with both the existing
| KEv2 architecture, and what crypto libraries provide. Additionally,
for SLH DSA, this nmeans that we’ re now dependent on collision
resistance (while the rest of the SLH DSA architecture was carefully
desi gned not to be).

After analysis, the | PSECME working group chose the approach in
[ RFC8420] as cryptographically npst secure way to integrate PQC
algorithms into | KEv2.
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