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1. Introduction

A Cryptographically Rel evant Quantum Conputer (CRQC), if it becane a
reality, could threaten today' s public key establishment al gorithns.
Soneone storing encrypted conmuni cations that use (Elliptic Curve)
Diffie-Hellman ((EC)DH) to establish keys coul d decrypt these
communi cations in the future after a CRQC becane available to them
Such conmmuni cations include Internet Key Exchange Protocol Version 2
(I KEV2) .
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To address this concern, the Mxing Preshared Keys in | KEv2
specification [ RFC8784] introduced Post-quantum Preshared Keys (PPK)
as a temporary option for stirring a pre-shared key of adequate
entropy in the derived Child SA encryption keys in order to provide
quantumresi stance. This specification can be used in conjunction
with PPK as defined in [RFC8784]. Alternatively,
[1-D.ietf-ipsecne-ikev2-qr-alt] can be used for m xing pre-shared
keys in IKEv2, as it provides better security properties than

[ RFC8784] and, since the PPK negotiation can be conmbined with

addi ti onal M.- KEM key exchanges and the extra round trip penalty can
be avoi ded.

Since then, N ST has been working on a public project [NIST-PQ for
st andardi zi ng quantumresi stant al gorithnms which include key
encapsul ati on and signatures. At the end of Round 3, they picked
Kyber as the first Key Encapsul ation Mechani sm (KEM for

standardi zati on. . Kyber was then standardi zed as Mdul e-Lattice-
based Key- Encapsul ati on Mechani sm (M.- KEM in 2024 [ Fl PS203].

As post-quantum public keys and ci phertexts may make UDP packet sizes
| arger than comon network Maxi mum Transport Units (MIU), the

I nternedi ate Exchange in | KEv2 docunent [RFC9242] defined how to do
addi tional |arge nessage exchanges by using new | KE | NTERVEDI ATE
messages. | KE | NTERMEDI ATE nessages can only be used after

IKE_SA INIT. The Miultiple Key Exchanges in | KEv2 specification

[ RFC9370] defined how to do up to seven additional key exchanges by
usi ng | KE_|I NTERVEDI ATE or | KE_ FOLLOANJP_KE nessages and by deri ving
new SKEYSEED and KEYMAT key materials. These nessages can be
fragmented at the | KEv2 | ayer before causing I P fragnmentation
[RFC7383]. If a post-quantum KEM does not fit inside IKEESAINT

wi t hout causing IP fragnmentation, then it can be used after

IKE_SA INIT in an | KE_| NTERVEDI ATE, CREATE_CHI LD_SA, or

| KE_FOLLOMJP_KE nessage as an additional key establishment al gorithm

Thi s docunent describes how M.- KEM can be used as a quantumresi stant
KEMin IKEv2 in an IKE_SA INT or CREATE _CHI LD SA exchange, or in one
addi tional | KE_I NTERVEDI ATE or | KE_FOLLOMJP_KE key exchange after an
initial KE_SA INT or CREATE CH LD SA respectively. This approach
of conbining a quantumresistant with a traditional algorithm is
commonl y call ed Post-Quantum Traditional (PQT) Hybrid [ RFC9794] key
exchange and conbi nes the security of a well-established al gorithm
with relatively new quantumresistant algorithms. The result is a
new Child SA key or an IKE or Child SA rekey with keying materi al
which is safe against a CRQC. Another use of a PQ T Hybrid key
exchange in IKEv2 is for soneone that wants to exchange keys using
the high security parameter of M.-KEM As these may not fit in
common networ k packet payl oad sizes, they will need to be sent in a

| KE_FOLLONUP_KE or CREATE_CHI LD_SA key exchange whi ch can be
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1.

1.

1.

2

fragmented. This specification is a profile of the Miltiple Key
Exchanges in | KEv2 specification [ RFCO370] and registers new
algorithmidentifiers for M-KEM key exchanges in | KEv2.

KEMB

In the context of the N ST Post-Quantum Cryptography Standardization
Project [NIST-PQ, key exchange algorithnms are formul ated as KEMs,
whi ch consi st of three steps:

* 'KeyGen() -> (pk, sk)': A probabilistic key generation algorithm
whi ch generates a public / encapsul ation key ’'pk’ and a private /
decapsul ation key "sk’. The resulting pk is sent to the responder
in the KEi payl oad.

*  'Encaps(pk) -> (ct, ss)’': A probabilistic encapsulation algorithm
which takes as input a public key pk (fromthe KEi) and outputs a
ci phertext 'ct’ and shared secret 'ss’. The ct is sent back to
intiator in the KEr payl oad.

* " Decaps(sk, ct) -> ss’: A decapsulation algorithm which takes as
i nput a secret key sk and ciphertext ct (fromthe KEr) and outputs
a shared secret ss, or in sonme rare cases a distinguished error
val ue.

M.- KEM

M.-KEM i s a standardi zed | attice-based key encapsul ati on nechani sm
[FIPS203]. It uses Mddule Learning with Errors as its underlying
primtive which is a structured lattices variant that offers good
performance and relatively small and bal anced key and ci phertext
sizes. M.-KEM was standardi zed with three paraneters, M-KEM 512,
M.- KEM 768, and M.- KEM 1024. These were mapped by NI ST to the three
security levels defined in the NIST PQC Project, Level 1, 3, and 5
These | evel s correspond to the hardness of breaking AES-128, AES-192
and AES- 256 respectively.

M- KEM 512, M.- KEM 768 and M.- KEM 1024 key exchanges wi |l not have
noti ceabl e performance inpact on | KEv2/1Psec tunnels which usually
stay up for long periods of tine and transfer sizable anmounts of
data. Since the M.- KEM 768 and M.- KEM 1024 public key and ci phertext
sizes can exceed the network MIU, these key exchanges could require
two or three network | P packets fromboth the initiator and the
responder.
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1.3. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. M-KEMin |IKEv2

2.1. M-KEMin | KE_| NTERVEDI ATE, CREATE_CH LD_SA, or | KE_FOLLOMNP_KE
nmessages

M.- KEM key exchanges can be negotiated in | KE_| NTERVEDI ATE or

| KE_FOLLOMJP_KE nmessages as defined in the Miltiple Key Exchanges in
| KEv2 specification [RFC9370]. W sunmmarize them here for
conpl et eness.

Section 2.2.2 of [RFC9370] specifies that KEi (0), KEr(0) are regul ar
key exchange messages in the first IKE_SA INIT exchange which end up
generating a set of keying material, SK d, SK a[i/r], and SK e[i/r].
The peers then perform an | KE | NTERVEDI ATE exchange, carrying new Key
Exchange payl oads. These are protected with the SK e[i/r] and

SK a[i/r] keys which were derived fromthe IKE SA INT as per
Section 3.3.1 of the Internmedi ate Exchange in | KEv2 docunent

[ RFC9242]. The initiator generates an M- KEM keypair (pk, sk) using
KeyGen(), and sends the public key (pk) to the responder inside a
KEi (1) payload. The responder will encapsulate a shared secret ss
usi ng Encaps(pk) and the resulting ciphertext (ct) is sent to
initiator using the KEr(1l). After the initiator receives KEr(1), it
wi Il decapsulate it using Decaps(sk, ct). Both Encaps and Decaps
return the shared secret (ss) and both peers have a conmmon shared
secret SK(1) at the end of this KE(1) exchange. The M.-KEM shared
secret is stirred into new keying material SK d, SK a[i/r], and

SK e[i/r] as defined in Section 2.2.2 of the Miltiple Key Exchanges
in | KEv2 docunment [RFC9370]. Afterwards the peers can performnore
exchanges if necessary and then continue to the | KE_AUTH exchange
phase as defined in Section 3.3.2 of the Internedi ate Exchange in

| KEv2 specification [ RFC9242].
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M.- KEM can al so be used to create or rekey a Child SA or rekey the
IKE SAin a PQT Hybrid approach by using a | KE_ FOLLONJP_KE exchange
which follows a traditional CREATE CH LD SA. After the additional
M.- KEM key exchange KE(1l) has taken place in the | KE_ FOLLONP_KE
exchange, the IKE or Child SA are rekeyed by stirring the new M- KEM
shared secret SK(1) in SKEYSEED and KEYMAT as specified in

Section 2.2.4 of [RFC9370]. Alternatively, M-KEMcan still be used
on its own in a CREATE CH LD SA that rekeys the I KE or |Psec SAs

wi t hout any ot her key exchanges as per [ RFC7296].

M.- KEM 768 and M.- KEM 1024 public keys and ci phertexts nmay make UDP
packet sizes larger than typical network MIUs. Thus,

| KE_I NTERMVEDI ATE or | KE_FOLLOAUP_KE nessages carrying M- KEM public
keys and ci phertexts may be | KEv2 fragnented as per the | KEv2 Message
Fragnment ati on specification [ RFC7383].

Al t hough, this docunent focuses on using M.-KEM as the second key
exchange in a PQ T Hybrid KEM [ RFCO794] scenario, M-KEM 512 and M-
KEM 768 Key Exchange Method identifiers 35 and 36 respectively MAY be
used in IKE_SAINT as a quantumresistant-only key exchange. The
encapsul ati on key and ci phertext sizes for these M-KEM paraneters
may not push the UDP packet to size larger than typical network MIUs.
On the other hand, IKE SA INIT messages usi ng M.- KEM 1024 Key
Exchange Method identifier 37 could exceed typical network MIUs and
coul d not be IKEv2 fragnmented. Thus, inplenentations transporting

| KE over UDP and not perform ng Path MU (PMru) di scovery SHOULD NOT
use M.-KEM 1024 in the I KE_SA INIT exchange on networ ks where the
PMIU i s unknown or restricted. However, when reliable transport is
used for IKE (e.g. [RFC9329],

[1-D.snysl ov-i psecne-i kev2-reliable-transport]) or a sufficient PMIU
i s guaranteed, inplementations MAY use M.-KEM 1024 in an IKE_SA INIT
exchange.

2.2. Key Exchange Payl oad

The KE payload is shown below and the fields inside it has meaning as
defined in Section 3.4 of the | KEv2 standard [ RFC7296]:
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1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
Next Payload |C RESERVED | Payl oad Length |
B S S i i i i T T a ik S S S S S

Key Exchange Met hod Num | RESERVED |
B T e R et e s o o S e R e

Key Exchange Data

+— 1+ +— +

e T S T e S I S

The Key Exchange Data fromthe initiator to the responder contains
the public key (pk) fromthe KeyGen() operation encoded as a raw byte
array (i.e., output of ByteEncode) as defined in Section 7.1 of

Modul e- Latti ce- Based KEM st andard [ FI PS203].

The Key Exchange Data fromthe responder to the initiator contains
the ciphertext (ct) fromthe Encaps operation encoded as a raw byte
array.

Table 1 shows the Payl oad Length, Key Exchange Method Numidentifier
and the Key Exchange Data Size in octets for Key Exchange Payl oads
fromthe initiator and the responder for the M.-KEM variants
specified in this docunent.

[ S el ey s s e s ety
| KEM | Payl oad Length | Key | Data Size in |
| | (initiator / | Exchange | Cctets (initiator |
| | responder) | Method Num | / responder) |
[ ool s s sl e s
| M-KEM512 | 808 / 776 | 35 | 800 / 768 |
F-- - - - - - i T R I I I I R +
| M-KEM 768 | 1192 / 1096 | 36 | 1184 / 1088 |
L i I I T I I i I I R +
| M.-KEM 1024 | 1576 / 1576 | 37 | 1568 / 1568 |
I i S I A ] I I I I R +

Tabl e 1: Key Exchange Payl oad Fi el ds
2.3. Recipient Tests
Recei ving and handli ng of nmal formed M.- KEM public keys or ciphertexts

must follow the input validation described in the Mdul e-Lattice-
Based KEM st andard [ FlI PS203].
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Responders MJST performthe checks on the initiator public key
specified in section 7.2 of the Mdul e-Lattice-Based KEM st andard

[ FI PS203] before the Encaps(pk) operation. |If the checks fail, the
responder SHOULD send a Notify payl oad of type | NVALI D SYNTAX as a
response to the request frominitiator

Initiators MJUST performthe G phertext type check specified in
section 7.3 of the Mdul e-Lattice-Based KEM standard [ FI PS203] before
the Decaps(sk, ct) operation. |If the check fails, the initiator MJST
reject the ciphertext and MJST fail the exchange, log the error, and
stop creating the SA (i.e. not initiate | KE_ AUTH or next

| KE_| NTERVEDI ATE). If the error occurs in the CREATE CH LD _SA or

| KE_FOLLOMJP_KE exchanges, the initiator MIST delete the existing | KE
SA and send a Delete payload in a new | NFORMATI ONAL exchange for the
responder to also renove it.

Not e that during decapsul ati on, M.-KEM uses inplicit rejection which
| eads the decapsulating entity to inplicitly reject the decapsul ated
shared secret by setting it to a hash of the ciphertext together with
a random val ue stored in the M-KEM secret when the re-encrypted
shared secret does not match the original one.

Section 4 of [SP800227] includes guidelines for using KEMs securely
in applications.

3. Security Considerations

Al'l security considerations from|[RFC9242] and [ RFC9370] apply to the
M.- KEM exchanges described in this specification

The main security property for KEMs standardized by NIST is

i ndi stinguishability under adaptive chosen ciphertext attacks (IND
CCA2) [FIPS203], which neans that shared secret val ues should be

i ndi stinguishable fromrandom strings even given the ability to have
arbitrary ciphertexts decapsul ated. |ND- CCA2 corresponds to security
agai nst an active attacker, and the public key / secret key pair can
be treated as a long-termkey or reused. A weaker security notion is
i ndi stinguishability under chosen plaintext attacks (IND CPA), which
means that the shared secret val ues shoul d be indistinguishable from
random strings given a copy of the public key. |ND CPA roughly
corresponds to security against a passive attacker, and sonetines
corresponds to one-tinme key exchange. Generating an epheneral

keypair and ci phertext for each M.-KEM key exchange i s REQU RED by
this specification. Note that this is also common practice for

(EC) DH keys today. Responders also MJST NOT reuse randommess in the
generati on of KEM ci phertexts.
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The M.- KEM public key generated by the initiator and the ciphertext
generated by the responder use randomess (usually a seed) which MJST
be i ndependent of any other random seed used in the | KEv2
negotiation. For exanple, at the initiator, the M.- KEM and ( EC) DH
keypairs used in a PQ T Hybrid key exchange MUST NOT be generated
fromthe sanme seed.

When using PQ T Hybrid key exchanges, SKEYSEED and KEYMAT in this
specification are generated by using shared secrets, nonces, and SPIs
with a pseudorandom function as defined in [ RFC9370]. As discussed
in [PQ PROOF2], such PQ T Hybrid key derivations are | ND-CPA, but not
proven to be | ND- CCA2 secure.

| KEv2 is susceptible to downgrade attacks where an active man-in-the-
m ddl e could force the peers to negotiate the weakest key exchange
met hod supported by both. In particular, if both peers support sone
sequence of key exchanges that involve only traditional algorithns,
an active, on-path attacker with a CRQC nay be able to convince the
peers to use it even if they both support M-KEM as well. Note that
to achi eve such a downgrade, the adversary needs to break traditiona
(EC)DH I KE_SA I NI'T epheneral exchanges while the negotiation is stil
taking place and conpletely control the flow to delay or drop
legitimate | KEv2 nessages. | KEv2 downgrades is a known issue

[ DOWN- RES] caused by the way | KEv2 aut henticates nessages only in one
direction of the exchange; [PQ KEV2-FA] concl uded that

| KE_I NTERMEDI ATE [ RFC9370] does not introduce additional attacks with
respect to IKEv2's original security nodel

The sinplest way to prevent such active attacks is to disable support
for traditional-only sequences of key exchanges whenever possi bl e.

If the responder knows out-of-band that initiators support M- KEM
then it SHOULD reject any proposal that doesn’t include M.-KEMin the
IKE_ SA INIT or | KE I NTERVEDI ATE. Likewise, if the initiator knows
out -of -band that a responder supports M.-KEM it SHOULD only include
proposals for M.-KEM or abort the negotiation if the responder

sel ects a proposal that doesn’t include M.-KEM A long-term sol ution
for the downgrade issue in |KEv2 is proposed in

[1-D. smysl ov-i psecne-i kev2-downgr ade- preventi on].

As an alternative, in cases where only a subset of peer identities is
known to have been upgraded to support M.-KEM the peers can enforce a
policy to not encrypt any data until an M__KEM exchange has taken

pl ace. [RFC9370] supports Childl ess | KE SAs which can be foll owed by
a new Child SA after doing nore key exchanges. To ensure that data
is encrypted over a quantumresistant I Psec Child SA, the peers could
enforce a policy which first establishes a Childless | KE SA [ RFC6023]
(or a Child SA which does not encrypt any data) with a traditiona

key exchange and w thout an | KE_| NTERMVEDI ATE exchange. Subsequently
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5.

5.

1.

the peers can rekey the initial IKE SA and derive a new Child SA (or
rekey the existing Child SA that did not encrypt any data) with M-
KEM in a CREATE CHI LD _SA exchange or with M- KEM as an additional key
exchange in a | KE FOLLONMP_KE exchange which follows a traditional
CREATE_CHI LD _SA exchange. Section 2.2.5.1 of [RFC9370] discusses the
details of the latter PQ T Hybrid approach. This approach has the

di sadvant age that an adversary with a CRQC that coul d decrypt the

| KE_SA INIT exchange has access to all the information exchanged over
the initial 1KE SA or Child SA before the rekey. This informtion
includes the identities of the peers, configuration paraneters, and
all negotiated SA information (including traffic selectors), but not
the informati on and data encrypted after the CREATE CH LD SA (and

| KE_FOLLOAUP_KE with M- KEM

| ANA Consi der ations

I ANA is requested to assign three values for the names "m -kem 512",
"m-kem 768", and "m -kem 1024" in the | KEv2 "Transform Type 4 - Key
Exchange Met hod Transform | Ds" and has listed this document as the
reference. The Recipient Tests field should also point to this
docunent :

==+t ————————+4—————————————————+t———————————+
| Nurber | Nane | Status | Recipient Tests | Reference |
[ oo oo oo oo oo s oo sty oo o}
| 35 | m-kem512 | | [TBD, this RFC, | [TBD, |
| | | | Section 2.3], | this RFQ |
+-------- i i +-------- I i T F-- - - - +
| 36 | m-kem768 | | [TBD, this RFC, | [TBD, |
| | | | Section 2.3], | this RFQ] |
I I i I I i IR I +
| 37 | m-kem 1024 | | [TBD, this RFC, | [TBD, |
| | | | Section 2.3], | this RFQ |
+-------- i i +-------- I i T F-- - - - +

Table 2: Updates to the I ANA "Transform Type 4 - Key
Exchange Met hod Transform | Ds" table
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