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Abst ract

Thi s docunent describes an extension to the Internet Key Exchange
protocol version 2 (IKEv2) that aims to prevent sone kinds of
downgrade attacks on this protocol by having the peers confirmthey
have participated in the same conversation.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 18 May 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

The I nternet Key Exchange version 2 protocol (IKEv2) defined in

[ RFC7296] provides authenticated key exchange in the | P Security
(I'Psec) architecture. The cryptographic design of I KEv2 is based on
SI GVA protocol defined in [SIGW] . The protocol allows peers to
mutual |y authenticate thenselves and to derive session keys that are
used to protect traffic.

(RFC EDI TOR Pl ease renove this paragraph.) This docunent is being
devel oped at https://github. conlsmysl ov/ikev2-downgrade-preventi on.

2. Term nol ogy and Notati on

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

It is assuned that readers are famliar with the | KEv2 protocol
[ RFC7296] .
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3.

Aut hentication in | KEv2

The details of how authentication is perforned in | KEv2 are defined
in Section 2.15 of [RFC7296]. Peers sign (or MAC) sone bl obs that
consi st of various parts of protocol data (see also [SIGW] for the
rationale). The definition of these blobs is provided bel ow for
conveni ence.

The initiator’s signed octets can be described as:

InitiatorSignedCctets = Real Messagel | NonceRData | MACedl DFor |
Genl KEHDR = [ four octets O if using port 4500 ] | Real | KEHDR
Real I KEHDR = SPIi | SPIr | . . . | Length

Real Messagel = Real | KEHDR | Rest Of Messagel

NonceRPayl oad = Payl oadHeader | NonceRDat a

Initiatorl DPayl oad = Payl oadHeader | Rest Ol nitl DPayl oad

Rest Of I nit| DPayl oad = | DType | RESERVED | Initl DData

MACedl DFor| = prf(SK_pi, RestOInitl DPayl oad)

The responder’s signed octets can be described as:

Responder Si gnedCct et s = Real Message2 | Noncel Data | MACedl DFor R
Genl KEHDR = [ four octets O if using port 4500 ] | Real | KEHDR
Real I KEHDR = SPIi | SPIr | . . . | Length

Real Message2 = Real | KEHDR | Rest Of Message?

Noncel Payl oad = Payl oadHeader | Noncel Dat a

Responder | DPayl oad = Payl oadHeader | Rest Of Respl DPayl oad

Rest Of Respl DPayl oad = | DType | RESERVED | Respl DDat a

MACedl DForR = prf(SK pr, Rest O Respl DPayl oad)

In particular, the initiator authenticates the IKE_.SA INT request
(Real Messagel) and the responder authenticates the IKESAINT
response (Real Message2). Thus, each side authenticates only the
initial nmessage it has sent and not the initial nmessage it has
recei ved.

Downgr ade Attacks Description

The way authentication is perforned in IKEv2 allows at |east two

ki nds of downgrade attacks. The first of these is a key-conprom se
i mpersonation (KCl) attack and requires a set of preconditions that
are not common, but still not unrealistic. |In particular:

1. The attacker rmust be on the path with the ability to intercept
communi cati ons between the peers and to nodify their nessages.
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Security policies for both initiator and responder nust include
both "strong" and "weak" key exchange nethods (with sone
definition of "strong" and "weak") and the attacker nust be able
to break "weak" key exchange nethods in real tine.

The attacker must either have a long-term authentication key for
one of the peers or must be able to break authentication
al gorithm used by one of the peers in real tine.

Havi ng these preconditions the goal of the attacker is to eavesdrop
on comuni cation between the peers. Wile the attack requires

i mpersonating one of these peers to the other, inpersonation is not
its primary goal

In case the attacker knows the initiator’s |long-term authentication

key,

1.

the attack can be nount as foll ows.

The initiator sends the IKE_ SAINT request nessage with a |ist
of proposed al gorithnms that includes both "weak" and "strong" key
exchange net hods.

The attacker intercepts this nessage and re-injects a nodified
message w t hout "strong" key exchange nethods. Note that this
may require an additional step for the attack to succeed if the
initiator includes a public key for a "strong" key exchange
method in the request. |In this case the attacker intercepts this
message and responds with the | NVALI D KE PAYLQAD notification
indicating that the initiator nust include public key for a
"weak" key exchange nmethod. Then this nessage is intercepted and
re-injected without "strong" key exchange net hods.

The responder receives this message and sel ects one of the "weak"
key exchange met hods (since the nmessage does not include any
"strong" ones), then it sends back a response nessage, which the
attacker allows to pass through wi thout nodifications.

Since the attacker has seen both public keys and can break the
sel ected "weak" key exchange method in real tinme, it calcul ates
the SK * session keys that allow the attacker to read and nodify
the content of the encrypted | KE nessages.

The initiator receives the IKE SAINT response nessage, accepts
the responder’s selected algorithms, including the "weak" key
exchange nethod (since it is allowed by its policy), and starts
the | KE_AUTH exchange. It conputes the AUTH payl oad, thus
authenticating the IKE_ SA INT request nessage it has sent.
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6. The attacker intercepts this nessage, decrypts it and nodifies
the AUTH payl oad so that it allegedly authenticates the
IKE_SA INIT request nmessage that was nodified and injected by the
attacker. The attacker is able to do this because it knows the
session keys and the initiator’s | ong-term authentication key.

7. The responder receives this nmessage, verifies the AUTH payl oad
and sends back the | KE_AUTH response nessage, which the attacker
all ows to pass through.

8. At this point the peers have established a connection using the
"weak" key exchange nmethod. Note, that this is allowed by their
security policies, but without the attacker’s intervention they
woul d have used a nore secure "strong" key exchange nethod. The
attacker essentially forced the peers to use a "weak" nethod that
it is able to break, thus downgradi ng the security properties of
the connection so that it can read the peers’ comrunication

A variant of this attack can be nounted if the attacker has a | ong-
term aut hentication key for the responder. |In this case the attacker
cannot change the algorithnms selected by the responder, but still may
be able to force peers not to use sone protocol extensions, in
particular those that are initially proposed by the responder

The second type of attack is an identity m sbhinding attack descri bed
in [ DOMNGRADE]. The attacker’s goal is once again to eavesdrop on
the conmuni cati on between two peers, but unlike the KC attack, it
does not need to conprom se one of the peers. Instead, the attacker
only needs to know the |l ong-term aut hentication key of sone party one
of the peers is configured to communi cate with.

In particular, suppose the attacker wants to eavesdrop on

communi cati on between initiator | and responder R and has access to
the long-termauthentication key of initiator A. The attack works
exactly the sane way as the previous one, with one exception: after
decrypting and nodifying |I's AUTH payl oad, it authenticates the
nmodi fied AUTH payl oad with A's | ong-term authentication key instead
of I's. At the end of the attack, initiator I will believe it has
establi shed a connection with responder R but responder R will
believe it has established a connection with initiator A (whose

aut hentication key is known to the attacker). Nevertheless, the
attacker will be able to read the encrypted nessages sent between |
and R
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Both the KCI and identity m sbinding attacks can al so be nounted on
the hybrid post-quantum key exchange defined in [RFC9370], where an
attacker able to break traditional key exchange nethod (e.g. by neans
of a quantum conputer) prevents peers from executing additiona
quant um resi stant key exchange net hod(s).

5. Downgrade Attacks Prevention

Thi s docunent defines an | KEv2 extension that ains to detect attenpts
to nount the downgrade attacks described in Section 4. |f both peers
support this extension and are configured to use it and if at |east
one non-conprom sed aut hentication key is used by the peers in the
protocol run then:

* An attacker cannot fool any protocol participant that its peer
does not support this extension w thout being detected.

* An attacker cannot nodify the IKE_SA INT nessages wi thout being
det ect ed.

If this extension is not supported by both peers, then the protoco
runs as defined in [ RFC7296] .

The idea is that both the IKESAINT request and the IKESAINT
response nessages nust be directly authenticated by both peers.
Thus, if at |east one non-conprom sed key is used in the I KE SA
establishing, then any nodification of the IKE_SAINT nmessages wl |
be detected. |In essence, the peers use this extension to confirm
they have had the sanme conversation, a property enjoyed by many
nmoder n aut henti cated key exchange protocols that nay have ot her
benefits beyond downgrade protection, |like TLS 1.3 [ RFC8446].

6. Protocol Details

The initiator supporting this extension includes a new status type
notification |KE_SA INIT_FULL_TRANSCRI PT_AUTH in the IKE SAINIT
request message. The Notify Message Type for this notification is
<TBAl1 by I ANA>, Protocol ID and SPI Size are both set to 0 and the
notification data is enpty.

If the responder supports this extension then it also includes this

notification in the response nessage regardl ess of whether it was
received in the request or not.
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7.

7.

Initiator Responder
HDR, SAi 1, KEi, N,
N(I KE_SA I NI T_FULL_TRANSCRI PT_AUTH) --->
<--- HDR, SArl, KEr, Nr, [CERTREQ ]
N(I KE_SA I NI T_FULL_TRANSCRI PT_AUTH)

If a peer sent and received the I KE_SA I NI T_FULL_TRANSCRI PT_AUTH
notification, then it uses the nodified construction of the blobs to
be signed (or MAC ed) conpared to the definition from Section 2.15 of
[ RFC7296] :

InitiatorSignedCctets ZeroPrefix | Real Message?

| Real Messagel | NonceRData | MACedl DFor |

Responder Si gnedCctets = ZeroPrefix | Real Messagel
| Real Message2 | Noncel Data | MACedl DFor R

wher e Real Messagel, Real Message2, Noncel Data, NonceRData, MACedl DFor |
and MACedl DForR are defined in Section 2.15 of [RFC7296], and
ZeroPrefix is 8 octets of zero. ZeroPrefix serves a role of a domain
separator nmaking the new authentication bl obs always different from
aut henti cation bl obs defined in [ RFC7296], because in both

Real Messagel and Real Message2 the first 8 octets constitute | KE
Initiator’s SPI that can never be zero.

Interaction with other | KEv2 Extensions
1. Interaction with the | KE | NTERVEDI ATE Exchange

The | KE_I NTERMEDI ATE exchange defined in [ RFC9242] al so nodifies

bl obs to be signed (or MAC ed). This nodification is described in
Section 3.3.2 of [RFC9242] and can be summarized as an addition of a
new pi ece of data (IntAuth) to the end of the bl obs from Section 2.15
of [RFC7296]. |If peers support extension defined in this docunent,
then they MJUST treat nodified blobs to be signed (or MAC ed) defined
in Section 6 as replacenents for blobs defined in Section 2.15 of

[ RFC7296], so that in case of |KE | NTERVEDI ATE the IntAuth is added
to these nodified bl obs.

Not e, that authentication of the | KE | NTERVEDI ATE exchange i ncl udes
messages sent in both directions, thus the attacker cannot change its
messages Wwithout being detected.
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7.2. Interaction with the | KE Sessi on Resunption

| KE Session Resunption [ RFC5723] allows peers to quickly restore | KE
SA upon a failure. To be able to do it a security gateway provides a
client with session ticket that allows the gateway to restore the |KE
SAif this ticket is later presented by the client. [RFC5723]
contains the list of IKE SA paraneters marking each of paranmeter as
either "restored fromthe ticket" or "re-negotiated at the tine of
resunption”.

The information of whether an inplenentation used the new
authentication logic for old SA MIST be stored in the ticket and the
i mpl ement ati on MUST act the sanme way when doi ng resunmption. This
means that in the | KE_SESSI ON RESUME exchange peers do not send the
| KE_SA INIT_AUTH notification and do not expect it in the received
messages.

If there is a chance that the state of this feature can be changed
during SA inactivity (e.g., a host is upgraded or its configuration
was changed), it is RECOWENDED that the host do not use |KE SA
resunption and does a full handshake instead.

8. Security Considerations

The | KEv2 extension defined in this docunent ainms to protect against
downgrade attacks on IKEv2. It only provides this protection when
bot h peers inplenment the extension

The attacks described in this docunment can also be nitigated by
di sabling support for weak key exchange nethods. Doing so is
feasi bl e when the peer is known out-of-band to support strong key
exchange nethods, but this informati on may not be available in al
depl oynent scenarios for |KEv2.

The attacks can also be nmitigated by mxing a pre-shared key into the
session key calculation. An attacker that does not know this pre-
shared key will be unable to decrypt even if it nanages to downgrade
the key exchange. However, the use of a pre-shared key is negotiated
by an extension [RFC8784], [RFC9867], and this negotiation is itself
subj ect to downgrade attack. It is therefore necessary for each of
the peers to mandate the use of a pre-shared key (and abort the
connection if negotiation fails).

9. | ANA Consi der ati ons

Thi s docunent defines new Notify Message Type in the "I KEv2 Notify
Message Status Types" registry:
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<TBA> | KE_SA | NI T_FULL_TRANSCRI PT_AUTH
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