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Abst r act

Thi s docunent specifies a new Notify Message Type Payl oad for the

I nternet Key Exchange Protocol Version 2 (1KEv2), to negotiate |Psec
ESP Bound End-to-End Tunnel (BEET) node. BEET nobde conbi nes the
benefits of tunnel node with reduced overhead, making it suitable for
applications requiring mninmalistic end-to-end tunnels, nobility
support, and multi-address nmulti-hom ng capabilities. The

i ntroduction of the USE BEET _MODE Notify Message enabl es the

negoti ati on and establishnment of BEET npde security associations.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 24 Septenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Bound End-to-End Tunnel (BEET) node, as specified in Appendix B
of [RFC7402] and subsequently updated in

[1-D. noskowi tz-ipsecne-rfc7402-beet-update], offers an optim zed
approach for deploying IP Security (IPsec), [RFC4301], using
Encapsul ating Security Payl oad (ESP) [ RFC4303] for end-to-end use
cases. It conbines the advantages of Tunnel and Transport npdes
specified in [RFC7296], while mnim zing their overhead for end-to-
end use cases.

Thi s docunent specifies the necessary code points to negotiate

[ RFC7402] an ESP BEET node SA using the Internet Key Exchange
Protocol Version 2 (1 KEv2) [RFC7296]. This docunent fills this gap
by introducing a new Notify Message Status Type, USE BEET_MODE, to
facilitate the negotiation and establishnent of BEET node security
associations in | KEv2.
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1.1. Background

For over a decade, a mininmalist |IPsec tunnel node, BEET, has been in
use for end-to-end security in H P environnments without |KE

negoti ati on, [RFC7401]. Also, in many environnents, with | KE
negotiation using a private | KEv2 Notify Message Status Type

(st rongSWAN) .

Addi tionally, BEET node ESP is valuable for | ow power devices which
usual ly use only one end-to-end | Psec tunnel, as it reduces power
consunption [ RFC9333]and conplexity. In situations where devices or
| Psec connections are dedicated to a single application or transport
protocol, the use of BEET node sinplifies packet processing and
conserves energy, especially benefiting | ower-powered devices.

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. | KEv2 Negotiation

When negotiating a Child SA using IKEv2, the initiator MJST use the
new "USE BEET MODE" Notify Message Status Type to request a Child SA
pair with BEET node support. The method used is simlar to how
USE_TRANSPORT_MODE i s negotiated, as described in [ RFC7296]

To request a BEET-npbde SA on the Child SA pair, the initiator MJST
include the USE BEET _MODE, Notify Message Status Type, when
requesting a new Child SA, either during the | KE_AUTH or the
CREATE_CHI LD_SA exchanges to create a new Child SA. If the request
is accepted, the response MJIST al so include a USE_BEET_MODE
Notification Message Status Type. |f the responder declines and does
not include the USE BEET MODE notification in the response, the child
SA may be established without BEET node enabled. |If this is
unacceptable to the initiator, the initiator MIST delete the child
SA.

As the use of the USE BEET MODE node payload is currently only
defined for non-transport-node tunnels, the USE BEET MODE
notification MJUST NOT be conbi ned with the USE TRANSPORT
notification.

2.1. USE BEET _MODE Notify Message Payl oad
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* Payl oad Length - MJST be O.
* Protocol ID (1 octet) - MJST be 0. MJIST be ignored if not O.
* SPI Size (1 octet) - MJST be 0. MJIST be ignored if not O.

3. 1 ANA Considerations

Thi s docunent defines a new "I KEv2 Notify Message Status Type" to be
added to the | ANA registry [ STATUSNOTI FY]

Val ue Notify Message Status Type Ref erence

[ TBD1] USE_BEET_MODE [this docunent]
4. Security Considerations

In this section we discuss the security properties of the BEET node,
di scussi ng some and point out sone of its limtations [ RFC3552].

There are no known new vul nerabilities that the addition of the BEET
mode to | KEv2 woul d create.

Since the BEET security associations have the semantics of a fixed,
poi nt-to-point tunnel between two | P addresses, it is possible to

pl ace one or both of the tunnel end points into other network or
nodes but those that actually "possess" the inner |P addresses, i.e.,
to i npl enent a BEET node proxy. However, since such usage defeats
the security benefits of conbined ESP processing, as discussed in
[1-D. ni kander - esp-beet-node], the inplenentati ons SHOULD NOT support
such usage when used in conbination with | KEv2; instead use | KEv2
MOBI KE to nove the between networks.

5. Inplenentation Status

[Note to RFC Editor: Please renove this section and the reference to
[ RFC6982] bef ore publication.]

This section records the status of known inplenmentations of the

protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
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The description of inplenmentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature
It is up to the individual working groups to use this information as
they see fit".
Aut hors are requested to add a note to the RFC Editor at the top of
this section, advising the Editor to renove the entire section before
publication, as well as the reference to [ RFC7942].

5.1. Linux XFRM
Li nux
Organi zation: Linux kernel Project
Nanme: Linux Kernel https://ww.kernel.org/

Description: |Inplements BEET node in ESP. The initial support was
added in 2006. It is widely used

Level of maturity: Stable and used for over 15 years
Li censing: GPLv2
I mpl enent ati on experience: There is no support for |Pv4 fragments
yet. [1Pv6 fragments appears to work. The BEET node code is in
production for over a decade. And it appears stable.
Contact:  https://Iore.kernel. org/netdev/
5.2. strongSwan

Organi zation: The strongSwan Proj ect

Nane: strongSwan https://docs. strongswan. or g/ docs/ 5. 9/ swanct |/
swanct | Conf. htm
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5.3.

7

Description: |Inplenments | KE negotiation and ESP support for BEET
mode Li hux

Level of maturity: Stable for a long tine

Coverage: |nplenments negotiating BEET node support in Child SA
negotiations and using it in ESP. The initial support was added
in 2006.

Li censing: GPLv2

I mpl enent ati on experience strongSwan use a private Notify Message
Status Type USE_BEET_MODE (40961) for IKE. As far we know BEET is
wi dely used.

Contact Tobias Brunner tobi as@trongswan. org

i proute2

Organi zation: The iproute2 Project

Nanme: iproute2 https://git.kernel.org/pub/scnf network/i proute2/
i proute2.git

Description: |nplenments BEET node support in ESP. e.g. command
support "ip xfrmpolicy ... nmode beet" . and "ip xfrmstate .
nmode beet”. The initial support was added in 2006

Level of maturity: Stable

Li censing: GPLv2

| mpl enent ati on experi ence: TBD

Contact:  https://lore.kernel.org/netdev/ or Stephen Henm nger
st ephen@et wor kpl unber. org
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