I P Security Mintenance and Extensions G Wang, Ed.
I nternet-Draft Huawei Int. Pte Ltd
I ntended status: Standards Track L. Bruckert
Expires: 3 Septenber 2026 secunet Security Networks
V. Snysl ov
ELVI S- PLUS
M Chen
Chi na Mobile
2 March 2026

Post - quant um Hybrid Key Exchange in | KEv2 with FrodoKEM
draft-ietf-ipsecnme-hybrid-kemikev2-frodo-00

Abstract

FrodoKEM is an unstructured lattice based Key Encapsul ati on Mechani sm
(KEM. Conpared to M.-KEM it is considered with nore conservative
security. This draft specifies howto use FrodoKEM by itself or as
an additional key exchange in IKEv2 along with a traditional key
exchange. These options enable to negotiate I KE and Child SA keys
that are safe against a Cryptographically Rel evant Quantum Conput er

(CRQO) .
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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wor ki ng documents as Internet-Drafts. The list of current Internet-
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Notes of Change
Changes nmmde in version draft-ietf-ipsecne-kem aut h-i kev2-00:
* A new co-author is added.
* Carifications are added that FrodoKEM can be used either as an
addi ti onal key exchange nmethod, or as the only key exchange met hod
for IKE SA (provided there is no transport issues).

* References are re-arranged and updat ed.

* G thub address of this document added: https://github.com snysl ov/
draft -wang-i psecne- hybri d- kemi kev2-frodo/.

* Editorial changes throughout the docunent: Shorten Introduction,
aligned Security Discussions with [ WD. K25],
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Changes made in version draft-wang-i psecrme-kem aut h-i kev2-03:

* This specification has switched 4 variants of eFrodoKEM (ephenera
node) to those of FrodoKEM (standard node). The reasons are given
in Section 4. 2.

* O her Sections are updated correspondi ngly.

Three mai n changes have been made in version draft-wang-ipsecne-kem
aut h-i kev2-02, as a response to coments received since July of 2025.

* Reduced code points from6 in vOl to 4 now (revised Sections 3.3
and 6).

* Expl ai ned why variants for both AES and SHAKE are necessary
(revised Section 3.2).

* Added KEi and KEr payl oads for using FrodoKEM in | KEv2 (added new
Sections 4. 3).

Two mai n changes have been nade in version draft-wang-ipsecne-kem
aut h-i kev2-01, as a response to coments received at 122 neeting:

* Restructured the draft.
* Reduced the point codes from 12 to 6 (eFrodoKEM .
2. Introduction

Crypt ographi cal | y-rel evant quantum conputers (CRQCs) pose a threat to
data protected using traditional security algorithns. |In particular,
the so-call ed harvest-now and-decrypt-later (HNDL) attack is
considered an imrinent threat. To mitigate this threat, the concept
of hybrid key encapsul ati on mechani sns (KEMs) has been proposed to
achi eve secure key exchange if at |least one of the KEMs is stil
secure [RFCO794]. “Miltiple key exchanges in the Internet Key
Exchange Protocol Version 2 (I1KEv2) [RFC9370] specifies a framework
to performhybrid key encapsulation in I KEv2 by allowi ng multiple key
exchanges for deriving shared secret keys during a Security

Associ ation (SA) setup. This framework enpl oys the | KE | NTERVEDI ATE
exchange, which is a new | KEv2 exchange introduced in “Internediate
Exchange in the Internet Key Exchange Protocol Version 2 (IKEv2)”

[ RFC9242], so that multiple key exchanges can be run to establish an
I KE SA. RFC 9370 al so introduces | KE FOLLOAMJUP_KE, a new | KEv2
exchange for realizing the same purpose when the I KE SA is being
rekeyed or additional Child SAs are created.
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4.

4.

[ RFC9370] just specifies the franmework of hybrid KEMs and has to be
instantiated for concrete KEMs by separate documents. [WD. K25]
descri bes how the framework can be run with M-KEM [ FI PS203],
previously called Kyber, which has been standardized by NIST in
August 2024. However, for sone applications (e.g. financial

servi ces) demandi ng high security level, additional PQ KEMs nmay be
desired for use with [RFC9370]. Currently, 1SO is standardizing
three PQ KEM al gorithns (EDNOTE: we may want to change the wording
since the 1SO standard will be finished eventually): Kyber, FrodoKEM
and Classic MEliece. Note that FrodoKEM [ FrodoKEM [1-D.LBES25] is
an unstructured lattice based KEM whose security is nore
conservative conpared to M.- KEM based on structured lattices. This
specification is a profile of the Miltiple Key Exchanges in | KEv2
specification [ RFC9370] and registers new algorithmidentifiers for
Fr odoKEM key exchanges in | KEv2.

Wil e this docunent focuses on using FrodoKEM as an additional key
exchange in a hybrid KEM scenario, in some scenarios it is possible
to al so use FrodoKEM as a quantumresi stant-only key exchange. Since
its encapsul ation key and ci phertext sizes make UDP packet size

| arger than typical network MIUs, using FrodoKEMin the IKE_SA INT
will nost probably lead to I P fragnentation of these nmessages.
However, when reliable transport is used for IKE (e.g. [ RFC9329],
[I-Dietf-ipsecne-ikev2-reliable-transport]) or IP fragnentation is
not an issue in a given network, inplenentations MAY use FrodoKEM in
the 1 KE_SA INIT exchange.

EDI TOR NOTE: Thi s docunent is being devel oped at
https://github. com snysl ov/ draft-wang-i psecne- hybrid-kem
i kev2-frodo/.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

KEMs and Fr odoKEM
1. KEMs

Key encapsul ati on nechanism (KEM is a kind of key exchange, which
all ows one entity to encapsul ate a secret key under a (long-termor
epheneral ) public key of another entity. By followi ng the definiton
given in [WD. K25], a KEM consists of three al gorithns:
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4.

2

*  KeyGen(k) -> (pk, sk): A probabilistic key generation algorithm
whi ch generates a public encapsul ati on key pk and a secret
decapsul ati on key sk, when a security paranmeter k is given

* Encaps(pk) -> (ct, ss): A probabilistic encapsulation algorithm
whi ch takes as input a public encapsul ation key pk and outputs a
ci phertext ct and a shared secret ss.

* Decaps(sk, ct) -> ss: A decapsul ation algorithm which takes as
i nput a secret decapsul ation key sk and ci phertext ct and outputs
a shared secret ss

Fr odoKEM

The security of FrodoKEMis based on a well-studied hard problemin
unstructured lattices, called the learning with errors (LWE) probl em
The al gorithm details of FrodoKEM are specified in [|-D. LBES25] and
[ Fr odoKEM

Fr odoKEM [ Fr odoKEM has 12 variants. It offers 3 N ST security
levels 1, 3, and 5; its pseudorandom generator (PRG is AES128 or
SHAKE 128; and its KEM public key can be a long-term (standard node)
or a short-termones (epheneral node).

In this docurment, FrodoKEM rather than eFrodoKEM is specified for
key exchange in | KEv2, based on the followi ng three reasons. First
of all, the performance difference between standard node and
epheneral node is negligible. Secondly, FrodoKEM (standard node) has
no restriction on the reuse of a public key (Section 8 in

[1-D. LBES25]). Finally, ephemeral public keys are expected for the
key exchange in IKEv2, but it is not required in [ RFC7296] that they
never repeat. In fact, Section 2.12 in [RFC7296] describes the
reason and several reasonable strategies for reuse of public keys (in
the setting of Diffie-Hellmn exponentials) in IKEv2, together with
conditions and security inplication

Fr odoKEM has both AES and SHAKE variants to offer optinzed
performance across different hardware platforns. AES variants are
highly suitable for devices with hardware acceleration for AES (like
AES-NI on Intel processors). SHAKE variants provide conpetitive or
better performance on platforns |acking AES hardware accel eration
(such as many enbedded systens and general - purpose CPUs). To cover
bot h scenarios, this specification include both variants.
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According to the current standardization progress in |SO FrodoKEM
wi Il be standardized for the eight variants for N ST security levels
3 and 5. Nanely, they are (e)FrodoKEM 976 and (e)Fr odoKEM 1344, but
not (e)FrodoKEM 640 for security level 1. To align with ISO this
docunent specifies the use of FrodoKEM varaints for security levels 3
and 5 only, not variants for security |evel 1.

Based on the above, this docunment specifies only four variants of
Fr odoKEM (st andard nmode) for |KEv2 key exchange. Nanely, FrodoKEM
976- <AES> and Fr odoKEM 976- <SHAKE> for security level 3, and

Fr odoKEM 1344- <AES> and Fr odoKEM 1344- <SHAKE> for security level 5

4.3. Conparison to M-KEM

M.- KEM and Fr odoKEM are two wel | - known post - quant um KEMs based on
structured and unstructured lattices. The performance of FrodoKEM i s
not as good as M.-KEM As shown in Table 1, the sizes of public
encapsul ati on key and ci phtertext of FrodoKEM (Table A .5 in

[ FrodoKEM ) are roughly 13 tines |larger than those of M.-KEM (Table 3
in [FIPS203]). Consequently, this will al most unavoi dably trigger

| KE fragnentati on [ RFC7383] [ RFC9242], when FrodoKEM is used in | KEv2
as additional key exchange [ RFC9370].

B e oo s sl sl e pe g
| Al gorithns | decapsul ation | encapsul ation |ciphterext]|shared|
| | key sk | key pk | ct | secret|
| | | | | ss |
‘oo oo oSS+ ooooo—=——=-=4-=—====+4
| M.- KEM 768 | 2,400 | 1,184 | 1, 088 | 32 |
B e oo s sl sl e pe g
| M.-KEM 1024 | 3,168 | 1,568 | 1, 568 | 32 |
o4 S o4 o= ===+
| FrodoKEM 976 | 31,296 | 15,632 | 15, 792 | 24 |
‘oo oo oSS+ ooooo—=——=-=4-=—====+4
| FrodoKEM 1344 | 43,088 | 21,520 | 21, 696 | 32 |
B e oo s sl sl e pe g

Table 1: Size (in bytes) of keys and ciphertexts of M-KEM and
Fr odoKEM

5. FrodoKEMin | KEv2

5.1. Recipient Tests
Different from M-KEM [ FI PS203], there is no input validation for
Fr odoKEM publ i ¢ keys or ciphertexts [|-D.LBES25] [ FrodoKEM .

Therefore, the recipient tests are not required for using FrodoKEM i n
| KEv2.
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5.2. FrodoKEM in | KE_I NTERMVEDI ATE

As specified in [ RFC9370], to run PQ KEMs in IEKv2, the initiator and
the responder run traditional key exchange first and then PQ KEM.
This is because the size of PQ KEM public key or the ciphertext is
normal ly large, such that the first exchange in | KEv2 cannot
acconmodat e t hem (together with other necessary information) w thout
exceedi ng MIU (Maxi mum Transm ssion Unit), which is generally set as
1500 bytes.

Nanely, in the first IKE_ SAINT exchanges, the initiator sends

KEi (0) payload to the responder, and the responder sends KEr(0)
payload to the initiator for conpleting traditional ephemeral DH or
epheneral ECDH key exhange. Once these procedures are done
successfully, the two entities will share the sane raw key SK(O0).
And from SK(0), a series of keying materials are derived, which are
call ed as SKEYSEED(0), SK d(0), SK a[i/r](0), SK e[i/r](0), and

SK p[i/r](0) (refers Section 2.2.2 in [RFC9370]).

To run FrodoKEM (or any PQ KEM as an additional key exchange in

| KEv2, both the initiator and the responder MJST declare their

support of both the ADDKE Transform Types and t he | KE_| NTERVEDI ATE
exchange in the |KE_SA INIT exchanges between them At the sane
time, the initiator SHALL present its intended FrodoKEM variants via
one or nore ADDKE Transform Types, which are expressed in one or nore
Proposal s. Then, the responder MAY select a variant of FrodoKEM (or
more PQ KEMs) fromthe initiator’s Proposals, and then sends the
correspondi ng ADDKE Transform I D (or IDs) to the initiator.

Once the initiator receives one ADDKE Transform | D, which denotes
FrodoKEM (or any PQ KEM, it will run KeyGen(k) to generate an
epheneral public and private FrodoKEM key pairs (pk, sk) or select
one of its existing public keys pk, and sends the value of public key
pk to the responder via KEi (1) payl oad. Correspondingly, once
retrieving the public key pk fromKEi (1) payl oad, the responder will
run Encaps(pk) to obtain a pair (ctl, ssl). Here, ssl is the raw key
to be shared, and ctl1 is the ciphertext encapsulated ssl. Then, the
responder will send ctl via KEr(1) payload that contains ctl to the
initiator. After that, the initiator can retrieve ctl from KEr(1)
payl oad and then decapsulate ctl to obtain the shared secret ssl.
Here, both KEi (1) and KEr(1l) payl oads SHALL be sent via the

| KE_I NTERVEDI ATE exchanges between the two entities. Al so, note that
during these procedures, KEi (1) and KEr (1) payl oads SHALL be
protected via using keys SK a[i/r](0) and SK e[i/r](0).

Once ssl is successfully shared, the two entities will set SK(1)=ssl,

and then stir SK(1) with SK d(0) to derive SKEYSEED(1). And then,
from SKEYSEED(1), a series of SK d(1), SK a[i/r] (1), SK e[i/r](1),
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and SK p[i/r](1) will be derived. |If there are nore ADDKE exchanges
for PQ KEMs, these procedures will continue until the final ADDKE
finishes. Then, the final updated key val ues, SKEYSEED(n), SK d(n),
SK a[i/r](n), SK e[i/r](n), and SK p[i/r](n), SHALL be used to
protect the followi ng | KEv2 exchanges, including the | KEv2

aut henti cati on messages.

The structure of KEi (1) and KEr (1) payloads and their |engths for
FrodoKEMs |isted in Table 1 will be given in Section 5.4.

Fol | owi ng general exanples in Appendix A of [RFC9370], here is an
exanple to show that the initiator proposes to use additional key
exchanges for establishing an IKE SA. Here, the initiator proposes
three sets of additional key exchanges. Namely, the first set is
TBD38 ( Fr odoKEM 976- <AES>), TBD39 ( Fr odoKEM 976- <SHAKE>) or NONE
(refers Section 7); the second set is 36 (m-kem768), 37 (m-kem
1024) [WD. K25] or NONE; and the third set is TBD41l ( FrodoKEM

1344- <SHAKE>) or NONE (refers Section 7). As all of the three
addi ti onal key exchanges are optional, the responder can choose NONE
for sonme or all of the additional exchanges if the proposed key
exchange net hods are not supported by the responder, or for whatever
reasons the responder decides not to performthe additional key
exchange.
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Initiator Responder
HOR(I KE_SA INIT), SA 1(...ADDKE*...), --->
KEi (Curve25519), N, N(IKEV2_FRAG _SUPPORTED),
N( | NTERMVEDI ATE_EXCHANGE_SUPPORTED)
Proposal #1
Transform ENCR (I D = ENCR_AES GCM 16,
256-bit key)
Transform PRF (1D = PRF_HVMAC SHA2 512)
Transform KE (I D = Curve25519)

Transf orm ADDKEL (I D = TBD38)
Transform ADDKEL (1 D = TBD39)
Transform ADDKEL (1 D = NONE)
Transform ADDKE2 (I D = m -kem 768)
Transform ADDKE2 (I D = m -kem 1024)
Transf orm ADDKE2 (I D = NONE)

Transf orm ADDKE3 (I D = TBD41)
Transf orm ADDKE3 (1 D = NONE)

<--- HDR(IKE_SA INIT), SAri(...ADDKE*...),

KEr (Curve25519), Nr, N(IKEV2_FRAG _SUPPORTED),

N( | NTERVEDI ATE_EXCHANGE_SUPPORTED)

Proposal #1
Transform ENCR (I D = ENCR_AES GCM 16,

256-bit key)

Transform PRF (1D = PRF_HVAC SHA2 512)
Transform KE (I D = Curve25519)

Transform ADDKEL (I D = TBD38)
Transform ADDKE2 (I D = ml -kem 768)
Transf orm ADDKE3 (1 D = NONE)

HDR( | KE_I NTERVEDI ATE), SK {KEi (1) (TBD38)} -->
<--- HDR(1KE_I NTERVEDI ATE), SK {KEr (1) ( TBD38)}
HDR( | KE_I NTERVEDI ATE), SK {KEi (2) (n - kem 768)} -->
<--- HDR(|KE_I NTERMVEDI ATE), SK {KEr(2)(m - kem 768)}

HDR(| KE_AUTH), SK{ IDi, AUTH, SA 2, TSi, TSr } --->
<--- HDR(IKE_AUTH), SK{IDr, AUTH, SAr2,TSi, TSr}

Figure 1: Hybrid KEMs of ECDH, TBD38 (FrodoKEM 976-<AES>), and
m - kem 768

In the above exanpl e, the responder chooses to run two additional key
exchanges. Nanely, it selects TBD38 (FrodoKEM 976- <AES>), 36 (m -
kem 768), and NONE, respectively for the first, second, and third
addi ti onal key exchanges. According to the I KEv2 specification

[ RFC7296], a set of keying nmaterials will be derived, in particular
SK d, SK a[i/r], and SK e[i/r], when the IKE_SA INI T exchange has
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been conpleted by the initiator and the responder with a successfu
execution of ECDH based on the curve 25519. After that, both peers
wi Il perform an | KE_| NTERMEDI ATE exchange, carryi ng TBD38 payl oad,
which is protected with SK e[i/r] and SK a[i/r] keys. After the
conpl etion of this | KE | NTERVEDI ATE exchange, the SKEYSEED i s updated
usi ng SK(1), which is the TBD38 shared secret. Next, an

| KE_I NTERMEDI ATE exchange for 36 payload will be perforned so that
the SKEYSEED wi || be updated agai n.

After the conpletion of both | KE | NTERVEDI ATE exchanges for TBD38 and
36, the initiator and the responder will continue the | KE_AUTH
exchange phase.

Note that simlar to the above exanpl e runni ng FrodoKEM in

| KE_I NTERMEDI ATE with ECDH as a traditional key exchange, FrodoKEM
can al so be executed in | KE_ | NTERVEDI ATE as an additional (PQ KEM
with a Post-quantum Preshared Keys (PPK) as a traditional key
exchange. 1In this case, the traditional exchange part with PPK
SHOULD be i npl enented as specified by [ RFC8784] or [ RFC9867].

5.3. FrodoKEM in | KE_FOLLOAJP_KE

Fr odoKEM can al so be used for creating additional Child SAs and
rekeying the KE SA or Child SAs. FrodoKEM may be used as the only
key exchange in CREATE CH LD _SA exchange or as an additional key
exchange nethod. 1In the latter case, the | KE_ FOLLONJP_KE exchange as
defined in [ RFC9370] is used.

| KE FOLLOMJP_KE i s an additional exchange for the purpose of using
mul ti pl e key exchanges with the CREATE CH LD _SA Exchange. |If the use
of additional key exchange nethods is negotiated in the

CREATE_CHI LD_SA exchange, these are performed subsequently in a
series of | KE_ FOLLOMJP_KE exchanges. After all key exchanges are
conpl et ed, SKEYSEED or KEYMAT are conputed as specified in

Section 2.2.4 of [RFC9370].

5.4. |1 KEv2 Payl oads for FrodoKEM

For compl eteness, the KE (Key Exchange) payload is given bel ow and
all fields inside keep the same neaning as specified in Section 3.4
of the IKEv2 standard [ RFC7296]. This also neans that the initiator
SHALL prepare KEi (0) and KEi (1) payl oads according to Figure 2
Nanmely, the Key Exchange Data will be filled with KEi (0) or KE (1).
This applies for the responder to prepare KEr(0) and KEr(1) as well.
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1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Next Payload |C RESERVED | Payl oad Length |
i i i T i I S i e s o o i i
| Key Exchange Met hod Num | RESERVED |
R et e s i o e s i i
I
I
+-

Key Exchange Data ~
R s s o o R i i R TR T S S T s S S S S O e i e ol B

Fi gure 2: Key Exchange Payl oad

Table 2 lists the lengths in octets for the KE payload with four
variants of FrodoKEM specified in this docunent.

| KE | KEM | Payl oad | Data Size in |
| Met hod | | Length (for | octets (KE/ |
| No. | | pk/ct) | KEr) |
[ et ——— e ————————————————————— L ———————————— Lpp—p—p—_—_—————————
| TBD38 | FrodoKEM 976- <AES> | 15, 640/ 15,800 | 15,632/15,792 |
| TBD39 | FrodoKEM 976- <SHAKE> | 15, 640/15,800 | 15, 632/15,792 |
| TBD40 | FrodoKEM 1344-<AES> | 21,528/21,704 | 21,520/21, 696 |
[ et ——— e ————————————————————— L ———————————— Lpp—p—p—_—_—————————
| TBD41 | FrodoKEM 1344- <SHAKE> | 21,528/21,704 | 21,520/21, 696 |

Table 2: Lengths of Key Payload for 4 variants of FrodoKEM
6. Security Considerations

Basically, security considerations from][RFC7383], [RFC9242] and
[ RFC9370] apply to key exchange of ECDH, FrodoKEM and their hybrid
described in this specification.

The security discussions in Section 10 of [WD. K25] apply here as
well. First of all, FrodoKEM is designed to be a post-quantum KEM
with | ND-CCA2 security. Nanely, it has indistinguishability under
adaptive chosen ciphertext attacks, which nmeans that shared secret
val ues shoul d be indistinguishable fromrandom strings even an active
attacker is given the ability to access arbitrary ciphertexts
decapsul at ed.
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Next, generating a new ciphertext for each FrodoKEM key exchange is
REQUI RED by this specification. However, it is OPTIONAL for
generating a new epheneral key pair for each FrodoKEM key exchange,
as | KEv2 [ RFC7296] does not require that the public keys never
repeat. Note that when the sane FrodoKEM public key is resued to
encapsul ate nmultiple shared secrets, forward security may not be
guaranteed, as the conproni se of the corresponding private
decapsul ati on key may lead to the conmprom se of shared secrets
exchanged in previous sessions using the sane encapsul ati on key.
Section 2.12 in [RFC7296] gives the reasons for reuse of a public key
and di scusses the correspondi ng security inplications.

Thirdly, the independency is REQUI RED anmong the randommess for

gener ati ng FrodoKEM encapsul ati on key and for generating ciphertexts,
and ot her random seeds used in | KEv2 negotiation. For exanple, the
responder MJST NOT reuse the sanme randommess to generate nultiple

Fr odoKEM ci phertexts, and the initiator also MJST NOT use the sane
seed to generate the FrodoKEM and (EC)DH keypairs in a PQ T Hybrid
key exchange.

Fi nal |l y, downgrade attacks on the authentication part of |IKEv2 has
been identified and repaired in "Preventi on Downgrade Attacks on the
I nternet Key Exchange Protocol Version 2 (IKEv2)" [WD.SP25]. Due to
a flaw wi t hout authenticating the whol e nessage received fromthe

ot her peer, these attacks may allow an active attacker to m slead the
two peers to finally negotiating a weak KEM for key exchange. These
attacks apply to the KEv2 [ RFC7296] and all its extensions,
including [ RFC9370]. So, this specification MJST be inplenented with
t he updat ed aut hentication mechani sm given by [ WD. SP25].

7. | ANA Consi derati ons

As specified in Section 4.2, this draft is to asking 4 val ues for
registration in the "Transform Type 4 - Key Exchange Method Transform
I Ds" registry [I ANA-IKEv2], maintained by ANA.  Nanely, they are:

"Fr odoKEM 976- <AES>", "FrodoKEM 976- <SHAKE>", " FrodoKEM 1344- <AES>",
and " Fr odoKEM 1344- <SHAKE>" .

Table 3 below gives the list of 4 | ANA values for the 4 versions of
Fr odoKEM (st andard node).
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[ e oo oo s s s oo st oo e
| Nurber | Nane | Status | Recipient | Reference |
I I I | Tests I I
Rty s ey ety el sl
| TBD38 | FrodoKEM 976- <AES> | | [TBD, this | [TBD, |
| | | | draft, | this |
| | | | Section | draft] |
I I I | 5.1] I I
[ ety sy ety e s e
| TBD39 | FrodoKEM 976- <SHAKE> | | [TBD, this | [TBD, |
| | | | draft, | this |
| | | | Section | draft] |
I I I | 5.1] I I
[ e el oo e s sl sl ool el °)
| TBD40 | FrodoKEM 1344- <AES> | | [TBD, this | [TBD, |
| | | | draft, | this |
| | | | Section | draft] |
I I I | 5.1] I I
[ e oo oo s s s oo st oo e
| TBD41 | FrodoKEM 1344- <SHAKE> | | [TBD, this | [TBD, |
| | | | draft, | this |
| | | | Section | draft] |
I I I | 5.1] I I
[ e oo s e e et e e e e

Table 3: Updates to the I ANA "Transform Type 4 - Key Exchange
Met hod Transform | Ds"
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