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Abst ract

Thi s docunment defines an ESP echo function which can be used to
detect whether a given network path supports ESP packets.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Novenber 2025
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Pr obl em St at enent

| Psec sessions between nodes that have gl obal connectivity will by
default use ESP packets in IPv4 or | Pv6 headers w thout
encapsul ati on. These packets nay have advant ages over ESP-i n- UDP
encapsul ati on, such as:

* They require fewer keepalive packets to keep sessions open

** On sone networks, ESP is be statelessly allowed in both
directions, and thus not require any keepalive packets at all
For exanple, the IPv6 Sinple Security reconmendati ons [ RFC6092]
specify that ESP by default mnust always be allowed and not be
subject to any tineouts.

** BEven if ESP is not statelessly allowed, experience fromrea
worl d networks is that tinmeouts for ESP are higher than for UDP
sessions, thus requiring | Psec endpoints to send fewer keepalives.

*  They provide slightly [ ower overhead, due to the absence of the
UDP header .

However, because ESP packets do not share fate with | KE packets, it
is possible for the network to all ow | KE packets but not ESP packets
This leads to the | Psec session not being able to exchange any
packets even though | KE negotiation succeeded.
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Because ESP is only used after | KE negotiation, this failure node is
difficult to predict, difficult to detect, and difficult to recover
from |In particular, mgrating a session using MBI KE [ RFC4555] to a
network that does not allow ESP could result in the session

bl ackholing all future packets until the problemis detected and a
new mgration is perforned to enabl e encapsul ati on

Oper ational experience suggests that networks and some hone routers
that drop ESP packets are common enough to be a problem for genera
pur pose VPN applications desiring to work reliably on the Internet.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Protocol Specification

An | Pv6 node that desires to determ ne whether the path to a
particul ar destination can support ESP packets can send an ESP Echo
Request packet to that destination. ESP Echo Request packets are ESP
packets with an SPlI value of (7-TBD) and a Next Header value of 59
(No Next Header).
If the destination supports ESP, and wi shes to reveal to the sender
that it does so, it SHOULD reply with an ESP Echo Reply packet. ESP
Echo Reply packets are ESP packets with an SPI val ue of (8-TBD) and a
Next Header val ue of 59.
The ESP Echo Request and Reply packets utilize the standard ESP
packet format as described in Section 2 of [ RFC4303] with the
fol | owi ng changes:
* GSPlI set to

- [ ESP- ECHO- REQUEST] for ESP Echo Request

- [ ESP- ECHO REPLY] for ESP Echo Reply

* The Next Header field of the ESP header SHOULD be set to 59 (No
Next Header).

* No Integrity Check Val ue-1CV

The payl oad has the foll owi ng format:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| ECHO I dentifier | ECHO Sequence Nunber |
i i i T i I S i e s o o i i
| Data ... |

e i

* ECHO lIdentifier: An identifier to aid in matching Echo Replies to Echo Requests. MAY be

Z?Lgienentations that support nultiple sinultaneous Echo Request sessions MJST ensure th
atdifferent sessions have different identifiers. Inplenmentations that are not aware of ot
he{nplenantations that m ght be running on the sanme node at the sanme tine SHOULD randomi z
© }ggntifier to prevent collisions, and MJST be prepared to receive responses to packets
tha;re sent by anot her inplenmentation.

* ECHO Sequence Nunber: An identifier to aid in matching Echo Replies to Echo Requests. M
AY be zero.

* Data: Zero or nore octets of arbitrary data.
Figure 1: ESP Echo Request and Reply Payl oad Overview

An | Psec peer, prior to an |IKE negotiation or after conpleting an

| Psec negotiation, intending to ascertain the path's capability to
support ESP packets to a specific destination, MAY send one or nore
ESP Echo Request packet(s) to the destination. Should the
destination support ESP and intend to comrunicate this capability to
the potential |IPsec peer, it SHOULD respond with an ESP Echo Reply
packet .

The sender MAY send ESP Echo packets with zero data. When responding
to an ESP Echo packet, the node MJST copy the data fromthe ESP Echo
packet to the ESP Echo Reply packet, up to the limt of the MIU of
the path back to the sender

4, Use cases

A node that wi shes to set up an |IPsec session to a peer that is known
to support this protocol can discover whether the internediate
network will carry ESP packets by sending an ESP Echo Request to the
peer. Depending on wether it receives an ESP Echo Reply or not, it
coul d choose to enabl e encapsul atior, use a different |IP protocol, or
use a different server or interface. For exanple, if MOBIKE

[ RFC4555] is used, a node can use ESP Echo Request packets to verify
reachability before noving to a new address.
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Net wor k operators can troubl eshoot |Psec sessions by sending ESP Echo
Request packets from one peer to another to determine if the network
between the peers will successfully carry ESP, and if so, what
maxi mum packet size the network is able to support.

ESP Echo Requests can be used as keepalives, to nmaintain firewal
state entries if the network statefully filters ESP between
endpoi nt s.

5. Discovering ESP Echo Support

If no response is received to an ESP Echo Request packet, it can be
caused by one of the follow ng:

* the peer doesn’t support ESP Echo protocol
* there is no end-to-end ESP connectivity.

* internediate nodes allow regul ar ESP packets, but drop ESP packets
that have SPIs in the reserved SPI range.

Wt hout sonme prior know edge about ESP Echo support by the renote
side, the sender can not distibguish those two scenarios. Therefore
the sender SHOULD NOT treat |ack of response as an indicator of end-
to-end connectivity issues until an explicit confirmati on of ESP Echo

support by the peer is received. Because ESP mght still work even
if intermedi ate nodes drop ESP Echo Request or ESP Echo Reply
packets, senders SHOULD still attenpt to use ESP if no alternative

pat hs or protocols (e.g., UDP encapsulation) are available. The
sender MAY use any neans of obtaining the infornmation about ESP Echo
support, such as an explicit out-of-band configuration (for exanple,
a VPN client might be configured to always use ESP Echo when

communi cating to the given VPN server)

6. Updates to RFC4303

Section 2.6 of [RFC4303] discusses "dummy" ESP packets, which are

di stingui shabl e by the Next Header value set to 59. As per [RFC4303]
a receiver MIST be prepared to silently discard "dunmy" packets.

Thi s docunent updates Section 2.6 of [RFC4303] to allow packets with
the Next Header value of 59 to be processed, if SPlI is set to [ ESP-
ECHO REQUEST] or [ ESP- ECHO REPLY] .

OLD TEXT:
A transmtter MJST be capabl e of generating dummy packets marked with

this value in the next protocol field, and a receiver MJST be
prepared to discard such packets, without indicating an error
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NEW TEXT:

A transmtter MJST be capabl e of generating dummy packets marked with
this value in the next protocol field, and a receiver MJST be
prepared to discard such packets, without indicating an error. A
transmtter MJST NOT use the reserved SPI val ues [ ESP- ECHO REQUEST]

or [ ESP-ECHO REPLY] for dummy packets. A receiver SHOULD NOT di scard
packets with the Next Header value set of 59, if those packets use
the reserved SPI values. Packets with the reserved SPI val ues [ ESP-
ECHO REQUEST] or [ ESP-ECHO REPLY] and the Next Header val ue set of 59
SHOULD be processed by the receiver as described in draft-colitti-

i psecne- esp- pi ng.

7. Security Considerations

If an | Psec sender uses ESP Echo Request packets to determ ne whet her
the path supports ESP, an internedi ate node may drop ESP Echo packets
to make the sender believe that the path does not support ESP even
though it does. To prevent such downgrade attacks, |Psec nodes MJST
NOT fall back to unencrypted node of conmunication in case of ESP
Echo failure. The node MAY switch to another path (e.g. via another
interface) or another protocol (e.g. |Pv4).

I nternedi ate nodes can can forge ESP Echo Reply packets to cause the
sender to believe that the network supports ESP even though it
doesn’t. This may result in ESP packets being bl ackhol ed and ESP
sessions being unable to transmt or receive data. Internediate
nodes can achi eve the sane effect by all owing ESP packets with an SP
of 7 or 8, but dropping packets with any other SPI value. This
failure node al ready exists today, because internedi ate networks can
al ways choose to drop ESP packets.

The security considerations are simlar to other unconnected request-
reply protocols such as | CMPv6 echo. In particular

* By sending an ESP Echo Request from a spoofed source address, an
attacker could cause a server to send an ESP Echo Reply to that
address. This does not constitute an anplification attack because
the ESP Echo Reply is the sanme size as the ESP Echo Request. This
can be prevented by inplenenting ingress filtering per BCP 38
[ RFC2827] .

* An attacker can use ESP Echo Request packets to determn ne whether
a particular destination address is an ESP endpoint. This is not
a new attack because any endpoint that supports ESP nmust al so
reply to IKE INIT packets.
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8. | ANA Consi derati ons

This menmo requests that | ANA all ocate two new val ues fromthe
"Security Paraneters Index (SPI)" registry. The following entry
shoul d be appended:

| Number | Description | Ref erence |
[} e —————————— e ——_———————————— = —p—_—(—(——(———r L
| 7-ESP- ECHO REQUEST | ESP Echo Request | THI' S DOCUMENT |
S I +
| 8-ESP-ECHO REPLY | ESP Echo Reply | TH' S DOCUMENT |
I I I IRy +

Table 1
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