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Abst ract

Thi s docunent defines the Encrypted ESP Echo Function, a mechanismto
assess the reachability of IP Security (IPsec) network paths using
Encapsul ating Security Payl oad (ESP) packets. It detects end-to-end
pat h status by exchangi ng only encrypted ESP packets between | Psec
peers. The Encrypted Echo nessage can either use existing congestion
control payl oads from RFC9347 or a new message format defined here,
with an option to specify a preferred return path when there is nore
than one pair of |Psec SAs between the sane set of |Psec peers.

A peer can announce support using a new | KEv2 Status Notification
ENCRYPTED_PI NG_SUPPORTED.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 5 Novenber 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In response to the operational need for a data-plane failure-
detection mechanismfor IP Security (IPsec) Encapsul ating Security
Payl oad (ESP) from [ RFC4303], this docunent introduces Encrypted ESP
Ping, including the Echo Request and Response. This protocol
assesses network path reachability dynanically and can optionally
specify a return path for echo Reply nessages.
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Encrypted ESP Ping supports two nodes of operation. |In the first
nmode, peers that have negotiated USE_AGG-RAG [ RFC9347] can use the
exi sting Congestion Control payload for echo requests and responses.
In the second node, peers negotiate ENCRYPTED Pl NG SUPPORTED vi a

| KEv2, which uses a new payl oad fornmat defined in this docurment and
conmits the peer to responding.

The approach for specifying a preferred return path is inspired by
Return Path Specified LSP Ping [ RFC7110].

Thi s docunent covers only Encrypted ESP Ping, typically used after an
| KE negotiation, while [I-D.ietf-ipsecnme-esp-ping] specifies an
unaut henticated ESP Ping to be used before | KE negotiation

Thi s docunent updates [ RFC9347] by defining new AGGFRAG PAYLQOAD sub-
types for ESP Echo Request and Response, which may be used under
ENCRYPTED_PI NG_SUPPORTED negoti ation wi t hout requiring USE AGGFRAG

1.1. Termi nol ogy

Thi s docunent uses the following terns defined in [ RFC4301]:
Encapsul ating Security Payload (ESP), Security Association (SA),
Security Policy Database (SPD).

Thi s docunent uses the following ternms defined in [ RFC9347]: AGGFRAG
tunnel

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [ RFC8174]when, and only when, they appear in al

capitals, as shown here

3. Use cases
Di agnosi ng operational problens in |IPsec can be chall engi ng.

Encrypted ESP Echo addresses these chall enges; Encrypted ESP Ping is
one such tool
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3.1. ESP Blocked or Filtered

An | Psec session typically enploys ESP, using I P or IPv6 packets.

ESP paraneters are negotiated using | KEv2, with default |KEv2
nmessages exchanged over UDP port 500. |In scenarios where ESP packets
are not encapsulated in UDP (i.e., using the ESP protocol),

successful | KE negotiation may occur, but ESP packets nmight fail to
reach the peer due to differences in the packet path or filtering
policies conpared to | KE packets (e.g., UDP is allowed while ESP is
filtered, typically due to msconfiguration). Wen using UDP
encapsul ati on, ESP packets may encounter different filtering
policies. This is typically due to broken packet filtering.

Al though this is less likely, it is still possible and can be
difficult to diagnose. Operational experience suggests that networks
and sone hone routers that drop ESP packets are comon enough to
cause problens for general - purpose VPN applications that require
reliable perfornance on the Internet. Encrypted ESP Ping woul d
greatly assist in diagnosing these scenarios. Wen |KEv2 operates
over TCP to accompdate | arge post-quantum key exchanges whil e ESP
may use a separate network path, Encrypted ESP Ping can verify ESP
reachability i ndependently of the IKEv2 control channe
[I-D.ietf-ipsecne-ikev2-reliable-transport].

3.2. Probing Miltiple Paths

When there are multiple paths created using multiple Child SAs with
identical Traffic Selectors as specified in [RFC7296], there is a
need to probe each Child SA, including the network path,

i ndependently froman | Psec peer. Each SA may traverse different
network paths and may have different policies. Encrypted ESP Ping
determines the reachability of each path independently.

3. 3. Probe Return Path

| Psec Security Associations (SAs) are negotiated as a pair,
consisting of two unidirectional SAs in one exchange. |KEv2

[ RFC7296] Section 2.9 allows installing nultiple Child SAs with
identical Traffic Selectors. When there are multiple paths, the
Encrypted ESP Pi ng SHOULD support requesting an echo response via a
specific return path IPsec SA. To request a return path, additiona
attributes are necessary. The initiator would propose a specific SP
as the preferred return path. A specific return path SPI is
necessary when to probe a specific path anbng nultiple possible SAs
bet ween sane peer. Miltiple paths can exist for various reasons,
such as a primary and secondary path scenario. For exanple over a
satellite link and over fiber, the receiving peer may have a policy
to respond via the fiber path even when the request arrives via the
satellite link. |If the initiator requests a return path, the
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responder SHOULD try to respond via that | Psec SA. However, the
final decision is up to the responder. |If the responder decides to
send the response via a different path than the requested return
path, the initiator SHOULD detect this m smatch and report it, e.g.,
via a status code to the requesting, |ocal, process.

3.4. Manually Probing a Constant Rate on the AGGFRAG Tunne

AGGFRAG pr obes, whether sent at a constant or variable rate, can
derive reachability information for the IPsec SA simlar to
Encrypted ESP Ping. Since the probes are sent over an |IPsec tunnel,
the reachability information is reliable. |P Traffic Flow Security
(I'P-TFS) [RFC9347] uses AGGFRAG at a constant rate; an Encrypted ESP
Ping application may al so send AGGFRAG payl oads for nmanual diagnostic
pur poses.

3.5. Wiy Not Use Existing IP Tools

Exi sting tools such as ICWMP ping or traceroute assune |P
connectivity. However, in |IPsec gateway setups, the gateway itself
may not have an | P address that matches the | Psec Security Policy
Dat abase (SPD). A peer MJST accept Encrypted ESP Ping nessages even
when it does not math a | ocal SPD.

In the case of nultiple SAs as nentioned above, IP tools would find
it hard, if not inpossible, to generate IP traffic to explore
mul tiple paths specifically

3.6. Also Track Incoming Traffic for |iveness check

Qut goi ng probes al one do not cover |Psec path health; incom ng
traffic nust also be nonitored. |ncom ng per-SA byte and packet
counters maintained by | Psec are cryptographically verified: a
counter can only increnent if a valid authenticated ESP packet was
received. These counters reliably indicate a viable path. This
shoul d be taken into account when probing | Psec paths. For exanpl e,
when the crypto subsystemis overl oaded, the responder may m ss out
on Encrypted ESP Ping responses. Tracking the incomng traffic after
the ping probe is sent allows applications to confirmthe | Psec path
is still viable.

Antony & Kl assert Expi res 5 Novenber 2026 [ Page 5]



I nternet-Draft Encrypted Esp Ping May 2026

4.

4.

Prot ocol Specification

After an |IPsec SA negotiation, [RFC7296], an |IPsec peer wishing to
verify the viability of the current network path for ESP packets NMAY
initiate an ESP Echo Request. The ESP Echo Request MJST be sent as
an ESP packet using the established SA, receiving the sane | evel of
protection as any other traffic on that SA. It SHOULD use an SP

val ue previously established, whether negotiated through | KEv2 or
configured manual |l y.

The initiator sets the ESP Next Header field to AGGFRAG PAYLQAD
(144), as specified in [RFC9347]. The ESP payl oad contai ns one of
the echo request sub-type payl oads defined in this docunent,
optionally foll owed by padding.

The receiving | Psec peer, having established ESP through | KE, MAY
respond with an ESP Echo Response. The ESP Echo Response MJST be
sent as an ESP packet using the corresponding SA and SPI. The
responder al so sets the ESP Next Header field to AGGFRAG PAYLQAD
(144), followed by the response sub-type payl oad.

Two payl oad formats are defined: the existing Congestion Contro
payl oad (Section 4.1) and the new Encrypted ESP Pi ng payl oad
(Section 4.2).

1. Using Congestion Control Payl oad

| P-TFS Congesti on Control AGGFRAG PAYLQAD Payl oad Format as specified
in [ RFC9347] Section 6.1.2 can be used for Echo Request and response.
When using this payload for Echo Request and response, |Pv4 or |Pv6
Data Bl ock MJUST NOT be concatenated, especially when USE AGGFRAG i s
not successfully negotiated. This request does not support
requesting a specific return path.

[ AA when using USE_AGGFRAG tunnel is negotiated, responder may
concat enat e AGGFRAG PAYLOAD Congestion control probe]

The Echo request and response payl oads are not subject to |IPsec

Security Policy (SP), typically negotiated using |IKEv2 and nanual |y
configured. End padding woul d be necessary if the tunnel is always
sendi ng fixed size ESP payload or to possibly detect path anonali es.

When probing do not take the lack of a response alone as an

i ndi cation of the unreachability of the return path using ESP echo;
al so consider the received bytes on the return path. |Psec has a
uni que advant age over other tunneling protocols when the return path
shows incoming bytes, indicating that the path is partially
functional. This is especially useful when used as a |iveness check
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on busy paths. \When there is no response, instead of concluding that
the path is not viable and taking action, such as tearing down the

| Psec connection, read the incom ng bytes. This would help avoid
teari ng down busy paths due to the m ssing ESP echo response.

4.2. Encrypted ESP Ping Payl oad For mat

Control Payl oad For mat

1 2 3
01234567890123456789012345678901
T S i o I R S S i it et EIE S R R S S e i i e e s
| Sub-type | Rl Reserved | Data Length |
R i i T i e e T ol EIE TRIE TR TR S S S S S e e o o i i T N R
| 1dentifier (ID) | Sequence Number |
B T S i T s i i e e SEI S
| Return path SPI |
T S i o I R S S i it et EIE S R R S S e i i e e s
| Data
R e T e e R o o

*

Sub- Type: ESP- ECHO REQUEST or ESP- ECHO- RESPONSE

* Return path (R): 1 bit flag, set when requesting a specific return
pat h SPI

* Reserved: 7 bits

* Data Length: nunber of data octets following, length 16 bits

* ldentifier : A 16-bit request identifier. The identifier SHOULD
be set to a unique value to distinguish between different ESP

Request sessions. The responder copies it fromthe request.

* Sequence nunber: A 16-bit field that increnents with each echo
request sent.

* Return path: 32 bits, optional requested return path SPI, when R
is set to one.

* Data : Optional data that follows the Echo request.
The responder SHOULD copy the request nessage and MJST change the
Sub-type to ESP- ECHO RESPONSE. The SHOULD all ows a responder to send

a mnimal response with a shorter or enpty data secti on when
resources are constrai ned.
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4.3. Return Path Validation

On the initiator, the return path SPI in the request MJST be in the
| ocal SADB with the sane peer as the destination. The responder

shoul d al so validate the requested return path SPI. Wen the SP
does not nmatch the initiator in the SPD, the responder MJST NOT
respond via the requested SPI. This is specifically to avoid

anplification or DDoS. However, the responder MAY respond using the
SPI of the SA on which the request was received.

5. |1 KEv2 Notification

A peer negotiates support for Encrypted ESP Ping Mde 2 using the
Notification Status Type ‘' ENCRYPTED Pl NG SUPPORTED during the | KEv2
negotiation, in the | KE_AUTH exchange. When this has been

negoti ated, the peer has commtted to responding to ESP Echo Requests
on all ESP SAs between the two peers, and the initiator can reliably
interpret a | ack of response as path failure.

When ENCRYPTED PI NG SUPPORTED has been negotiated, the peer SHOULD
respond to ESP Echo Requests. Responding remains subject to |oca
resource constraints, but the negotiation represents a commitnent to
support this functionality. A lack of response after a configurable
ti meout MAY be treated as an indication of path failure.

For Mbde 1 (USE_AGGFRAG), the commitnent to respond is inplicit in
the USE_AGGFRAG negotiation itself.

6. | ANA Consi derations

Thi s docunent defines two new registrations for the | ANA ESP
[ AGGFRAG PAYLQAD Sub- Types.

Val ue ESP AGGFRAG _PAYLOAD Sub- Type Ref erence
[ TBD2] ESP- ECHO REQUEST [this docunent]
[ TBD3] ESP- ECHO RESPONSE [this docunent]

Thi s docunent defines one new registration for the 1 ANA "I KEv2 Notify
Message Status Types" [ STATUSNOTI FY].

Val ue Notify Message Status Type Ref erence

[ TBDL] ENCRYPTED_PI NG_SUPPORTED. [this document]
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7. Operational Considerations

VWhen an explicit return path is requested and the ESP Echo responder
SHOULD nake best effort to respond via this path, however, if |ocal
policies do not allow this respond via another SA.

A typical inplenmentation involves creating an ESP Echo socket, which
all ows setting an outgoing SPI during initialization,and matching

source and destination address. Once socket is setup before sending
any data, only wite payload with optionally specifying return path.
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