| PSECME Wor ki ng Group S. Klassert

I nternet-Draft A. Antony
I nt ended status: Standards Track secunet
Expires: 20 March 2026 T. Brunner
codel abs GrbH

V. Snysl ov

ELVI S- PLUS

16 Sept enber 2025

| KEv2 negoti ation for Enhanced Encapsul ating Security Payl oad ( EESP)
draft-ietf-ipsecnme-eesp-ikev2-01

Abstract

Thi s docunent specfies how to negotiate the use of the Enhanced
Encapsul ating Security Payl oad (EESP) protocol using the Internet Key
Exchange protocol version 2 (I1KEv2). The EESP protocol, which is
defined in draft-klassert-ipsecne-eesp, provides the same security
services as Encapsul ating Security Payl oad (ESP), but has richer
functionality and provides better performance in specific

circunstances. This docunent specifies negotiation of version 0 of
EESP.
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Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

1.

1.

I nt roducti on

The Enhanced Encapsul ati ng Security Payl oad (EESP), specified in
[1-D. kl assert-ipsecne-eesp], introduces enhancenents to the

Encapsul ating Security Payload (ESP) defined in [RFC4303]. These

i mprovenents address evolving requirenments in nodern | Psec

depl oynents. EESP offers increased flexibility for hardware offl oads
at the packet level. It supports carrying inner packet flow
identifiers for the use with ECMP, RSS hardware, and |Psec peers
prior to decryption. EESP also enables the establishnment of Sub SAs
wi t h i ndependent keys and sequence nunber spaces. Additionally, it
supports the use of 64-bit sequence nunbers transnmitted in each
packet or the om ssion of sequence nunbers when the Replay Protection
service is not needed or cannot be achieved (e.g. in sonme nulticast
scenarios). EESP packets carry a version nunber, enabling easier
support for future extensions.

Thi s docunent specifies the negotiation of EESP Security Associ ations
(SAs) within the Internet Key Exchange Protocol Version 2 (1KEv2)
protocol [RFC7296]. It details the creation, rekeying, and del etion
of EESP SAs, as well as the negotiation of EESP specific transforns
and properties.

The extensions defined here enables EESP SAs to coexist with ESP SAs,
whi l e i ntroduci ng new capabilities to enhance |Psec’ s performance and
versatility in nodern use cases.

Thi s docunent does not obsol ete or update any existing RFCs. Wile
statel ess inplenmentations of EESP are referenced, their negotiation,
which is sinmlar to [PSP], is outside the scope of this docunent.

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

2. Term nol ogy

It is assuned that readers are famliar with | KEv2 [ RFC7296], | Psec
architecture [ RFC4301] and ESP [ RFC4303]. This document uses a

not ati on and conventions from | KEv2 [ RFC7296].

Thi s docunent uses the following terns defined in [ RFC2992]: Equal -
cost multi-path (ECWP)
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2. EESP Overvi ew
2.1. EESP Version

Each EESP packet carries the EESP Base Header version, which is
specified in Section [ XXX] of [I|-D.klassert-ipsecne-eesp]. EESP
version determ nes the format of the EESP packet and its processing
rules. The initial version specified in [I-D. klassert-ipsecmne-eesp]
is version O.

2.2. EESP Sub SA

Exi sting mechani snms for establishing Child SAs, as described in

[ RFC7296], yield pair of SAs. Hi gh-speed IP traffic is often
asymetric. Creating nultiple pairs of Child SAs, e.g. for multiple
resources ([RFC9611]), or for DSCP to carry asymmetric traffic, is

i nefficient.

To deal with this limtations EESP introduces the concept of Sub SAs.
An EESP Sub SA is an unidirectional SA derived fromthe sane-
direction EESP SA of the pair of SAs negotiated using |IKEv2. Each
Sub SA derives its own keying material and maintains i ndependent
sequence nunber spaces and |V spaces fromthe parent Child SA;, all
other characteristics of Sub SAs (algorithms, traffic selectors etc.)
are identical to the EESP SA they bel ong to.

Each Sub SA is identified by a Sub SA Id, which is a nunber in the
range fromzero up to the maxi mum Sub SA ID indicated by the receiver
of the Sub SA during EESP SA negotiation via | KEv2 (see Section 3.5).
The Sub SA IDis carried in the Session ID field of the EESP base
header (see Section [ XXX] of [I-D.klassert-ipsecne-eesp]). The Sub
SA | D MIUST be unique for all Sub SAs in the context of an EESP SA

If a peer receives an EESP packet with a Sub SA ID greater than the
maxi mum val ue it announced during EESP SA setup, that peer MAY drop
thi s packet without further processing.

Use of Sub SAs is optional in EESP and can be negotiated using | KEv2.
2.3. EESP Sequence Nunbers

Unli ke ESP, the EESPvO header transnmits 64-bit sequence nunbers if
replay protection is used. In addition, the Sequence Number field in
the EESPvO header is optional and can be omtted fromthe packet if
replay protection is not needed. Note that while possible, disabling
replay protection is generally NOT RECOMVENDED and shoul d only be
done in case of nmulticast scenarios or if the upper |evel protoco
provides this service. See Section 7 for details.
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3.

3.

3.

EESP SA Negotiation in | KEv2

Current EESP specification [I-D.kl assert-ipsecne-eesp] defines
version 0 of the EESP protocol. Consequently, this docunent linmts
its scope to only deal with EESPvO. |f other EESP versions are
defined in future, their negotiation using | KEv2 shoul d be covered by
separate docunents.

EESP Security Associations (SAs) are negotiated in IKEv2 simlarly to
ESP SAs - as Child SAs in the | KE_AUTH or the CREATE_CHI LD _SA
exchanges. For this purpose a new Security Protocol Identifier
EESPvO (<TBDl1l>) is defined. This protocol identifier is placed in
the Protocol ID field of the Proposal Substructure in the SA Payl oad
when peers negotiate EESP version 0. It is possible for the
initiator to include both ESP and EESPvO proposals in the SA payl oad
to negotiate either ESP or EESP

1. EESP Specific Transform Types and Transform | Ds

1.1. Sub SA Key Derivation Function Transform

Thi s docunent defines a new Sub SA Key Derivation Function (SSKDF)
transformtype, that is used to negotiate a key derivation function
for Sub SAs as described in Section 2.2.

Thi s docunent creates a new | KEv2 | ANA registry for the Key

Derivation Functions transformIDs. The initially defined Transform
IDs are listed in the table bel ow.

[ el e oo e s ooy 3
| Value | Algorithm |
B ool ool
| 0 | NONE |
+------- I I I +
| 1 | SSKDF_HKDF_SHA2 256 |
F------- I I I +
| 2 | SSKDF_HKDF_SHA2 384 |
F--- - I I R R +
| 3 | SSKDF_HKDF_SHA2 512 |
+------- I I I +
| 4 | SSKDF _AES256_CMAC |
F------- I I I +

Table 1: Sub SA Key
Derivati on Functions

These al gorithns are defined as foll ows:
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*  SSKDF_HKDF_SHA2_ 256, SSKDF_HKDF_SHA2_ 384 and SSKDF_HKDF_SHA2_ 512
use HKDF- Expand defined in [ RFC5869] with the indicated hash
functions, that is, SHA-256, SHA-384 or SHA-512, respectively,
wi th correspondi ng key sizes of 32, 48 and 64 octets. SSKDF is
t hen defined as:

SSKDF(K, S, L) = HKDF-Expand(K, S, L)
*  SSKDF_AES256_CMAC is currently undefined

O her key derivation functions may be added after the publication of
this docunment. Readers should refer to [I KEv2-1ANA] for the | atest
val ues.

The type of the Sub SA Key Derivation Function transformis <TBA2>.
3.1.2. New Transform I Ds for Sequence Nunbers Transform Type

Thi s docunent defines two new Transform I Ds for the Sequence Nunbers
transformtype: '64-bit Sequential Nunbers’ (<TBD5>) and ' None’
(<TBD6>) .

To enabl e the presence of sequence nunbers in the EESP header and
enabling replay protection, the initiator MJST propose SN = (64-bit
Sequential Numbers) in the Proposal Substructure inside the Security
Associ ation (SA) payl oad. Wen the responder selects 64-bit
Sequenti al Numbers, the Sequence Nunber field MJST be included into
the EESP header and peers MJUST performreplay protection.

To di sabl e sequence nunbering, and thus replay protection based on
sequence nunbers, the initiator MJST propose SN=None (<TBD6>). When
the responder selects None, the Sequence Number field is onmitted from
t he EESP header.

3.2. Transforns Consistency
IKEv2 linmits transformtypes that can appear in the Proposal

substructure based on its Protocol ID field (see Section 3.3.3 of
[ RFC7296]). For EESPvO the follow ng transformtypes are all owed:

R ety e ety Sl ey o
| Protocol | Mandatory Types | Optional Types |
[ bbb ool ool
| EESPVO | ENCR SN | KE, SSKDF |
F--- - - I e I T i T +

Table 2
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For the ENCR transformtype only those transformI|Ds that define use
of AEAD ci pher nmode are allowed in case of EESPvO. Transform | Ds
that define pure encryption MJST NOT be used in the context of
EESPvO.

Note, that '64-bit Sequential Numbers’ and 'None' transformIDs are
unspecified for ESP and MJST NOT be used in ESP proposals. On the
other hand, currently defined transformIDs for the Sequence Nunmbers
transformtype (32-bit Sequential Nunbers and Partially Transmitted
64-bit Sequential Nunbers) are unspecified for EESPvO and MJUST NOT be
used in EESPvO proposal s.

I mpl ement ati ons MUST ignore transforns containing invalid values for
the current proposal (as if they are unrecognized, in accordance with
Section 3.3.6 of [RFC7296]).

The use of the 'None' TransformI|D for the SN transformif further
limted by the ENCR transform In particular, if the selected ENCR
transform defines use of inmplicit 1V (as transforns defined in

[ RFC8750]), then the value 'None’ MJST NOT be selected for the SN
transform

3.3. Exanple of SA Payl oad Negoti ati ng EESP
Bel ow i s the exanpl e of SA payl oad for EESP negotiation.

SA Payl oad
I
+--- Proposal #1 ( Proto |ID = EESPvO(<TBD1>), SPlI size = 4,
| | 5 transforns, SPI = 0x052357bb )
I I
| +-- Transform ENCR ( Nanme = ENCR_AES GCM 16 )
| | +-- Attribute ( Key Length = 256 )
| +-- Transform ENCR ( Name = ENCR_AES GCM 16 )
| | +-- Attribute ( Key Length = 128 )
| +-- Transform SSKDF ( Nanme = SSKDF HKDF SHA2 256 )
| +-- Transform SSKDF ( Name = SSKDF_HKDF_SHA2_ 512 )
| +-- Transform SN ( Name = 64-bit Sequential Nunbers )

Figure 1: EESPvO SA proposa
3.4. Use of Notifications in the Process of EESP Negotiation
| KEv2 Notify Message Status Type USE_WESP_MODE, [RFC5840], is not
supported when negotiati ng EESP SA, because the WESP functionality is

part of EESP protocol. |If this notification is received it MJST be
i gnor ed.
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The ESP_TFC_PADDI NG_NOT_SUPPORTED, [ RFC7296], notification is not
supported in EESP, instead use | P-TFS, USE AGGFRAG [RFC9347]. |If
this notification is received it MJST be ignored.

3.5. Announci ng Maxi mum Sub SA ID

In the process of establishing the EESP SA, each peer MAY informthe
ot her side about the maxi numvalue of Sub SAID that it can accept as
a receiver. The other side MJST choose IDs for its outgoing Sub SAs
in the range fromzero to this value (inclusive). Thus, announcing
the maxi mum val ue for Sub SA ID effectively linmts the nunber of Sub
SAs the sending side is ready to handle as a Sub SA receiver

Note that this is not a negotiation: each side can indicate its own

value for the maximum Sub SA ID. In addition, sending side is not
required to consune all possible Sub SA IDs up to the indicated
maxi mum value - it can create fewer Sub SAs. In any case, when

creating Sub SAs as a sender an endpoint has to consider that Sub SA

I Ds MUST NOT repeat for a given EESP SA and MJUST NOT exceed the val ue
sent by the peer in this notification. The actual nunber of Sub SAs

can be different in different directions.

A new notify status type EESP_MAX SUB SA | D (<TBD3>) is defined by
this docunent. The format of the Notify payload for this
notification is shown bel ow

1 2 3
01234567890123456789012345678901
S e +
! Next Payload !C! RESERVED ! Payl oad Length !
S R S RIS e eSS +
! Protocol ID ! SPI Si ze ! Notify Message Type !
T T o e e e e e e e e e e aa o - +
! Maxi mum Sub SA | D |
e +

Fi gure 2: Maxi num Sub SA Notification
* Protocol ID (1 octet) - MJIST be 0. MIST be ignored if not O.
* SPI Size (1 octet) - MJST be 0. MJIST be ignored if not O.

* Notify Status Message Type (2 octets) - set to EESP_MAX SUB SA I D
(<TBD3>) .

*  Maximum Sub SA ID (2 octets, integer in network byte order) --

speci fies the maxi num value for the EESP Sub SA I D the sender of
this notification is expecting to receive
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The maxi mum nunber of Sub SAs the sender of this notification can
handl e as a recei ver can be cal cul ated as the value of the Mxi mnum
Sub SAID field plus 1. For exanple, value 0 in the Maxi num Sub SA
ID field neans that only one Sub SA (with Subs SA ID = 0) can be
handl| ed.

If a peer doesn’t have any restrictions on the nunber of the incom ng
Sub SAs, then it MAY omit sending this notification. As a
consequence, if this notification was not received by a peer, that
peer can assune that it can create as many outgoing Sub SAs as it
needs (provided that Sub SA I Ds not repeat).

If no SSKDF transformwas negotiated, this notification MJST be
i gnored by peers.

3.6. Announci ng Maxi mum Crypt O fset

Each peer MAY informthe other side about the maxi num of fset they
accept in the EESP ' Crypt Offset’ option. The other side MJST NOT
use a Crypt O fset exceeding this value (inclusive).

Note that this is not a negotiation: each side can indicate its own
val ue for the maxi mum Crypt Offset. |If a valid EESP packet is
received where the Crypt O fset exceeds the announced nmaximum it
MUST be dropped, and the Child SA SHOULD be del et ed.

A new notify status type EESP_MAX CRYPT_OFFSET (<TBD4>) is defined by
this docunment. The format of the Notify payload for this
notification is shown bel ow

1 2 3
01234567890123456789012345678901
T o e e e e e e e e e e aa o - +
! Next Payload !C! RESERVED ! Payl oad Length !
oo oo o m e e e e e e e aaao o +
! Protocol ID ! SPI Si ze ! Notify Message Type !
oo oo o m e e e e e e aaa oo +
I Maximum C. O |
T +

Figure 3: Maxi mum Crypt O fset Notification
* Protocol ID (1 octet) - MJIST be 0. MIST be ignored if not O.
* SPI Size (1 octet) - MJST be 0. MJIST be ignored if not O.

* Notify Status Message Type (2 octets) - set to
EESP_MAX_CRYPT_OFFSET (<TBD4>).
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5.

*  Maxi mum Crypt Offset (1 octet) -- specifies the maxi num val ue for
the CryptOfset field in the EESP Crypt O fset option the sender
of this notification is accepting (neasured in 4-octet units).
Note that the field in the option is only 6 bits wide.

If a peer doesn’t allow the use of the Crypt Offset option, instead
of sending the value 0, the notification SHOULD be onitted entirely.
That is, if this notification was not received by a peer, that peer
MJUST not use a Crypt O fset when sendi ng EESP packets. |f a packet
with Crypt Ofset option is still received, it MJST be dropped, and
the Child SA SHOULD be del et ed.

Key Derivation for Sub SAs

VWhen an EESP SA is using Sub SAs, each Sub SA (including the one with
Session I D 0) uses separate keys. This allow each Sub SAto use its
own i ndependent Sequence Nunber and |V space.

In order to derive these keys, a Sub SA Key Derivation Function
(SSKDF) MUST be negotiated as part of the proposal of the EESP SA
usi ng Transform Type <TBD2>. This SSKDF is independent of the PRF
negoti ated for |KEv2.

If no Sub SAs are to be used for an EESP SA, Transform Type <TBD2>
SHOULD be omitted in the proposal, but it MAY be NONE. If it’'s
omtted or NONE is selected by the responder, Sub SAs cannot be
created by either peer and the key derivation for the in- and

out bound EESP SAs of the Child SA are done as described in section
2.17 of [RFC7296].

If an SSKDF is selected as part of the proposal, instead of directly
taki ng keys for the Sub SAs from KEYMAT, as described in section 2.17
of [RFC7296], only one 'root’ key is taken for each EESP SA of the
Child SA. Their length is determned by the key size of the

negoti ated SSKDF. The root key for the EESP SA carrying data from
the initiator to the responder is taken before that for the SA going
fromthe responder to the initiator

The root key and SSKDF are configured as properties of an EESP SA,
whi ch derives the keys for individual Sub SAs as specified in
[1-D. kl assert-i psecne-eesp].

Because individual Sub SAs can’t be rekeyed, the conplete EESP Child
SA MJST be rekeyed when either a cryptographic linmt or a time-based
limt is reached for any individual Sub SA

| ANA Consi der ati ons
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5.1. Changes in the Existing | KEv2 Registries
5.1.1. 1KEv2 Security Protocol ldentifiers registry

Thi s docunent defines new Protocol IDin the "I KEv2 Security Protocol
Identifiers" registry:

[ e el sl )
| Protocol 1D | Protocol | Reference |
B R el el e ety
| <TBD1> | EESPvO | [this docunent] |
I R I I +

Table 3
5.1.2. | KEv2 Transform Type Val ues

Thi s docunent defines a new transformtype in the "Transform Type
Val ues" registry:

B e [ e et
| Type | Description | Used In | Reference |
B el e el Sl p—p——_— i —j—p———(—————————
| <TBD2> | Sub SA Key Derivation | (EESPvO) | [this docunment] |
I I T R R R I i IR +
| | Function (SSKDF) | | |
+---- - - - B i e F--- - - I e I T +

Tabl e 4

Valid TransformIDs are defined in a newregistry listed in Table 7.

Thi s docunent al so nodifies the "Used In" columm of existing
"Encryption Algorithm (ENCR)" transformtype by addi ng EESPvO as
al | oned protocol for this transform and adding a rederence to this
docunent .

5.1.3. |1KEv2 Notify Message Status Types registry.

[} bbb ety ety o}
| Value | Notify Message Status Type | Reference |
| <TBD3> | EESP_MAX_SUB_SA ID | [this docunent] |
Fomm e - o - o e e e e e e e o e e e e oo - +
| <TBD4> | EESP_MAX CRYPT_OFFSET | [this docunent] |
S SRR oo e e e e e e i oo oo oo o e e e e oo +

Table 5
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5.1.4. Sequence Number
Thi s docunent defines two new values in the IKEv2 "Transform Type 5

* Sequence Nunbers Properties Transform|Ds" registry:

| Value | Nane | Reference |

[ gttty e ————————————————————— i p—p—_—_—r

| <TBD5> | 64-bit Sequential Numbers | [this docunent] |

S I O R +

| <TBD6> | None | [this docunment] |

Fommmaa - Fom e meemeeeeeeeccieeaaaaaa T +
Table 6

5.2. New | KEv2 Registries

A new set of registries is created for EESP on | KEv2 paraneters page
[ KEv2-1 ANA]. The terns Reserved, Expert Review and Private Use are
to be applied as defined in [ RFC3126].

5.2.1. Transform Type <TBD2> - Sub SA Key Derivation Function Transform
| Ds

Thi s docunents creates the new | KEv2 registry "Transform Type <TBD2>
- Sub SA Key Derivation Function TransformIDs". The initial values
of this registry are:

[ ool e s e ey =}
| Nunber | Nane | Reference |
[ sl e sl et 1}
| 0 | NONE | [this docunment] |
I I I I I I +
| 1 | SSKDF HKDF SHA2 256 | [this docunent] |
Fommm e - - - I I I I i I +
| 2 | SSKDF_HKDF_SHA2 384 | [this docunent] |
I I I R R L I I I +
| 3 | SSKDF_HKDF_SHA2 512 | [this docunent] |
I I I I I I +
| 4 | SSKDF_AES256 _CVAC | [TBD] |
Fommm e - - - I I I I i I +
| 5-1023 | Unassi gned | [this docurment] |
I I I R R L I I I +
| 1024-65535 | Private use | [this docunment] |
I I I I I I +

Table 7: "Transform Type <TBD2>" Registry
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Changes and additions to the unassigned range of this registry are by
the Expert Review Policy [RFC8126].

5.2.2. @uidance for Designated Experts

In all cases of Expert Review Policy described here, the Designated
Expert (DE) is expected to ascertain the existence of suitable
docunentation (a specification) as described in [ RFC8126] and to
verify that the docunment is permanently and publicly available. The
DE is al so expected to check the clarity of purpose and use of the
requested code points. Last, the DE nust verify that any

speci fication produced outside the | ETF does not conflict with work
that is active or already published within the | ETF.

6. Inplenentation Status

[Note to RFC Editor: Please renove this section and the reference to
[ RFC7942] before publication.]

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have nmade the inplenented protocols nore nmature

It is up to the individual working groups to use this information as
they see fit".

Authors are requested to add a note to the RFC Editor at the top of
this section, advising the Editor to renove the entire section before
publication, as well as the reference to [RFC7942].

7. Security Considerations
EESP option Crypt O fset [I-D. klassert-ipsecne-eesp] section [ XXX]

al | ows exposing transport headers for telenetry. It is indented use
of within data center
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When an EESP receiver inplenentation uses Statel ess Decryption, it
may not rely on single Security Policy Database (SPD) as specified in
the I Psec Architecture docunent [RFC4301], section 4.4.1. However,
the receiver MJST validate the negotiated Security Policy through
other neans to ensure conpliance with the intended security
requirenents. For by adding Security Policy to the socket or route
entry. Al so conmply with | CMP processing specified in section 6 of

[ RFC4301] .

If the replay protection service is disabled, an attacker can re-play
packets with a different source address. Such an attacker could

di srupt the connection by replaying a single packet with a different

source address or port nunber. In this case the receiver SHOULD NOT
dynanmically nodify ports or addresses without using | KEv2 Mbility

[ RFC4555] .

Addi tional security relevant aspects of using the | Psec protocol are
di scussed in the Security Architecture docunent [RFC4301].
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