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1. Requirenments Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Introduction

The Encapsul ating Security Payl oad (ESP) [ RFC4303] protocol is part
of the IPsec [ RFC4301] suite of protocols and can provide
confidentiality, data origin authentication, integrity, anti-replay,
and traffic flow confidentiality. The set of services ESP provides
depends on the Security Association (SA) paraneters negotiated

bet ween devi ces.

An ESP packet is conposed of the ESP Header, the ESP Payl oad Data,
the ESP Trailer, and the Integrity Check Value (I CV). ESP has two

nmodes of operation: Transport and Tunnel. In Transport node, the ESP
Payl oad Data consists of the payl oad of the original |P packet; the
ESP Header is inserted after the original |IP packet header. In

Tunnel node, commonly used for VPNs, the ESP Header is placed after
an outer | P header and before the inner |IP packet headers of the
original datagram This ensures both the original |IP headers and
payl oad are protected. Consequently, the ESP Data Payload field
contains either the payload fromthe original |IP packet or the fully-
encapsul ated | P packet, in transport node or tunnel node,
respectively.

The ESP Trailer, placed at the end of the ESP Payl oad Data, includes
fields such as Paddi ng and Pad Length to ensure proper alignnent, and
Next Header to indicate the protocol follow ng the ESP header. The

I CV, cal cul ated over the ESP Header, ESP Data Payl oad, and ESP
Trailer, is appended after the ESP Trailer to ensure packet

integrity. For a sinplified overview of ESP, readers are referred to
M ni mal ESP [ RFC9333].
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While ESP is effective in securing traffic, conpression can reduce
packet sizes, enhancing performance in networks with linmted

bandwi dth. In such environnments, reducing the size of transmtted
packets is essential to inprove efficiency. This docunent defines

Di et-ESP, a protocol that includes conpression/deconpression (C D) of
the various structures processed by ESP. The C/ D uses Static Context
Header Compression and Fragnentation (SCHC) rules [RFC8724]. The
structure of an unconpressed ESP packet is shown in Figure 1.

1 2 3
1234567890123456789012345678901

T o S S S S S R L S S S S

Security Parameter |ndex (SPl) | ~Aut h.
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~ |
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Fo b b e e e e e e e b e e e b e - - - - - -+ -+ | COve-
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Integrity Check Value-1CV  (variable) |
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Figure 1. Top-Level Format of an ESP Packet. The clear text ESP
(CTE) Packet is protected with encryption

The Three Conpressors Described in this Specification

The docurent outlines the three conpressors utilized in Diet-ESP
which are detailed as follows:

1. Inner IP Conpression (I1PC): The original packet to be protected
by ESP, nanely, the Inner |IP packet (I1IP), is split into a Header
subj ect to conpression and a Payl oad (see Section 4 for nore
details). The process in the Il PC pertains to the conpression
and deconpression of fields of the Header of the IIP. For
out bound packets, after |1 PC, ESP incorporates the conpressed
Header and the (unaltered) Payload of the IIP into the ESP Data
Payl oad of a Cl ear Text ESP packet (CTE) (refer to Figure 1). In
the case of inbound packets, deconpression occurs after the
conpressed Header is retrieved fromthe ESP Payl oad Data within
the CTE.
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2. (Cear Text ESP Conpression (CTEC): This process pertains to the
compressi on and deconpressi on of the segnent of the ESP packet
that is covered by encryption. This enconpasses the ESP Data
Payl oad and the ESP Trail er, which includes the Padding, Pad
Length, and Next Header fields, as illustrated in Figure 1. For
the CTEC stage, only these three ESP Trailer fields are eligible
for conpression. For outbound packets, ESP subsequently encrypts
the conpressed CTE packet. For inbound packets, deconpression
takes place follow ng the decryption process of the ESP

3. Encrypted ESP Conmpression (EEC): This process pertains to the
conpressi on and deconpressi on of the Encrypted ESP packet (EE)
whi ch consists of the ESP Header, the encrypted payl oad, and the
Integrity Check Value (ICV). Since neither the encrypted payl oad
nor the 1CV can be compressed, only the ESP Header, specifically
the SPI and SN fields, is subject to conpression.

2.2. The Scope of SCHC in this Specification

SCHC [ RFC8724] offers a mechani smfor header compression as well as
an optional fragmentation feature. SCHC facilitates the conpression
and deconpression of headers by utilizing a common context that may
enconpass nmultiple Rules. Each Rule is designed to correspond with
specific values or ranges of values within the header fields. Wen a
Rul e is successfully matched, the correspondi ng header fields are
substituted with the Rule I D and the Conpression Residue. The
Conpressi on Residue for the packet header is the concatenation of the
non-enpty residues for each field of the header. The Conpression
Residue is directly foll owed by the packet payload and an optiona
paddi ng to ensure byte alignnent.

Thi s docunent utilizes SCHC as a practical neans to illustrate the
capability to conpress and deconpress a structured payload. It is
important to note that any elenents of SCHC that pertain to aspects
ot her than conpression or deconpression, such as fragnentation, fal
outside the purview of this docunent. The reference to SCHC herein
is solely for descriptive purposes related to conpression and
deconpression, and it is not anticipated that the general SCHC
framework will be integrated into the ESP i npl enentation. The
structured payl oads addressed in this specification pertain to

i nternal structures nanaged by ESP for the processing of an IP
packet. Consequently, the conpression and deconpressi on processes
outlined in this docunment represent supplenmentary steps for the ESP
stack in handling the ESP packet.
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2.3. Diet-ESP Rul es and Cont ext

In I Psec, the process of encryption or decryption between |Psec peers
necessitates a comon context known as a Security Association (SA)
More broadly, the SA enconpasses all essential paraneters required by
the ESP to handl e both inbound and out bound packets. SAs are
unidirectional. Furthernore, |Psec can |ink both outbound and

i nbound I P packets to the SA through Traffic Selectors (TS) or
Security Parameter Index (SPl). This capability allows IPsec to

uni quel y associ ate out bound and i nbound packets with a specific
context (SA), which contains all pertinent information for |Psec
processi ng.

Thi s docunent adopts a conparabl e met hodol ogy for conpressi on and
deconpression, ensuring that the SA includes all necessary paraneters
to create the Rules applicable for conpressing or deconpressing each
structured payl oad. The Rul e associated with each structured payl oad
i s generated based on specific paraneters referred to in this
docunent as Attributes for Rule Generation (AfRG (see Section 4.2
for a nore detailed description). These AfRGs are negotiated through
| KEv2 [ RFC7296], and in such cases, they are likely already included
in the SA. Any additional missing AFRGs are negotiated via
[1-D.ietf-ipsecne-ikev2-diet-esp-extension].

3. Termi nol ogy
ESP Header Conpression: A method to reduce the size of ESP headers
and trailer using predefined conpression rules and contexts to
i mprove efficiency.
ESP Trailer: A set of fields added at the end of the ESP payl oad,
i ncludi ng Paddi ng, Pad Length, and Next Header, used to ensure
al i gnment and indicate the next protocol.

Inner IP C/D(IIPC: Process that conpresses/deconpresses the inner
| P packet headers.

Clear Text ESP C D (CTEC): Process that conpresses/deconpresses al
fields that will later be encrypted by ESP, which include the ESP
Dat a Payl oad and ESP Trail er.

Encrypted ESP C/ D (EEC): Process that conpresses/deconpresses ESP
fields not encrypted by ESP.

Security Parameter Index (SPl): As defined in [RFC4301],
Section 4.1.

Sequence Nunber (SN): As defined in [RFC4303], Section 2.2.
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Static Context Header Conpression (SCHC): A framework for header
compressi on desi gned for LPWANs, as defined in [ RFC8724].

Static Context Header Conpression Rules (SCHC Rules): As defined in
[ RFC8724]

RulelD: A unique identifier for each Rule part of the Diet-ESP
cont ext .

SCHC Paraneters: A set of predefined val ues used for SCHC
conpressi on and deconpression, ensuring byte alignnent and proper
packet formatting based on the SCHC profile.

Traffic Selector (TS): A set of parameters (e.g., |P address range,
port range, and protocol) used to define which traffic should be
protected by a specific Security Association (SA).

It is assuned that the reader is famliar with other SCHC termn nol ogy
defined in [ RFC8376], [RFC8724], and eventually
[I-D.ietf-schc-architecture].

4. Diet-ESP Integration into the | Psec Stack

Figure 2 depicts the incorporation of Diet-ESP within the |Psec
f ramewor k.

I Psec requires that both endpoints agree on a shared context known as
the Security Association (SA). This SAis established via |KEv2 and
enconpasses all Attributes for Rule Generation (AfRG (refer to
Section 4.2) essential for fornmulating the Rules for each conpressor
defined in Section 2.1, specifically the Inner |IP packet Conpressor
(I'1'PC), the C ear Text ESP Conpressor (CTEC), and the Encrypted ESP
Conpressor (EEC).

When an Inner |IP packet (IIP) is received, |IPsec identifies the SA
linked to that packet. Upon the ESP deternmining the IIPC Rule from
the AfRG contained within the SA, the Il PC separates the IIP into
Header and Payl oad, and conpresses the Header. The conpressed Header
i s composed of Rul el D, Conpressed Residue, and an optional padding
field. The original Payload of the IIP is then appended after the
conpressed Header, resulting in an |1 PC packet with

format | C(Header) | Payl oad| where C(.) indicates conpression.
Subsequently, ESP constructs the C ear Text ESP packet (CTE). The
CTEC Rule is derived fromthe AfRG of the SA, allowi ng for the
conmpression of the CTE, resulting in a CTEC packet with

format | C(Header)| Payl oad| C(ET)| where ET represents the ESP Trailer.
Then, ESP encrypts the ESP Data Payl oad, conputes the Integrity Check
Value (1CV), and fornms the Encrypted ESP packet (EE) formatted
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as | EH E{ C(Header) | Payl oad| C(ET)}| 1 CV|, where EH represents the ESP
Header and E{.} indicates encryption. The EEC Rule is derived from
the AfRG of the SA, and then utilized to conpress the EE, resulting
in an EEC packet with format | C(EH)| E{ C( Header) | Payl oad| C(ET)}| I CV]|.
The resulting conpressed ESP packet is integrated into an | P packet
and transmitted as outbound traffic.

For inbound traffic, the endpoint extracts the Security Paraneter
Index (SPI) fromthe conpressed EE, along with any other selectors
fromthe packet, to conduct a | ookup for the SA. As outlined in
Section 9, since the SPI is derived froma potentially conpressed ESP
Header, there may be instances where the endpoi nt nust explore
mul ti ple options, potentially |leading to several |ookups or, in the
wor st -case scenario, nultiple signature verifications (see Section 9
for a nore detail ed di scussion).

Once the SA is retrieved, the ESP accesses the AFRG to ascertain the
EEC Rul e and proceeds to deconpress the EE. The ESP verifies the
signature prior to decryption. Following this, the CTEC Rule is
derived fromthe AfRG of the SA, allow ng for the subsequent
deconpression. Finally, ESP extracts the Data Payl oad fromthe CTE
packet, retrieves the IIPC Rule fromthe AfRG of the SA, and
deconpresses the Header

Note that inplenentations MAY differ fromthe architectura
description but it is assumed that the output will be the sane.
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Endpoi nt Endpoi nt
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Figure 2: SCHC Integration into the |IPsec Stack. Packets are
described for IPsec in tunnel node. C(.) and DC(.) designate
compressi on/ deconpression for the fields inside, and E{.}
designates encryption. I|IP refers to the Inner |IP packet, EH

refers to the ESP Header, and ET refers to the ESP Trailer
Il PC, CTEC and EEC respectively designate the Inner IP
Conpressor, the Cear Text ESP Conpressor, and the Encrypted ESP
Conpr essor.

4.1. SCHC Paraneters for Diet-ESP

The SCHC Packet [RFC8724] is always in the form

01234567

i i SIS S S e e e S (IR
| Rul el D | Conpression Residue | Payload | SCHC paddi ng

B i i ST S L mmmmmee— o e LSS U S
[-------- Conpr essed Header --------- | | -- as needed --|

Fi gure 3: SCHC Packet

The RulelDis a unique identifier for each SCHC Rule. It is included
in packets to ensure the receiver applies the correct deconpression
rul e, maintaining consistency in packet processing. Note that the
Rul e I D does not need to be explicitly agreed upon and can be defined
i ndependently by each party. Furthernore, [RFC8724] indicates that
the way the RulelDis sent is left open to the profile specification
The RulelDin Diet-ESP is expressed as 1 byte but it can be elided as
there is a unique Rule determned for the conpressors. The 1 byte
may be used in future inplenentations to support nultiple flows over
t he same SA

SCHC paddi ng in SCHC serves the purpose of aligning data to a

desi gnat ed boundary, which is typically byte-aligned or aligned to 8
bits. This docunent presunmes that this field is not utilized in CET
and EEC. This docunent outlines a sinpler form of padding for byte-
alignment, as detailed in section Section 6.1. Such alignnent is
essential to ensure that encryption is applied to data that is byte-
aligned. The rationale for enploying a paddi ng nethod other than
SCHC Padding is to acconmmpdate the |l ength of the conpressed ESP

Payl oad Dat a.

Anot her variable required for the D in Diet-ESP is the Mximm
Packet Size (MAX _PACKET_SIZE) determined by the specific | Psec ESP
configuration and the underlying transport, but it is typically
aligned with the network’s MIU. The size constraints are optin zed
based on the available |ink capacity and negoti ated paraneters

bet ween endpoi nt s.
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4.2. Attributes for Rule Generation

The list of attributes for the Rule Generation (AfRG is shown in
Table 1. These attributes are used to express the various
conpressions that operate at the Il PC, CTEC, and EEC.

As outlined in Section 4, this specification does not detail the
process by which the AfRG are established between peers. |nstead,
such negotiations are addressed in
[1-D.ietf-ipsecne-ikev2-diet-esp-extension]. However, the AfRG can
be classified into two distinct categories. The first category
enconpasses AfRG that are negotiated through a specific | KEv2
extension tailored for the negotiation of AFRG linked to a particul ar
profile, the Diet-ESP profile in this context. The AfRG referenced
in Table 1 in this category are: the DSCP Conpressi on/ Deconpressi on
Action (CDA) dscp _cda, the ECN CDA ecn_cda, the Flow Label CDA
flow | abel cda, the ESP alignnent alignnent, the ESP SPI Least
Significant Bits (LSB) esp_spi_Isb, and the ESP Sequence Nunber LSB
esp_sn_I sb.

The second category pertains to AfRG that are negotiated through

| KEv2 exchanges or extensions that are not specifically designed for
conpressi on purposes. This category includes AfRG associated with
TS, as identified in Table 1, which are the TS | P Version
ts_ip_version, the TS IP Source Start ts_ip_src_start, the TS IP
Source End ts_ip_src_end, the TS I P Destination Start

ts_ip_dst_start, the TS IP Destination End ts_ip_dst_end, the TS
Protocol ts proto, the TS Port Source Start ts port _src_start, the TS
Port Source End ts port_src_end, the TS Port Destination Start

ts _port _dst _start, and the TS Port Destination End ts_port _dst_end.
These AfRG are derived fromthe Traffic Sel ectors established through
TSI/ TSr payl oads during the | KEv2 CREATE _CHI LD SA exchange, as
described in [RFC7296], Section 3.13. The AfRG | Psec Mode desi gnat ed
as ipsec_node in Table 1 is determ ned by the presence or absence of
t he USE TRANSPORT _MODE Notify Payl oad during the CREATE CHI LD SA
exchange, as detailed in [RFC7296], Section 1.3.1. The AfRG Tunnel

| P designated as tunnel _ip in Table 1 is obtained fromthe |IP address
of the | KE nessages exchanged during the CREATE CHI LD SA process, as
noted in [ RFC7296], Section 1.1.3. The AfRGs designated as ESP
Encryption Al gorithmesp_encr and ESP Security Paraneter |Index (SPl)
esp_spi in Table 1 are established through the SA 2/ SAr2 payl oads
during the CREATE CHI LD SA exchange, while the AfRG designated as ESP
Sequence Nunber esp_sn in Table 1 is initialized upon the creation of
the Child SA and incremented for each subsequent ESP nessage. The
DSCP val ues identified as dscp_list in Table 1 are established
through the DSCP Notify Payload [I-D. nglt-ipsecne-dscp-np].
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"iipc_diet-esp",

"iipc_not_conpressed"

"not _conpressed"”,
n I ov\er n , n

"not _conpressed”,
"l ower "

"not _conpressed"”,
"l ower",
"zero"

"I Pv4-onl y",
"1 Pv6-onl y"

| Pv6 address

| Pv6 address

| Pv6 address

| Pv6 address

UDP, UDP-Lite,
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| Pv4 or
| Pv4 or

| Pv4 or

ANY,

"16 bit",
"64 bit"

"8 bit",
"32 bit",

"Mandat ory",
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R R +
| RFC7296 | IIPC |
S Fom e e o - +
| RFCYYYY | I1PC |
B Fomm e oo - +
| Thi sRFC | CTEC |
I I I
S Fom ek +
| ThisRFC | CTEC |
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| | "Optional"” | | |
o e e e e oo oo Tt B Fomm e oo - +
| ipsec_node | "Tunnel", "Transport"” | RFC4301 | CTEC |
o e e e e oo o e e e e e e oo R R +
| tunnel ip | I'Pv4 or IPv6 address |RFC4301 | CTEC |
SRR . S TR - +
| esp_encr | ESP Encryption | RFC4301 | CTEC |
| | Algorithm | | |
o e e e o o e e e e S R R +
| esp_spi | ESP SPI | RFC4301 | EEC |
S TRy O S TRy S TR +
| esp_spi_Isb | 0-32 | Thi sRFC | EEC |
S TR Fom e meeeeeemeecieaaaas T S ISRy +
| esp_sn | ESP Sequence Number | RFC4301 | EEC |
o e e e o o e e e e S R R +
| esp_sn_Isb | 0-32 | ThisRFC | EEC |
Fecmmemeeiiaaaaaaa O S TRy S TR +

Table 1: Attributes for Rule CGeneration (AfRG to generate IIPC
CTEC and EEC Rules in Diet-ESP

Any variable starting with "ts " is associated with the Traffic
Sel ectors (TSi/TSr) of the SA. The notation is introduced by this
specification but the definitions of the variables are in [ RFC4301]

and [ RFC7296] .

The Traffic Selectors may result in a quite compl ex expression, and
this specification restricts that conplexity. This specification
restricts the resulting TSi/TSr to a single type of |IP address (IPv4
or IPv6), a single protocol (e.g., UDP, TCP, or ANY), a single port
range for source and destination. This specification presunes that
the Traffic Selectors can be articulated as a result of
CREATE CHI LD SA with only one Traffic Sel ector [RFC7296],

Section 3.13.1 in both TSI and TSr payl oads (as described in

[ RFC7296], Section 3.13). The TS Type MJST be either

TS | PVA_ADDR RANGE or TS | PV6_ADDR RANGE.

Let the resulting Traffic Selectors TSi/TSr be expressed via the
Traffic Selector structure defined in [ RFC7296], Section 3.13.1. W
designate the local TSthe TS - either TSi or TSr - sent by the loca
peer. Conversely we designate as renote TS the TS - either TSi or
TSr - sent by the renote peer

The details of each paraneter are the foll ow ng:

iipc_profile: designates the behavior of the I PC |ayer. Wen set
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to "iipc_not_conpressed" IIPCis not perfornmed. This
specification describes Il PC that corresponds to the "iipc_diet-
esp” profile.

flow | abel cda: indicates the Flow Label CDA, that is how the Flow
Label field of the inner 1Pv6 packet or the Identification field
of the inner |Pv4 packet is conpressed / deconpressed - See

Section 5 for nmore information. In a nutshell, "not_conpressed"”
i ndi cates that Flow Label (resp. Ildentification) is not conpressed
and the field is sent as-is using value-sent. "lower" ( using

conmpute-* ) indicates the value is read fromthe outer |P header -
eventually with sonme adaptati ons when inner |P packet and outer |IP
packets have different versions. This field is conmputed fromthe
outer | P header using conpute-* ( MO ignore, CDA: conpute-*
)."generated" indicates the value is re-generated at the
deconpressor side ( CDA: conpute-* ). |In that case, the
deconpressed value may take a different value conpared to its
original value. "zero" indicates the field is renmoved by matching
against a target value of 0 (MO equal, CDA: not-sent). See
Section 5 for further details on the applied CDA | ogic.

dscp_cda: indicates the DSCP CDA, that is how the DSCP val ues of the
i nner | P packet are conpressed / deconpressed - See Section 5 for
more information. |In a nutshell, "not_conpressed" indicates that
DSCP are not conpressed. "lower" indicates the value is read from
the outer I P header - eventually with sonme adaptations when inner
| P packet and outer |P packets have different versions ( compute-*
). "sa" indicates that conpression is perforned according to the
pre-negotioated |ist of DSCP val ues (dscp_list) agreed by the SA,
using SCHC s MO and index (CDA). See Section 5 for rule exanples

ecn_cda: indicates ECN CDA, that is how the ECN val ues of the inner
| P packet are conpressed / deconpressed - See Section 5 for nore
information. In a nutshell, "not_conpressed" indicates that DSCP
are not conpressed. "lower" indicates the value is read fromthe
outer | P header using conpute-* (eventually with sone adaptations
when inner | P packet and outer |P packets have different
versi ons).

ts ip_version: designates the TS IP version. Its value is set to
"I Pv4-only" when only IPv4 | P addresses are considered and to
"I Pv6-only" when only | Pv6 addresses are considered. Practically,
when I KEv2 is used, it means that the agreed TSi or TSr results
only in a mutually exclusive conbination of TS |PV4_ADDR RANCE or
TS | PV6_ADDR RANGE payl oads. |If TS Type of the resulting TSi/TSr
is set to TS | PV4_ADDR RANGE, ts_ip _version takes the val ue
"I Pv4-only". Respectively, if TS Type is set to
TS | PV6_ADDR RANGE, ts ip_version is set to "IPv6-only".
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ts_ip_src_start: designates the TS IP Source Start, that is the
starting val ue range of source |P addresses of the inner packet
and has the sane neaning as the Starting Address field of the
| ocal TS.

ts ip_src_end: designates TS IP Source End, that is the high end
val ue range of source |P addresses of the inner packet and has the
same nmeaning as the Ending Address field of the local TS

ts ip_dst _start: designates the TS IP Destination Start, that is the
starting val ue range of destination |IP addresses of the inner
packet and has the same neaning as the Starting Address field of
the renote TS

ts_ip_dst_end: designates the TS IP Destination End, that is the
hi gh end val ue range of destination |IP addresses of the inner
packet and has the same neaning as the Ending Address field of the
renote TS

ts_proto: designhates the TS Protocol, that is the Protocol ID of the
resulting TSi/TSr. This profile considers the specific protoco
val ues "TCP*, "UDP', "UDP-Lite", "SCTP', and "ANY". The
representation of "ANY" is given in [ RFC4301], Section 4.4.4.2.

ts_port_src_start: designates the TS Port Source Start, that is the
the starting value of the source port range of the inner packet
and has the sane neaning as the Start Port field of the local TS

ts_port_src_end: designates the TS Port Source End, that is the high
end val ue range of the source port range of the inner packet and
has the sane neaning as the End Port field of the local TS

ts_port_dst_start: designates TS Port Destination Start, that is the
starting value of the destination port range of the inner packet
and has the sane neaning as the Start Port field of the renpte TS.

ts_port_dst_end: designates TS Port Destination End, that is the
hi gh end val ue range of the destination port range of the inner
packet and has the same meaning as the End Port field of the
renote TS
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| P addresses and ports are defined as a range and conpressed using
the Least Significant Bits (LSB). For a range defined by start and
end val ues, nsb( start, end ) is defined as the function that returns
the Most Significant Bits (MSB) that remains unchanged while the

val ue evol ves between start and end. Simlarly, |Isb( start, end ) is
defined as the function that returns the LSB that changes while the
val ue evol ves between start and end. Finally, len( x ) is defined as
the function that returns the nunber of bits of the bit array x.

dscp_list: designates the |ist of DSCP val ues associated to the
inner traffic - see for exanple [I-D.nglt-ipsecnme-dscp-np]. These
are not Traffic Selectors, but the conpression mandates that the
packets take one of these listed DSCP val ues.

alignment: designates the ESP alignment as defined by [ RFC4303].

esp_trailer: Wen configured to "Mandatory,"” it signifies that the
i npl ementation requires the ESP Trailer to include a Next Header
and a Pad Len field, as outlined in [RFC4303]. This requirenent
primarily ains to ensure conpatibility with current hardware
i npl ementations of ESP, as detailed in [RFC4303]. Conversely, if
set to "Optional," it indicates that the inplenentation is capable
of supporting the conpression of the ESP Trailer

i psec_node: designates the | Psec Mode defined in [RFC4301]. In this
docunent, the possible values are "tunnel" for the Tunnel node and
"transport"” for the Transport nopde.

tunnel _ip: designates the Tunnel |P address of the tunnel defined in
[RFC4301]. This field is only applicable when the Tunnel node is
used. That | P address can be an |IPv4 or |Pv6 address.

esp_encr: designates the ESP Encryption Al gorithm- al so designated
as Transform1 in [RFC7296], Section 3.3.2. The algorithmis
needed to determ ne whet her the ESP Payl oad Data needs to be
aligned to sonme predefined block size and if the ESP Pad Length
and Padding fields can be conmpressed. For the purpose of
compression it is RECOVWENDED to use algorithms that already
conmpressed their 1V [ RFC8750].

esp_spi: designates the Security Paraneter |Index defined in
[ RFC4301] .

esp_spi _Ish: designates the LSB to be considered for the conpressed
SPI. A value of 32 for esp_spi_Isb will |eave the SPI unchanged.

esp_sn: designates the ESP Sequence Nunber (SN) field defined in
[ RFC4301] .
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5

5

5.

esp_sn_Isb: designates the LSB to be considered for the conpressed
SN. It works simlarly to ESP SPI LSB (see esp_spi_Isb).

Exanmpl es of Diet-ESP SCHC Rul e Tabl es

The tables in this section provide exanples of SCHC conpression rul es
for Diet-ESP in I Psec. The Conpression/ Deconpression Actions (CDAs),
derived fromthe AfRG di scussed in Section Section 4.2, specify how
various | Pv6, UDP/TCP, and ESP header fields are conpressed and
deconpr essed,

Table 2, Table 3, and Table 4 collectively represent an exanple
configuration for Diet-ESP conpression, where each conpressor stage
applies its own dedicated rule as per [RFC8724] Section 7.2. In
Table 2, the field flow |abel _cda is set to lower, which results in
MO = ignore and CDA = conpute-*, indicating the value is derived from
the outer header. The dscp_cda is set to not_conpressed,
corresponding to MO = ignore and CDA = val ue-sent, neaning the DSCP
field is transnmitted in full. |[|Pv6 address and port fields are
compressed using the MSB/LSB strategy, where the MO = MSB(n) natches
the stable prefix, and CDA = LSB transmits only the variable bits.
The ESP-rel ated fields, including padding and alignnent, are
conpressed using a separate rule in Table 3, while the ESP SPI and
Sequence Nunber are conpressed independently using the rule in

Table 4. Each rule includes only the fields visible and relevant to
its correspondi ng conpression stage.

1. Diet-ESP with Inner I P and UDP/ TCP Header Conpression

1.1. Inner |IP Conpression (I1PC) Rule

This rul e defines the conpression behavior for the Il PC which
operates before ESP encapsul ati on and encryption. The exanple
handl es all fields fromthe inner IPv6 and transport |ayer headers
(e.g., UDP, TCP, SCTP) that are visible at this stage.

Ver si on, Next Header, and Payl oad Length are elided or derived based
on known val ues or outer headers.

Traffic Class fields (DSCP and ECN) are partially elided or
transm tted depending on their CDA.

Fl ow Label is conmputed fromthe outer header (flow_|abel cda =
| ower).

Sour ce/ Destination Addresses and Ports are conpressed using MSB/ LSB
strategy based on Traffic Sel ectors.
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Checksum and UDP Length are elided and conputed at the deconpressor

L gty et et St Sl pu o pu oo po oo fujs e oo pu gy -l po e p e peegy oo pejeute o
| Field | FL | FP| DI | TV | MO | CDA | Sent |
I [ I I | [bits]]
E e e gl Sl el e e oo oo e el e e e e peje et =}
| Ver si on |3 |1 |Bi|ts_ipversion | equal | not-sent |O |
N et N Fomm oo - Fom e e - - +
| DSCP |6 |1 |DwW- | ignore |val ue-sent|6 |
S TR I TSy Uy AR, TS +o-m - - +
| ECN |2 |1 |DwW- | i gnore |val ue-sent|2 |
S i Sy U oo - S Foommo- +
| Fl ow Label |20 |1 | Dw - |ignore | compute-* |0 |
N et N Fomm oo - Fom e e - - +
| Payl oad |16 |1 | Bi|- | ignore | compute-* |0 |
| Length (N I I I I
U i Sy oo - S Foommo- +
| Next Header|8 |1 |Bi|ts_proto | equal | not-sent |O |
S i SN upu S S ommmo - +
| Hop Limit |8 |1 |Dw- |ignore | compute-* |O |
R T oTSJpSpupE Uy Uy U R, TS R +
| Source | 128| 1 | Bi | msb(src_start, | MSB(64) | LSB | 64 |
| Addr ess | | | |src_end) | | | |
S i SUUp Ui S S Foommo- +
| Destination|128|1 | Bi | nsb(dst_start, | MSB(64) | LSB | 64 |
| Addr ess | | | |dst_end) | | | |
R T oTSJpSpupE Uy Uy U R, TS R +
| Source Port|16 |1 | Bi|msb(src_port_start,|MSB(8) |LSB | 8 |
| (UDP/TCP) | | | [|end) I I I I
U i Sy U S S Foommo- +
| Destination| 16 |1 | Bi|nsb(dst_port_start,| MSB(8) |LSB | 8 |
| Port (UDP/ | | | |end) I I I I
| TCP) [ | | | |
S TR I TSy Uy AR, TS +o-m - - +
| Checksum |16 |1 |Bi|- |ignore | conmpute-* |0 |
S i Sy U oo - S Foommo- +
| UDP Length |16 |1 |Bi|- | i gnore | conpute-* |O |
N et N Fomm oo - Fom e e - - +
Table 2: 11 PC Rule: Conpression of Inner IP and Transport Headers

5.1.2. Cdear Text ESP Conpression (CTEC) Rule
This rule is used by the CTEC conpressor, which processes ESP-
specific fields just before encryption. These fields primarily dea
with formatting and alignnent.

Mgault, et al. Expi res 8 January 2026 [ Page 18]



I nternet-Draft EHCP July 2025

ESP Padding is used to ensure that the ESP payload aligns to the
encryption algorithm s block size or protocol requirenents. It is
not sent and is instead cal cul ated (conpute-*).

Byte Alignnent ensures that the SCHC packet respects the alignnent
required by ESP and | Pv6 extension header parsing (e.g., 64-bit
al i gnment) .

These fields are handl ed separately because they are rel evant only at
the ESP construction stage and are not part of the inner packet or
ESP header fiel ds.

[ ety Jejy ety Sl Cjppy gty g —p———r— sl o
| Field | FL| FP| DI | TV | MO | CDA | Sent [bits]

[ Sty et ety Cemfm g el s fems s el ety e
| ESP | - | - | - | - | ignore | compute-* | O |
| Padding | I I I I I I I
I I it I LI I I +
| Byte | 8 | 2 | Bi | - | ignore | compute-* | O |
| Alignment | I I I I I I I
F--- - - - I i S e R I I I F--- - - - F-- - - - - - +

Table 3: CTEC Rule: ESP Trailer and Alignment Conpression
5.1.3. Encrypted ESP Conpression (EEC) Rule

This rul e focuses on conpressing the ESP header fields that are stil
vi sible post-encryption. These fields are typically stable over a
session and can be conpressed w thout conpronising |ookup reliability
or replay protection

SPI (Security Paraneter |ndex) and Sequence Nunber (SN) are
conmpressed using the Least Significant Bits (LSB) approach

MBB(24) signifies that only 8 bits of variation need to be sent
(leaving 24 fixed bits).

[ oo S el ool ool oo fof oo s o oo el oo oo oo s
| Field | FL| FP| DI | TV | MO | CDA | Sent [bits]

f el Lttty s penpe ity L penl gl ety g s el
| SPI | 32| 1 | Dw| - | MSB(24) | LSB| 8 |
Fommmmn iy Fo-mm - Fommm e e e +
| SN | 32| 1 | bw| - | MSB(24) | LSB| 8 |
+------- I i R e i +----- I +

Table 4. EEC Rul e: ESP SPI and Sequence Number Conpression
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5.2. SA-Based DSCP Conpression with Zeroed Fl ow Label

Table 5, Table 6, and Table 7 illustrate rul e exanples where the DSCP
field is conpressed using a pre-negotiated Security Association (SA)
list. Here, dscp_cda = sa results in MO = match-nappi ng and CDA =

i ndex, neaning the field value is matched froma list and only the
index is sent. The ECN field is conputed fromthe outer header
(ecn_cda = lower), so it is not sent. The Flow Label is renoved from
transm ssion by setting a target value of 0O (flow_| abel _cda = zero),
which results in MO = equal and CDA = not-sent.

[ oo ool s e e e e e
| Field | MO | CDA | Sent [bits]

[ sl e e s sl sl
| DSCP | match-mapping | index | 3 |
I i i I F-- - - - i i +
| ECN | ignore | compute-* | O |
I I I T I I +
| Flow Label | equal (Tv=0) | not-sent | O |
R i R I +

Table 5: Exanple of Diet-ESP |1 PC Rul e table where
the DSCP field is conpressed using a pre-negotiated
Security Association (SA) |ist

B e ool ool e °}
| Field | MO | CDA | Sent [bits]
B Sty el el s ety o
| ESP Paddi ng | ignore | conpute-* | O |
I I F----- - - I I +
| Byte Alignment | ignore | conmpute-* | O |
R +-------- R I +
Table 6

R el et s pp—— o pa e p—pp—_ o

| Field | MO | CDA | Sent [bits] |

R ety ety pl—— Sl ———(————

| SPI | MSB(24) | LSB| 8 |

+------- +---- - - - +----- i i +

| SN | MSB(24) | LSB| 8 |

+------- R +----- I +

Table 7: Exanple of Diet-ESP EEC
Rul e table where the DSCP field is
conpressed using a pre-negoti ated

Security Association (SA) |ist
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Ful I Header Transm ssion Wthout Conpression

Table 8, Table 9, and Table 10 show a configuration disabling al

Every field is transmitted in full using MO
= ignore and CDA = val ue-sent,
_cda attribute to not_conpressed.

conpr essi on nmechani sns.

which is the result of setting each

[ s el ool sl et 1}
| Field MO | CDA | Sent [bits]
[ gt pue e pugute, b pu e peg e fuj b oo poj o pj—pj——r o
| DSCP ignore | value-sent | 6 |
e T S Iy T - +
| ECN ignore | value-sent | 2 |
Ty S o e e e e oo o +
| Fl ow Label ignore | value-sent | 20 |
T Fom e m oo - - S +
| Payload Length | ignore | value-sent | 16 |
e T S Iy T - +
| Hop Limt ignore | value-sent | 8 |
Ty S o e e e e oo o +

Table 8: Exanple of Diet-ESP IIPC Rule table with

al | conpression nechani sns di sabl ed

f ool e el ool oo
| Field | MO | CDA | Sent [bits]

[ oo s st oo = fums el e oo et
| ESP Paddi ng | ignore | compute-* | O |
S Sy I - +
| Byte Alignment | ignore | conpute-* | O |
T I p—— S T . +

Table 9: Exanple of Diet-ESP II1PC Rule table with
al | conpression nechani sns di sabl ed

b e
| Field | MO |
[ ol fe e e oot 1}
| SPI | ignore |
+------- +-------- +
| SN | ignore |
+------- F----- - - +

ool e e
CDA | Sent [bits] |
sl s ]
val ue-sent | 32 |
———————————— +---- - - -+
val ue-sent | 32 |
------------ B i

Tabl e 10: Exanpl e of Diet-ESP EEC Rul e
table with al

conpr essi on nechani sns
di sabl ed
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5.4. M xed Conpression Strategy

Table 11, Table 13 denonstrate a m xed strategy. The Flow Label is
generated at the deconpressor side and not transnmitted

(flow_ | abel _cda = generated results in MO = ignhore, CDA = conpute-*).
The ECN field is again derived fromthe outer header, while the DSCP
field is transmtted as-is (dscp_cda = not_conpressed).

+==—=——=—=——=—=————4=-———————4=-———————————4=-———=———=——=—=——==+
| Field | MO | CDA | Sent [bits]
B Tttty ety s p e p—p—t— ol jp——(—(—r—r—
| DSCP | ignore | value-sent | 6 |
Fo-mm e e - - F---- - - Fo-mm e e - - I I +
| ECN | ignore | conpute-* | O |
F--m - - - - - +-------- F--m - - - - - R i +
| Flow Label | ignore | conpute-* | O |
Fo-m - - - - F---- - - - Fo-m - - - - Fom - e - - - - +
Table 11: Exanple of Diet-ESP |1 PC Rule table
with a mxed strategy
+====—=—=—=—=—=——=—=——=—=——+=——=—=——=—=——+=—=—=—=——=—=——=—=——+==—=—=—=—==—=—=====+
| Field | MO | CDA | Sent [bits]
F oo et oo e el e
| ESP Paddi ng | ignore | conpute-* | O |
I i +-------- F--- - - - - B +
| Byte Alignment | ignore | conmpute-* | O |
I i I +---- - - - R R i +

Tabl e 12: Exanple of Diet-ESP |1 PC Rule table
with a nmixed strategy

B oot sty ety ey
| Field | MO | CDA | Sent [bits]

R ettty by gty b ———————
| SPI | MSB(28) | LSB| 4 |
+----- - Fo-m e - - +----- I i +
| SN | MSB(28) | LSB | 4 |
+------- F---- - - - +----- F-- - - - - - +

Tabl e 13: Exanpl e of Diet-ESP EEC
Rule table with a m xed strategy

6. Diet-ESP for | Psec in Tunnel Mode
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6.1. Inner IP Conpression (IIPC

VWhen iipc_profile is set to "iipc_not_conpressed”, the inner IP
Packet (11 P) is not conpressed. When iipc_profile is set to
"iipc_diet-esp", Il PC proceeds with the conpression. The Header
fields subject to conpression depend on the encapsul ati on node. Wen
i psec_node is set to "Tunnel", all Header fields of the IIP structure
are subject to conpression. ts_ip_version determ nes how the | Pv6
header (resp. the I Pv4 header) is conpressed - see Section 6.1.2
(resp. Section 6.1.3). Conversely, when ipsec_node is set to
"Transport"”, the conpression applies only to Header fields other than
the IPv4 or | Pv6 header fields. This neans that the |IPv4 and | Pv6
headers remai n unconpressed, while other Header fields within the IIP
structure are subject to conpression

Note that the SCHC packet illustrated in Figure 3 appends the padding
at the end of the SCHC Packet. This approach presents notable
chal I enges, including handling a Payload that |acks byte alignnent.
Furt hernmore, the absence of a specified Payload | ength woul d
necessitate the inclusion of the padding I ength within the paddi ng
itself, which would require a particul ar paddi ng construction akin to
that utilized by the ESP Paddi ng, thereby posing difficulties for

har dwar e i npl enent ati ons.

To address these issues, Il PC uses a pre-processing phase where the
I1Pis divided into two segnments: the Header and the Payl oad and only
the Header is considered as the candidate structure for conpression
By construction, the conpression process applies the defined rule to
the Header, resulting in a SCHC Packet (refer to Figure 3) that
features an enpty SCHC Payl oad field, with a padding field positioned
after the Conpression Residue. Utimtely, a post-processing phase
merges the SCHC Packet with the Payl oad, allow ng the conpressor to
produce an |1 PC packet in the format outlined in Figure 4.

0123456 7|<---- s bits ------- > <-0..7 bits->|<---n bytes--->

i Tk ST S L mmmmm e + o +
| Rul el D | Conpression Residue | paddi ng | Payl oad |
B I T st st I S SR e mmm e m + Fom e e e oo - +
|[-------- Conpr essed Header ---------- | --as needed--|

Figure 4: Packet format after || PC conpression
It is inportant to observe that the resulting packet is byte-aligned.

Additionally, the division between Header and Payl oad can only occur
because all the Header fields are of a fixed size.
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6.1.1. Conpression of the Inner |IP payl oad

This section describes the conpression of the inner |IP payload. The
conpressi on described herein only affects UDP, UDP-Lite, TCP or SCTP
segnents. The type of segnent is specified in the | P header

For UDP, UDP-Lite, TCP and SCTP segnents, source ports, destination
ports, and checksuns are conpressed. For source port (resp
destination port) only the |east significant bits are sent. FL is
set to 16 bhits, TVis set to nmsh( ts_port _src_start, ts port_src_end
) ( resp. ts_port _dst_start, ts port _dst end ), MOis set to "MSB"
and CDA to "LSB". The checksumis elided, FL is set to 16 bits, TV
is not set, MDis set to "ignore" and CDA is set to "checksunt. This
may result in deconpressing a zero-checksum UDP packet with a valid
checksum but this has no inpact as a valid checksumis universally
accept ed.

For UDP or UDP-Lite the length field is elided. FL is set to 16, TV
is not set, MDis set to "ignore"

6.1.2. Conpression of the Inner |IPv6 header

The version field is elided, FL is set to 3, TVis set to
ts_ipversion, MOis set to "equal" and CDA is set to "not-sent".

Traffic Class is conposed of the 6 bit DSCP and 2 bit ECN. The
compressi on of DSCP and ECN are defined independently.

DSCP val ues are conpressed according to the dscp_cda val ue:

* |f dscp_cda is set to "not_conpressed", the DSCP val ues are
included in the inner IP header. FL is set to 6 bits, TV is not
set, MOis set to "ignore", CDAis set to "sent-val ue”

* |f dscp_cda is set to "lower", the DSCP field is elided and its
value is copied fromthe Tunnel IP header. FL is set to 6 bits,
TV is not set, MOis set to "ignore", CDAis set to "lower".

* |f dscp_cda is set to "sa", DSCP is conmpressed according to the
DSCP val ues of the SA. If dscp_list contains a single el enent,
the DSCP is elided, FL is set to 6 bits, TVis set to
dscp_list[0], MOis set to "equal" and CDA is set to "not-sent".

If dscp_list contains nore than one DSCP value, FL is set to 6
bits, TVis set to dscp_list, MOis set to "match-mappi ng" and the
CDA is set to "mapping-sent”. For ECN, FL is set to 2 bits, TVis
not set, MOis set toignore and CDA is set to "val ue-sent".

ECN val ues are conpressed according to the ecn_cda val ue:
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* |f ecn_cda is set to "not_conpressed", the ECN field is included
inthe inner IP header. FL is set to 2 bits, TVis not set, MOis
set to "ignore", CDAis set to "sent-val ue”

* |f ecn_cda is set to "lower", the ECN value is elided and the ECN
value is copied in the outer IP header. FL is set to 2 bits, TV
is not set, MDis set to "ignore", CDA is set to "lower".

Fl ow | abel is conpressed according to the flow_| abel _cda val ue:

* |f flow label cda is set to "not_conpressed”, the Flow | abel is
included in the IPv6 header. FL is set to 20 bits, TV is not set,
MO is set to "ignore", and CDA is set to "sent-val ue"

* |f flow |label _cda is set to "lower", the Flow Label is elided and
read fromthe outer |IP header (using conpute-*(See Section 5)).
FL is set to 20 bits, TV is not set, MOis set to "ignore", and
CDA is set to "lower". |If the outer |IP header is an | Pv4 header,
only the 16 LSB of the Flow Label are inserted into the |IPv4
header. At the deconpression, the 4 MSB of the Fl ow Label are set
to O.

* |f flowlabel cda is set to "generated”, the Flow Label is elided
and the Flow Label is then re-generated (using conpute-*) at the
deconpressi on (See Section 5). The resulting Flow Label differs
fromthe initial value. FL is set to 20, TVis not set, MOis set
to "ignore" and CDA is set to "generated"

* |f flowlabel cda is set to "zero", the Flow Label is elided and
set to O at deconpression. A 0 value indicates no flow | abel is
present. Fl is set to 20 bits, TVis set to 0, MOis set to
"equal " and CDA is set to "not-sent".

Payl oad Length is elided and determi ned fromthe Tunnel |P header
Payl oad Length as well as the deconpressed Payload. FL is set to 16
bits, TVis not set, MOis set to "ignore", CDAis set to "lower".

Next Header is conpressed according to ts_proto:

* |f ts _proto is the single value 0, Next Header is not conpressed.
FL is set to 8 bits, TVis not set, MOis set to "ignore", CDA is
set to "sent-val ue".

* |If ts_proto is a single non zero value, Next Header is conpressed.

FL is set to 8 bits, TVis set to ts_proto, MOis set to "equal"
and CDA is set to "not-sent"”.
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The I Pv6 Hop Limit is read fromthe Tunnel |P header Hop Limt. FL
is set to 8 bits, TVis not set, MOis set to "ignore" and CDA is set
to "l ower."

The source and destination | Pv6 addresses are conpressed using MSB
In both cases, FL is set to 128, TV is respectively set to
meb(ts_ip_src_start, ts_ip_src_ed) or nsb(ts_ip_dst_start,
ts_ip_dst_end), the MOis set to "MSB," and the CDAis set to "LSB."

6.1.3. Conpression of the Inner |Pv4 header

The fields Version, DSCP, ECN, Source Address and Destination Address
are conpressed as described for IPv6 in Section 6.1.2. The field
Total Length (16 bits) is conmpressed sinmilarly to the I1Pv6 field

Payl oad Length. The field lIdentification (16 bits) is conpressed
simlarly to the I1Pv6 field Flow Label. |If the tunnel |P header is
an | Pv6 header, the ldentification is placed as the LSB of the |Pv6
header and the 4 remaining MSB are set to 0. The field Tinme to Live
is conpressed sinmlarly to the IPv6 Hop Limit field. The Protoco
field is conpressed simlarly to the last | Pv6 Next Header field.

The I nternet Header Length (IHL) is not conpressed, FL is set to 4
bits, TVis not set, MOis set to ignore and CDA is set to "val ue-
sent".

The | Pv4 header checksumis elided. FL is set to 16, TV is omtted,
MO is set to "ignore,"” and CDA is set to "checksum"”

6.2. Cear Text ESP Conpression (CTEC)

Once the Inner | P Packet has undergone conpression as outlined in
Section 6.1, the resulting conpressed packet conprises a specific
nunber of bytes. To construct the C ear Text ESP Packet, it is
necessary to ascertain the ESP Payl oad Data, the Next Header, the ESP
Pad Length, and the ESP Paddi ng fi el ds.

When esp_trailer is set to "Mandatory", the Next Header and the ESP
Pad Length fields are present. Such requirenent is usually expected
to remain conpatible with hardware inpl enentati ons of ESP. The ESP
Pad Length value is determined to neet the required alignnent. Wen
alignment is set to "8bit", Pad Length is set to 0 and the Paddi ng
field is enpty.

Conversely, when esp_trailer is set to "Optional", the Next Header
Pad Length and Paddi ng are generated as foll ows:
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In transport nmode, the IP header of the inner packet remains not
conmpressed during the Il PC phase, and the ESP Payl oad Data is derived
fromthe inner packet. Conversely, in tunnel node, the ESP Payl oad
Dat a enconpasses the entirety of the packet generated by the |1 PC

In transport mode, the Next Header field is obtained fromeither the
inner | P header or the Security Association, as specified in

Section 6.1.3 or Section 6.1.2. In tunnel node, the Next Header is
elided, as it is determned by ts_ ip _version. FL is set to 8 bit, TV
is set to IPv4 or I Pv6 depending on ts_ip_version, MJ)is set to
"equal" and CDA is set to "not-sent".

The ESP Pad Length and ESP Padding fields are onmitted only when ESP
al i gnment has been selected to "8bit" and esp_encr does not
necessitate a specific block size alignment, or if that block size is
one byte. This is represented by setting FL to (Pad Length + 1) * 8
bits, leaving TV unset, configuring MOto "ignore," and designating
CDA as padding. The ESP Padding and ESP Pad Length may vary from
their deconpressed counterparts. However, since the |Psec process
renoves the paddi ng, these variations do not affect packet

processing. Wen esp_encr requires a specific block size, the ESP
Pad Length and ESP Padding fields remain not conpressed.

6.3. Encrypted ESP Conpression (EEC)

Once the O ear Text Packet has undergone conpression as outlined in
Section 6.2, the resulting CTEC is encrypted. The header fields once
the encrypted ESP packet is formed are the SPI and SN. To facilitate
the processes of conpressi on and deconpression, this specification
requires that the conpressed ESP Header is byte-aligned. This

requi renent is satisfied by ensuring that the sum of esp_spi_Ilsb and
esp_sn_Ilsb MIST be a multiple of 8.

SPl is conpressed to its LSB. FL is set to 32 hits, TV is not set,
MOis set to "MSB( 4 - esp_spi_I|sb)" and CDA is set to "LSB".

SN is compressed to its LSB, simlarly to the SPI. FL is set to 32
bits, TVis not set, MOis set to "MsSB( 4 - esp_sn_|lsb)" and CDA is
set to "LSB".

7. Diet-ESP Conpression for |IPsec in Transport Mode

The transport node nostly differs fromthe Tunnel node in that the IP
header of the packet is not encrypted. As a result, the |IP Payl oad
is conmpressed as described in Section 6.1.1. The |IP header is not
conpressed. The byte alignnent of the Conpressed Payload is
performed as described in Section 6.1. The Cear Text ESP
Conpression is perfornmed as described in Section 6.2 except for the
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Field, which is conpressed as described in Section 6.1.2.

We request the ANA to create a new registry for the I PC Profile

We request

11 PC Profile val ue

| Reference

"iipc_not_conmpressed” | ThisRFC |

"iipc_diet-esp"

11 PC Profile.

| Thi sRFC |

Fl ow Label CDA Value | Reference

"not _conpressed"
"gener at ed"

"l oner"

"zero"

DSCP CDA Val ue
"not _conpressed"
"l oner"

"gg"

ECN CDA Val ue

"not _conpressed"
"l oner"

"8 bit"
"16 bit"
"32 bit"
"64 bit"

| Psec node Val ue

"Tunnel "
"Transport”

| ThisRFC |
| ThisRFC |
| ThisRFC |
| ThisRFC |

| ThisRFC |
| ThisRFC |
| ThisRFC |

| Reference

| ThisRFC |
| ThisRFC |

| Reference

| ThisRFC |
| ThisRFC |
| ThisRFC |
| ThisRFC |

| ThisRFC |
| ThisRFC |

Security Considerations

IANA to create the following registries for the "diet-esp"

The security considerations enconpass those outlined in ESP [ RFC4303]

as wel |

Mgault, et al.

as those pertaining to SCHC [ RFC8724] .
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When enpl oyi ng ESP [ RFC4303] in Tunnel Mde, the conplete inner IP
packet is safeguarded agai nst man-in-the-m ddl e attacks through
cryptographi c neans, rendering it virtually inpossible for an
attacker to alter any fields associated with either the inner IP
header or the inner |P payload. This level of protection is achieved
by configuring the Fl ow Label CDA Value to "not_conpressed", the DSCP
CDA Val ue to either "not_conpressed" or "sa", and the ECN CDA Val ue
to "not_conpressed".

However, this protection is conpronised if the Flow Label CDA Val ue,
DSCP CDA Val ue, or ECN CDA Val ues are set to "lower." In such cases,
the values fromthe inner packet for the respective fields will be
derived fromthe outer |IP header, |eaving these fields unprotected.

It is inportant to note that even the Authentication Header [RFC4302]
does not provide protection for these fields. Wen associated with a
CDA val ue of "lower," the |l evel of protection is akin to that
provided in Transport node. This vulnerability could be exploited by
an attacker within an untrusted domain, potentially disrupting |oad
bal ancing strategies that rely on the Fl ow Label [RFC6438][ RFC6437].
More broadly, when the Fl ow Label CDA Value is set to "lower," the
rel evant Fl ow Label Security Considerations from [ RFC6437] apply.
Additionally, an attacker may mani pul ate the DSCP val ues to dimnish
the priority of specific packets, resulting in packets fromthe sane
flow having varying priorities, traversing different paths, and

i ntroduci ng additional latency to applications, thereby facilitating
DDoS attacks. Consequently, these fields remain unprotected and are
susceptible to nmodification during transm ssion, which may al so be
regarded as an acceptabl e risk.

When the Flow Label CDA Val ue is designated as "generated" or "zero,"
an attacker is unable to exploit the Flow Label field in any nanner.
The inner packet received is anticipated to possess a Fl ow Label
distinct fromthat of the original encapsul ated packet. However, the
Fl ow Label is assigned by the receiving gateway. Wen the value is
set to "zero," it is known, whereas when it is designated as
"generated," it rmust be produced in accordance with the
specifications outlined in [ RFC6437].

The DSCP CDA Val ue is assigned as "sa" when DSCP values are linked to
Security Associations (SAs), but it should not be utilized when al
DSCP val ues are enconpassed within a single SA. In such instances,
"not _conpressed" is recomended.

The encryption al gorithm nust adhere to the guidelines provided in
[ RFC8221] to guarantee contenporary cryptographic protection
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The | east significant bits (LSB) of the ESP Security Paraneter |ndex
(SPI') determne the nunber of bits allocated to the SPI. An
acceptabl e value for LSB nust ensure that the peer possesses a
sufficient nunber of SPlIs, which is contingent upon the

i npl ementation of the SA | ookup enployed. |f a peer relies solely on
the SPI fields for SA | ookup, then the nunber of LSB to consider nust
be sufficiently large to include the nunber of SPIs. A peer may
compress its SPIs differently, in which case a incom ng packet may
have its SPI conpressed to X bits while another packet may have its
SPI conpressed to Y bits. The operator nust be cogni zant that if
multiple LSB val ues are permissible for each type of SA | ookup, then
mul tiple SA | ookups and signature verifications my be required. It
is advisable for a peer to ascertain the LSB associated with an

i ncom ng packet in a determnistic manner.

The ESP SN LSB must be established in a manner that allows the
receiving peer to clearly ascertain the sequence nunber of the |Psec
packet. If this requirenent is not net, it will lead to an invalid
signature verification, resulting in the rejection of the packet.
Furt hernmore, the LSB shoul d have the capacity to accommodate the
maxi mum nunber of packets that may be in transit sinmultaneously.
Thi s approach will guarantee that the | ast packet received is
correctly linked to the correspondi ng sequence nunber.

The ESP extension for IPv6 (and simlarly for 1Pv4) requires a 64-bit
(or 32-bit) alignnent. Choosing alternative alignment val ues may
result in a packet that fails to conply with this alignnent
requirenent, potentially leading to rejection. The necessity for
such alignnment in | Pv6 extensions arises fromthe fact that the
length field in an | Pv6 header extension is defined in ternms of
64-bit words, making proper alignnent essential for accurate packet
parsing. Parsing of ESP does not present conplications, as it is
compatible with I Pv6; the ESP extension is processed exclusively by
the termnal |Psec peers and not by internedi ary nodes. Furthernore,
the ESP extension |lacks a dedicated length field. Instead, its
length is deternmined by the | Pv6 header Length field, which is
measured in bytes, along with the starting position of the ESP header
extension. Consequently, it remains entirely feasible to parse an
ESP extension that is not aligned to 64 bits. The same principle is
applicable to | Pv4.
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Appendi x A,  Exanpl es of Diet-ESP

Thi s appendi x provides the details of the SCHC rul es defined for
Di et - ESP compression, al ongside an explanation and illustrative
exanpl es for both Tunnel and Transport nodes.

A.1. Tunnel WNbde

This section provides a structured exanpl e of how Di et - ESP oper at es
in Tunnel Mdde. The exanple includes Attributes for Rule Generation
(AfRG, SCHC rules, the Inner |IP packet (I1P), the conpression
process, and the deconpressi on process.

A.1.1. Json Representation in Tunnel Mode

In Tunnel Mde, the full inner |IP packet is conpressed before ESP
encapsul ati on, with each conpression stage applying its own dedi cated
SCHC rule. The "iipc_diet-esp" profile activates the IIPCrule to
conpress the inner |IPv6 and transport headers. The CTEC rule
conpresses ESP trailer-related fields such as padding and al i gnment.
The EEC rul e handl es compression of the ESP SPI and Sequence Numnber,
whi ch are part of the outer ESP header and visible post-encryption.

The separation into three rules ensures nodularity and clarity:

Il PC Rul e: conpresses source/destination | P addresses using NMSB/LSB,
conmpresses ports using LSB, and elides predictable fields |ike Next
Header and Lengt h.

CTEC Rul e: elides padding and enforces alignnment constraints.
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EEC Rul e:

MSB mat ch.

{

"iipc_rule":

"Rul el D':
"fields":

M gaul t,

{

"FI D"

"FL":
"TV":
"“NO'

" CDAII

"FI D"

"FL":
"TV":
n WI.

" CDA" ;

"FI D"

"FL":
"TV":
“NO' -

" CDA" ;

"FID":

" FLn
"TV":
" ND: .

" CDA" ;

"FID":

"FL":
TV
"“NO'

"CDNT

"FI D"

"FL":
"“NO'

"CDNT

et al.

conpresses ESP SPI

EHCP

{
11
[
"ts_ip_src_start”,
128,
"2001: db8: : 1234",
" VBB,
n LSBII

"ts_ ip_dst _start",
128,

"2001: db8:: 5678",

n WBII ,

"LSB"

"1 Pv6. Next Header ",

8,

17,
"equal ",
"not -sent"”

"ts_port_src_start",
16,

5001,

" VSB",

" LSB"

"ts_port_dst_start",
16,

4500,

" MBB",

"LSB"

"UDP. Lengt h",
16,

"ignore",
"conput e- |l engt h"
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"FI D"

"FL":
mn m' -

" CDA:' :

}
]
b

"ctec_rule":

"Rul el D':
"fields":

{

"FI D"

"FL":
mn m' -

" CDA:' :

"FI D"

"FL":
TV
n Wl .

" CDA;' :

}
]
b

"eec_rul e":
"Rul el D":
"fields":

{

"FI D"

"FL":
n Wl .

" CDA;' :

"FI D"

"FL":
n Wl .

" CDA;' :

Mgault, et al.
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" UDP. Checksunt',
16,
"ignore",
"checksunt

{
2,

[

" ESP. Paddi ng",
81
"ignore",
"conput e- paddi ng"

"alignnment",
8,
"64 bit",
"equal ",

"not -sent”

{
31
[

"esp_spi ",
32,
" MSB(24) ",
" LSB"

"esp_sn",
32,
" MSB(24) ",
" LSB"
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A 1.2, Attributes for Rule Generation (AfRG
The SCHC rul es for Tunnel Mdde are derived fromthe follow ng Af RG
* | Psec Mode: Tunnel
* Traffic Selector I P Version: |Pv6-only
* Traffic Sel ector Source Address: 2001:db8::1234
* Traffic Selector Destination Address: 2001:db8::5678
*  DSCP CDA: Lower
* ECN CDA: Lower
* ESP SPI Conpression: LSB
* ESP SN Conpression: LSB
A.1.3. Inner |IP Packet (1IP)
The original packet (II1P), before conpression consists of:
* | Pv6 Source Address: 2001:db8::1234
* | Pv6 Destination Address: 2001:db8::5678
* UDP Source Port: 5001
* UDP Destination Port: 4500
* UDP Length: 16 bytes
* Payl oad Data
A.1.4. Diet-ESP Conpression
The rules for the 11 PC, CTEC, and EEC | ayers are defined as IIPCto
conpress | Pv6 headers and UDP headers, CTEC to conpress ESP Trailer
fields, and EEC to conpress ESP SPI and Sequence Nunber. Each
conpressor applies the rule selected by the SA as foll ows:
1. 11PC UDP Header Conpression

* UDP ports are conpressed using the LSB techni que.

* UDP Length is renoved (conputed at deconpression).
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* UDP Checksumis onmitted.
2. 11PC 1Pv6 Header Conpression
* Source and Destination Addresses are conpressed using MSB
*  Next Header field is onmtted.
3. CTEC. ESP Trailer Conpression
* Pad Length and Padding are onitted.
*  Next Header is onmitted.
4. EEC. ESP Header Conpression
* SPI and SN are conpressed using LSB
*  Conpressed Packet CQutput

The final conpressed packet consists of an EEC packet with a
conpressed ESP header, a conpressed || P Header, and the payl oad.

A.1.5. Diet-ESP Deconpression
The deconpressi on process reverses these steps:
1. EEC. ESP Header Deconpression
* SPI and SN are reconstructed using the LSB val ues.
2. CTEC. ESP Trail er Deconpression (Optional)
3. 1IPC |1Pv6 Header Deconpression
* ESP Next Header and Padding fields are restored.
* | Pv6 Source and Destination Addresses are restored.
4. 11 PC. UDP Header Deconpression
* UDP ports are restored using the deconpressed LSB val ues.

* UDP Length and Checksum are recal cul at ed.
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A.2. Transport Mde

This section follows the sane structure as Tunnel Mde but applies to
Transport Mode, where the | P header renains not conpressed.

A.2.1. Json Representation in Transport Mde

In Transport Mdde, the inner |IP header is not conpressed, and only
the UDP header fields (within the inner payl oad) and the ESP headers
are subject to conpression. Follow ng the correct SCHC rul e
structure, the conpression logic is split across three rules:

The 11 PC rul e conpresses UDP Source and Destination Ports using LSB
and elides the Length and Checksum fiel ds using conpute-* and
checksum CDAs.

The CTEC rul e conpresses ESP trailer fields such as Paddi ng and Next
Header, and ensures byte alignment.

The EEC rul e compresses the ESP SPI and Sequence Nunber using the LSB
appr oach.

Since the inner | P header is retained in Transport Mde, the IP
Source and Destination Addresses are not conpressed but instead
transmitted in full.

{
"iipc_rule": {
"RulelD': 1,
"fields": [

{
"FID': "ts_port_src_start",
"FL": 16,
"TV': 1234,
"MO': " NMSB',
"CDA": "LSB"

b

{
"FID': "ts_port_dst_start",
"FL": 16,
"TV': 5678,
MO " NMBB',
"CDA": "LSB"

b

{
"FID': "UDP.Length",
"FL": 16,
"MJ': "ignore",
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" CDAII

"FI D"

"FL":
n m' .

" CDAII

}
]
H

"ctec_rule":

"Rul el D':
"fields":

{

"FI D"

"FL":
n m' .

" CDAII

"FI D"

"FL":
"TV":
n WI .

" CDA" ;

"FI D"

"FL":
"TV":
n MJ' -

" CDA" ;

}
]
H

"eec_rule":
"Rul el D':
"fields":

{

"FID":

" FLII
" Wl .

" CDA" ;

"FID":

Mgault, et al.

EHCP
"comput e- | engt h"

" UDP. Checksunt',
16,

"ignore",
"checksunt

{
2,

[

" ESP. Paddi ng",

8,

"ignore",
"conput e- paddi ng"

" ESP. Next Header ",
81

17,

"equal ",

"not -sent"

"alignnent",
8,
"64 bit",
"equal ",

"not -sent"”

{
31
[

" eSp_Spi " ,
32,
"MSB(24)",

" SB"

"esp_sn",
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"FL": 32,
"MO': " MBB(24)",
"CDA": "LSB"

}
]
}
}

A 2.2. Attributes for Rule Generation (AfRG

The SCHC rul es for Transport Mde are derived fromthe follow ng
Af RG

* | Psec Mode: Transport
* Traffic Selector I P Version: |Pv6-only
* Traffic Selector Source Address: 2001: db8::1001
* Traffic Selector Destination Address: 2001: db8::2002
* DSCP CDA: Lower
* ECN CDA: Lower
* ESP SPI Conpression: LSB
* ESP SN Conpression: LSB
A.2.3. Inner |IP Packet (I1P)
The origi nal packet before conpression consists of:
* | Pv6 Source Address: 2001:db8::1001
* | Pv6 Destination Address: 2001: db8::2002
* UDP Source Port: 1234
* UDP Destination Port: 5678
* UDP Length: 18 bytes

* ESP Payl oad Dat a
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A 2.

A 2.

A 2.

Aut

4. Diet-ESP Conpression

1. 11PC UDP Header Conpression
* UDP ports are conpressed using the LSB techni que.
* UDP Length is renoved (conputed at deconpression).
* UDP Checksumis omitted.

2. CTEC. ESP Trail er Conpression
* Pad Length and Padding are omitted.
* Next Header is onmitted.

3. EEC. ESP Header Conpression
* SPI and SN are conpressed using LSB.

4. Conpressed Packet Qutput

The final conpressed packet consists of the conpressed ESP header,
Il PC conpressed data, and payl oad.

5. Diet-ESP Deconpression

The deconpression process nmirrors the conpression steps, restoring
SPI, SN, UDP headers, ESP Next Header, and Paddi ng fi el ds.

6. G tHub Repository: Diet-ESP SCHC | npl ementati on

The source code for the inplenentation of the Diet-ESP profile,

i ncluding the conpression and deconpression | ogic using the SCHC
rules, is available on GtHub. Access the code at the follow ng
I'ink:

G t Hub Repository: Diet-ESP SCHC | nmpl enent ati on
(https://github.com nglt/pyesp/treel/ master/exanpl es/draft-diet-

esp. py)
This repository contains the rule definitions, exanples, and source

code for inplenenting and testing the Diet-ESP profile. Refer to the
README file for setup instructions and usage gui delines.
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