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Abstract

For many years, a |ack of responsiveness, variously called |ag,

| at ency, or bufferbloat, has been recognized as an unfortunate, but
common, synptomin today’'s networks. Even after a decade of work on
standardi zi ng technical solutions, it remains a conmon problemfor
the end users.

Everyone "knows" that it is "normal" for a video conference to have
probl enrs when sonebody el se at hone is watching a 4K novie or

upl oadi ng photos fromtheir phone. However, there is no technica
reason for this to be the case. |In fact, various queue managenent
sol utions have solved the probl em

Qur network connections continue to suffer froman unacceptabl e
anmount of delay, not for a |ack of technical solutions, but rather a
| ack of awareness of the problem and depl oynent of its solutions. W
believe that creating a tool that measures the probl em and natches
peopl e’ s everyday experience will create the necessary awareness, and
result in a demand for sol utions.

Thi s docunent specifies the "Responsiveness Test" for measuring
responsi veness. It uses comopn protocols and nechani sns to neasure
user experience specifically when the network is under working
conditions. The neasurenment is expressed as "Round-trips Per M nute"
(RPM and should be included with goodput (up and down) and idle

| atency as critical indicators of network quality.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction

For many years, a | ack of responsiveness, variously called |ag,

| at ency, or bufferbloat, has been recognized as an unfortunate, but
common, synptomin today’'s networks [Bufferbloat]. Solutions |ike
fqg_codel [RFC8290], PIE [ RFC8033], Cake [Cake] and L4S [ RFC9330] have
been standardi zed and i npl enented, and are, to sone extent, depl oyed.
Nevert hel ess, poor network responsiveness, resulting from bufferbl oat
and ot her causes, continues to affect many services and the people
who use them

Whenever a network path is actively being used at its full capacity,
if the bottleneck Iink has poor buffer managenent then it may all ow
an overly large queue to build up, resulting in high delay for the
traffic in that queue. Although bufferbloat significantly degrades
user experience, the inpact can be transitory. On a network that is
general ly underutilized except for occasional nediunmsized data
transfers, like sending an email with an attachnment, or uploading a
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phot o, the user-experience disruptions can be intermttent and bri ef,
maki ng them hard to di agnose. The user may notice that the network
seens sluggish for a few seconds, or a videoconferencing application
may briefly show a message saying that the connection is “unstable”
but before the user has a chance to run any diagnostic tools to

i nvestigate, the probl em has di sappeared. People have cone to accept

that the Internet will have “glitches” fromtine to tinme, and it has
al most becone considered normal. Upgrading to an Internet connection
wi th higher capacity does not elimnate these disruptions, but it can
shorten their duration. Ironically, this has the effect of naking

the probl em even harder to diagnose, so instead of fixing the true
problem this “upgrade” creates a situation where the actua
underlying problemis even nore likely to remain unsolved. |nstead
of elimnating Internet glitches, it just makes thema little nore
el usive and harder to investigate.

To help engineers work on elimnating these glitches it is useful to
have a tool that (a) reliably recreates the conditions that cause
systens with poor buffer nmanagement to exhibit |atency spikes, and
(b) quantifies the magnitude of the resulting | atency spikes. This
hel ps engi neers identify where these problens exist. After design
changes are made, it hel ps engineers quantify how nmuch their changes
have i nproved the situation

Note that this docunent does not advocate for entirely elimnating
queues from networking, or even for mandating shall ow queues of sone
arbitrary fixed size. Packet-switched network traffic tends to be
bursty, to varying degrees depending on the technol ogy, and queui ng
performs the essential function of snopothing out those bursts to
avoi d packet |loss. Wat this docunent recommends is that (a) network
queues shoul d be | arge enough to performtheir essential snoothing
function, without being so large that they add additional unnecessary
del ay, and (b) that when a persistent standing queue begins to form
(therefore exceeding the anmobunt of queuei ng needed for snoot hi ng)

net wor k queues shoul d comuni cate feedback back to the sender,
telling to to reduce its sending rate to all ow the standi ng queue to
drai n.

I ncl udi ng the responsi veness-under-wor ki ng-condi ti ons test anong
ot her neasurenents of network quality (e.g., goodput and idle

| at ency) hel ps custoners nake inforned choi ces about the Internet
servi ce they buy.
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Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses term nol ogy and concepts from HITP [ RFC9110], such
as request and response header fields and content.

The term "bufferbloat” describes the situation where a network device
is prone to buffering an excessive nunber of packets in transit
through that device, causing a backlog of packets waiting to go out,
resulting in those waiting packets experiencing excessive unnecessary
delay [Bufferbloat].

Round-Tri ps per M nute (RPM

Al t hough engi neers are confortabl e thinking about and di scussi ng
latency in terms of mlliseconds, this is a poor way to report
responsi veness to end users, because it is not intuitive to the
general public. The units are unfamiliar to many ("what is a

m | lisecond?") and even when the units are understood in principle,
they can still be misleading to nany ("100 nms -- that sounds good --
it’s only a tenth of a second!").

In addition, nost current “latency” tests report the round-trip time
when the network is otherw se idle, which not a good predictor of how
a network will behave when it is actively being used for norrmal data
transfer.

Instead, this docunent defines an algorithmfor the "Responsiveness
Test" that explicitly neasures responsiveness under working
conditions, not only in idle conditions.

The results are presented as "round-trips per nminute" (RPM, which is
cal culated by dividing 60 by the round-trip time in seconds (or
60, 000 divided by the round-trip time in mlliseconds).

The advant ages of expressing working latency in round-trips per
mnute (RPM are two-fold: First, it allows for a unit that where
"higher is better". This kind of unit is often nore faniliar to end-
users. Second, the range of the values tends to be around the four-
digit integer range, which is a value easy to conpare and read, again
allowing for a nore intuitive use. Finally, we abbreviate the unit
to "RPM', a wink to the "revolutions per mnute" that we use for car
engi nes.
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Some readers have conpl ai ned that they don’ t understand what "RPM
means, and that it is just an arbitrary nunber with no way to judge
what shoul d be considered a bad RPMrating or a good RPMrating. W
counter that argunent by saying that round-trip tinmes expressed in
mlliseconds are equally arbitrary, and people sinilarly judge

whet her a certain nunber of nmilliseconds is “good” or “bad” from
their personal experience and in relation to the range of round trip
times that are observed across a range of technologies. |In the sane
way, the RPM of a car engine is also interpreted relative to the
range of val ues that people have | earned to expect. W have |earned
that 8000 is a high operating RPM for a car engine, and anything
bel ow 1000 RPMis low Interestingly, the range of val ues observed
for network responsiveness happen to fall into this famliar range.

Thi s docunent cl assifies responsiveness scores into four broad
cat egori es:

Poor responsiveness

300 RPM ===« - m mmmm et e e e 200 ns RTT
Fair responsiveness

1000 RPM - ----mmmmmm e oo - 60 ms RTT
Good responsi veness

6000 RPM --------ommmmme e 10 ms RTT

Excel | ent responsi veness

The reasoning for these classifications is two-fold. Partly they are
rooted in the unchangeabl e | ans of physics, and partly they are
determ ned by human factors.

We know that we can never beat the speed-of-light propagation del ay.
To pick one representative exanple, the coast-to-coast distance
across the USA (Stanford to MT) is about 4,500 km That makes the
round-trip distance 9,000 km The speed of light is 300,000 knis, so
the Stanford-MT round-trip tinme has to be at least 30 ns. But |ight
in fiber-optic cables travels at just 200,000 knis (the propagation
rate for electrical signals in copper wire is about the sane) naking
the round-trip time at least 45 ns [L96] for these kinds of fiber-
optic or electrical Internet circuits. O course, software overhead,
queui ng effects, and other delays will add to that round-trip timne.
If our actual neasured working round-trip tine is at nost 2x the 45
nms theoretical minimum then we feel the network is operating well.
If our actual neasured round-trip tinme is 10x the 45 ns mi ni num or
wor se, then we feel we have considerabl e opportunity for inprovenent.
That 45 nms time is for conmuni cati ons coast-to-coast across a
continent, and not everyone i s conmunicating over such |ong

di stances. 1In fact, nodern content delivery networks (CDNs) have
data centers in many |locations around the world, partly to keep data
closer to the user and reduce round-trip tines. For comunication
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over a shorter distance, within a single state or within a city, we
shoul d be striving to achieve consistent reliable round-trip tines
below 10 ns. This is why, in the context of the public Internet, we
consider that only working-Ilatency val ues bel ow 10 ns (6000 RPM or
better) deserve to be classified as “excellent” .

Hurman factors influence [ atency requirenents, and by |ucky
coi nci dence the speed of light and the size of our planet are such
that physics allows us to neet those requirenments on planet Earth.

For exanpl e, decades of research in the tel ephone conmunity has

concl uded that when nouth-to-ear round-trip tines exceed 250 ns, the
quality of conversation begins to degrade. For exanple, when the
person tal king pauses briefly, the listener can m stakenly think that
the speaker has finished and is waiting for a reply, and then

i nadvertently talk over their next sentence. A long round-trip delay
means that the person interrupting speaks | onger before realizing
their nistake, and these repeated interrupti ons nmakes the
conversation becone stilted and awkward. G ven that various other
components of Internet audio (digitizing audio froma m crophone,
conmpressing that audio, quantizing it into discreet packets,
deconpressing the received audio, and playing the audio through a
speaker) also require time, we believe it is reasonable to allow 200
ms for packet transm ssion over the network, and 50 nms for other

el ements of the process. Accordingly, we consider that working-

| at ency val ues above 200 ns (300 RPM or worse) deserve to be
classified as “poor” .

For anot her exanple, consider that Virtual Reality (VR) systens
typically refresh their screens at 90Hz (11 ms per frane) or higher
Similarly, Apple recently increased the refresh rate of iPhone
screens from 60Hz (16 ns) to 120Hz (8 ns), because human users can
tell the difference, and appreciate the inproved responsiveness
provided by a | ower screen-refresh del ay.

Consequently, while we consider the minunmum for an acceptabl e

tel ephone call to be around 300 RPM (200 ns), we acknow edge t hat
better responsiveness (1000 RPM or 60 ns RTT) can deliver a tel ephone
call that is considered “good” rather than just “fair”

Looking to the future, we feel that the networking community shoul d
be able to achieve consistent working round-trip delays on par with
current screen refresh tines, which is why we set 6000 RPM (10 ms) as
our threshhold for a network to be considered “excellent.”

At this end of the performance spectrum we note that the speed of

sound (in air) is roughly 350 nis (a million tinmes slower than the
speed of light). This is 35 cmper mllisecond, or roughly a foot
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per mllisecond. This gives us a paraneter to eval uate what
constitues a “reasonable” goal for network latency. Wile |ower

| atency may al ways be better for certain conputer interactions,
pursui ng ever-lower network | atencies, down to one mllisecond or

| ower, nmay not be necessary for human audio. A one nillisecond
difference in network delay is equivalent to a change of |istener
position, relative to the | oudspeaker playing the audio, of just one
f oot .

The BITAG “Latency Explained” report [BITAG has excellent detailed
informati on on the causes of network |atency, and the human factors
that influence |atency requirements.

2. Overview

In the last few decades, the networking industry has nade enornous
advances in ternms of the quantity of data our wired and wirel ess
links can transfer. Rates have gone fromkilobits per second, to
megabits, to gigabits, and continue to increase. W also have broad
i ndustry agreement on the units for neasuring network capacity --
bits per second. W have a wide array of tools available for
measuring capacity in these units, and these tools generally produce
results that are consistent and conparabl e between different tools.

In contrast to our renmarkabl e inprovenents in throughput, we have not
done a good job devel opi ng networks that deliver consistently |ow
delay in all normal operating conditions. 1In fact, many people may
have unconsciously assuned that it would not be possible to achieve
such a capability. Correspondingly, we have not had industry
agreement on what constitutes reasonable fair working conditions
under which to neasure a network’ s round-trip delay, and,
consequently, for a long tine we have neasured and reported the
round-trip time on an idle network as the only nmetric. The actua
round-trip times observed when traffic is flow ng have generally been
so much worse than the idle round-trip tinme (often by a factor of 100
or nore) that it seemed alnost inpolite to draw attention to them

And so, by neasuring and reporting throughput and idle round-trip
time, we have notivated vendors and operators to focus on those
aspects of performance, and to neglect other factors that al so i npact
the quality of user experience.

Measurenments of idle round-trip tine can be informative, but users
care about how well their network perforns when they are using it,
not only how well it perfornms when no one is using it. 1In this
docunent we specify how to neasure network round-trip tine under
reasonabl e representative operating conditions. This docunent
focusses on this specific aspect of network quality, because we fee
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it is a particularly pressing issue at this tine. Future comnpanion
docunents coul d address how to measure and report other aspects of
network quality that affect user experience.

2.1. Rel evance

The nost inportant property of this test tool is that its results
shoul d be a good predictor of user experience. H gh scores on the
Responsi veness Test should correlate with good user experience, and
| ow scores should correlate with poor user experience. A test with
this predictive power gives network engineers a way to experinent

wi th code changes and then use the test to eval uate whether the
changes are beneficial, instead of having to judge the effects

subj ectively, for exanple, by conducting a video conference and
trying to assess whether it seens to be working better or worse.

2.2. Repeatability

For the test to be useful, it has to produce consistent results. |If
results vary wildly fromrun to run, then an engi neer doesn’ t know
whether a different result fromthe test is a result of a software
change or just an artifact of randommess in the test.

2.3. Conveni ence

The test should conplete as quickly as possible, ideally with ten
seconds, but only if this can be achi eved wi thout sacrificing
rel evance and repeatability.

2.4. Interaction with End Systens

Net wor k del ays that occur when traffic is flowing are not purely a
property of the network. How traffic flows is a result of the
interaction between the behavior of the network and the behavior of
the end systens generating and receiving the traffic. Consequently,
if we are to obtain useful nmeasurenents pertaining to the network
itself, uncontani nated by noise or bias introduced by the test
endpoints, we need to ensure that the test endpoints are of the

hi ghest quality and are not responsible for introducing significant
del ays (or delay variation) thenselves. This neans that the test
endpoi nts shoul d be using source buffer nmanagenent techniques |ike
TCP_NOTSENT_LOWMT [ RFC9293][ SBM to keep the backl og of unsent data
limted to a reasonabl e anobunt, in conjunction with the current best-
in-class rate adaptation al gorithns (such as the Prague congestion
controller [Prague]) and the current best-in-class network signalling
(such as L4S [RFC9330]). These techniques allow the network to

si gnal when the source is sending too fast and a queue is starting to
build up, so that the source can adjust its sending rate accordingly.
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We believe that having the network signal when the source is sending
more data than the network can carry (rather than just letting the
situation worsen until a queue overfl ows and packets are lost) is
vital for creating networks that deliver consistent |ow delay. If
our belief is correct, we expect the test results to reflect that
networks with this signalling yield | ower delays than networks
without it. In any case, if the sending and receiving test endpoints
are not able to make use of L4S signalling, then the test will be
unabl e to neasure and report the effect of L4S support (or its
absence) in the network’ s bottleneck |inks.

2.5. Purpose of Test Too

The primary purpose of this test tool is to evaluate network
behavior, and that is the main focus of this docunent.

However, a secondary use can be to evaluate client and server
software

If a particular test client, over a particular network path, produces
good responsi veness scores when comuni cating with a known-good test
server, but poor results when using another test server, that
suggests problens with the other test server. W have already had
cases where we used an existing HTTP server as a test endpoint, got
wor se-t han- expect ed responsi veness scores, and as a result realized
that the HTTP server had sone poor configuration settings, which were
al so causi ng unnecessary slowness for the other user-facing traffic
it was serving. Tuning these configuration settings for higher
responsi veness | owered del ays across the board for all traffic
delivered fromthat server.

Simlarly, if a newtest client, connecting to a known-good test
server over a particular network path, produces worse results than an
exi sting known-good test client, then this suggests problens with the
new test client, possibly in the newtest client’ s code, or init’ s
operating systemi s networking inplenentation. These insights can

| ead to enhancenents in the networking code that inprove

responsi veness for all software running on that operating system

2.6. Use of HTTP

The test specified in this docunent is based on HTTP/2 and HTTP/ 3.
HTTP was sel ected because it is representative of a broad class of
commonl y used request/response protocols, and protocols that do bul k
data transfer, adapting their sending rate to match the avail abl e
networ k capacity.
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Many protocols share the property that over a single conmunication
channel a client:

(a) may read small or large data objects fromthe server

(b) may wite snall or large data objects to the server,

(c) may have multiple operations executing concurrently, and

(d) may choose to cancel outstanding operations if circunstances
change and the operation is no | onger needed.

If aclient reads a very large data object froma server and then a
smal | data object, it is preferable if the small data object doesn’ t
have to wait until after the very |arge data object has been received
inits entirety.

HTTP supports reads, wites, concurrent operations, cancellation of
out st andi ng operations, and interleaving of data from concurrent
operations. This nmakes HTTP a representative proxy for virtually any
request/response protocol. The specific details of the nessage
syntax, or the byte values used, are not inportant.

HTTP has the additional convenience that it is very w dely depl oyed
intoday’ s world, and it is fairly easy to configure many nodern web
servers to operate as Responsiveness Test servers.

If a network is able to deliver consistent |ow latency even for the
chal  engi ng case of a bulk data transfer over HITP, then it is
reasonabl e to assunme that this network will deliver consistent |ow
|latency for all IP traffic, including interactive audio and video
tel ephony traffic, which can be regarded as a kind of sender-limted
bul k transfer.

2.7. Resisting Cheating

A desired property of the test was that it should resist cheating,
both intentional and acci dent al

Suppose we were to nmeasure network round-trip delay using | CMP Echo
Request packets. A network engi neer given the task of inproving a
vendor score on this netric mght choose to sinply prioritize |ICW
Echo Request packets so that they always go directly to the front of
the transm ssion queue. O, while exploring various options, the
engi neer mght innocently nmake a code change that inadvertently has
this effect. A quick run of the test tool would show that the

engi neer had achi eved the assigned goal -- on busy networks the too
reports that the round trip tine is now lower. Unfortunately, this
change would in no way inprove actual user experience, because nornal
data transfer is not perforned using | CMP Echo Request packets.
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To avoid that pitfall, the Responsiveness Test was designed to obtain
its neasurenments using normal client operations over HITP. These are
representative of the kinds of operations a normal client mght do if
rapidly fetching map tiles while a user scrolls and zoons a map to
view an area of interest on their smartphone, or fetching new video
data when a viewer skips ahead to a different place in a streamn ng
video. Utimately, application-layer responsiveness is what affects
user experience, not |ower-layer performance netrics.

If a creative engineer does find a way to “cheat” the Responsiveness
Test to get a better score, then it is alnpbst certain that such a
“cheat” would have the effect of making real -world operations faster
too. This is a kind of “cheating” we are happy to tolerate.

3. Design Constraints

There are many chal | enges to defining nmeasurenents of the Internet:
the dynam ¢ nature of the Internet, the diverse nature of the
traffic, the large nunber of devices that affect traffic, the
difficulty of attaining appropriate measurenent conditions, diurna
traffic patterns, and changi ng routes.

TCP and UDP traffic, or traffic on ports 80 and 443, may take
significantly different paths over the network between source and
destination and be subject to entirely different Quality of Service
(QoS) treatnment. The traditional delay nmeasurenment tools use | CW
whi ch may experience even nore drastically different behavior than
TCP or UDP. Thus, a good test will use standard transport-I|ayer
traffic -- typical for people’ s use of the network -- that is subject
to the transport |ayer’s congestion control algorithms that m ght
reduce the traffic’'s rate and thus its buffering in the network.

Signi ficant queueing in the network only happens on entry to the

| owest -capacity (or "bottleneck"”) hop on a network path. For any

fl ow of data between two endpoints, there is always one hop along the
pat h where the capacity available to that flow at that hop is the

| onest among all the hops of that flow s path at that nonment in tine.
It is inportant to understand that the exi stence of a | owest-capacity
hop on a network path, and a buffer to smpoth bursts of data, is not
itself a problem |In a heterogeneous network |ike the Internet, it
is inevitable that there is sone hop along a network path between two
hosts with the | owest capacity for that path. |If that hop were to be
i mproved by increasing its capacity, then some other hop woul d becone
the new | owest-capacity hop for that path. In this context, a

"bottl eneck” should not be seen as a problemto be fixed, because any
attenpt to "fix" the bottleneck is futile -- such a "fix" can never
renove the existence of a bottleneck on a path; it just noves the
bott| eneck sonmewhere el se.
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Note that in a shared datagram network, conditions do not remain
static. The properties of the hop that is the current bottleneck for
a particular flow may change from noment to monent. The anount of
other traffic sharing that bottleneck may change, or the underlying
capacity of that hop itself may vary. |f the available capacity on
that hop increases, then a different hop nmay becone the bottl eneck
for that flow. For exanple, changes in the simultaneous transm ssion
of data flows by hosts communi cati ng over the sane hop may result in
changes to the share of bandwi dth allocated to each flow. A user who
physically noves around nay cause the W-Fi transnission rate to vary
wi dely, fluctuating between a few Md/s when they are far fromthe
Access Point, and Gb/s or nore when close to the Access Point.

Consequently, if we wish to enjoy the benefits of the Internet’s
great flexibility, we need software that enbraces and cel ebrates this
diversity and adapts intelligently to the varying conditions it
encounters.

Because significant queueing in the network only happens on entry to
the bottl eneck hop, the queue managenent at this critical hop of the
path alnpost entirely determ nes the responsiveness of the entire
path. |If the bottleneck hop’s queue managenent algorithmall ows an
excessively large queue to form this results in excessively |arge
del ays for packets sitting in that queue awaiting transm ssion,
significantly degradi ng overall user experience.

In order to discover the depth of the buffer at the bottl eneck hop,
the Responsiveness Test mimics normal network operations and data
transfers, with the goal of filling the bottleneck Iink to capacity,
and then neasures the resulting end-to-end del ay under these so-

call ed working conditions. A well nanaged bottl eneck queue keeps its
buf f er occupancy under control, resulting in consistently |ow round-
trip times and consistently good responsiveness. A poorly managed
bottl eneck queue will not.

Thi s section discusses bufferbloat in ternms of a problemthat occurs
in anetwork, i.e., in routers and switches. However, there are sone
ot her system components that can al so add del ay.

In sone cases the | owest capacity hop on a path is the first hop. 1In
this case network bufferbloat is not usually a significant concern
because the source device is sinply unable to transmit data fast
enough to build up a significant queue anywhere else in the network.
However, in this case source-device bufferbloat (excessive queuing in
the device’ s own outgoing network interface) can result in excessive
sel f-induced delays for the traffic it is sending [ SBM.
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The job of the rate adaptation (congestion control) algorithmof the
sender’ s transport protocol is to determine this flow s share of the
bottl eneck hop on the path, and to restrain its own transm ssion rate
so as not to exceed that bottleneck rate. |If the transport protoco
does not generate appropriate backpressure to the application (e.qg.,
usi ng TCP_NOTSENT_ LOWT [ RFC9293][SBM ) then the transport protocol
itself can cause significant delay by buffering an excessive anount

of application data that has not even been sent yet.

Finally, an application can nmake del ay even worse by maintaining its
own queue of data that it hasn’ t even given to the transport protoco
for sending yet. Any tine data spends sitting in this application
queue adds to the delay it experiences while waiting to be set out of
the network interface and the delay it experiences while in transit
traversing the network.

4. Coals

The al gorithm described here defines the Responsiveness Test that
serves as a neans of quantifying user experience of latency in a
networ k connection. Therefore:

1. Because today's Internet traffic primarily uses HITP/ 2 over TLS,
the test’s algorithm should use that protocol

As a side note: other types of traffic are gaining in popularity
(HTTP/ 3) [RFC9114] and/or are already being used widely (RTP)

[ RFC1889]. Traffic prioritization and QS rules on the Internet
may subject traffic to conpletely different paths: these could
al so be nmeasured separately.

2. Because the Internet is marked by the depl oynent of countless
mi ddl eboxes |ike “transparent” TCP proxies or traffic
prioritization for certain types of traffic, the Responsiveness
Test al gorithmnmust take into account their effect on TCP-
handshake [ RFC9293], TLS-handshake, and request/response.

3. Because the goal of the test is to educate end users, the results
shoul d be expressed in an intuitive, nontechnical form and not
commit the user to spend a significant anmount of their tinme (it
is left to the inplenentation to chose a suitable tine-linit and
we recommend for any inplenmentation to allow the user to
configure the duration of the test).

5.  Measuring Responsiveness Under Wrking Conditions

Overall, the test to neasure responsiveness under working conditions
proceeds in two steps:
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1. Put the network connection into "working conditions"

2. Measure responsiveness of the network.

The foll owi ng explains how the fornmer and the latter are achi eved.
5.1. Wbrking Conditions

VWhat are _the_conditions that best emul ate how a network connection
is used? There is no one true answer to this question. It is a
tradeoff between using realistic traffic patterns and pushing the
network to its limts.

Current capacity-seeking transport protocols, |like TCP and QUIC, seek
to achi eve the highest throughput that the network can carry, by
increasing their sending rate until the network signals that the
transport protocol has reached the optinmal throughput and shoul d not
increase further. That signal fromthe network can take the form of
packet | oss (when a bottl eneck queue overflows) or ECN signals (prior
to queue overfl ow).

The Responsi veness Test defines working conditions as the condition
where the path between the neasuring endpoints is fully utilized at
its end-to-end capacity, and senders are sending a little faster to
di scover if nore capacity is available, causing a queue to build up
at the ingress to the bottl eneck hop. How the device at the ingress
to the bottleneck hop manages and limts the growh of that queue
will influence the network connection’s responsiveness.

The Responsiveness Test al gorithmfor reaching working conditions
combi nes nultiple standard HTTP transactions with very |arge data
obj ects according to realistic traffic patterns to create these
condi tions.

This creates a stable state of working conditions during which the
bottl eneck of the path between client and server is fully utilized at
its capacity, revealing the behavior of its buffer nmanagenment or
Active Queue Managenent (AQM), without generating DoS-like traffic
patterns (e.g., intentional UDP flooding). This creates a realistic
traffic mx representative of what a typical user’s network
experiences in nornmal operation

Finally, as end-user usage of the network evolves to newer protocols
and congestion control algorithnms, it is inportant that the working
conditions also can evolve to continuously represent a realistic
traffic pattern
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5

1.

1. Single-Flow vs Milti-Flow

The purpose of the Responsiveness Test is not to productively nove
data across the network, the way a normal application does. The

pur pose of the Responsiveness Test is to, as quickly as possible,
simulate a representative traffic load as if real applications were
doi ng sustained data transfers and measure the resulting round-trip
time occurring under those realistic conditions. A single TCP
connection may not be sufficient to reach the capacity and ful

buffer occupancy of a path quickly. Using a 4MB receive wi ndow, over
a network with a 32 nms round-trip tinme, a single TCP connection can
achieve up to 1G&/s throughput. For higher capacity connections or
hi gher round-trip tines, a 4MB receive windowis insufficient. In
addition, deep buffers along the path between the two endpoints may
be significantly larger than 4MB, and using a 4MB TCP receive w ndow
woul d be insufficient to fully expose the depth of these buffers.

TCP all ows | arger receive w ndow sizes, up to 1GB. However, to avoid
consum ng too nuch nenory, nost transport stacks today do not use
such large receive w ndows.

Even if a single TCP connection would be able to fill the

bottl eneck’s buffer, it nmay take sonme tinme for a single TCP
connection to ranmp up to full speed. One of the goals of the
Responsi veness Test is to help the user neasure their network
quickly. As a result, the test should | oad the network, take its
measur enents, and then finish as fast as possible.

Finally, traditional |oss-based TCP congestion control algorithns
react aggressively to packet |1oss by reducing the congestion w ndow.
This reaction (intended by the protocol design) decreases the
queueing within the network, making it harder to determ ne the depth
of the bottl eneck queue reliably.

For all these reasons, using nultiple sinultaneous parallel
connections all ows the Responsiveness Test to conplete its task nore
quickly, in a way that overall is less disruptive and | ess wastefu
of network capacity than a test using a single TCP connection that
woul d take | onger to bring the bottleneck hop to a stable saturated
state.

One of the configuration paranmeters for the test is an upper bound on
the nunber of parallel |oad-generating connections. W recomend a
default value for this paraneter of 16
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5.1.2. Concurrent vs Sequential Uplink and Downlink

Poor responsiveness can be caused by bl oated queues in either (or
bot h) the upstream and the downstreamdirection. Furthernore, both
paths may differ significantly due to access link conditions (e.g.,
5G downstream and LTE upstream or routing changes within the | SPs.
To measure responsiveness under working conditions, the al gorithm
must expl ore both directions.

Most of today’ s widely used network benchmark tools neasure the

throughput in one direction at atinme. In a real sense this is very
mich a “softball” test, contrived to let the network performat its
absolute best so it can produce the nost inpressive-Iooking benchmark
results.

In the 1950s we had anal og tel ephone Iines, with the property that
only one person at a tinme could nake a tel ephone call. In the 1990s
we had dial-up services like AOL, with the property that only one
person at a time could use the tel ephone line to connect to ACL. Two
people in a home could not share a single tel ephone Iine and both
connect to AOL at the sane tine.

But, in contrast, by the 1990s we had packet switching, as enbodied
in the Internet, Ethernet, W-Fi, and simlar connectionless datagram
technol ogi es. The huge benefit of these connectionl ess datagram
technologies is that an arbitrary nunber of people and devices can
share a network and use it for different purposes at the sane tine,
in stark contrast to a tel ephone |ine that can only support one

tel ephone call at a tinme. Indeed, it is common today for a hone
network to have dozens of devices sharing a user’ s network -- hone
security caneras stream ng video, adults working from hone via

vi deoconf erenci ng, children watching stream ng video or playing video
ganes, etc.

G ven that today’ s honme networks are frequently used by multiple
peopl e and devices at the sane tine, (and given that this is arguably
t he whol e reason connectionl ess dat agram networki ng was invented in
the first place) it makes sense for a network benchmark tool to

eval uate how well the network performs when it is being used this
way, rather than using only a carefully contrived artificia

scenario, intentionally doing only one thing at a tinme so as to show
the network in the best possible Iight.
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During the COVI D pandeni c when many people were working from home, it
becane a common trope to have comedy routines about parents yelling
at their children, “Stop watching videos, numy’ s trying to have a
wor k vi deoconference neeting.” Wen conedians are making fun of the
shared dat agram network we built because it breaks down spectacularly
when two devices try to share it, that should be an enbarrassnent for
our entire industry.

For this reason, the Apple “networkQuality” tool currently perforns
the upl oad and downl oad tests concurrently, to properly reflect how
well a network perforns when it is used this way.

However, a number of caveats cone with neasuring concurrently:

* Hal f-duplex links may not permt simnultaneous uplink and downlink
traffic. This restriction neans the test m ght not reach the
path’s capacity in both directions at once and thus not expose al
the potential sources of |ow responsiveness. However, this
circumstance might also yield some useful benefit. |If a user’ s
I nternet connection perforns reasonably well (in terns of both
capacity and responsi veness) when carrying predom nantly uplink
traffic, and perforns reasonably well when carrying predom nantly
downlink traffic, but degrades badly when the user tries to do
bot h upl oad and downl oad at the same time, that is information
that m ght be very useful to the user

* Debugging the results beconmes harder: During concurrent
measurenent it is inpossible to differentiate whether the observed
del ay happens in the uplink or the downlink direction

For this reason, a test tool should also offer the option of
perform ng the upl oad and downl oad tests sequentially, to help
engi neers di agnose whet her the source of excessive delay is in the
upstream di rection, downstream direction, or both.

When perfornming a concurrent test, a single overall responsiveness
score is reported, to reflect the overall experience a user can
expect during normal unrestricted network usage.

When perform ng uplink and downlink tests sequentially the two
responsi veness scores are reported individually, to give the user
visibility into whether their network is perform ng better in one
direction than the other
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5.1.3. Achieving Steady-State Buffer Utilization

The Responsi veness Test gradually increases the nunber of TCP
connections (known as | oad-generating connections) and neasures
"goodput” (the sum of actual data transferred across all connections

in aunit of tine) continuously. By definition -- once goodput is
maxim zed -- if the transport protocol emits nore traffic into the
network than is needed, the additional traffic will either get

dropped, or be buffered and thus create a "standing queue"” that is
characteristic of bufferbloat. At this nonent the test starts
measuring the responsiveness until that netric reaches saturation

At this point we are creating the worst-case scenari o (best-case for
t hroughput, worst-case for latency) within the limts of the
realistic traffic pattern. WelIl designed network equi pment handl es
this scenario w thout creating excessive del ay.

The al gorithm presunes that goodput increases rapidly until TCP
connections conplete their TCP slowstart phase. At that point,
goodput eventually stalls, often due to receive wi ndow limtations,
particularly in cases of high network bandw dth, high network round-
trip time, low receive wi ndow size, or a conbination of all three
The only neans to further increase goodput is by adding nore TCP
connections to the pool of |oad-generating connections. |f new
connections don't result in an increase in goodput, full link
utilization has been reached. At this point, adding nore connections
will reveal the extent to which the network is willing to buffer
excess packets, with a resulting increase in round-trip del ay
(decrease in responsiveness). Wen the bottleneck queue signals the
sender(s) to slow down (either via packet drop or via ECN marKking)
then the round-trip delay will stabilize.

5.1.4. Avoiding Test Hardware Bottl enecks

The Responsi veness Test could be run fromvarious devices that are
ei ther consumer devices or Internet infrastructure such as routers.
Many honme routers are cost-sensitive enbedded devices optini sed for
swi tching packets rather than terminating TLS connections at |ine
rate. As a result, they may not have sufficient processing power or
menory bandwi dth to saturate a bottleneck link in order to be a
useful test client for the responsiveness test.

In order to nmeasure responsiveness fromthese devices, the test can
be conducted w thout TLS over plain HTTP. \Whenever possible, it is
preferred to test using TLS to resenble typical Internet traffic to
t he maxi num ext ent.

Paasch, et al. Expires 23 April 2026 [ Page 19]



I nternet-Draft Responsi veness under Working Conditions Cct ober 2025

5.2. Test Parameters

A nunber of paraneters can be used to configure the test nethodol ogy.
The following |list contains the nanmes of those paraneters and their
default values. The detailed description of the nethodol ogy that
follows will explain how these paraneters are being used. Experience
has shown that the default values for these parameters allow for a
low runtinme for the test and produce accurate results in a w de range
of environments.

[ el sy el o
| Narme | Explanation | Default |
| | | Val ue |
| MAD | Moving Average Distance (nunber of intervals | 4 |
| | to take into account for the nmoving average) | |
Femmm o - o m m e e e e e e e e e e e e e e e e em e eeeao o S +
| ID | Interval duration at which the algorithm | 1 |
| | reevaluates stability | second

Fom e e - - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo B +
| TMP | Trimed Mean Percentage to be trimred | 95% |
+o-m - - ot o e e e e e e e e e e e e e e e e e e e mm— oo oo R +
| SDT | Standard Devi ation Tol erance for stability | 5% |
| | detection | |
S o S +
| INP | Initial number of concurrent transport | 1 |
| | connections at the start of the test | |
+o-m - - ot o e e e e e e e e e e e e e e e e e e e mm— oo oo R +
| INC | Nunmber of transport connections to add to | 1 |
| | the pool of |oad-generating connections at | |
| | each interval | |
Fom e e - - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo B +
| MNP | Maxi num nunber of parallel transport-|ayer | 16 |
| | connections | |
Femmm o - o m m e e e e e e e e e e e e e e e e em e eeeao o S +
| MPS | Maxi num responsi veness probes per second | 100 |
S o S +
| PTC | Percentage of Total Capacity the probes are | 5% |
| | allowed to consune | |
+o-m - - ot o e e e e e e e e e e e e e e e e e e e mm— oo oo R +

5.3. Measuring Responsiveness
Measuri ng responsi veness under working conditions is an iterative

process. Mdyreover, it requires a sufficiently |arge sanple of
measurenents to have confidence in the results.
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The neasurenent of the responsiveness happens by sending probe-
requests. There are two types of probe requests:

1. An HTTP CET request on a connection separate fromthe | oad-
generating connections ("foreign probes"). This probe type
mmcs the time it takes for a web browser to connect to a new
web server and request the first element of a web page (e.g.,
"index.htm "), or the startup tine for a video streaming client
to launch and begin fetching nedia.

2. An HTTP GET request nultiplexed on the | oad-generating
connections ("self probes"). This probe type nimcs the tine it
takes for a video streaming client to skip ahead to a different
chapter in the sane video stream or for a navigation mapping
application to react and fetch new map til es when the user
scrolls the map to view a different area. 1In a well functioning
system fetching new data over an existing connection should take
| ess tine than creating a brand new TLS connection from scratch
to do the same thing.

Foreign probes will provide three (3) sets of data-points: First, the
duration of the TCP-handshake (noted hereafter as tcp_f). Second,
the TLS round-trip-tine (noted tls f). For this, it is inmportant to
note that different TLS versions have a different nunber of round-
trips. Thus, the TLS establishnment time needs to be nornmalized to
the nunber of round-trips the TLS handshake takes until the
connection is ready to transmt data. |In the case that TLS is not
being used, it is undefined. And third, the HTTP el apsed tine

bet ween i ssuing the GET request for a 1-byte object and receiving the
entire response (noted http f).

Self probes will provide a single data-point that measures the
duration of tine between when the HTTP GET request for the 1-byte
object is issued on the | oad-generating connection and when the ful
HTTP response has been received (noted http |). For cases where

mul ti pl exi ng GET requests into the | oad generation connections is not
possible (e.g. due to only HTTP/ 1.1 being avail able), the TCP stack
estimated round-trip-time can be used as a proxy or substitute val ue.

Not e that self-probe requests MJUST NOT use HTTP priorities or simlar
techniques in pursuit of an artificially inflated RPM score. The

pur pose of self-probe requests is to imtate the activity of a rea
application requesting new data el enents (like new video segnments, or
new map tiles) while an existing data transfer is already proceeding,
and to evaluate how rapidly these new data el enents are delivered

For exanple, in a real map application, using a higher HITP priority
every time a user scrolls the nap would | ead to an escal ati ng | adder
of ever-higher priorities where every new operation is nore inportant
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than everything that went before it. Priorities are a solution to
the probl em of having too nmuch data already in flight, buffered in
the network at a bottl eneck queue, or prematurely comritted to the
sendi ng machine’ s transport protocol (e.g., TCP or QUC) [SBM, by
creating a nechanismfor new data to bypass the backlog of stale
data. We believe that the best way to avoid del ays caused by having
an excessive backlog of stale data is the sinplest: avoid having a
backl og of stale data in the first place, rather than assuming that a
| arge backlog of stale data is inevitable, and then using conplicated
mechani sns like priorities to work around that problem \Wen the
backl og of stale data is mnimzed, all traffic achieves | ow del ay,
not just a privileged minority of “priority” traffic.

tep_f, tls_f, http_f and http_| are all neasured in mlliseconds.

The nore probes that are sent, the nore data avail able for
calculation. In order to generate as nuch data as possible, the
Responsi veness Test specifies that a client issue these probes
regularly. There is, however, a risk that on | ow capacity networks
the responsi veness probes thenselves will consune a significant
anount of the capacity. Because the test mandates first saturating
capacity before starting to probe for responsiveness, the test wll
have an accurate estinmate of how rmuch of the capacity the

responsi veness probes will consunme and never send nore probes than
the network can handl e.

Limting the data used by probes can be done by providing an estinmate
of the nunber of bytes exchanged for each of the probe types. Taking
TCP and TLS overheads into account, we can estimate the anount of
data exchanged for a foreign probe to be around 5000 bytes. For self
probes we can expect an overhead of no nore than 1000 bytes.

Gven this information, we recommend that a test client does not send
nmore than MPS ( Maxi mum r esponsi veness Probes per Second - default to
100) probes per ID. The sane anpunt of probes should be sent on

| oad-generating as well as on separate connections. The probes
shoul d be spread out equally over the duration of the interval, wth
the two types of probes interleaving with each other. The test
client should uniformy and randomy select fromthe active | oad-
generating connections on which to send self probes.

According to the default paraneter values, the probes wll consune
300 KB (or 2400Kb) of data per second, nmeaning a total capacity
utilization of 2400 Kbps for the probing.

On hi gh-speed networks, these default parameter values will provide a

significant anount of sanples, while at the sane tine ninimzing the
probi ng overhead. However, on severely capacity-constrai ned networks
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the probing traffic could consunme a significant portion of the
avai l abl e capacity. The Responsiveness Test nust adjust its probing
frequency in such a way that the probing traffic does not consune
nmore than PTC (Percentage of Total Capacity - default to 5% of the
avai | abl e capacity.

5.3.1. Aggregating the Measurements
5.3.1.1. For the TLS-Enabl ed Case

The al gorithm produces sets of 4 tines for each probe, nanely: tcp_f,
tls f, http_f, http_ | (fromthe previous section). The

responsi veness of the network connection being tested evol ves over
time as buffers gradually reach saturation. Once the buffers are
saturated, responsiveness will stabilize. Thus, the fina

cal cul ation of network responsiveness considers the |ast MAD (Mving
Average Distance - default to 4) intervals worth of conpleted
responsi veness probes.

Over that period of tinme, a |arge nunber of sanples will have been

coll ected. These may be affected by noise in the neasurenents, and
outliers. Thus, to aggregate these we suggest using a single-sided
trimmed nean at the TMP (Tri mmed Mean Percentage - default to 95%

percentile, thus providing the follow ng nunbers: TMtcp_f),

T™Mtls f), TMhttp_ f), TMhttp_I).

The responsi veness is then cal cul ated as the average of the "foreign
responsi veness" on separate connections and the responsiveness on
| oad- generating connecti ons.

For ei gn_Responsi veness = 60000 / ((TMtcp_f)+TMtls_f)+TMhttp_f))/3)
Loaded_Responsi veness = 60000 / TMhttp_I)
Responsi veness = (Forei gn_Responsi veness + Loaded_Responsi veness) / 2

Thi s responsi veness val ue presents round-trips per nminute (RPM.
5.3.1.2. For the TCP-Only Case

If there are no TLS connections being used, then the notion of a
nornmal i sed round-trip tinme for the TLS handshake does not apply.

Zer oes cannot be substituted for tls f, as that will result in an
artificially |l ow responsiveness value. |Instead, the same principle
of giving each contribution to the foreign RTT equal weight, and then
giving the foreign and self RTTs equal weights is applied.

The TCP-only responsiveness is therefore calculated in the follow ng
way:
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For ei gn_Responsi veness = 60000 / ((TMtcp_f) + TMhttp_f)) / 2)
Loaded_Responsi veness = 60000 / TMhttp_I)
Responsi veness = (Forei gn_Responsi veness + Loaded_Responsi veness) / 2

5.4. Final Al gorithm

Consi dering the previous two sections, where we expl ai ned the neaning
of working conditions and the definition of responsiveness, we can
now descri be the design of the final algorithm 1In order to neasure
the worst-case delay, we need to transnit traffic at the ful

capacity of the path as well as ensure the buffers are filled to the
maxi mum  We can achieve this by continuously addi ng HTTP sessions to
t he pool of connections in an ID (Interval duration - default to 1
second) interval. This technique ensures that we quickly reach ful
capacity. In parallel with this process we send responsi veness
probes. First, the algorithmreaches stability for the goodput.

Once goodput stability has been achi eved, the responsiveness
stability is tracked until it is shown to be stable at which point
the final measurenment can be conputed.

We consider both goodput and responsiveness to be stable when the
standard devi ati on of the noving averages of the responsiveness
calculated in the immedi ately preceding MAD intervals is within SDT
(Standard Devi ation Tol erance - default to 5% of the noving average
calculated in the nost-recent ID

The foll owi ng al gorithmreaches working conditions of a network by
usi ng HTTP/ 2 upl oad (POST) or downl oad (CGET) requests of infinitely
|large files. The algorithmis the sane for upload and downl oad and
uses the same term "l oad-generating connection" for each. The
actions of the algorithmtake place at regular intervals. For the
current draft the interval is defined as one second.

Wher e

* i: The index of the current interval. The variable i is
initialized to 0 when the al gorithm begins and i ncreases by one
for each interval

* noving average aggregate goodput at interval p: The nunber of
total bytes of data transferred within interval p and the MAD - 1
i medi ately preceding intervals, divided by MAD tines ID

the steps of the algorithm are:

* Create INP | oad-generating connections (INP defaults to 1, but can

be increased if one has prior know edge on the capacity of the
l'i nk).
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* Launch a new foreign and self probe (according to the
specification set forth above) every 1/ MPS seconds until MPS*ID
pai rs of probes have been | aunched or the end of the interval is
reached, whichever cones first. probes to not exceed the
percentage of total capacity (PTC).

* At each interval

- Create INC additional |oad-generating connections (INC defaults
to 1, but can be increased for a nobre aggressive ranp-up
phase).

- |If goodput has not saturated:

o Conpute the moving average aggregate goodput at interval i
as current_average

o |f the standard deviation of the past MAD average goodput
values is less than SDT of the current_average, declare
goodput saturation and nmove on to probe responsiveness.

- | f goodput saturation has been decl ared:

0 Conpute the responsiveness at interval i as
current _responsi veness.

o |If the standard deviation of the past MAD responsiveness
values is less than SDT of the current _responsiveness,
decl are responsi veness saturation and report
current _responsiveness as the final test result.

In Section 4, it is mentioned that inplementations may chose to
inmplement a time-limt on the duration of the test. |If stability is
not reached within the tine-frame, the inplenmentation can report the
current results with a indication of confidence in the result as
described in the follow ng section.

Finally, if at any point one of these connections term nates with an
error, the test should be aborted.

5.4.1. Confidence of Test-Results

As described above, a tool running the algorithmtypically defines a
time-limt for the execution of each of the stages. For exanple, if
the tool allocates a total run-tinme of 40 seconds, and it executes a
full downlink followed by a uplink test, it may allocate 10 seconds
to each of the saturation-stages (downlink capacity saturation
downl i nk responsi veness saturation, uplink capacity saturation,
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upl i nk responsi veness saturation).

As the different stages may or may not reach stability, we can define
a "confidence score" for the different netrics (capacity and
responsi veness) the nethodol ogy was abl e to neasure.

We define "Low' confidence in the result if the algorithmwas not
even able to execute MAD iterations of the specific stage. Meaning,
the moving average is not taking the full w ndow into account. This
can happen if the time-limt of the test has been reached before MAD
intervals could execute.

We define "Mediuni confidence if the algorithmwas able to execute at
|l east MAD iterations, but did not reach stability based on standard
devi ation tol erance.

We define "Hi gh" confidence if the algorithmwas able to fully reach
stability based on the defined standard devi ati on tol erance.

It must be noted that depending on the chosen standard devi ation

tol erance or other paraneters of the nethodol ogy and t he network-
environnment it may be that a measurenment never converges to a stable
point. This is expected and part of the dynam c nature of networking
and t he acconpanyi ng nmeasurenent inaccuracies, which is why the

i mportance of inposing a time-limt is so crucial, together with an
accurate depiction of the "confidence" the nethodol ogy was able to
generate. The confidence score should be reported to the user as
part of the nmain results.

6. Interpreting Responsiveness Results

The descri bed net hodol ogy uses a high-Ievel approach to neasure
responsi veness. By executing the test with normal HTTP requests, a
nunber of elements come into play that will influence the result.
Contrary to nore traditional neasurenent nethods, the responsiveness
metric is not only influenced by the properties of the network, but
can significantly be influenced by the properties of the client and
the server inplenentations. This is fully intentional as the
properties of the client and the server inplenentations have a direct
i mpact on the perceived responsiveness by the user. This section
descri bes how the different elenents influence responsiveness and how
a user may differentiate them when debuggi ng a networKk.

Paasch, et al. Expires 23 April 2026 [ Page 26]



I nternet-Draft Responsi veness under Working Conditions Cct ober 2025

6.1. El enents Influencing Responsiveness

Due to the HITP-centric approach of the measurenent nethodol ogy a
nunber of factors cone into play that influence the results. Nanely,
the client-side networking stack (fromthe top of the HTTP-1layer al
the way down to the physical |ayer), the network (including potentia
“transparent” HTTP "accel erators"), and the server-side networKking
stack. The followi ng outlines how each of these contributes to the
responsi veness.

6.1.1. dient-Side Influence

As the driver of the neasurenent, the client-side networking stack
can have a large influence on the result. The biggest influence of
the client cones when measuring the responsiveness in the uplink
direction. Load-generation can cause queue-buildup in the transport
| ayer as well as the HTTP layer. Additionally, if the network’s
bottl eneck is on the first hop, queue-buildup can happen at the

| ayers bel ow the transport stack (e.g., in the outgoing network
interface).

Each of these queue buil d-ups may cause delay and thus | ow

responsi veness. A well designed networking stack ensures that queue-
buildup in the TCP layer is kept at a bare mninumw th sol utions

i ke TCP_NOTSENT_LOWAT [ RFC9293][SBM. At the HTTP/2 layer it is
important that the | oad-generating data is not interfering with the

| at ency-measuri ng probes. For exanmple, the different streans shoul d
not be stacked one after the other but rather be allowed to be

mul tiplexed for optinmal |atency. The queue-buil dup at these |ayers
woul d only influence |atency on the probes that are sent on the | oad-
generati ng connections.

Bel ow the transport |ayer nmany pl aces have a potential queue buil d-
up. It is inportant to keep these queues at reasonabl e si zes.

Fl ow queuei ng techni ques |ike FQ Codel are valuable for insulating
wel | behaved flows from badly behaved flows, but flow queueing al one
wi thout intelligent queue managenent cannot insulate a flow fromits
own capacity-seeki ng behavi or

Dependi ng on the techni ques used at these | ayers, the queue buil d-up
can influence | atency on probes sent on | oad-generating connections
as well as separate connections. |f flow queuing is used at these

| ayers, the inpact on separate connections will be negligible. This
is why the Responsiveness Test performnms probes on | oad-generating
connections, to detect and report the responsiveness experienced by
capaci ty-seeking flows, not only the responsiveness experienced by
lowrate flows.
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6.1. 2. Net wor k | nfl uence

The network obviously is a |arge driver for the responsiveness
result. Propagation delay fromthe client to the server, waiting to
access a shared resource |like radio spectrum queuing in the

bottl eneck node, and other sources of delay all add to | atency
[BITAG . Beyond these traditional sources of |latency, other factors
may influence the results as well. Many networks depl oy
“transparent” TCP Proxies, firewalls doing deep packet-inspection,
HTTP "accel erators" and sinilar mddl eboxes. As the nethodol ogy
relies on the use of HTTP/ 2, the responsiveness netric will be

i nfluenced by such devices as well.

The network will influence both kinds of |atency probes that the
responsi veness tests sends out. Depending on the network’s use of
AQM and whet her this includes flow queuing or not, the | atency probes
on the | oad-generating connections nay be influenced differently than
the probes on the separate connections.

6.1.3. Server-Side |Influence

Finally, the server side introduces the sane kind of influence on the
responsi veness as the client side, with the difference that the
responsi veness will be inpacted primarily during the downlink | oad
gener ati on.

Beyond the server’s networking stack influence, the geographic

| ocation of the server inpacts the result as well. The network path
chosen between client and server is influenced by the server

sel ection nmechanism Mdern content delivery networks (CDNs)
generally have data centers in many |ocations around the world,
partly to keep data closer to the user and reduce round-trip times.
To evaluate the real -world responsi veness of a particular CDN, the
RPM t est shoul d use the sanme server selection nmechanismclients
normal |y use to determ ne which server to contact when accessing
content fromthat CDN. For a general -purpose RPMtest that is

i ntended to eval uate general network conditions, ideally the provider
of the test should have test servers available that are distributed
around the world, like a typical CDN. |If such geographic
distribution is not possible, it may be useful to account for the
geographi ¢ di stance, so separate the (unavoi dable) speed-of-1ight
del ay from ot her (avoi dable) network del ays
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6.2. Investigating Poor Responsiveness

Once a responsiveness result has been generated, one m ght be
nmotivated to try to localize the source of a | ow responsiveness. The
responsi veness neasurenent is however ainmed at providing a quick,
top-1evel view of the responsiveness under working conditions the way
end- users experience it. Localizing the source of |ow responsiveness
i nvol ves however a set of different tools and nethodol ogi es.

Nevert hel ess, the Responsiveness Test allows users to gain sone
insight into what is responsible for excessive delay. To gain this

i nsight, inplenmentations of the responsiveness test are encouraged to
have an optional verbose node that exposes the inner workings of the
algorithmas well as statistics fromthe | ower |layers. The follow ng
is a non-exhaustive list of additional information that can be
exposed in the verbose node: Idle |latency (neasured at the begi nning
fromthe initial connections), achieved capacity on | oad-generating
connections, TMtcp f), T™Mtls f), TMhttp f) and TM http_|I) (and
even their raw val ues), HITP-protocol (HTTP/ 1.1, HTTP/ 2, HTTP/ 3),

transport protocol (TCP, QU C, ...), congestion-control algorithm
(Cubic, BBR, ...) used on the client-side, ECN or L4S statistics, IP
version, ... and nmany nore.

The previous section described the el enents that influence

responsi veness. It is apparent that the delay nmeasured on the | oad-
generating connections and the del ay nmeasured on separate connections
may be different due to the different el enents.

For exanple, if the delay neasured on separate connections is nuch

| ess than the delay neasured on the | oad-generating connections, it

i s possible to narrow down the source of the additional delay on the
| oad- generating connections. As long as the other elenents of the
network don’t do fl ow queueing, the additional delay nmust come from
the queue build-up at the HTTP and TCP layer. This is because all
other bottlenecks in the network that nay cause a queue build-up wll
be affecting the | oad-generating connections as well as the separate
| at ency- probi ng connections in the same way.

Beyond the difference in the delay of the | oad-generating connections
and t he separate connections, another element can provide additiona

i nformati on: Nanely, testing against different servers |ocated in
different places along the path will allow, to sone extent, the
opportunity to separate the network’ s path into different segnents.
For exanple, if the cable nodem and a nore distant | SP server are
hosti ng responsi veness neasurenent endpoints, some |ocalization of
the issue can be done. If the RPMto the cable nmodemis very high,

it means that the network segnent fromthe client endpoint to the
cabl e nodem does not have responsi veness issues, thus allow ng the
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user to conclude that possible responsiveness issues are beyond the
cable nodem It nust be noted, though, that due to the high | eve
approach to the testing (including HITP), a | ow responsi veness to the
cabl e nodem does not necessarily mean that the network between client
and cable nodemis the problem (as outlined in the above previous

par agr aphs).

7. Responsiveness Test Server

The responsi veness neasurenent is built upon a foundation of standard
protocols: IP, TCP, TLS, HTTP/2. On top of this foundation, a

m ni mal anmount of new "protocol" is defined, nmerely specifying the
URLs that used for GET and POST in the process of executing the test.

Both the client and the server MJUST support HTTP/2 over TLS. The
client and the server MAY al so support HTTP/3 over QU C. The client
MUST be able to send a request with a GET or POST nethod. The client
MUST send the GET with the "Accept-Encodi ng" header set to "identity"
to ensure the server will not conpress the data. The server MJST be
able to respond to both of these HTTP conmmands. The server MJST have
the ability to respond to a CGET request with content.

The server MUST respond to 4 URLs:

1. A "small" URL/response: The server nust respond with a status
code of 200 (OK) and 1 byte of content. The actual nessage
content is irrelevant. The server SHOULD specify the Content-
Type header field with the nedia type "application/octet-streant'.
The server SHOULD mininize the size, in bytes, of the response
fields that are encoded and sent on the wire.

2. A "large" URL/response: The server must respond with a status
code of 200 (OK) and content size of at |east 8GB. The server
SHOULD specify the Content-Type header field with the nedia type
"application/octet-streanf. The content can be |arger, and may
need to grow as network speeds increases over time. The actua
message content is irrelevant. The client will probably never
compl etely downl oad the object, but will instead close the
connection after reaching working conditions and making its
nmeasur enents.
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3.  An "upl oad" URL/response: The server mnust handl e a POST request
with an arbitrary content size. The server should discard the
content. The client SHOULD specify the Content-Type header field
for the POST request with the nmedia type "application/octet-
streant. The actual POST nessage content is irrelevant. The
client will probably never conpletely upload the object, but wll
i nstead cl ose the connection after reachi ng working conditions
and maki ng its measurenents

4. A .well-known URL [ RFC8615] that serves a JSON object providing
the three test URLs descri bed above and other configuration
information for the client to run the test (See Section 8,
bel ow. )

The client begins the responsiveness nmeasurement by querying for the
JSON [ RFC8259] configuration. This supplies the URLs for creating
the | oad-generating connections in the upstream and downstream
direction as well as the small object for the | atency neasurenents.

8. Responsiveness Test Server Discovery

It makes sense for a service provider (either an application service
provider like a video conferencing service or a network access
provider like an I SP) to host Responsiveness Test Servers on their
network so custoners can determ ne what to expect about the quality
of their connection to the service offered by that provider.

However, when a user performs a Responsiveness Test and determ nes
that they are suffering from poor responsiveness during the
connection to that service, the |ogical next questions mght be,

"What ' s causi ng ny poor perfornmance?"

"Something to do with ny hone W-Fi Access point?"
"Something to do with ny hone gateway?"

"Sonmething to do with ny service provider?"

"Sonet hing else entirely?"

ghrwNE

To help an end user answer these questions, it will be useful for
test clients to be able to easily discover Responsiveness Test
Servers running in various places in the network (e.g., their hone
router, their W-Fi access point, their ISP s head-end equi pnent,
etc).

Consi der this exanple scenario: A user has a cable nodem service

of fering 100 Md/s downl oad speed, connected via gigabit Ethernet to
one or more W-Fi access points in their honme, which then offer
service to W-Fi client devices at different rates dependi ng on

di stance, interference fromother traffic, etc. By having the cable
modem itsel f host a Responsiveness Test Server, the user can then run
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a test between the cable nodem and their conputer or smartphone, to
hel p i sol ate whet her bufferbl oat they are experiencing is occurring
in equipment inside the home (like their W-Fi access points) or
somewher e outside the hone.

8.1. Well-Known Uniform Resource ldentifier (URI) For Test Server
Di scovery

An organi zation or device that hosts a Responsiveness Test Server
advertises that service using the network quality well-known UR

[ RFC8615]. The URI schenme is "https" and the application nane is
"ng" (e.g., https://example.conl.well-known/nqg). No additional path
components, query strings or fragments are valid for this well-known
URI. The nedia type of the resource at the well-known URl is
"application/json" and the format of the resource is a valid JSON
obj ect as specified bel ow

{
"version": 1,
"urls": {
"l arge_downl oad_url": "<URL for bul k downl oad>",
"smal | _downl oad url": "<URL for small downl oad>",
"upl oad_url": "<URL for snmall upload>"
}
"test_endpoint": "<hostnanme for server to use for testing>"
}

The fields can appear in any order

The content of the "version" field SHALL be "1". [Integer val ues
greater than "1" are reserved for possible use in future updates to
this protocol

The content of the "large _download url", "small_downl oad url", and
"upload url" SHALL all be validly formatted "http" or "https" URLs.
Al three URLs MJUST contain the sane <host> part so that they are
eligible to be multiplexed onto the sane TCP or QUI C connection. |If
the three URLs do not contain the same <host> part then the JSON
configuration information object is invalid and the client MJST
ignore the entire JSON object.

The "version" field and the three URLs are nandatory and each MJST

appear exactly once in the JSON object. |If any of these fields are
m ssing or appear nore than once, the configuration information is

invalid and the entire JSON object MJST be ignored. If a client

i mpl ementing the current version of this specification encounters a
JSON configuration information object where the "version" field is

not "1", then the client should assune that it is unable to safely
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parse the configuration information object (that’ s what increnmenting
the version field indicates) and the client MJST ignore the entire
JSON obj ect .

The "test_endpoint” field is OPTIONAL, and if present MJST appear
exactly once in the JSON object. |If the "test_endpoint" field
appears nore than once, the configuration information is invalid and
the entire JSON object MJST be ignored. |If present, then for the
pur pose of determining the IP address to which it should connect the
test client MJUST ignore the <host> part in the URLs and i nstead
connect to one of the I P addresses indicated by the "test endpoint”
field, as determined by the test client’ s address resolution policy
(e.g., Happy Eyeballs [RFC8305]). The test client then sends HTTP
GET and POST requests (as deternmined by the test procedure) to the
host indicated by the "test_endpoint” field, formng its HITP
requests using the <host> and <path> fromthe specified URLs. In

ot her words, when the "test _endpoint” field is present the test
client operates as if it were sinply using the specified URLs
directly, except that it behaves as if it had a local (e.g., “/etc/
hosts” ) entry overriding the I P address(es) of the <host> given in
the URLs to be the I P address(es) of the "test_endpoi nt” hostnane
instead. 1In the case of a large web site served by nultiple |oad-
bal anced servers, this feature gives the adm nistrator nore precise
control over which of those servers are used for responsiveness
testing. In a situation where some of a site’ s servers have been
configured to deliver |owdelay HTTP responses and sone have not, it
can be useful to be able to measure the responsi veness of different
servers with different configurations to see how they conpare when
handl i ng identical HTTP GET and POST requests.

Servers inplementing the current version of this specification SHOULD
NOT i nclude any nanes in the JSON configuration information other
than those docunmented here. Future updates to this specification my
define additional names in the JSON configuration information. To
all ow for these future backwards-conpati bl e updates, clients

i npl ementing the current version of this specification MIST silently

i gnore any unrecogni zed nanmes in the JSON configuration information
they receive, and MJST process the required names as docunented here,
behaving as if the unrecogni zed names were not present.

8.2. DNS-Based Service Discovery for Test Server Discovery

To further aid the test client in discovering Responsiveness Test
Servers, organizations or devices offering Responsiveness Test
Servers MAY advertise their availability using DNS-Based Service
Di scovery [ RFC6763] over Milticast DNS [ RFC6762] or conventiona
uni cast DNS [ RFC1034], using the service type [ RFC6335] " _nq. _tcp"
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8.

10.

When advertising over Multicast DNS, typically the device offering
the test service generally advertises its own Milticast DNS records.

When advertising over unicast DNS, popul ation of the appropriate DNS
zone with the relevant unicast discovery records can be perforned by
havi ng a human admi ni strator manually enter the required records, or
automatically using a D scovery Proxy [ RFC8766].

2.1. Unicast DNS-SD Exanpl e

An obscure service provider hosting a Responsiveness Test Server
instance for their organization (obs.cr) on the "rpmobs.cr" host
woul d return the follow ng answers to conventional PTR and SRV DNS
queri es:

$ nsl ookup -qg=ptr _nqg._tcp.obs.cr

Non- aut horitative answer:

_nqg._tcp.obs.crname = rpm _nq. _tcp.obs.cr

$ nsl ookup -g=srv rpm _nqg._tcp.obs.cr.

Non- aut horitative answer:

rpm_ng. _tcp.obs.crservice = 0 0 443 rpm obs. cr

G ven those DNS query responses, the client would proceed to access
the rpmobs.cr host on port 443 at the .well-known/ng well-known UR
to begin the test.

Security Considerations

The security considerations that apply to any Active Measurenent of
live paths are rel evant here [ RFC4656] [ RFC5357] .

If server-side resource consunption is a concern, a server can choose
to not reply or delay its response to the initial request for the
configuration information through the .well-known URL.

DI SCUSSI ON

We seek feedback from designers of del ay-sensitive applications, such
as on-line ganmes and vi deoconferenci ng applications, about whether
this test accurately predicts their real-world user experience.

As this docunment as evolved through multiple revisions, it has
arrived at an algorithmthat discards the worst 5% of round-trip
measurenents, and reports the arithmetic nean of the the best 95%
because this enabled the algorithmto generate results that are both
qui ck to produce and consistent fromone run to the next.
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11.

11.

11.

However, the BITAG “Latency Explained” report [BITAG states that the
95th, 98th, or 99th percentile round-trip time is indicative of the
behavi our of vi deoconferencing applications, which is nore or |ess

the opposite of the current Responsiveness Test.

Wil e repeatability and conveni ence are both val uabl e properties of
the test, we need to ensure that we have not sacrificed relevance in
the pursuit of these two other goals.

If we cannot achieve all three goals in a single test, we may need to
have two versions of the test: a “quick” version that runs in about
ten seconds and gives an approximate “ball park” result, suitable for
a user to determ ne quickly whether their Internet connection is good
or terrible, and a “precise” version that runs for |onger and gives
hi ghly accurate and repeatable results, suitable for an equi prnent
vendor or network operator to use when advertising the quality of

their offerings.

The current specification of the Responsiveness Test includes a
nunber of configurable paranmeters. |If we want the Responsiveness
Test to produce a score that can be conpared neani ngfully between
different hardware and different network operators, we need to
specify required values for these configurable parameters. For

engi neering di agnostic purposes different paranmeter val ues nmay be
useful, but for conparisons between vendors or operators we need | ETF
consensus on fixed standardi zed test parameters that everyone uses.

| ANA Consi der ati ons
1. Well-Known URI

This specification registers the "ng" well-known URl in the "Well-
Known URI s" registry [ RFC5785].

URI suffix: nqg
2. Service Nane

| ANA has added the follow ng value to the "Service Name and Transport
Prot ocol Port Nunmber Registry".

Servi ce Nane: ng

Transport Protocol: TCP

Assi gnee: Stuart Cheshire

Cont act : Stuart Cheshire

Descri ption: Network Quality test server endpoint
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12.

13.

13.
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Appendi x A.  Apache Traffic Server Exanple Configurations
Apache Traffic Server starting at version 9.1.0 supports
configuration as a Responsiveness Test Server, using the generator
and the statichit plugin.

This section shows fragments of sanple server configurations to host
a Responsi veness Test Server.

A.1. Single Server Configuration

Gven a local file “config.exanple.comjson” with the follow ng

content:
{ .
"version": 1,
"urls": {
"l arge_downl oad_url":"https://ww. exanpl e.cont | arge",
"smal | _downl oad_url":"https://ww. exanpl e. conf smal | ",
"upl oad_url": "https://ww. exanpl e. conf upl oad"
}

The sanple remap configuration file then is:

map https://ww. exanpl e. coni . wel | - known/ ng \
http://1 ocal host/ \
@l ugi n=statichit.so \
@par am=--fil e- pat h=confi g. exanpl e. com json \
@par am=- - m nme-t ype=appl i cation/json

map https://ww. exanpl e. coni | arge \
http://1 ocal host/cache/ 8589934592/ \
@l ugi n=generat or. so

map https://ww. exanpl e.conf smal | \
http://1 ocal host/cache/ 1/ \
@ ugi n=generat or. so

map https://ww. exanpl e. conf upl oad \
http://1ocal host/ \
@l ugi n=generator. so
A.2. Alternate Server Configuration
If a separate test_endpoint server is desired, then on the main

www. exanpl e. com server(s) a JSON configuration file |ike the one
shown bel ow i s used:
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{
"version": 1,
"urls": {
"l arge_downl oad _url":"https://ww. exanpl e.cont | arge",
"smal | _downl oad_url":"https://ww. exanpl e.conf snal | ",
"upl oad_url": "https://ww. exanpl e. conf upl oad"
"test_endpoint": "nqg-test-server.exanple.conf
}

On the nai n www. exanpl e. com server(s) a remap configuration file |ike
the one shown below is used, to serve the JSON configuration file to
clients:

map https://ww. exanpl e. coni . wel | - known/ nqg \
http://1ocal host/ \
@l ugi n=statichit.so \
@par am=--fil e- pat h=confi g. exanpl e. com json \
@par am=- - m me-t ype=appl i cati on/json

On ng-test-server.exanple.coma remap configuration file Iike the one
shown below is used, to handle the test downl oads and upl oads:

map https://ww. exanpl e. com | arge \
http://1 ocal host/cache/ 8589934592/ \
@ ugi n=generat or. so

map https://ww. exanpl e.conismal | \
http://1 ocal host/cache/ 1/ \
@l ugi n=generator. so

map https://ww. exanpl e. coni upl oad \
http://1 ocal host/ \
@l ugi n=generat or. so
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