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Abst ract
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appl i cation devel opers, and network operators.

Conceptual |y based on the Quality Attenuation metric, QoO provides a
met hod for defining and eval uati ng application-specific, quality-
focused network performance requirenents to enable insights for

net wor k troubl eshooting and optim zation, and sinple Quality of

Servi ce scores for end-users.

About This Docunent
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Status of This Meno
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Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
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1.

1.

I nt roducti on

Thi s docunent introduces the Quality of Qutcone (QO network quality
score and the correspondi ng QO franeworKk.

QO scores convey how wel| applications are expected to perform on
assessed networks, with higher scores indicating that applications
are nore likely to performwell. To that end, QO scores express
measured network conditions as a percentage on a |linear scal e bounded
by two application-specific thresholds: one for unacceptable
performance (0% and one for optinmal performance (100%. This allows
network quality to be communicated in easily understood terns such as
"This network provides 94% of optimal conditions for video
conferencing (relative to the threshold for unacceptable
performance)” while remaining objective and adaptable to different
network quality needs.

The Q0O framewor k defines guidelines for conducting network
performance neasurenents, how stakehol ders specify the quality-
focused network performance requirenents (regarding | atency, packet
| oss, and throughput) at the two quality thresholds, and how t he
user-facing QO score is cal cul ated based on such perfornmance

requi renents and network perfornance neasurenents.

Thi s docunent and the Q0O franmework assune that it is sufficient to
assess network quality in terms of a mnimumrequired throughput, a
set of | atency percentiles, and packet loss ratios, with the
expectation that these dinensions will ultinately also capture the
effects of additional factors. Hence, simlar to Quality Attenuation
[TR-452.1], the QO framework assesses the network state based on

| atency distributions and packet | oss probabilities and additionally
consi ders throughput. This design ensures spatial conposability

[ RFC6049], enabling network operators to achieve fault isolation
(Section 5.4.4 of [I-D.ietf-opsawg-rfc5706bis]), advanced root-cause
anal yses fromwi thin the network (Section 5.4.3 of
[1-D.ietf-opsawg-rfc5706bis]), and network planning while supporting
conpr ehensi ve end-to-end tests.

1. What’'s In? Wat’'s Qut?
Thi s docunent defines a m nimum vi able QO framework consisting of:

* Quidelines for conducting network performance measurenents
(Section 3.1)

* Quidelines for specifying quality-focused network performance
requi renents (Section 3.2)
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* Calculation formulas for computing QO scores (Section 3.3)

The docunent al so di scusses operational considerations (Section 4)
and known weaknesses and open questions (Section 5). The appendi x
provi des additional context on fundamental design considerations for
QO (Appendi x A), a conparison of QO w th existing quality metrics
(Appendix B), and prelinmnary insights froma small-scal e user
testing campai gn (Appendix C).

The docunent intentionally | eaves certain aspects of the QO
framewor k unspecified to allow for broad applicability across

di fferent deploynent contexts and to enabl e the gathering of
operational experience that can informfuture, nore prescriptive
docunents. The following itenms are out of scope for this docunent
and may be addressed in future work:

* How applications define and share their network performance
requirenents

* \VWhich format is used to publish such requirenent informtion

* How operators retrieve such data from applications or services
*  How the precision of the resulting QO scores is assessed

* \What |evels of precision are considered acceptable

Ter mi nol ogy

Thi s docunent uses the follow ng term nol ogy:

Net work:  The communication infrastructure that facilitates data
transm ssi on between endpoints, including all intermediate
devices, links, and protocols that affect the transm ssion of
data. This enconpasses both the physical infrastructure and the
| ogi cal protocols that govern data transm ssion. The network nmay
support various conmuni cation patterns and may span nultiple
adm ni strative domains.

Net work segnment: A portion of the conplete end-to-end network path
bet ween application endpoints. A network segment nay represent a
specific adm nistrative domain (e.g., access network, transit
network, or server-side infrastructure), a particular technol ogy
domain (e.g., W-Fi or cellular), or any subset of the path for
whi ch i ndependent quality neasurenents and anal ysis are desired.

Quality Attenuation: A network quality nmetric defined in [ TR 452.1]
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that conbi nes | atency and packet |oss distributions in a unified
approach to jointly assess |atency and | oss characteristics of
net wor k perf or mance.

Quality of Experience (QE): The degree of delight or annoyance of
the user of an application or service. See also [P.10].

Quality of Service (QS): The totality of characteristics of a
tel econmuni cati ons service that bear on its ability to satisfy
stated and inplied needs of the user of the service. See also
[P.10].

Quality of Qutcome (Q@O: A network quality framework and netric
that eval uates network quality based on how cl osely measured
networ k conditions neet application-specific, quality-focused
networ k performance requirenents. QO is a QS indicator that may
be related to, but cannot be considered the sane as, the actua
Q@E of end-users.

QO score: A nunmerical value that represents the di stance-based
assessnent of network quality relative to application-specific,
qual i ty-focused network perfornance requirenents for optinmal and
unaccept abl e application perfornmance, typically expressed as a
per cent age.

Optimal performance: A level of performance beyond which further
i mprovenents in network conditions do not result in perceptible
i nprovenents in application perfornmance or user experience.

Requirenments for Optinal Performance (ROP): The network perfornmance
characteristics at which an application achieves opti nal
performance. When network perfornmance exceeds ROP threshol ds, any
sub-opti mal user experience can be assumed not to be caused by the
part of the network path that has been neasured for QO
cal cul ations

Conditions at the Point of Unacceptable Performance (CPUP): The
net wor k performance threshol d bel ow which an application fails to
provi de acceptabl e user experience. Note that ’'unacceptable’ in
this context refers to degraded perfornmance quality rather than
conpl ete technical failure of the application. There is no
universally strict threshold defining when network conditions
becone unacceptabl e for applications.

Conposability: The mathematical property that allows network quality
measurenents to be conbi ned across different network segnents or
deconposed to isolate specific network conponents for analysis and
troubl eshoot i ng.
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2

Accuracy and precision: "Accuracy" refers to how cl ose neasurenents
are to the value that reflects the real conditions. "Precision”
refers to the consistency and repeatability of measurenents.
These terns are used with their standard statistical neanings and
are not interchangeable [I1S06725-1].

Background and Desi gn Consi derations

Thi s section provides conci se background information on Quality
Attenuation (Section 2.1) and a short sunmary of key design
considerations for QO (Section 2.2) with further el aborations in
Appendi x A

1. Background on Quality Attenuation

Quality Attenuation is defined in the Broadband Forum st andard
Quality of Experience Delivered (QED) [ TR-452.1] and characteri zes
network quality based on neasurenents of latency distributions and
packet | oss probabilities.

Using | atency distributions to neasure network quality has been
proposed by various researchers and practitioners (e.g., [Kelly],

[ RFC6049], and [RFC8239]). (Quality Attenuation uses a |atency
distribution as the basis for an | nproper Random Variable (IRV). The
curul ative distribution function of the IRV captures the likelihood
that a packet "completes"” within any given tine, e.g., that it is
received at the destination when one-way | atency is assessed. The

I RV incorporates packet | oss by treating |ost packets as infinite (or
too late to be of use, i.e., not arriving within an
application-specific time threshold) latency, sinlar to the One-Wy
Loss Metric for I P Performance Metrics (1 PPM [RFC7680], which
defines packet |oss as packets that fail to arrive within a specified
time threshold. The "intangible mass" of the IRV represents the
probability that a packet never conpletes within any useful tine
(i.e., is lost or arrives too late).

Quality Attenuation enables spatial conposition [ RFC6049] of network
segnments as two distributions can be conposed using convol ution
Measurenments fromdifferent network segnents can be conbined to
derive end-to-end quality assessnents, or end-to-end neasurenments can
be deconposed to isolate the contribution of individual segnents.
Thi s conposability enabl es network operators to performfault

i solation and root cause analysis by identifying which portions of a
network path contribute nost to perfornmance degradation
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2.2. QO Design Considerations

Quality Attenuation provides a mathematically rigorous foundation for
network quality assessnment and it can capture the ability of a
network to satisfy a variety of application needs. However,
interpreting its raw distributional outputs and conponent
deconpositions can be difficult, especially for application

devel opers and end-users who mght be primarily interested in
under st andi ng whet her specific applications will perform adequately.

The QO franework is specifically designed to address this limtation
by translating the results of the underlying network perfornance
measurenents, i.e., latency distributions and packet |oss ratios,
into intuitive percentage scores that directly relate the nmeasured
network conditions to application-specific network performance
requirenents in an understandabl e and unanbi guous way. To that end,
the design of the QO franmework is notivated by the needs of three

di stinct stakehol der groups -- end-users, application devel opers, and
network operators -- and bridges the gap between the technica

aspects of network performance and the practical needs of those who
depend on it.

End-users need network quality netrics that are understandabl e and
that relate as directly as possible to application performance, such
as video snoot hness, web page load tines, or gam ng responsiveness.
The QO franmework addresses this need by basing the QO score on

obj ective QoS neasurenents while communi cating network quality in
intuitive terns, thereby creating a mddl e ground between QS and QE
metrics and allowi ng end-users to understand if a network is a likely
source of inpairnment for the performance of applications.

Application devel opers need the ability to express quality-focused
net wor k performance requirenments for their applications across al
rel evant dinensions of network quality (latency, packet |oss,
throughput) in order to test or state their network requirenents.
The QO franmework addresses this need by enabling both sinple and
compl ex requi rement specifications, accommodating devel opers with
varying |l evel s of networking experti se.
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Net wor k operators need tools for fault isolation, performance
compari son, and bottleneck identification. The QO franmework
addresses this need through its use of latency distributions and
packet | oss probabilities, whose spatial conposability enables
operators to neasure network segnents independently, conbine results
to understand end-to-end quality, or deconpose neasurenents to

i sol ate probl em areas, enabling network analysis in general
Additionally, operators can use the underlying raw nmeasurenent
results to derive Quality Attenuation neasures if nore fine-grained
insight is needed (see Section 4.1).

Overall, the QO franmework design acknow edges that all stakehol ders
ultimately care about the performance of applications running over a
net wor k by

1. capturing network performance netrics that correlate with
application performance as perceived by users,

2. supporting conparison against diverse application requirenents,
and

3. providing conposability for spatial deconposition and root cause
anal ysi s.

Addi tional el aboration on these three core properties is provided in
Appendi x A

3. The QO Franework

The QO franmework builds on the conceptual foundation of Quality
Attenuation [TR-452.1]. Sinilar to Quality Attenuation, QO

eval uates network conditions using |atency distributions and packet

| oss probabilities under the assunption that other factors which
could in principle be neasured but are not explicitly captured by QO
will inevitably influence the observed | atency and packet | oss

behavi or, so that QO indirectly accounts for their effects. The QO
framework additionally includes throughput, i.e., the avail able
networ k capacity, as applications usually have m ni num t hr oughput
requi renents bel ow which they do not work at all. The measured
conditions are conpared agai nst application-specific, quality-focused
networ k performance requirenments. Latency requirenents are specified
along nultiple dinensions (such as 90th or 95th | atency percentil es)
whi | e packet |oss requirenments specify nean packet loss ratios. Both
| at ency and packet |oss requirenents are specified at two threshol ds:

*  Optimal perfornmance (ROP): Network conditions under which
appl i cation performance becones opti nal
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* Unaccept abl e performance (CPUP): Network conditions under which
appl i cation performance becomes unaccept abl e

For throughput, requirenents specify only a gl obal m ninumrequired
val ue.

When the neasured network conditions fall between the defined
threshol ds for any of the assessed performance di mensions for |atency
and packet |oss, the QO framework cal cul ates a score for each

di mensi on by expressing the current network quality as a relative
position (percentage) on the linear scale fromO to 100 between the
correspondi ng CPUP (0) and ROP (100) thresholds. The m nimum score
across all dinensions serves as the overall QO score for the
assessed network based on the rationale that the nost degraded
performance dinension is likely to determne the application’s
perceived quality. If the throughput requirenent is not net, the QO
score is always O.

The remai nder of this section describes how network conditions can be
measured (Section 3.1), how QO defines application-specific network
performance requirenments (Section 3.2), and how QO scores are
calculated (Section 3.3) with an exanple provided in Section 3.4.

3.1. Measuring Network Performance

The Q0O framework relies on information on the |atency and packet

| oss conditions and the avail abl e capacity of the network to be
assessed. Latency distributions can be gathered via both passive
moni toring and active testing [ RFC7799]. The active testing can use
any type of traffic, such as connection-oriented TCP and QU C or
connectionless UDP. It can be applied across different [ayers of the
protocol stack and is network technol ogy i ndependent, neaning it can
be gathered in an end-user application, within some network

equi pnent, or anywhere in between. Passive nethods rely on observing
and tine-stanping packets traversing the network. Exanples of this

i nclude TCP SYN and SYN ACK packets (Section 2.2 of [RFC8517]) and
the QUIC spin bit [RFCI000] [ RFC9312]. Sinmilar considerations apply
to packet |oss nmeasurenments while throughput neasurenents usually

i nvol ve active testing.

In addition to neasurenent approaches standardized in the QED
framework [ TR-452.1], sone rel evant techni ques are:

* Active probing with the Two- WAy Active Measurenent Protoco
(TWAMP) Light [RFC5357], the Sinple Two-WAay Active Measurenent
Prot ocol (STAMP) [RFCB762], or the Isochronous Round-Trip Tester
(IRTT) [IRTT]
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* On-path telemetry nethods (1 OAM [ RFC9197], AltMark [RFC9341])

* Latency tests under | oaded network conditions
[1-D.ietf-ippmresponsiveness]

*  Throughput tests with included | atency nmeasures [ Throughputtest]

* DNS response | atency neasurenents (Section 2.8 of [RFC8517],
[ RFC8912])

* Passive TCP / QUI C handshake neasurenents [ TCPHandshake] [ RFC9312]

* Continuous passive TCP / QU C neasurenents
[ TCPCont i nuous] [ RFC9312]

* Sinmulating or estimating real traffic [LatencyEstimation]
3.1.1. Measurenent Considerations

The QO framework does not nmandate the use of specific measurenent
techni ques, measurenent configurations, or measurenent conditions.

For exanple, it is agnostic to traffic direction, does not prescribe
specific conditions for sanpling, such as fixed tine intervals or
defined network load levels, and it does not enforce a minimum sanpl e
count, even though distributions formed fromsnmall nunbers of sanples
(e.g., 10) are clearly insufficient for statistical confidence
despite being technically valid.

I nstead, the chosen neasurenent net hodol ogy nust be able to capture
characteristics of applications to be studied with sufficient
resolution as different applications and application classes fai

under different network conditions. For exanple, downloads are
generally nore tolerant of |atency than real-tinme applications.

Vi deo conferences are often sensitive to high 90th percentile |atency
and to the difference between the 90th and 99th percentiles. Online
gamng typically has a | ow tol erance for high 99th percentile

| atency. Simlar considerations apply for a variety of other
factors. For example, applications usually require some m ni mum

| evel of throughput and tol erate sonme nmaxi mum packet |loss ratio. The
intent of this underspecification is to balance rigor with
practicality, recognizing that constraints vary across devices,
appl i cations, and depl oynent environnents.

Anot her dinmension to this is the nodelling of full |atency
di stributions, which may be too conplex to allow for easy adoption of
the framework. Instead, reporting |atency at selected percentiles

offers a practical conpronm se between accuracy and depl oynent
consi derations, trading off conposability, which is only possible
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with distributions, for an easier deploynent. A comonly accepted
set of percentiles spanning fromthe Oth to the 100th in a

| ogarithm c-1ike progression has been suggested by others [BI TAG and
is reconmended here: [Oth, 10th, 25th, 50th, 75th, 90th, 95th, 99th,
99.9th, 100th].

The choi ce of neasurerment methodol ogy al so needs to account for
network conditions and their variability. Idle-state neasurenents
capture baseline characteristics unaffected by competing traffic,
wher eas neasurenents taken under |oad reflect conditions that are
nmore likely to challenge application perfornmance, such as el evated

| at enci es and queuing. Both active and passive nethods can capture
either state, although with different degrees of control. Passive
moni toring of production traffic usually reflects actual network | oad
but may not always all ow capturing heavily | oaded conditions. Active
measur enents can target heavily | oaded conditions by generating
synthetic traffic equivalent to the application | oad al ongsi de the
probes but capturing the actual or idle network conditions nay not be
possi bl e dependi ng on the footprint of the neasurenent nethod.

Perform ng active neasurenents or generating artificial |oad can
degrade the network under test or inadvertently enabl e denial -of -
service (DoS) abuse [ RFC2330]. Hence, correspondi ng net hodol ogy
needs to be designed to avoid significant inpact, e.g., by only
permitting authenticated neasurenments (Section 6.2 of [RFC4656]) or
including rate limts and ot her safeguards agai nst self-induced
congestion (Section 4.2 of [RFC9946]). Section 6.3 provides
additional mitigation strategies, nostly focusing on DoS

Internet forwarding paths can also shift on a variety of tinescales
due to routing changes, |oad bal ancing, or traffic engineering,
meani ng a neasurenent reflects the network’s state only during the
sampling period. Such factors need to be considered when conducting
performance neasurenents. See Section 4.4 for a discussion of the
operational inplications, and Section 5.1 for the nore severe case of
vol atil e environments such as nobile cellul ar networKks.

3.1.2. Reporting Measurenent Results

This docunment defines a mninmmviable franework, and often trades
precision for sinplicity to facilitate adoption and usability in many
different contexts. To assess the corresponding | oss of precision
and account for the underspecification of the neasurenent

met hodol ogy, each measurenent nust be acconpani ed by the foll ow ng
met adata in order to support reproducibility and enabl e confidence
anal ysi s, even across QO depl oynents:

* Description of the neasurenent nethod, including:
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- Standard nane (if applicable) or reference
- Measurement class (Active, Passive, or Hybrid) [RFC7799]
- Protocol layer used for neasurenents (I CwP, TCP, UDP, ...)
* Measurement configuration, including:
-  Probe packet size (if applicable)
- Traffic class of probed traffic
- Sanpling nethod, including but not limted to
0o Cyclic: One sanple every N nilliseconds (specify N)
0 Burst: X sanples every N mlliseconds (specify X and N)

0 Passive: Opportunistic sampling of live traffic (non-uniform
i nterval s)

* Description of the neasured path, including:
- Endpoints (source and destination)
- Network segnents traversed
- Measurenent points (if applicable)

- Direction (two-way, one-way source-to-destination, one-way
destination-to-source)

* Description of the measurenent duration, including:

- Tinmestanp of first sanple (e.g., in the format used in TWAWMP
[ RFC5357] [ RFC8877] )

- Total duration of the sanpling period (in mlliseconds)

- Nunber of sanples collected
These netadata el enents are required for interpreting the precision
and reliability of the measurenents. As denonstrated in
[ @Osi n5t udy] and di scussed in Section 4.8, |ow sanpling frequencies

and short measurenent durations can lead to misleadingly optimstic
or inprecise QO scores
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To assess the precision of network performance nmeasurenents,
i mpl ement ers shoul d consi der:

* The repeatability of neasurenents under simlar network
conditions, which can also be affected by path variation across
mul tiple protocol |ayers (see Section 4.4)

* The inpact of sanpling frequency and duration on percentile
estimates, particularly for high percentiles (e.g., 99th, 99.9th)

* The measurenent uncertainty introduced by hardware/software timng
jitter, clock synchronization errors, and other systemlevel noise
sour ces

* The statistical confidence intervals for percentile estimtes
based on sanpl e size

Acceptabl e | evel s of precision depend on the use case. |nplenmenters
shoul d docunent their precision assessnent nethodol ogy and report
precision netrics al ongsi de Q0O scores when precision is critical for
the use case.

3.2. Describing Network Performance Requirenents

The goal of the Q0O framework is to establish a quantifiable distance
bet ween unacceptabl e and opti mal network conditions, thereby enabling
an objective assessnent of relative quality, i.e., how close sone
measured network conditions are to the optinmal conditions specified
by correspondi ng requirenents. Matching the scope of the network
performance neasurenents, correspondi ng network perfornmance

requi renent specifications cover three dinensions: |atency, expressed
as a set of percentile-latency tuples; packet |oss, expressed as a
single ratio; and throughput, expressed as a m ni mumrequired val ue.
For |l atency and packet |oss, these specifications define both the
Requirenments for Optinal Performance (ROP), and the Conditions at the
Poi nt of Unacceptabl e Performance (CPUP). There is only one gl oba

nmi ni mum t hr oughput requirenment as insufficient network capacity may
gi ve unaccept abl e application outcones w thout necessarily inducing a
|l ot of |atency or packet |oss.

Figure 1 illustrates one exanple requirenment specification. For

opti mal perfornmance, the exanple application requires that 99% of
packets need to arrive within 100ns and 99. 9% wi thin 200ms whil e
tolerating at nmost 0.1% packet |loss (ROP). The perceived service
becones unacceptable if 99% of packets have not arrived within 200mns,
or 99.9%wi thin 300ns, or if there is nore than 2% packet | oss
(CPUP). The underlying mninmmthroughput requirenent is 4Mps.
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CPUP ROP
v v
<-- Unacceptable --|<- Acceptable ->|-- Optimal -->
I I
Latency (99th pct) 200mns 100ns
I I
Latency (99.9th pct) 300ns 200ms
I I
Packet Loss 2% 0.1%
I
Thr oughput 4Mops

Fi gure 1: Exanpl e Network Performance Requirenment Specification
3.2.1. Specification Guidelines

The QO franmework provides the general structure for network
performance requirenment specifications, enabling stakeholders to
specify the latency and |l oss requirenments to be net while the end-to-
end network path is loaded in a way that is at |east as denmandi ng of
the network as the application itself.

The QO franework does not nandate the use of specific |atency
percentiles and it does not define standardized network perfornance
requi renent specifications for specific applications or application
cl asses. Packet |oss and throughput requirements can be arbitrary
non- negati ve values while | atency requirenents are specified as sets
of non-negative percentile-latency tuples. The set of included
percentiles can be mnimal (e.g., 100% w thin 200ns) or extended as
needed and different percentiles nmay be used to characterize

di fferent applications.

For ease of operation, this document does mandate that |atency
percentil es specified in network performance requirenent
specifications must match the information available in the network
performance neasurenents. This nmeans that when the neasurenents
report full latency distributions, requirements can use arbitrary
percentiles. |If the sinplified latency reporting described in
Section 3.1.1 is used, the requirement specification nmust use
percentiles that are included in the reported neasurenents, i.e., one
or nore of the [Oth, 10th, 25th, 50th, 75th, 90th, 95th, 99th,
99.9th, 100th] percentiles if the [BITAG recomendation is followed.

For simplicity, the document further mandates that |atency

percentiles used in the ROP nust also be used in the CPUP, and vice
versa. For exanple, if the CPUP uses the 99.9th percentile then the
ROP rmust al so include the 99.9th percentile, and if the ROP uses the
99t h percentile then the CPUP nmust al so include the 99th percentile.
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Finally, the network perfornmance requirenent specification nust
specify if the requirenents are one-way or two-way. |If the
requirenent is one-way, the direction between the endpoints of the
assessed path, i.e., source-to-destination or destination-to-source,
must be specified (see Section 3.1.2). |In case of a two-way

requi renent, a deconposition into source-to-destination and
destination-to-source conponents may be specifi ed.

3.2.2. Creating a Network Performance Requirenent Specification

Thi s docunent does not define a standardi zed approach for creating
qual i ty-focused network perfornance requirenent specifications.
Instead, this section provides general considerations for deriving
requi renent specifications.

Deriving consistent and reproducible thresholds for ROP and CPUP
specifications requires standardi zed testing conditions. Application
devel opers shoul d therefore publish their testing nethodol ogies,

i ncluding the network conditions, hardware configurations, and

measur enent procedures used to establish these thresholds, so that
results can be independently validated and conpared across

i npl ementations. Devel opers are encouraged to foll ow rel evant
standards for testing nethodol ogies, such as ITUT P-series
recomrendations for subjective quality assessnment ([P.800], [P.910],
[P.1401]) and | ETF | PPM standards for network perfornmance nmeasurenent
([ RFC7679], [RFC7680], [RFC6673]). These standards provi de gui dance
on test design, nmeasurement procedures, and statistical analysis that
can hel p ensure consistent and reproduci bl e threshold definitions.

To illustrate the |l arge design-space for such testing, Section 4.9
sket ches an arguably subjective approach to identifying threshol ds
for ROP and CPUP specifications, which should not be used in

depl oynents due to its subjectiveness. Future docunents may define
new net hods for deriving appropriate network performance requirenents
for QO and could also recommrend a fixed set of |atency percentiles
to be used, either for all applications or on a per-application /
per-application-class basis to make QO neasurenments between
different networks or providers nore conparabl e.

3.3. Calculating QO

The QO score conpares network performance neasurenents to
application-specific, quality-focused network performance

requi renents by assessing how cl ose the nmeasured network performance
is to the network conditions needed for optimal application
performance. The QO score reflects the directionality (one-way or
two-way) used in the neasurenents and the requirenents; all need to
use the sane directionality and, for one-way assessnents, the sane
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3.

3.

3.

3.

direction (source-to-destination or destination-to-source). There
are three key scenari os:

* The network neets all requirenents for optimal perfornmance (ROP)
and the throughput requirenent. Q0O Score: 100%

* The network fails one or nore criteria for conditions at the point
of unaccept abl e perfornmance (CPUP) or the throughput requirenent.
QO Score: 0%

* The network performance falls between optimal and unacceptabl e
whil e neeting the throughput requirenent. 1In this case, a

conti nuous QoO score between 0% and 100%is conputed by taking the
wor st score derived fromlatency and packet | oss.

1. Overall QO Calculation

The overall QO score is the minimumof a latency (QO | atency), a
packet loss (@O _|oss), and a throughput (QoO_throughput) score:

Q@O = mn(QO | atency, QO _|oss, QO throughput)

with QO | atency, QO oss, and QO throughput as defined in the

following and illustrated in Figure 2.
CPUP ROP

% %
Lat ency <-- Unacceptable -->|<-- Acceptable -->|<-- Optimal -->
(per Q@O = 0% | QO =0%.100% | QO = 100%
percentile) | |

I I
Packet Loss <-- Unacceptable -->|<-- Acceptable -->|<-- Optimal -->

Q@O = 0% | Q@O =0%.100% | QO = 100%

I I

Thr oughput <-- Insufficient --|-------- Sufficient ------------- >
QO forced QO not capped

to 0%
m n. throughput
Figure 2: The three dinensions of QO
2. Latency Conponent
The Q0O | atency score is based on linear interpolations of the

| atency values at all latency percentiles defined in ROP / CPUP and
represents the mninmumvalue for all percentiles:
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for i in latency_percentiles:
m=1- ((M[i] - ROP[i]) / (CPUP[i] - ROP[i]))
metrics[i] = clamp(0, m 1)

Q@O latency = find _mn(netrics) * 100
Wher e:

* |atency_percentiles are the latency percentiles contained in the
ROP and CPUP definitions.

* MJi] is the nmeasured | atency at percentile
| at ency _percentiles[i].

* ROP[i] is the latency indicated in ROP at percentile
| at ency_percentiles[i].

* CPUP[i] is the latency indicated in CPUP at percentile
| at ency _percentiles[i].

3.3.3. Packet Loss Conponent
Packet loss is considered as a separate, single neasurenent that
applies across the entire traffic sanple, not at each percentile.
The packet |oss score is calculated using a sinilar interpolation
formul a, but based on the neasured mean packet |oss ratio (Moss) and
the packet |oss thresholds defined in the ROP and CPUP

m=1- ((MLoss - ROP_Loss) / (CPUP_Loss - ROP_Loss))
Q@O loss = clamp(0, m 1) * 100

Wher e:

* M.Loss is the neasured nmean packet | oss ratio.

* ROP_Loss is the packet loss ratio indicated in ROP

* CPUP_Loss is the packet loss ratio indicated in CPUP
3.3.4. Throughput Conponent

In contrast to the | atency and packet |oss conponents, throughput
uses a binary threshol d:

QO t hroughput = (M _Throughput >= R Throughput) ? 100 : O
Wher e:

* M Throughput is the nmeasured throughput.
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* R _Throughput is the mninmmrequired throughput.
3.4. Exanple

The following exanple illustrates the QO cal cul ati ons.

Exanpl e requirenments:

* M ni mum t hr oughput : 4Mops

*  ROP: {99% 200ns}, {99.9% 300nms}, 1% packet | oss

*  CPUP: {99% 500ms}, {99.9% 600ns}, 5% packet |o0ss

Exanmpl e neasured conditions:

*  NMeasured | atency: 99% = 350ns, 99.9% = 375ns

* Measured nmean packet loss ratio: 2%

* Measured throughput: 28Mps

Lat ency conponent:
1-0.5=0.5

1- 0.25 =0.75
[0.5, 0.75]

m =1 - ((350ms - 200nms) / (500ms - 200ms))
m =1 - ((375ms - 300ms) / (600ms - 300ns))
metrics = [clamp(0, ni, 1), clanmp(0, n2, 1)]
Q@O latency = find _mn(metrics) * 100 = 50

Packet | oss conponent:

m=1- ((2%- 1% / (5%- 1%)
Q@O loss = clamp(0, m 1) * 100

75
Thr oughput comnponent :

28Mops > 4Mops
-> QoO_t hroughput = 100

Overall QO score:

QO = mn(QO | atency, @O |oss, QO throughput) = mn(50, 75, 100) = 50
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In this exanple, the network scores 50% on the QoO assessnent range
bet ween unacceptabl e and optimal for the given applicati on when using
the measured network conditions and considering | atency, packet |oss,
and t hroughput. The score inplies that the |latency inpact dom nates
the packet | oss and throughput inpacts and that the network overall
provi des conditions at the mdway point of the perfornmance range.

4. QOperational Considerations

Aimng to ensure broad and easy applicability of the QO franework
across diverse use cases, the docunent inposes only a few strict
mandates. Instead, this section provides general gui dance concerning
the operation of the QO framework based on intuitions and
assunptions that guided the devel opnent of the framework. Future
docunents are expected to capture and refine best practices once nore
operati onal experience has been gat hered.

Some prelimnary insights froma small-scale user testing canpaign
are provided in Appendix C. Mre conprehensive and | arge-scal e
testing are needed to assess the QO franeworKk.

4.1. QO in the Quality Assessnent Landscape

@S, @O and QOE, as well as Quality Attenuation occupy different
positions on a spectrumfromraw network characterization to

subj ective user experience. QS characterizes raw network behavi or
(latency, packet |oss, throughput), usually w thout direct reference
to any particular application or user. QE, on the other hand,
focuses on the subjective user perception directly.

@O, by design, neasures network service quality, not subjective user
experience. However, as QO scores are anchored to application-
defined thresholds, they are expected to correlate with QoE metrics,
such as Mean Qpi nion Score (MOS) [P.800.1], positioning QO between
QS and Q@E. The QO franmework itself does not define where QO
scores fall on this spectrum Instead, the exact position primarily
depends on how the ROP and CPUP t hreshol ds are chosen. Wth
appropriate threshol d sel ecti on based on user-acceptance testing and
application performance anal ysis, QO scores can likely be tuned to
cl osely approxi mate QOE netrics, while still maintaining the

obj ectivity and conposability benefits of QS netrics.

Quality Attenuation is conplenmentary to QO in that it also ains to
provi de QOE-oriented QS assessnents. Both draw on the sane | atency
di stributions and packet |oss probabilities, but differ in how those
measurenents are transforned: Quality Attenuation preserves the full
di stributional detail needed for convolution and per-hop
deconposition, while QO trades that detail for an application-
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anchored score that is inmmediately actionable. Since both rely on
the sanme underlying data, sw tching between Quality Attenuation and
QO requires no additional nmeasurements, so operators can use Q@O to
produce a score that is immediately neaningful to all stakehol ders
and Quality Attenuation if they need nore detail ed root-cause

anal ysis, capacity planning, or segnent conparisons.

4.2. Conposability, Flexibility, and Use Cases

One of the key strengths of the QO framework is the mathematica
conposability of the underlying |atency distributions and packet |oss
probabilities (see Appendix B.10), which allows neasurenments from
different network segnments to be conbi ned or deconposed to isolate
per-segnent contributions. The conposability also enables flexible
depl oynent scopes as QO scores may be computed for the conplete end-
to-end path (e.g., fromapplication clients to servers), or focused
on specific network segnments, such as the custoner-facing access
network, intermediate transit networks, or server-side
infrastructure. The network performance requirenment specifications
provi de anot her dimension of flexibility as specifications can have
di fferent scopes, such as per-application, per application-type, or
per-Service Level Agreenent (SLA).

A holistic use of QO with a fine-grained attribution of per-segnent
contributions requires sharing the neasured distributions and
probabilities for the invol ved segnments anong all rel evant

st akehol ders, which can be chal |l engi ng across different operators or
net wor ks. However, even without sharing raw data across all networks
of an end-to-end path, QO renmai ns val uabl e for anal yzi ng and

troubl eshooti ng individual network segnments. Operators can use QO
to assess specific segments within their own networks, and end-users
can gain insights into their own connectivity as long as their

net wor k provi ders support Q@O Hence, QO is well-suited for

i ncremental deploynment (Section 2.1.2 of [RFC5218]).

4.3. Aligning Measurenents with Service Levels

The QO framework assunes that neasurenents reflect the actua
connectivity service that will be provided to application flows.
However, networks nmay offer nultiple connectivity service |levels
(e.g., VPN services [ RFC2764], corporate custoner tiers, and network
slicing configurations [RFC9543]). |In such deploynents, it is
important to ensure that:

*  Measurements are taken using the sane connectivity service | eve
that will be used by the application
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* The measurenent nethodol ogy accounts for any traffic
prioritization, differentiated services, or QS mechani snms that
may affect application performance

* Network configurations and policies that will apply to application
traffic are reflected in the neasurenent conditions

Failing to align nmeasurements with the actual service delivery may
result in QO scores that do not accurately reflect the application’s
expect ed perfornance.

4.4. Path Stability and Tenporal Validity

Even when neasurenents are correctly aligned with the intended
service delivery level, network behavior can vary within that service
| evel over tinme.

Net work conditions along a given path can fluctuate with varying
traffic | oad: congestion, for exanple, can cause |latency to increase
and packet loss to rise transiently. The multi-percentile
representation of latency in the Q0O requirements specifications
natural |y captures such fluctuations within a neasurenment w ndow,

al t hough the shape of the distribution depends on the | oad conditions
present during that w ndow.

Beyond | oad-driven fluctuation, forwarding paths thenselves can al so
shift on a variety of tinmescales: routing changes, |oad bal anci ng
decisions, and traffic engineering policies may cause packets or
flows to traverse different physical paths, each with potentially
different |atency, |loss, and capacity characteristics. Load

bal anci ng, such as Equal -Cost Miulti-Path (ECVMP), can even nean that
measurenents represent a m xture of the characteristics across al
active routes rather than those of a single coherent path.

Toget her, congestion-driven variation and path diversity nean that a
QO assessnent captures a snapshot of network behavior during the
sanpling period, and conditions may differ significantly at other
times. Operators should therefore repeat neasurenents periodically,
and interpret individual QO scores in |light of when and under what

| oad conditions they were obtained. |Inplenenters also need to decide
whet her neasurenent traffic is steered consistently (e.g., by tuning
flow tuples to follow specific ECMP paths) or deliberately varied to
sample full path diversity, and document which approach was used in

t he measur enent net adat a.

These chal | enges are even nore pronounced for nobile cellular

net wor ks, where path and capacity can change by an order of nmgnitude
within seconds (see also Section 5.1).
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4.5. Miltipath Protocols

A related chall enge ari ses when the application itself uses a
transport protocol that exploits nmultiple paths concurrently, such as
Mul tipath TCP [ RFC8684] or Multipath QUC [I-D.ietf-quic-nultipath].
In such cases, the scheduling of traffic across paths is application-
dependent and governed by many possi bl e policies, including
preferring a specific path, nminimzing | atency, maxim zi ng aggregate
capacity, distributing traffic equally, or mnimzing path churn

Si ngl e-fl ow neasurenents necessarily only follow one of the avail abl e
paths at a time and nay therefore fail to represent the ful
distribution of latency and | oss conditions that the application
actual | y experiences across its concurrent paths. Measuring across
multiple flow tuples can provide a nore conprehensive view, but the
correct weighting of per-path neasurenents cannot be determ ned

wi t hout knowi ng how the application distributes its traffic.

Passive nonitoring of the actual application traffic is the nost
reliable approach for capturing the effect of nultipath scheduling,
as it directly observes which paths and proportions the application
uses, but it may require visibility at nmultiple vantage points and
may not al ways be feasible.

Even when the scheduling policy and per-path conditions are known,
aggregating per-path scores into a single application-level QO score
requires further assunptions about how each path’s conditions affect
the overall experience. A sinplified, policy-agnostic approach is to
use the worst score of available paths as the overall score. This
approach is conservative and does not depend on assunptions about
traffic distribution, although it may underesti mate overall quality
when the application avoids the worst path.

As with path diversity and | oad-driven variation, a QO score
reflects only the conditions observable on the neasured path subset
during the sanpling period.

4.6. Adaptive Applications
Many nodern applications are adaptive, neaning they can adjust their
behavi or based on network conditions. For exanple, video stream ng

applications may reduce bit rate when avail abl e network capacity is
limted, or increase buffer size when |atency is high
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For adaptive applications, there are typically different |evels of
opti mal performance rather than a single absolute threshold. For
exanpl e, a video stream ng application mght provide different
avai |l abl e video resolutions, ranging fromd4K to 480p resol ution.
Conmbi ned with different transnission |atencies, each of these
resol utions can induce varying |evels of perceived quality.

The QO franmework can accomodat e such applications by defining

mul tiple ROP/CPUP t hreshol ds corresponding to different quality

| evels. The framework can then assess how well|l the application will
achi eve each quality level, providing a nore nuanced vi ew of
application performance than a sinple binary pass/fail netric.

Anot her, | ess conpl ex approach at the cost of reduced fidelity in the
QO score, is to set the threshold for optiml performance at the

hi ghest rendition available for the video stream and the threshold
for unacceptability where the | owest rendition cannot be delivered

wi thout resulting in stalling events.

Application devel opers inplenmenting adaptive applications should
consi der publishing quality profiles that define network performance
requirenents for different adaptation |evels, enabling nore accurate
QO assessnent

4.7. Cont i nuous Measurenents

The QO franmework does not define measurement periods: it can be
applied to neasurenents taken over a specific, bounded interva

(e.g., when conducting a scheduled test run) as well as to continuous
measurenents collected fromlive traffic over an extended peri od.

Depl oynments may use either node depending on the use case and
avai |l abl e infrastructure [ RFC6703].

VWhen nmeasurements are coll ected continuously, inplementations nust
deci de how to wi ndow or aggregate sanples into the | atency

di stribution and packet |oss estinmate used to conpute a QO score.
Several approaches are possible, and each invol ves trade-offs:

Fi xed tinme windows (e.g., last hour, last day, or last week) are
sinmple to inplement and conpare across operators. Longer w ndows
snoot h out short-term anonalies but may obscure recent degradation;
shorter wi ndows are nore responsive but |ess stable.

Rolling or sliding windows of the nost recent N sanples or the nost

recent T seconds provide a continuously updated view of network
qual ity, bal ancing responsiveness with stability.
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Measurenments can al so be grouped around specific events, such as user
sessions or application usage periods. This approach can inprove

rel evance for end-user-facing scores but may introduce sel ection

bi as.

The choi ce of wi ndowi ng strategy affects which percentiles are
observed and therefore the resulting QO score. |Inplenentations
shoul d docunent the wi ndowi ng strategy used al ongside the reported
QO scores and the nmeasurement approach to ensure results are
interpretable and conparabl e. Standardi zation of specific w ndow ng
approaches is considered out of scope for this docunent and left for
future work.

4.8. Sensitivity to Sampling Accuracy

While the QO framework itself places no strict requirenent on
sanpling patterns or neasurenent technol ogy, a sinulation study
[ @OsSi nt udy] conducted to informthe creation of this docunent
exanmined the netric’'s real-world applicability under varying
conditions and made the follow ng concl usions:

1. Sanpling Frequency: Slow sanpling rates (e.g., <lHz) risk mssing
rare, short-lived | atency spikes, resulting in overly optimstic
QO scores.

2. Measurenent Noi se: Measurenent errors on the sane scale as the
threshol ds (ROP, CPUP) can distort high-percentile |atencies and
cause overly pessimstic QO scores.

3. Requirenent Specification: Slightly adjusting the |atency
threshol ds or target percentiles can cause significant changes in
@O, especially when the neasurenment distribution is near a
t hreshol d.

4. Measurenent Duration: Shorter tests with sparse sanpling tend to
underesti mat e worst-case behavior for heavy-tailed | atency
di stributions, biasing QO in a positive direction.

In sunmary, overly noisy or inaccurate |atency sanples can
artificially inflate worst-case percentiles, thereby driving QO
scores | ower than actual network conditions would warrant.
Conversely, coarse neasurenment intervals can niss short-lived spikes
entirely, resulting in an inflated QO

From these findings, the follow ng guidelines for practical
application are deduced:
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* Calibrate the conbination of sanpling rate and total neasurenent
period to capture fat-tailed distributions of latency with
sufficient accuracy.

* Avoid or account for significant nmeasurenent noi se where possible
(e.g., by calibrating time sources, accounting for clock drift,
consi dering hardware/ software neasurenment jitter).

* Thoroughly test ROP and CPUP thresholds so that the resulting QO
scores accurately reflect application perfornmance.

These gui delines are non-normative but reflect enpirical evidence on
how QoO performs.

4.9. A Subjective Approach to Creating Network Performance Requirenent
Speci fications

Thi s docunent does not define a standardi zed approach for creating a
qual i ty-focused network perfornmance requirenent specification
Instead, this section provides general guidance on and a rough
outline for deriving an admttingly subjective requirenent
specification, ainming to create a basis for future standardization
efforts focusing on devel opi ng a standardi zed, objective requirenent
creation framework. Additional information is provided in

[ @OAppQual ityReqs]. Direct use of the approach described below in
production scenarios is discouraged due to its inherently subjective
nat ur e.

When determ ning quality-focused network performance requirenents for
an application, the goal is to identify the network conditions where
application performance is optinmal and where it becomes unaccept abl e.
There is no universally strict threshold at which network conditions
render an application unacceptable. For optinmal performance, sone
applications may have clear definitions, but for others, such as web
browsi ng and ganming, |ower |latency and | oss is always preferable.

One approach for deriving possible thresholds is to run the
application over a controlled network segment with adjustable quality
and then vary the network conditions while continuously observing the
resulting application-level performance. The |atter can be assessed
manual |y by the entity performng the testing or using autonated

met hods, such as recording video stall duration within a video

pl ayer. Additionally, application developers could set thresholds
for acceptable fps, animation fluidity, i/o latency (voice, video,
actions), or other netrics that directly affect the user experience
and neasure these user-facing netrics during tests to correlate the
metrics with the network conditions.
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Using this scenario, one can first establish a baseline under
excel l ent network conditions. Network conditions can then be
gradual Iy worsened by addi ng del ay or packet |oss or decreasing
network capacity until the application no |onger perforns optinally.
The correspondi ng network conditions identify the mninal
requirenents for optinmal performance (ROP). Continuing to worsen the
network conditions until the application fails conpletely eventually
yi el ds the network conditions at the point of unacceptable
performance (CPUP).

Note that different users nmay have different tol erance | evels for
appl i cation degradation. Hence, tests conducted by a single entity
likely result in highly subjective thresholds. The thresholds

est abli shed shoul d represent acceptable performance for the target
user base, which may require user studies or market research to

det erm ne appropriate val ues.

As stated at the beginning of this section, this docunent does not
define a standardi zed approach for creating a quality-focused network
performance requirement specification and directly using the approach
descri bed above is discouraged.

5.  Known Weaknesses and Open Questions

Net wor k performance neasurenments can be interpreted in different ways
to derive quality assessnents. QO does so by conparing nmeasured
condi ti ons agai nst application-specific, quality-focused network
performance requirenments to produce a percentage-based score, which

i ntroduces several artifacts whose significance may vary dependi ng on
the context. The follow ng section discusses some known |imitations.
A general assunption underlying the framework is that factors not
explicitly captured by QO (such as tenporal packet ordering, fine-
grai ned throughput variations, or the full shape of the |atency

distribution) will inevitably influence the observed | atency and
packet | oss behavior, so that QO indirectly accounts for their
ef fects.

5.1. Vol atile Networks

Vol atil e networks pose a challenge for network quality prediction,
with the | evel of assurance of the prediction likely to decrease as
session duration increases [ QSPrediction]. Were the volatile
network is a segment forming part of an Internet path then it wll
typically formthe bottleneck of that path.

Radi o access networks are prone to volatility: the avail able capacity

for a given user device can change by an order of nagnitude within
seconds due to physical radio factors. This is especially the case
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in nmobile cellular networks ([CellularPredictability]) due to the

i ncreased transni ssion distance and the difficulty of addi ng new
access points or repeaters (in comparison to e.g. W-Fi). Oher
factors in cellular volatility include whether the user device is at
the edge of a radio cell or undergoing cell handover, the radio
interference and fading fromthe | ocal environment, and any sw tch
bet ween radi o bearers with differing capacity and transm ssion-tine
intervals (e.g., 3GPP 4G and 5G). This volatility applies on both
dowink (cell tower to device) and uplink (device to cell tower),

al beit uplink incurs an additional factor of the reduced transmt
power available to a user’s battery-powered devi ce.

The above suggests a requirement for neasuring network quality to and
from an individual device connected via the radi o access network, as
that can account for the factors described above. How that facility
i s provisioned onto individual devices and how devi ce- host ed
applications can trigger a network quality query, is an open
quest i on.

5.2. Mssing Tenporal Information in Distributions

The two | atency series (1,200, 1,200, 1, 200, 1, 200, 1, 200) and
(1,1,1,1,1, 200, 200, 200, 200, 200) have identical distributions, but may
have different application performance. Ilgnoring this information is
a tradeoff between sinplicity and precision. To capture all

i nformati on necessary to adequately capture outcones quickly gets
into extrene | evels of overhead and hi gh conputational complexity.

An application's performance depends on reactions to varying network
conditions, nmeaning nearly all different series of |atencies nay have
di fferent application outcones.

5.3. Subsanpling the Real Distribution

Additionally, it is not feasible to capture latency for every packet
transmtted. Probing and sanpling can be performed, but sone aspects
will always remain unknown. This introduces an el enment of
uncertainty and perfect predictions cannot be achieved; rather than
disregarding this reality, it is nore practical to acknow edge it.
Therefore, discussing the assessnent of outcones provides a nore
accurate and neani ngful approach.

5.4. Assuming Linear Relationship Between Optinmal Performance and
Unusabl e

It has been shown that, for exanple, interactivity cannot be nodel ed
by a linear scale [G 1051]. Thus, the linear nbdeling proposed in
the QO franework adds an error in estimating the perceived
performance of interactive applications.
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One can conjure up scenarios where 50nms |latency is actually worse
than 51nms | atency as devel opers may have chosen 50ns as the threshold
for changing quality, and the threshold may be inperfect. Taking
these scenarios into account woul d add anot her magni tude of
conplexity to determ ning network perfornmance requirenents and
finding a distance neasure (between requirenment and actual neasured
capability).

5.5. Binary Throughput Threshol d

Choosing a binary throughput threshold is to reduce conplexity, but
it must be acknow edged that many applications are not that sinple.
Net wor k requirenents can be set up per quality level (resolution
frames per-second, etc.) for the application if necessary.

5.6. Arbitrary Selection of Percentiles

A sel ection of percentiles is necessary for sinplicity, because nore
conmpl ex methods may sl ow adoption of the framework. The Oth
(mnimun) and 50th (nedian) percentiles are commonly used for their

i nherent significance. According to [BITAG, the 90th, 98th, and
99t h percentiles are particularly inportant for certain applications.
General |y, higher percentiles provide nore insight for interactive
applications, but only up to a certain threshold beyond which
applications may treat excessive del ays as packet |oss and adapt
accordingly. The choice between percentiles such as the 95th, 96th,
96.5th, or 97th is not universally prescribed and may vary between
application types. Therefore, percentiles nust be sel ected
arbitrarily, based on the best avail abl e know edge and the intended
use case.

6. Security Considerations

The QO franmework introduces a nethod for assessing network quality
based on probabilistic outcones derived fromlatency, packet |oss,
and throughput measurenents. VWhile the framework itself is primarily
anal ytical and does not define a new protocol, sonme security
considerations arise fromits deploynment and use. 1In addition to the
consi derations di scussed bel ow, inplenmenters are al so encouraged to
consider the security considerations outlined in [ RFC7594].
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6.1. Measurenment Integrity and Authenticity

Q@O relies upon accurate and trustworthy neasurenments of network
performance. |f an attacker can nani pul ate these neasurenents,
either by injecting falsified data or tanpering with the neasurenent
process, they could distort the resulting QO scores. This could

m sl ead users, operators, or regulators into making incorrect
assessnents of network quality.

To mitigate this risk:

*  Measurenment agents have to authenticate with the systens
coll ecting or anal yzing QoO dat a.

* Measurenment data has to be transmitted over secure channels (e.g.,
(D)TLS) to ensure confidentiality and integrity.

* Digital signhatures nay be used to verify the authenticity of
nmeasur enent reports.

6.2. R sk of Msuse and Gam ng
As QO scores may influence regul atory decisions, SLAs, or user
trust, there is a risk that network operators or application
devel opers might attenpt to "game" the system For exanple, they
m ght optinize performance only for known test conditions or falsify
requi renent thresholds to inflate QO scores.
M tigations include:

* Independent verification of application requirenents and
measur enent net hodol ogi es.

* Use of random zed testing procedures.

*  Transparency in how QO scores are derived and what assunptions
are made.

6.3. Denial-of-Service (DoS) Risks
Active neasurenent techniques used to gather O data (e.g., TWAMP,
STAMP, and synthetic traffic generation) can place additional |oad on
a network. If not properly rate-limted, this may inadvertently
degrade services offered by a network or be exploited by malicious
actors to |l aunch DoS attacks [ RFC2330].

To mitigate these risks, the following is recomended:
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* |nplement rate-limting and access control for active neasurenent
tools, e.g., simlar to recormendations for the One-way Active
Measur enment Protocol [RFC4656].

*  Ensure that neasurenent traffic does not interfere with critica
servi ces

* Mnitor for abnormal neasurenment patterns that nmay indicate abuse
Trust in Application Requirenents

QO depends on application devel opers to define ROP and CPUP. |f
these are defined inaccurately-either unintentionally or naliciously-
the resulting QO scores may be ni sl eadi ng

To address such risks, the followi ng recommendati ons are nade:

* Encourage peer review and publication of application requirenent
profil es.

* \Where QO is used for regulatory or SLA enforcenent, require
i ndependent validation of requirenent definitions.

Privacy Considerations

QO neasurenents may involve collecting detail ed performance data
from end-user devices or applications, especially in the context of
passi ve neasurenents [RFC2330]. Depending on the depl oynent nodel,
this includes netadata such as | P addresses, tinestanps, or
appl i cation usage patterns.

To protect user privacy:

* Data collection should be subject to user consent prior to
col l ecting data.

* Data collection should follow the principle of data minimnzation,
only collecting what is strictly necessary.

* Privacy-sensitive information (e.g., Personally ldentifiable
Information (PI1)) should be anonyni zed or pseudonym zed where
possi bl e.

* Users should be inforned about what data is collected and how it
is used, in accordance with applicable privacy regulations (e.qg.,
General Data Protection Regulation (GDPR)).
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8.

.1

| ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
| mpl enent ati on status

Note to RFC Editor: This section nust be renoved before publication
of the docunent.

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature
It is up to the individual working groups to use this information as
they see fit".
goo- ¢
* Link to the open-source repository:
https://github. com get CUIQ goo-c
* The organi zation responsible for the inplenentation
CUJO Al
* A brief general description
A Clibrary for calculating Quality of CQutcone

* The inplenmentation’s level of maturity:

A conplete inplenentation of the specification described in this
docunent
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* Cover age:
The library is tested with unit tests
* Licensing:
MT
* I npl enentati on experience:
Tested by the author. Needs additional testing by third parties.
* Contact information:
Bj #rn lvar Teigen Mnclair: bjorn.nonclair@ujo.com

* The date when infornmation about this particular inplenentation was
| ast updat ed:

27t h of May 2025
9.2. goresponsiveness
* Link to the open-source repository:
https://github. com net wor k-qual i ty/ gor esponsi veness

The specific pull-request: https://github. conf network-
qual i ty/ gor esponsi veness/ pul | / 56

* The organi zation responsible for the inplenentation:

University of Cincinatti for goresponsiveness as a whol e, Donps
for the QO part.

* A brief general description:

A network quality test witten in Go. Capable of neasuring RPM
and QO

* The inplenmentation’s |level of maturity:
Under active devel opnent; partial QoO support integrated.
* Cover age:

The Q@O part is tested with unit tests
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10.

10.

10.

* Licensing:
GPL 2.0
* | nplenmentation experience:
Needs testing by third parties
* Contact information:
Bj #rn Ivar Teigen Monclair: bjorn.nonclair@ujo.com
W I liam Hawkins I11: hawki nwh@icnail . uc. edu

* The date when information about this particular inplementation was
| ast updat ed:

10t h of January 2024
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Appendi x A. QO Franmewor k Desi gn Consi derations

This section describes the features and attributes that a network
quality framework nust have to be useful for different stakehol ders:
appl i cation devel opers, end-users, and network operators.

At a high level, end-users need an understandable network quality
metric. Application developers require a network quality netric that
allows themto evaluate how well their application is likely to
perform gi ven the measured network perfornmance. Network operators
need a netric that facilitates troubl eshooting and optim zati on of
their networks. Existing network quality netrics and frameworks
address the needs of one or two of these stakehol ders, but there is
none that bridges the needs of all three. Exanples include
throughput netrics that operators use to prove regul atory conpliance

Monclair, et al. Expi res 20 Novenber 2026 [ Page 41]



I nternet-Draft QO May 2026

but with little relevance to application performance, or subjective
QQE netrics that are understandable to users but difficult for
operators to collect at neaningful scale.

A key notivation for the QO franework is to bridge the gap between
the techni cal aspects of network perfornmance and the practical needs
of those who depend on it. For exanple, while solutions exist for
many of the problens causing high and unstable latency in the
Internet, such as bufferbloat mtigation techni ques [ RFC8290] and

i mproved congestion control algorithns [RFC8033], the incentives to
depl oy them have renained relatively weak. A unifying framework for
assessing network quality can serve to strengthen these incentives
significantly.

Net wor k capacity al one is necessary but not sufficient for high-

qual ity nmodern network experiences. Hi gh idle and working | atencies,
| arge delay variations, and unmtigated packet | oss are major causes
of poor application outconmes. The inpact of latency is wdely
recogni zed in network engineering circles [BI TAG, but benchmarking
the quality of network transport remains conplex. Most end-users are
unable to relate to netrics other than Mps, which they have | ong
been conditioned to think of as the only dinension of network
quality.

Real Time Response under |oad tests [RRUL] and Responsi veness tests
[RPM meke significant strides toward creating a network quality
metric that is intended to be closer to application outcones than
avai | abl e network capacity alone. [RPM, in particular, is
successful at being relatively relatable and understandable to end-
users. However, as noted in [RPM, "Qur networks remain
unresponsive, not froma lack of technical solutions, but rather a

| ack of awareness of the problent. This |ack of awareness neans that
some operators mght have little incentive to inprove network quality
beyond increasing the avail able network capacity. For exanpl e,
despite the availability of open-source solutions such as FQ CoDel

[ RFC8290], which has been available for over a decade, vendors rarely
i mpl ement themin w dely depl oyed equi pmrent (e.g., W-Fi routers
still comonly exhibit bufferbloat). A universally accepted network
quality framework that successfully captures the degree to which
networ ks provide the quality required by applications may help to
increase the willingness of vendors to inplenent such sol utions.

The |1 AB workshop on nmeasuring Internet quality for end-users
identified a key insight: users care primarily about application
performance rather than network performance. Anmpong the concl usions
was the statenent, "Areally neaningful nmetric for users is whether
their application will work properly or fail because of a lack of a
network with sufficient characteristics" [RFC9318]. Therefore, one
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critical requirement for a neaningful framework is its ability to
answer the follow ng question: "WII| networking conditions prevent an
application fromworking as intended?".

Answering this question requires several considerations. First, the
Internet is inherently stochastic fromthe perspective of any given
client, so absolute certainty is unattainable. Second, different
applications have different needs and adapt differently to network
conditions. A framework aimng to answer the stated question nust
acconmodat e such diverse application requirenents. Third, end-users
have i ndividual tol erances for degradation in network conditions and
the resulting effects on application experience. These variations
must be factored into the design of a suitable network quality

f ramewor k.

A.1. General Requirenents

Thi s section describes the requirenents for an objective network
quality framework and netric that is useful for end-users,
appl i cation devel opers, and network operators/vendors alike.
Specifically, this section outlines the three main genera
requirenents for such a framework while the sections therafter
describe requirenments fromthe perspective of each of the target
groups: end-users (Appendix A 2), application devel opers
(Appendi x A.3), and network operators (Appendix A 4).

In general, all stakeholders ultimately care about the performance of
applications running over a network. Application perfornmance does
not only depend on the avail able network capacity but also on the
del ay and del ay variation of network |inks and computational steps

i nvol ved in making the application function. These delays depend on
how t he application places |oad on the network, how the network is

af fected by environnental conditions, and the behavior of other users
and applications sharing the network resources. Likew se, packet

| oss (e.g., caused by congestion) can al so negatively inpact
application performance in different ways depending on the class of
appl i cation.

Different applications may have different needs froma network and
may i npose different patterns of |oad. To determ ne whether an
application will likely work well or fail, a network quality
framewor k rmust conpare neasurenments of network perfornance to a w de
variety of application requirements. It is inportant that these
measurenents reflect the actual network service configuration that

wi Il handle the application flows, including any traffic
prioritization, network slicing, VPN services, or other
differentiated service nechani sns (see Section 4.3). Flexibility in
describing application requirenents and the ability to capture the
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delay and |l oss characteristics of a network with sufficient accuracy
and precision are necessary to conpute a meani ngful QO network
quality score that can be used to better estinmate application

per f or mance.

The framework nust al so support spatial conposition

[ RFC6049] [ RFC6390] to enable operators to take actions when

measur enent s show that applications fail too often. |In particular,
spatial composition allows results to be divided into sub-results,
each neasuring the performance of a required sub-nilestone that nust
be reached in tinme for the application to perform adequately.

To sumari ze, the QO framework and the correspondi ng QO score
shoul d have the followi ng properties in order to be neaningful

1. Capture a set of network performance netrics which provably
correlate to the application perfornance of a set of different
appl i cations as perceived by users.

2. Conpare neaningfully to different application requirenents.

3. Be conposabl e so operators can isolate and quantify the
contributions of different sub-outconmes and sub-paths of the
net wor k.

Next, the document presents requirements fromthe perspective of each
of the three target groups: end-users (Appendix A 2), application
devel opers (Appendi x A 3), and network operators (Appendix A 4).

A. 2. Requirenents from End- Users

The QO framework should facilitate a nmetric that is based on

obj ective QoS neasurenents (such as throughput [RFC6349], packet |oss
[ RFC6673] [ RFC7680], del ays [ RFC2681][ RFC7679], and (one-way) del ay
vari ations [ RFC3393]), correlated to application perfornmance, and
relatively understandable for end-users, simlar to QoE nmetrics, such
as MOS [P. 800. 1].

If these requirenments are net, QO is a mddle ground between QS and
QOE netrics and all ows end-users to understand if a network is a
likely source of inpairnent for what they care about: the outcones of
applications. Exanples are how quickly a web page | oads, the

snmoot hness of a video conference, or whether or not a video gane has
any perceptible |ag.

End-users may have individual tol erances of session quality (i.e.

the quality experienced during a single application usage peri od,
such as a video call or gam ng session), below which their quality of
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experi ence becomes personally unacceptable. However, it may not be
feasible to capture and represent these tol erances per user as the
user group scales. A conpromise is for the QO framework to pl ace
the responsibility for sourcing and representing end-user
requirenents onto the application devel oper. Application devel opers
are expected to performuser-acceptance testing (UAT) of their
application across a range of users, term nals, and network
conditions to determne the term nal and network requirenents that
will nmeet the acceptability thresholds for a representative subset of
their end-users. Perform ng UAT hel ps devel opers estimte what QQE
new end-users are likely to experience based on the application's
networ k performance requirenments. These requirenents can evol ve and
i mprove based on feedback fromend-users, and in turn better inform
the application’s requirements towards the network. Sone real world
exanpl es where ’'acceptable | evels’ have been derived by application
devel opers incl ude:

* Renote nusic collaboration: <20ms one-way | atency [JanKazani

* C oud gam ng: >15Mips downl i nk throughput and 80ms round-trip time
(RTT) [XboxNet Reqs] (specific requirenments vary by ganme and
platform see [CSGJ for an exanple study on the inpact of |atency
on Counter Strike: dobal Ofensive)

* Virtual reality (VR): <20nms RTT from head notion to rendered
update in VR ([ RFC9817]; see [G 1051] for |atency measurenent and
interactivity scoring)

These nunbers only serve as exanples and their exact val ue depends on
the specific application and the test nethodol ogy used to derive
them such that they are not to be interpreted as universally
applicable (see also Section 3.2.2 and Section 4.9). Instead,

addi tional standardization efforts are needed to derive nore
universally applicable thresholds for different classes of
appl i cations.

A. 3. Requirenents from Application and Pl atform Devel opers

The Q0O franmework needs to provide devel opers the ability to describe
the quality-focused network performance requirenents of their
applications. The network performance requirenments nust include al
rel evant di nensions of network quality so that applications sensitive
to different network quality dinmensions can all evaluate the network
accurately. Not all devel opers have network expertise, so to make it
easy for devel opers to use the framework, devel opers nust be able to
speci fy network performance requirenents approximately. Therefore,

it nmust be possible to describe both sinple and conpl ex network
performance requirenents. The framework al so needs to be flexible so
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that it can be used with different kinds of traffic and that extreme
net wor k performance requirenments which far exceed the needs of
today’ s applications can al so be articul at ed.

If these requirenments are net, devel opers of applications and
platforns can state or test their network requirenments and eval uate
whet her the network is sufficient for an optinmal application outcone.
Both the application devel opers with networking expertise and those
wi t hout can use the framework.

A. 4. Requirenents from Network Operators and Network Sol ution Vendors

From an operator perspective, the key is to have a franmework that
allows finding the network quality bottl enecks and objectively
comparing different networks, network configurations, and

technol ogies. To achieve this goal, the framework nust support

mat hemati cal |y sound conpositionality ('addition’ and ’subtraction’)

as network operators rarely manage network traffic end-to-end. If a
test is purely end-to-end, the ability to find bottl enecks may be
gone. |If, however, neasurenents can be taken in both end-to-end

(e.g., a-b-c-d-e) and partial (e.g., a-b-c) fashion, the results can
be deconposed to isolate the areas outside the influence of a network
operator. In other words, the network quality of a-b-c and d-e can
be separated. Conpositionality is essential for fault detection and
accountability.

By having mathematically correct conposition, a network operator can
measure two segnents separately, perhaps even with different
approaches, and conbine or correlate the results to understand the
end-to-end network quality.

Anot her exanpl e where conposition is useful is troubleshooting a
typical web page | oad sequence over TCP. |If web page load tines are
too slow, DNS resolution tinme, TCP RTT, and the time it takes to
establish TLS connections can be neasured separately to get a better
i dea of where the problemis. A network quality franmework shoul d
support this kind of analysis to be maxinally useful for operators.

The framework nust be applicable in both lab testing and nonitoring
of production networks. It nust be useful on different tinme scales,
and it cannot have a dependency on network technol ogy or OSI | ayers.

If these requirenents are net, network operators can nonitor and test

their network and understand where the true bottl enecks are,
regardl ess of network technol ogy.
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Appendi x B. Conparison To Other Network Quality Metrics

Nunmerous network quality nmetrics and associ ated framewor ks have been
proposed, adopted, and, at tines, msapplied over the years. The
following is a brief overview of several key network quality netrics
in conparison to QO

Each netric is evaluated against the three criteria established in
Appendi x A.1l. Table 1 summarizes the properties of each of the
surveyed netrics.
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B ool s s s s el s
| Metric | Can Assess How Well | Easy to | Composabl e |
| | Applications Are | Articulate | |
| | Expected to Work | Application | |
| | | Requirenents | |
B e ool e e el s
| Throughput | Yes for sone | Yes | No |
| | applications | | |
S o e e e e e oo - o e e - o e e - +
| Mean | Yes for sone | Yes | Yes |
| latency | applications | | |
T e I I +
| 99th | No | No | No |
| Percentile | | | |
| of Latency | | | |
S o e e e e m oo oo R R +
| Variance of | No | No | Yes |
| Iatency I I I I
. e T T +
| 1PDV | Yes for some | No | No |
| | applications | | |
S o e e e e m oo oo R R +
| PDV | Yes for sone | No | No |
| | applications | | |
. e T T +
| Trimred | Yes for some | Yes | No |
| nmean of | applications | | |
| latency I I I I
R e - - +
| Round Trips | Yes for sone | Yes | No |
| Per Mnute | applications | | |
o m e e e oo - Tt S S +
| Quality | Yes | No | Yes |
| Attenuation | | | |
- e - - +
| Quality of | Yes | Yes | Yes (Through |
| CQutcone | | | Quality |
| | | | Attenuation) |
S o e e e e e oo - o e e - o e e - +

Table 1. Summary of Perfornmance Metrics Properties

The colum "Can Assess How Well Applications Are Expected to Work"

i ndi cates whether a netric can, in principle, capture rel evant
informati on to assess application performance, assum ng that

measur enents cover the properties of the end-to-end network path that
the application uses. "Easy to Articul ate Application Requirenents"
refers to the ease with which application-specific requirenments can
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be expressed using the respective nmetric. "Conposable" indicates
whet her the metric supports spatial conposition as described in
Appendi x A. 4 and [RFC6049]: the ability to conbi ne measurenents from
i ndi vi dual path segnents to derive end-to-end properties, or to
deconpose end-to-end neasurenents to isolate per-segnent

contri butions.

B.1. Throughput

Thr oughput rel ates to user-observabl e application outcones as
acceptabl e perfornmance is inpossible when throughput falls bel ow an
application’s mnimumrequirenment. Above that m nimumthreshold, the
rel ati onshi p weakens and additi onal capacity above a certain
threshold will, at best, yield dimnishing returns (and any returns
are often due to reduced latency). Wile throughput can be conpared
to a variety of application requirenents, it is not generally

possi ble to conclude fromsufficient throughput alone that an
application will work well.

Thr oughput is not conposable in the spatial sense. Wile the

t hroughput of a conposed path a-b-c equals the m ni mum of the two

i ndi vi dual segment throughputs, the bottl eneck segnent cannot be
identified fromthe conposed value: if b-c is the bottleneck, then
the throughput of a-b-c equals the throughput of b-c, and the higher
capacity of segment a-b is not recoverable fromthe conbi ned

measur enment .

B.2. Mean Latency

Mean | atency relates to user-observabl e application outcones in the
sense that the mean | atency must be | ow enough to support a good
experience. However, it is not possible to conclude that a genera
application will work well if the mean |atency is good enough

[ BI TAG .

Mean | atency can be conposed. For exanple, if the nmean |atency

val ues of links a-b and b-c are known, then the nean | atency of the
composition a-b-c is the sumof a-b and b-c. Since this composition
is additive, it is also invertible: knowi ng the end-to-end nean

| atency of a-b-c and the nean | atency of one segnent is sufficient to
recover the nean | atency of the other segnent.
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B.3. 99th Percentile of Latency

The 99th percentile of latency relates to user-observable application
out cones because it captures sone information about how bad the tai
latency is. |If an application can handle 1% of packets being too
late, for instance by maintaining a playback buffer, then the 99th
percentile can be a good netric for measuring application

performance. It does not work as well for applications that are very
sensitive to overly del ayed packets because the 99th percentile
disregards all information about the delays of the worst 1% of
packets.

It is not possible to conpose 99th-percentile values as the Nth
percentil e of a composed distribution cannot in general be derived
fromthe Nth percentile of its constituent distributions wthout
access to the full distributions.

B.4. Variance of Latency

The variance of latency can be cal cul ated fromany coll ection of
sampl es, but network latency is not necessarily normally distributed.
As such, it can be difficult to extrapolate froma neasure of the
variance of latency to how well specific applications will work.

The variance of |atency can be conposed. For exanple, if the

vari ance values of links a-b and b-c are known, then the variance of
the conposition a-b-c is the sumof the variances a-b and b-c. This
conposition is also invertible for independent segnents, enabling
deconposition: knowi ng the end-to-end variance and the variance of
one segnment is sufficient to recover the variance of the other
segnent .

B.5. Inter-Packet Delay Variation (IPDV)

The nost comon definition of | PDV [ RFC5481] neasures the difference
in one-way del ay between subsequent packets. Sone applications are
very sensitive to this perfornmance characteristic because of tine-
outs that cause | ater-than-usual packets to be discarded. For some
applications, |IPDV can be useful in assessing application
performance, especially when it is conbined with other |atency
metrics. | PDV does not contain enough infornmation to assess how wel |
a wide range of applications will work.

| PDV cannot be comnposed.
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B.6. Packet Delay Variation (PDV)

The nost common definition of PDV [ RFC5481] measures the difference
in one-way del ay between the snmall est recorded | atency and each val ue
in a sanple.

PDV cannot be conposed.
B.7. Trimed Mean of Latency

The trimred nmean of | atency is the nean conputed after the worst x
percent of sanples have been renoved. Trimed neans are typically
used in cases where there is a known rate of nmeasurement errors that
shoul d be filtered out before conputing results.

In the case where the trimed nean sinply renoves neasurenent errors,
the result can be conposed in the sanme way as the nean |latency. In
cases where the trimred nmean renoves real neasurenents, the trimmng
operation introduces errors that may conmpound when conposed.

B.8. Round-trips Per Mnute

Round-trips per mnute [RPM is a netric and test procedure
specifically designed to neasure del ays as experienced by
application-layer protocol procedures, such as HTTP CGET, establi shing
a TLS connection, and DNS | ookups. Hence, it neasures sonething very
close to the user-perceived application performnce of HITP-based
applications. RPM|oads the network before conducting | atency
measurenents and is, therefore, a neasure of |oaded | atency (also
known as working latency), and well-suited to detecting bufferbl oat
[Bufferbloat].

RPM is not conposabl e.
B.9. Quality Attenuation

Quality Attenuation is a network quality netric that comnbines

dedi cated | atency distributions and packet |oss probabilities into a
single variable [TR-452.1]. It relates to user-observabl e outcones
in the sense that they can be neasured using the Quality Attenuation
metric directly, or the Quality Attenuation val ue describing the

ti me-to-conpletion of a user-observabl e outcone can be conputed if
the Quality Attenuation of each sub-goal required to reach the
desired outconme is known [Haeri 22].
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Quality Attenuation is conposable via convolution of the underlying
distributions, which allows conputing the time it takes to reach
specific outcones given the Quality Attenuation of each sub-goal and
the causal dependency conditions between them [ Haeri22].

B.10. Quality of CQutcone

Quality of Qutcome (QO builds upon Quality Attenuation by addi ng
application-specific, dual-threshold network performance requirenents
(ROP and CPUP) and translating the conparison between neasured
network conditions and these requirenents into a percentage-based
score. By incorporating latency distributions, packet |oss ratios,
and t hroughput measurenents, QO can assess how wel|l a wi de range of
applications are expected to performunder given network conditions.

The underlying Quality Attenuation neasurenents used in QO are

mat hemati cal | y conposabl e via convolution [TR-452.1]. This
conposability extends to QO in the sense that operators can neasure
i ndi vi dual network segnents, conpose the underlying Quality
Attenuation distributions, and then compute QO scores fromthe
composed result. This conposability requires the full distributiona
representation. Wen QO score calculation is based only on scal ar
percentil e summaries (see Section 3.1.1), this conposability is not
avai | abl e.

Appendix C. Prelimnary Insights Froma Snall-Scal e User Testing
Canpai gn

Wi | e subjective QUE testing as specified in the ITUT P-series
recomendations ([P.800], [P.910], and [P.1401]) is out of scope of
this docunment, a study involving 25 participants tested the QO
framework in real-world settings [ QQUserStudy]. Participants used
specially equipped routers in their hones for ten days, providing
bot h network performance data and feedback through pre- and post-
trial surveys

Participants found QO scores nore intuitive and actionabl e than
traditional metrics (e.g., speed tests). QOdirectly aligned with
their self-reported experiences, increasing trust and engagenent.

These results indicate that users find it easier to correlate QO
scores with real-world application performance than, for exanple, a
speed test. As such, QO is expected to help bridge technica

metrics with application performance. However, the specific inpact
of Q0O should be studied further, for exanple, via conparative
studies with blinded nmethodol ogi es that conpare QO to ot her QS-type
approaches or application-provided QOE ratings as the nentioned
study’s design mght have introduced different forns of bias.
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