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Abst r act

Thi s docunent introduces the Quality of Qutcone (QO franmework, a
novel approach to network quality assessment designed to align with
the needs of application devel opers, users, and operators.

By | everaging the Quality Attenuation nmetric, QO provides a unified
met hod for defining and eval uati ng application-specific network
requirenents while ensuring actionable insights for network
optimization and sinple quality scores for end-users.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://github. com get CUJQ QA D. Status information for this
docunent may be found at https://datatracker.ietf.org/doc/draft-ietf-
i ppm qoo/ .

Di scussion of this docunent takes place on the I P Performance
Measurement Working Goup mailing list (mailto:ippm@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/ippni.
Subscribe at https://ww. ietf.org/mailmn/listinfol/ippni.

Source for this draft and an issue tracker can be found at
https://github. com get CUJQ QO D.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent introduces the Quality of Qutcome network score

Quality of Qutcone is a network quality score designed to be easy to
understand, while at the sanme tinme being objective, adaptable to
different network quality needs, and allow ng advanced anal ysis to
identify the root cause of network problens. This docunent defines a
networ k requirenent framework that allows application devel opers to
specify their network requirenments, along with a way to create a
sinple user-facing netric based on conparing application requirenents
to neasurenents of network performance. The framework builds on
Quality Attenuation [ TR-452.1], enabling network operators to achi eve
fault isolation and effective network planning through conposability
[ RFC6049] .

Quality Attenuation is a network quality netric that neets nobst of
the design goals set out in the requirenments section of this
docunent; it can capture the probability of a network satisfying
application requirenents, it is conposable, and it can be conpared to
a variety of application requirenents. However, interpreting raw
Quality Attenuation values is difficult for end-users and application
devel opers, raising the challenge of howto sinplify the entail ed
informati on wi thout |osing too much in terns of precision and
accuracy. The part that is yet mssing is howto present Quality
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Attenuation results to end-users and application devel opers in an
under st andabl e way. A per-application, per application-type, or per-
SLA approach is nost appropriate here.

Taki ng a probabilistic approach is key because the network stack and
application’s network quality adaptation can be hi ghly conpl ex.
Applications and the underlying networking protocols nake separate
optimn zati ons based on their perceived network quality over time and
sayi ng sonet hi ng about an outconme with absolute certainty is
practically inpossible. It is possible, however, to make educated
guesses on the probability of outcones.

Thi s docunent proposes representing network quality as a mni num
requi red throughput and set of | atency and | oss percentiles.
Application devel opers, regul atory bodies and other interested
parties can describe network requirenents in the sane nanner. This
docunent defines a distance neasure between perfect and unusabl e.
Wth sonme assunptions, we can use this distance neasure to cal cul ate
somet hing that can be sinplified into statenents such as "A Vi deo
Conf erence has a 93% chance of being lag free on this network" al
while making it possible to use the framework both for end-to-end
test and analysis fromwi thin the network.

The work proposes a minimumviable franework, and often trades
precision for sinmplicity. The justification for this is to ensure
adoption and usability in many different contexts such as active
testing fromapplications and nmonitoring fromnetwork equi pment. To
counter the loss of precision, is it necessary to conbi ne neasurenent
results with a description of the neasurenent approach that allow for
anal ysis of the precision.

2. Overview

Quality of Qutcone (QO produces sinple percentage scores that
represent the probability an application will work well on a network.
For exanple: "Video conferencing has a 94% chance of being |lag-free
on this network."

QO wor ks by conparing neasured network perfornmance agai nst
application-specific requirenments. Applications define two
t hr eshol ds:

* Perfect performance (NRP): Network conditions where the app works
optimally

* Unusabl e performance (NRPoU): Network conditions where the app
becomes unusabl e
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QO cal cul ates where nmeasured network performance falls between these
threshol ds, expressing this as a probability percentage.

The key innovation is using dual thresholds rather than binary pass/
fail criteria, providing neaningful scores even when networks aren’t
perfect while accounting for different application sensitivities.

QO neasurenents are mat hemati cally conposabl e, enabling network
operators to isolate performance bottl enecks across different network
segnents for precise fault diagnosis and network planning.

The renmai nder of this docunent explains the detail ed requirenents,
mat hemat i cal foundations, and inplenmentation considerations for this
f ramewor K.

3. Term nol ogy

Thi s docunent introduces several new terns and concepts that are
central to the Quality of Qutcone franmework

Network: In the context of this docunent, a network refers to the
conmmuni cation infrastructure that connects endpoints, including all
i ntermedi ate devices, links, and protocols that affect the

transm ssion of data between a source and destination. This
enconpasses both the physical infrastructure and the | ogica
protocol s that govern data transm ssion

Quality Attenuation: A network quality metric that represents packet
loss as infinite (or excessively delayed) |atency, providing a
uni fi ed approach to nmeasuring both |atency and | oss characteristics
of network performance [ TR-452.1].

Quality of Qutcome (QO: A network quality framework and netric
desi gned to assess network performance based on the probability that
applications will achieve successful outconmes. QO provides a
uni fi ed approach that serves the needs of end-users, application
devel opers, and network operators.

QO Score: A nunerical value derived fromthe QO franework that
represents the |ikelihood of application success on a given network,
typically expressed as a percentage.

Net wor k Requirenents for Perfection (NRP): The network performance

characteristics at which an application achieves optimal performance
and user experience.
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Net wor k Requi renents Poi nt of Unusabl eness (NRPoU): The network
performance threshol d bel ow which an application beconmes unusabl e or
fails to provide acceptabl e user experience.

Conposability: The mathenatical property that allows network quality
measurenents to be conbi ned across different network segnents or
deconposed to isolate specific network conponents for analysis and
troubl eshoot i ng.

Accuracy and Precision: In this docunent, "accuracy" refers to how

cl ose neasurenents are to the true value, while "precision" refers to
the consistency and repeatability of neasurenments. These terns are
used with their standard statistical meanings and are not

i nt er changeabl e.

4. Mbtivation

This section describes the features and attributes a network quality
framework must have to be useful for different stakehol ders:
appl i cation devel opers, end-users, and network operators/vendors. At
a high level, end-users need an understandabl e network netric.
Application devel opers require a network netric that allows themto
eval uate how well their application is likely to performgiven the
measur ed network perfornmance. Network operators and vendors need a
metric that facilitates troubl eshooting and optinization of their
networks. Existing network quality netrics and franmeworks typically
address the needs of one or two of these stakehol ders, but the

aut hors have yet to find one that bridges the needs of all three.
Exanpl es include throughput netrics that operators use to prove

regul atory conpliance but with little relevance to application
performance, or subjective Quality of Experience (QE) netrics that
are understandable to users but difficult for operators to collect at
meani ngf ul scal e.

A key notivation for the Quality of Qutcone (QO framework is to
bridge the gap between the technical aspects of network perfornmance
and the practical needs of those who depend on it. While solutions
exi st for many of the problems causing high and unstable latency in
the Internet, such as bufferbloat mtigation techniques [RFC8290] and
i mproved congestion control algorithns [RFC8033], the incentives to
depl oy them have renained relatively weak. A unifying framework for
assessing network quality, can serve to strengthen these incentives
significantly.

Bandwi dt h al one i s necessary but not sufficient for high-quality
nmodern network experiences. |ldle latency, working |atency, jitter,
and unm tigated packet |oss are major causes of poor application
outcomes. The inpact of latency is widely recognized in network
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engi neering circles [BI TAG, but benchmarking the quality of network
transport remai ns conplex. Mst end-users are unable to relate to
metrics other than Mips, which they have | ong been conditioned to
think of as the only dinmension of network quality.

Real Time Response under |oad tests [RRUL] and Responsiveness [ RPM
make significant strides toward creating a network quality netric
that is far closer to application outconmes than bandw dth al one. The
latter, in particular, is successful at being relatively relatable
and understandable to end-users. However, as noted in [RPM, "CQur
net wor ks remai n unresponsive, not froma |ack of technical solutions,
but rather a | ack of awareness of the problem" This |ack of

awar eness neans operators have little incentive to inprove network
qual ity beyond increasing bandwi dth. Despite the availability of
open-source solutions, vendors rarely inplenment them A universally
accepted network quality framework that successfully captures how
wel | applications are likely to performmay help to increase the

wi I lingness of vendors to inplenment such sol utions.

A recent | AB workshop on measuring internet quality for end-users
identified a key insight: users care primarily about application
performance rather than network performance. Anpbng the concl usions
was the statenent, "Areally neaningful nmetric for users is whether
their application will work properly or fail because of a lack of a
network with sufficient characteristics" [RFC9318]. Therefore, one
critical requirement of a meaningful franmework is its ability to
answer the question, "WII networking conditions stop an application
from wor ki ng properly?"

Answering this question requires several considerations. First, the
Internet is inherently stochastic fromthe perspective of any given
client, so absolute certainty is unattainable. Second, different
appl i cations have varying needs and adapt differently to network
conditions. A framework aimng to answer this question nust
acconmodat e such diverse application requirenents. Third, end-users
have i ndividual tolerances for degradation in network conditions and
the resulting effects on application experience. These variations
must be factored into the framework’s design.

4.1. Design Goa
The overall goal of this document is to describe the requirenents for
an objective network quality framework and netric that is useful for

end-users, application devel opers, and network operators/vendors
al i ke.
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4.2. Requirenents

This section outlines the three main requirements and their
noti vati on.

In general, all stakeholders ultimately care about the success of
applications running over the network. Application success depends
not just on bandwi dth but also on the delay of network |inks and
comput ational steps involved in nmaking the application function

These del ays depend on how the application places |oad on the
networ k, how the network is affected by environmental conditions, and
t he behavi or of other users sharing the network resources.

Different applications have different needs fromthe network, and
they place different patterns of load on it. To determ ne whether
applications will work well or fail, a network quality franmework nust
conpare neasurenments of network perfornance to a wide variety of
application requirements. Flexibility in describing application
requirenents and the ability to capture the delay characteristics of
the network in sufficient detail are necessary to conpute application
success with satisfactory accuracy and precision

How can operators take action when neasurenents show t hat
applications fail too often? The framework nust support spati al
composi tion [ RFC6049], [RFC6390] to answer this question. Spatial
composition allows results to be divided into sub-results, each
measuring the performance of a required sub-nil estone that nust be
reached in time for the application to succeed.

To summari ze, the QO franmework and "meani ngful QO netric" should
have the foll ow ng properties:

1. *Capture a set of network performance metrics which provably
correlate to the application quality of a set of different
applications as perceived by users.* (Useful for end-users and
appl i cation devel opers.)

2. *Conpare meaningfully to different application requirenments.*
3. *Conpose.* Allow operators to isolate and quantify the

contributions of different sub-outconmes and sub-paths of the
network. (Useful for operators and vendors.)
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4.2.1. Requirenments for end-users

The quality framework should facilitate a nmetric that is based on
obj ective QoS neasurenents, correlated to application quality and
relatively understandable for an end-user. A mddle ground between

obj ective QS netrics (Throughput, packet loss, jitter, nean | atency)
and subj ective but understandabl e QOE netrics (MOS, 5-star ratings).
The ideal framework should be objective, |ike QS netrics, and
under st andabl e, |ike QE netrics.

If these requirenments are net, the end-user can understand if a
network is a likely source of inpairnment for what they care about:
the outcomes of applications. Exanples are how quickly a web page
| oads, the snoothness of a video conference, or whether or not a
vi deo gane has any | ag.

Each end-user will have an individual tolerance of session quality,
bel ow whi ch their quality of experience becones personally
unacceptabl e. However it may not be feasible to capture and
represent these tol erances _per user_ as the user group scales. A
comprom se is for the quality of experience framework to place the
responsibility for sourcing and representing end-user requirenents
onto the application devel oper. Application devel opers should
perform user-acceptance testing (UAT) of their application across a
range of users, terminals and network conditions to deternine the
term nal and network requirements that will neet the end-user quality
threshold for an acceptabl e subset of their end-users. Sone rea
wor | d exanpl es where 'acceptabl e | evel s’ have been derived by
application devel opers include (note: devel opers of simlar
applications may have arrived at different figures):

* Renote nusic collaboration: <20nms one-way | atency [JanKazani

* Online gam ng: 6Md/s downlink throughput and 30ns RTT to join a
mul ti pl ayer ganme (based on requirenents for popul ar online ganes)

* Virtual reality: <20ms RTT from head notion to rendered update in
VR (based on human perception studies for VR applications)

Perform ng this UAT hel ps the devel oper understand what |ikelihood a
new end-user has of an acceptable Quality of Experience based on the
application’s existing requirenents towards the network. These

requi renents can evol ve and i nprove based on feedback from end-users,
and in turn better informthe application’s requirenents towards the
net wor k.
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4.2.2. Requirements from Application and Pl atform Devel opers

The framework needs to give developers the ability to describe the
network requirenents of their applications. The format for

speci fying network requirenents nust include all relevant dinensions
of network quality so that different applications which are sensitive
to different network quality dinmensions can all evaluate the network
accurately. Not all devel opers have network expertise, so to make it
easy for devel opers to use the framework, devel opers nust be able to
specify network requirenents approxi mately. Therefore, it nust be
possi bl e to describe both sinple and conpl ex network requirenents.
The framework al so needs to be flexible so that it can be used with
different kinds of traffic and that extreme network requirenents

whi ch far exceed the needs of today’'s applications can al so be
articul at ed.

If these requirements are net, devel opers of applications or
platforns can state or test their network requirenents and eval uate
if the network is sufficient for a great application outconme. Both
the application devel opers with networking expertise and those

wi t hout can use the framework.

4.2.3. Requirements for Network Operators and Network Sol ution Vendors

From an operator perspective, the key is to have a franework that
lets operators find the network quality bottl enecks and objectively
compare different networks and technol ogi es. The franmework nust
support mathematically sound conpositionality (’addition’ and
"subtraction’) to achieve this. Wy? Network operators rarely
manage network traffic end-to-end. |If a test is purely end-to-end,
the ability to find bottl enecks nmay be gone. |f, however,

measur enents can be taken both end-to-end (e.g., a-b-c-d-e) and not-
end-to-end (e.g., a-b-c), the results can be subtracted to isolate
the areas outside the influence of the network operator. 1In other
words, the network quality of a-b-c and d-e can be separat ed.
Conpositionality is essential for fault detection and accountability.

By having mathematically correct conposition, a network operator can
measure two segnents separately, perhaps even with different
approaches, and add themtogether to understand the end-to-end
network quality.

For anot her exanpl e where conposition is useful, ook at a typica
web page | oad sequence. |If web page load tines are too slow, DNS
resolution time, TCP round-trip time, and the tine it takes to
establish TLS connections can be neasured separately to get a better
i dea of where the problemis. A network quality franmework shoul d
support this kind of analysis to be maxinally useful for operators.
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The quality framework nust be applicable in both |l ab testing and
moni toring of production networks. It must be useful on different
time scales, and it can’t have a dependency on network technol ogy or
Csl | ayer.

If these requirenents are net, a network operator can nonitor and
test their network and understand where the true bottl enecks are,
regardl ess of network technol ogy.

5. Background

The foundation of the framework is Quality Attenuation [TR-452.1].
This work will not go into detail about how to measure Quality
At tenuation, but sone rel evant techni ques are:

* Active probing with TWAMP Li ght [RFC5357] / STAMP [ RFC8762] / IRTT
[1RTT]

* Latency Under Load Tests

* Speed Tests with | atency measures

* Simulating real traffic

* End-to-end nmeasurenents of real traffic
* TCP SYN ACK / DNS Lookup RTT Capture

* On-Path Telenmetry nmethods (1 OAM Al t Mar k)
* Estimation

Quality Attenuation represents quality measurenents as distributions.
Usi ng Latency distributions to neasure network quality is nothing new
and has been proposed by various researchers/practitioners

[ Kel | y] [ RFC8239] [ RFC6049]. Sinmilar to the One-Way Loss Metric for IP
Performance Metrics (1 PPM [RFC7680], which defines packet loss in
terns of packets that fail to arrive within a specified tine
threshold, the Quality Attenuation approach extends this concept by
vi ewi ng packet loss as infinite (or too late to be of use e.g. > 5
seconds) latency [TR-452.1]. The novelty of TR-452.1 lies in its
unified treatment of latency and loss within a single distributional
framewor k, enabling mathematical conposition of network segments.

Latency Distributions can be gathered via both passive nonitoring and
active testing. The active testing can use any type of traffic, such
as TCP, UDP, or QUC It can be applied across different |ayers of
the protocol stack and is network technol ogy i ndependent, meaning it
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can be gathered in an end-user application, wthin sone network

equi prent, or anywhere in between. Passive nmethods rely on observing
and tine-stanping packets traversing the network. Examples of this

i nclude TCP SYN and SYN ACK packets and the QUIC spin bit.

A key assunption behind the choice of |atency distribution is that
different applications and application categories fail at different
points of the latency distribution. Sonme applications, such as
downl oads, have lenient |atency requirements when conmpared to real -
time application. Video Conferences are typically sensitive to high
90t h percentile latency and to the difference between the 90th and
the 99th percentile. Online gaming typically has a |l ow tol erance for
hi gh 99th percentile latency. Al applications require a mnimm

| evel of throughput and a maxi num packet |oss rate. A network
quality nmetric that ains to generalize network quality nust take the
| atency distribution, throughput, and packet |oss into consideration

Two distributions can be conposed using convol ution [TR-452.1].
5.1. Discussion of other performance netrics

Nunmer ous network performance netrics and associ ated frameworks have
been proposed, adopted, and, at tinmes, nisapplied over the years.
The following is a brief overview of several key network quality
metrics.

Each netric is evaluated against the three criteria established in
the requirenents section. Throughput is related to user-observable
appl i cation outcones because there nust be _enough_ bandw dth

avai |l abl e. Addi ng extra bandwi dth above a certain threshold will, at
best, receive dinmnishing returns (and any returns are often due to
reduced latency). It is not possible to conpute the probability of

application success or failure based on throughput al one for nost
applications. Throughput can be conpared to a variety of application
requirenents, but since there is no direct correlation between

t hroughput and application performance, it is not possible to
conclude that an application will work well even if it is known that
enough throughput is avail able.

Thr oughput cannot be conposed.

5.1.1. Mean Latency
Mean | atency rel ates to user-observabl e application outcones in the
sense that the mean | atency must be | ow enough to support a good
experience. However, it is not possible to conclude that a genera

application will work well based on the fact that the nmean latency is
good enough [ BI TAG .
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Mean | atency can be conposed. |If the nmean latency of links a-b and
b-c is known, then the nean | atency of the conposition a-b-c is the
sum of a-b and b-c.

5.1.2. 99th Percentile of Latency

The 99th percentile of latency relates to user-observable application
out comes because it captures sone information about how bad the tai
latency is. |If an application can handle 1% of packets being too
|ate, for instance by maintaining a playback buffer, then the 99th
percentil e can be a good netric for neasuring application

performance. |t does not work as well for applications that are very
sensitive to overly del ayed packets because the 99th percentile

di sregards all information about the delays of the worst 1% of
packets.

It is not possible to conpose 99t h-percentile val ues.
5.1.3. \Variance of |atency

The variance of latency can be cal cul ated fromany coll ection of
sanpl es, but network latency is not necessarily normally distributed,
and so it can be difficult to extrapolate froma neasure of the
variance of latency to how well specific applications will work.

The variance of |latency can be composed. |If the variance of |inks
a-b and b-c is known, then the variance of the composition a-b-c is
the sum of the variances a-b and b-c.

5.1.4. Inter-Packet Delay Variation (IPDV)

The nost common definition of | PDV [ RFC5481] measures the difference
in one-way del ay between subsequent packets. Sone applications are
very sensitive to this because of tinme-outs that cause |ater-than-
usual packets to be discarded. For sone applications, |PDV can be
useful in assessing application perfornmance, especially when it is
conbined with other latency netrics. |PDV does not contain enough
information to conpute the probability that a wi de range of
applications will work well.

| PDV cannot be conposed.
5.1.5. Packet Delay Variation (PDV)
The nost common definition of PDV [ RFC5481] measures the difference

in one-way del ay between the small est recorded | atency and each val ue
in a sanple.
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PDV cannot be conposed.
5.1.6. Trimed Mean of Latency

The trimred nmean of | atency is the nean conputed after the worst x
percent of sanples have been renoved. Trimed neans are typically
used in cases where there is a known rate of measurement errors that
shoul d be filtered out before conputing results.

In the case where the trimed nean sinply renoves neasurenent errors,
the result can be conposed in the sanme way as the nean latency. In
cases where the trimred nmean renoves real neasurenents, the trimmng
operation introduces errors that may conpound when conposed

5.1.7. Round-trips Per Mnute

Round-trips per mnute [RPM is a netric and test procedure
specifically designed to neasure del ays as experienced by
application-layer protocol procedures such as HTTP GET, establishing
a TLS connection, and DNS | ookups. It, therefore, neasures something
very close to the user-perceived application performance of HITP-
based applications. RPM | oads the network before conducting | atency
nmeasurenents and is, therefore, a neasure of |oaded | atency (also
known as working latency) well-suited to detecting bufferbloat
[Bufferbloat].

RPM is not conposabl e.
5.1.8. Quality Attenuation

Quality Attenuation is a network performance netric that conbi nes
| at ency and packet loss into a single variable [TR-452.1].

Quality Attenuation relates to user-observabl e outconmes in the sense
that user-observabl e outcones can be neasured using the Quality
Attenuation nmetric directly, or the Quality Attenuation val ue
describing the tine-to-conpletion of a user-observable outcome can be
computed if the Quality Attenuati on of each sub-goal required to
reach the desired outconme are known [ Haeri 22].

Quality Attenuation is conposabl e because the convolution of Quality
Attenuation values allows us to conpute the tinme it takes to reach
specific outcones given the Quality Attenuation of each sub-goal and
the causal dependency conditions between them [ Haeri22].
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.9. Summary of performance netrics
This table summarizes the properties of each of the nmetrics surveyed.

The colum "Capture probability of general applications working well"
records whether each nmetric can, in principle, capture the

i nformati on necessary to conpute the probability that a genera
application will work well, assum ng measurements capture the
properties of the end-to-end network path that the application is

usi ng.

| Metric | Capture probability of | Easy to | Composabl e

| | general applications | articulate | |
| | working well | Application | |
| | | requirenments | |
[ e e el e el et
| Mean | Yes for sone | Yes | Yes |
| latency | applications | | |
o m e e e oo - o e e e e e a oo S Fomm e oo - +
| Variance of | No | No | Yes |
| latency I I I I
Fom e o - Fom e e e e a e e oo oo s Fom ek +
| 1PDV | Yes for sone | No | No |
| | applications | | |
o m e e e oo - o e e e e e a oo S Fomm e oo - +
| PDV | Yes for sone | No | No |
| | applications | | |
Fom e o - Fom e e e e a e e oo oo s Fom ek +
| Mean Peak | Yes for sone | Yes | No |
| Throughput | applications | | |
o m e e e oo - o e e e e e a oo S Fomm e oo - +
| 99th | No | No | No |
| Percentile | | | |
| of Latency | | | |
S e e e e e oo oo s Fom e e o - +
| Trimred | Yes for sone | Yes | No |
| mean of | applications | | |
| latency | | | |
S o e e e e e e oo oo oo R R +
| Round Trips | Yes for sone | Yes | No |
| Per Mnute | applications | | |
R o o e e o - T +
| Quality | Yes | No | Yes |
| Attenuation | | | |
S o e e e e e e oo oo oo R R +

Table 1
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Expl anati ons:

* "Captures probability" refers to whether the nmetric captures
enough information to conpute the likelihood of an application
succeedi ng.

* "Articulate requirenments" refers to the ease wth which
application-specific requirements can be expressed using the
metric.

* "Conposabl e" nmeans whether the nmetric supports mathenati cal
conposition to allow for detail ed network anal ysis.

6. Sanpling and Network Requirenents
6.1. Sanpling requirenents

To ensure broad applicability across diverse use cases, this
framework deliberately avoids prescribing specific conditions for
sampling such as fixed tinme intervals or defined network | oad |evels.
This flexibility enabl es depl oynent in both controlled and real -world
envi ronments.

At its core, the framework requires only a |latency distribution
When nmeasurenments are taken during periods of network | oad, the
result naturally includes | atency under load. |In scenarios such as
passive monitoring of production traffic, capturing artificially

| oaded conditions may not al ways be feasibl e, whereas passively
observing the actual network |oad may be possible.

Modeling the full latency distribution nay be too conplex to allow
for easy adoption of the framework, and reporting |atency at sel ected
percentiles offers a practical conprom se between accuracy and

depl oynent considerations. A comonly accepted set of percentiles
spanning fromthe Oth to the 100th in a logarithm c-1ike progression
has been suggested by others [BITAG and is recommended here: [Oth
10th, 25th, 50th, 75th, 90th, 95th, 99th, 99.9th, 100th].

The framework is agnostic to traffic direction but nandates that
measur enents specify whether latency is one-way or round-trip.

Importantly, the franmework does not enforce a mini mum sanpl e count.
This nmeans that even a small nunber of samples (e.g., 10) could
technically constitute a distribution—though such cases are clearly
insufficient for statistical confidence. The intent is to bal ance
rigor with practicality, recognizing that constraints vary across
devi ces, applications, and depl oynent environnents.
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To support reproducibility and enabl e confidence anal ysis, each
measur enent nust be acconpani ed by the foll owi ng netadat a:

* Description of the neasurenent path
* Timestanp of first sanple
* Total duration of the sanpling period
*  Nunber of sanples collected
* Sanpling nethod, including:
- Cyclic: One sanple every N nilliseconds (specify N)
- Burst: X sanples every N mlliseconds (specify X and N)

- Passive: Opportunistic sampling of live traffic (non-uniform
i nterval s)

These netadata el enments are essential for interpreting the precision
and reliability of the neasurenents. As denonstrated in

[ @GS nt udy], | ow sanpling frequenci es and short neasurenent
durations can lead to nmsleadingly optimistic or inprecise Quality of
Qut come (QO) scores.

6.2. Describing Network Requirenents

This work builds upon the work al ready proposed in the Broadband
Forum standard called Quality of Experience Delivered (QED TR-452)
[TR-452.1], which defines the Quality Attenuation nmetric. In
essence, QO describes network requirenents as a list of percentile
and | atency requirenent tuples. In other words, a network

requi renent may be expressed as: The network requirement for this app
quality level/app/app category/SLA is "at 4 Mips, 90% of packets
needs to arrive within 100 nms, 100% of packets needs to arrive within
200nms". This list can be as sinple as "100% of packets need to
arrive within 200ns" or as long as you would like. For the sake of
simplicity, the requirements percentiles nust match one or nore of
the percentiles defined in the neasurenents, i.e., one can set
requirenents at the [Oth, 10th, 25th, 50th, 75th, 90th, 95th, 99th,
99.9th, 100th] percentiles. Packet |oss nust be reported as a
separ at e val ue.

Applications do of course have throughput requirenents, and thus a
compl ete framework for application-level network quality nust al so
take capacity into account. Insufficient bandw dth may gi ve poor

appl i cation outcones w thout necessarily inducing a |ot of |atency.
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Therefore, the network requirenents should include a m ni mum
throughput requirenment. A fully specified requirenent can be thought
of as specifying the latency and | oss requirenents to be met while
the end-to-end network path is loaded in a way that is at |east as
demandi ng of the network as the application itself. This may be

achi eved by running the actual application and neasuring delay and

| oss alongside it, or by generating artificial traffic to a | evel at
| east equivalent to the application traffic | oad.

Whet her the requirenents are one-way or two-way nust be specified.
Where the requirenent is one-way, the direction (uplink or downlink)
must be specified. |If two-way, a deconposition into uplink and
downl i nk neasurenments nmay be specified.

Until now, network requirenents and neasurenents are what is already
standardi zed in the BBF TR- 452 (aka QED) framework [TR-452.1]. The
novel part of this work is what conmes next. A nethod for going from
Net wor k Requi renents and Network Measurenments to probabilities of
good application outcones.

To do that it is necessary to nake articul ating the network
requirenents a little bit nore conplicated. A key design goal was to
have a di stance neasure between perfect and unusable, and have a way
of quantifying what is 'better’

The requirenents specification is extended to include the quality
required for perfection and a quality threshold beyond which the
application is considered unusabl e.

This is named Network Requirenments for Perfection (NRP). As an
exanple: At 4 Mps, 99% of packets need to arrive within 100nms, 99.9%
within 200ms (inplying that 0.1% packet loss is acceptable) for the
outcome to be perfect. Network Requirenments Point of Unusability
(NRPoU): If 99% of the packets have not arrived after 200ns, or 99.9%
within 300ms, the outcome will be unusable.

Where the NRPoU percentiles and NRP are a required pair then neither
shoul d define a percentile not included in the other - i.e., if the
99.9th percentile is part of the NRPoU then the NRP must al so include
the 99.9th percentile.
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The derivation of NRP and NRPoU val ues requires standardi zed testing
conditions to ensure consistency and accuracy. Application

devel opers shoul d publish their testing nethodol ogies, including the
network conditions, hardware configurations, and neasurenent
procedures used to establish these thresholds. Wthout such
standardi zati on, the overall accuracy and precision of QO netrics
may be reduced due to variations in testing approaches across
different applications and devel opers.

6.3. Creating network requirenent specifications

A detail ed description of howto create a network requirenent
specification is out of scope for this docunent, but this section
will provide a rough outline for howit can be achieved. Additiona
i nformati on about this topic can be found in [ QQAppQual ityReqs].

When searching for an appropriate network requirenent description for
an application, the goal is to identify the points of perfection and
usel essness for the application. This can be thought of as a search
process. Run the application across a network connection with
adjustable quality. Gadually adjust the network perfornmance while
observing the application-level performance. The application
performance can be observed nanually by the person perforning the
testing, or using automated nmethods such as recording video stal
duration fromw thin a video player.

Establi sh a baseline under excellent network conditions. Then
gradual |y add del ay, packet | oss or decrease network capacity unti
the application no | onger perforns perfectly. Continue adding
network Quality Attenuation until the application fails conpletely.
The corresponding network quality levels are the points of perfection
and unusability.

7. Calculating Quality of Qutconme (QO
The QO netric calculates the |ikelihood of application success based
on network performance, incorporating both I atency and packet |o0ss.

There are three key scenari os:

* The network nmeets all the requirenents for perfection
Probability of success: 100%

* The network fails one or nore criteria at the Point of
Unusabl eness (NRPoU). Probability of success: 0%

* The network performance falls between perfection and unusable. In

this case, a QO score is conmputed. The QO score is cal cul ated
by taking the worst score derived fromlatency and packet |o0ss.
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Lat ency Conponent The | atency-based QO score is conputed as foll ows:

Q@O latency = min_{i}(mn(mx((1 - ((M_i - NRP_.i) / (NRPoU_ i -
NRP_i))) * 100, 0), 100))

VWher e:

* M_i is the Measured Latency at percentile i.

* NRP_i is the Network Requirenent for Perfection at percentile i.
* NRPoU.i is the Network Requirement Point of Unusabl eness at

percentile i.

Packet Loss Component Packet |oss is considered as a separate, single

measur enent that applies across the entire traffic sanple,

not at

each percentile. The packet |oss score is calculated using a simlar
interpolation fornula, but based on the total neasured packet | oss
(M.oss) and the packet loss thresholds defined in the NRP and NRPoU:

Q@O loss = min(max((1 - ((Moss - NRP_Loss) / (NRPoU Loss -

NRP_Loss))) * 100, 0), 100)
Wher e:

* M.oss is the Measured Packet Loss.

* NRP_Loss is the acceptabl e packet |oss for perfection.

* NRPoU Loss is the packet | oss threshold beyond which the

appl i cati on beconmes unusabl e.

Final QO Cal cul ation The overall QO score is the m ninum of the

| at ency and packet | oss scores:

QO = mn(QO | atency, QO | 0ss)

Exanpl e Requirenents and Measured Dat a:

* NRP: 4 Mops {99% 250 ms, 0.1%oss}, {99.9%
* NRPoU: {99% 400 ms, 1% oss}, {99.9% 401 ns,
*  Measured Latency: 99% = 350 ms, 99.9% = 352 ns
* Measured Packet Loss: 0.5%

*  Measured M ni mum Bandwi dth: 32 Mops / 28 Mips
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The Q0O cal cul ation proceeds as foll ows:

*Lat ency Conponent:* QO latency = mn( (mn(max((1 - (350 ns - 250
ns) / (400 nms - 250 ms)) * 100, 0), 100), (mn(max((1 - (352 ms - 350
nms) / (401 nms - 350 ns)) * 100, 0), 100)) ) = min(33.33, 96.08) =
33.33

*Packet Loss Component:* Q@O loss = min(max((1 - (0.5%- 0.1% / (1%
- 0.1%) * 100, 0), 100) = 55.56

*Fi nal QO Cal culation:* QO = min(33.33, 55.56) = 33.33

In this exanple, the application has a 33% chance of meeting the
qual ity expectations on this network, considering both |atency and
packet | oss.

*| mpl enentati on Note: Sensitivity to Sanpling Accuracy*

Based on the sinulation results in [QOSi nStudy], overly noisy or

i naccurate |latency sanples can artificially inflate worst-case
percentiles, thereby driving QO scores |ower than actual network
conditions would warrant. Conversely, coarse neasurenent intervals
can niss short-lived spikes entirely, resulting in an inflated QO
Users of this framework shoul d consi der hardware/software nmeasurenent
jitter, clock offset, or other systemlevel noise sources when

coll ecting data, and configure sanmpling frequency and duration to
suit their specific needs.

8. How to find network requirenents

A key advantage of a neasurenent that spans the range fromperfect to
unusabl e, rather than relying on binary (Good/ Bad) or other |ow
resolution (Terrible/Bad/ OK/ Geat/Excellent) metrics, is the
flexibility it provides. For exanple, a chance of lag-free
experience below 20%is intuitively undesirable, while a chance above
90%is intuitively favorabl e—denonstrating that absolute perfection
is not required for the Q0O nmetric to be meani ngf ul

However, it remai ns necessary to define points representing

unusabl eness and perfection. There is no universally strict
threshold at which network conditions render an application unusabl e.
For perfection, sone applications nay have clear definitions, but for
others, such as web browsing and gam ng, lower latency is always
preferable. To assist in establishing requirenents, it is
recomrended that the Network Requirenents for Perfection (NRP) be set
at the point where further reductions in |latency do not result in a
percei vabl e i nprovenent in end-user experience.
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Sonmeone who wi shes to make a network requirement for an application
in the sinplest possible way, shoul d do something al ong these |ines:

* Sinmulate increasing | evels of |atency

* (Cbserve the application and note the threshold where the
appl i cation stops working perfectly

* (Cbserve the application and note the threshold where the
application stops being useful at all

Someone who wi shes to find sophisticated network requirenents m ght
proceed in this way:

* Set thresholds for acceptable fps, animation fluidity, i/o |atency
(voi ce, video, actions), or other netrics capturing outcones that
directly affects the user experience

* Create a tool for neasuring these user-facing nmetrics

* Simulate varying latency distribution with increasing | evels of
| at ency while nmeasuring the user facing nmetrics

Not e that when observing application performance, it’'s inportant to
recogni ze that different users may have different tol erance |evels
for application degradation. The thresholds established shoul d
represent acceptable performance for the target user base, which may
require user studies or nmarket research to determ ne appropriate

val ues.

A Q@O score at 94 can be conmmuni cated as "John's snart phone has a 94%
chance of |ag-free Video Conferencing", however, this does not nean
that at any point of time there is a 6% chance of lag. It means
there is a 6% chance of experiencing |lag during the entire session/

ti me-period, and the network requirenents shoul d be adjusted
accordingly.

The reason for making the QO netric for a session is to make it
under st andabl e for an end-user, an end-user should not have to relate
to the time period the netric is for

8.1. An example
Exanpl e. com s vi deo- conf erenci ng service requirenments can be
translated into the QO Framework. For best performance for video

nmeetings, they specify 4/4 Mps, 100 ns | atency, <1% packet |oss, and
<30 ns jitter. This can be translated to an NRP:
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NRP exanpl e. com vi deo conferencing service: At nininmm4/4 Mps.
{0p=70ns, 99p=100ns8}

For m ni mum requi rements exanpl e. com does not specify anything, but
at 500ns | atency or 1000nms 99p | atency, a video conference is very
unlikely to work in a renotely satisfactory way.

NRPoU { 0p=500, 99p=1000ns}

O course, it is possible to specify network requirenents for

Exampl e.comwith rmultiple NRP/NRPoU, for different quality |evels,
one/two way video, and so on. Then one can calculate the Q0O at each
| evel

8.2. Adaptive Applications

Many nodern applications are adaptive, neaning they can adjust their
behavi or based on network conditions. For exanple, video stream ng
applications may reduce bit rate when bandwidth is limted, or

i ncrease buffer size when | atency is high.

For adaptive applications, there are typically different |evels of
"perfection" rather than a single absolute threshold. A video
stream ng application m ght provide:

* Excellent quality: 4K resolution, |ow |atency

* (Good quality: 1080p resolution, noderate |atency

* Acceptable quality: 720p resolution, higher |atency
* Mnimumquality: 480p resolution, high | atency

The QO franmework can accommopdate this by defining nmultiple NRP
(Network Requirenments for Perfection) thresholds corresponding to
different quality levels. The franework can then conpute the
probability that the application will achieve each quality |evel
provi ding a nore nuanced view of application performance than a
sinmple binary success/failure netric. Another, |ess conplex approach
at the cost of reduced fidelity in the QO score, is to set the
threshold for perfection at where Excellent quality can be delivered,
and the threshold for unusability where not even mininumquality can
be delivered. This approach assunes that the app can perform
adaptations without frustrating the users, for instance that quality
| evel can be | owered w thout significant video or audio

i nterruptions.
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9

Appl i cation devel opers inplenmenting adaptive applications should
consi der publishing quality profiles that define network requirenents
for different adaptation |evels, enabling nore accurate QO
assessnent.

I nsights

.1. Insights from Sinul ation Results

While the QO framework itself places no strict requirenent on
sanpling patterns or neasurenent technol ogy, a recent sinulation
study [ QOGS nStudy] examined the netric's real-world applicability
under varying conditions of:

1. *Sanpling Frequency*: Slow sanpling rates (e.g., <1 Hz) risk
m ssing rare, short-lived | atency spikes, resulting in overly
optinmistic QO scores.

2. *Measurement Noise*: Measurement errors on the same scale as the
threshol ds (NRP, NRPoU) can distort high-percentile |atencies and
cause artificially | ower QO

3. *Requirenment Specification*: Slightly adjusting the |atency
threshol ds or target percentiles can cause significant changes in
@O, especially when the neasurenment distribution is near a
t hreshol d.

4. *Measurenment Duration*: Shorter tests with sparse sanpling tend
to underestimate worst-case behavi or for heavy-tailed |atency
distributions, biasing QO in a positive direction.

From t hese findings, we deduce the follow ng guidelines for practica
appl i cation:

* Calibrate the conbination of sanpling rate and total neasurenent
period to capture fat-tailed distributions of latency with
suf ficient accuracy.

* Avoid significant neasurenment noi se where possible (e.g., by
calibrating tine sources, accounting for clock drift).

* Thoroughly test application requirenent thresholds so that the
resulting QO scores accurately reflect application performance

These guidelines are _non-normative_ but reflect enpirical evidence
on how QO perforns.
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Mo

2. Insights fromuser testing

A study involving 25 participants tested the Quality of Qutcome (QO
framework in real-world settings [ QQOUserStudy]. Participants used
specially equipped routers in their homes for 10 days, providing both
net wor k performance data and feedback through pre- and post-tria
surveys.

Participants found QO netrics nore intuitive and actionabl e than
traditional netrics (e.g., speed tests). QOdirectly aligned with
their self-reported experiences, increasing trust and engagenent.

These results provide supporting evidence for QO s value as a user-
focused tool, bridging technical metrics with real-world application
performance to enhance end-user satisfaction

Known Weaknesses and open questions

A et hod has been described for sinplifying the conparison between
application network requirenents and Quality Attenuation
measurenents. This sinplification introduces several artifacts, the
significance of which nay vary depending on context. The follow ng
section discusses sonme known |imtations.

Vol atile networks - in particular, nmobile cellular networks - pose a
chal l enge for network quality prediction, with the | evel of assurance
of the prediction likely to decrease as session duration increases.

Hi storic network conditions for a given cell may help indicate tines
of network |l oad or reduced transm ssion power, and their effect on

t hroughput /1l atency/l oss. However: as term nals are nobile, the
signal bandwi dth available to a given terninal can change by an order
of magni tude wi thin seconds due to physical radio factors. These

i nclude whether the termnal is at the edge of cell, or undergoing
cell handover, the interference and fading fromthe | oca

environment, and any switch between radio bearers with differing
signal bandwi dth and transmission-tinme intervals (e.g. 4G and 5QG.
Thi s suggests a requirement for measuring Quality Attenuation to and
froman individual termnal, as that can account for the factors
descri bed above. How that facility is provisioned onto individua
termnals, and how term nal -hosted applications can trigger a Quality
Attenuation query, is an open question
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1. Mssing Tenporal Information in Distributions.

The two | atency series (1,200, 1, 200, 1, 200, 1, 200, 1, 200) and
(1,1,1,1,1, 200, 200, 200, 200, 200) have identical distributions, but may
have different application performance. |Ignoring this information is
a tradeoff between sinplicity and precision. To capture all

i nformati on necessary to perfectly capture outconmes quickly gets into
extreme | evels of overhead and hi gh conputational conplexity. An
application’s performance depends on reactions to varying network
performance, nmeaning nearly all different series of |atencies may
have different application outcones.

2. Subsanpling the real distribution

Additionally, it is not feasible to capture |latency for every packet
transmtted. Probing and sanpling can be performed, but sone aspects
will always remain unknown. This introduces an el enment of
probability. Absolute perfection cannot be achi eved; rather than
disregarding this reality, it is nore practical to acknow edge it.
Therefore, discussing the probability of outconmes provides a nore
accurate and mneani ngful approach.

3. Assuming Linear Rel ationship between Perfect and Unusable (and
that it is not really a probability)

One can conjure up scenarios where 50ns |latency is actually worse
than 51ns | atency as devel opers may have chosen 50ns as the threshold
for changing quality, and the threshold may be inperfect. Taking
these scenarios into account woul d add anot her magni tude of
conplexity to determ ning network requirenments and finding a distance
measure (between requirenment and actual measured capability).

4. Binary Bandw dth threshol d

Choosing this is to reduce conplexity, but it nust be acknow edged
that the applications are not that sinple. Network requirenments can
be set up per quality level (resolution, fps etc.) for the
application if necessary.

5. Arbitrary selection of percentiles

A sel ection of percentiles is necessary for sinplicity, because nore
compl ex methods may sl ow adoption of the framework. The Oth

(m nimun) and 50th (nedian) percentiles are commonly used for their

i nherent significance. According to [BITAG, the 90th, 98th, and
99t h percentiles are particularly inportant for certain applications.
General | y, higher percentiles provide nore insight for interactive
applications, but only up to a certain threshol d—beyond whi ch
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11.

applications may treat excessive del ays as packet |oss and adapt
accordingly. The choice between percentiles such as the 95th, 96th,
96.5th, or 97th is not universally prescribed and may vary between
application types. Therefore, percentiles nust be sel ected
arbitrarily, based on the best avail abl e know edge and the intended
use case.

| mpl enent ati on status

Note to RFC Editor: This section nust be renoved before publication
of the document.

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenment by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have nade the inplenented protocols nore mature
It is up to the individual working groups to use this information as
they see fit".
1. qgoo-c
* Link to the open-source repository:
https://github. com get CUIQ goo-c
* The organi zation responsible for the inplenentation
CUJO Al
* A brief general description:

A Clibrary for calculating Quality of CQutcone

* The inplenmentation’s |level of maturity:
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11.

A conpl ete inplenentation of the specification described in this
docunent

Cover age:

The library is tested with unit tests

Li censi ng:

MT

I mpl ement ati on experience:

Tested by the author. Needs additional testing by third parties.
Contact infornation:

Bjrn Ivar Teigen Monclair: bjorn.nonclair@ujo.com

The date when information about this particular inplenentation was
| ast updat ed:

27t h of May 2025
gor esponsi veness
Link to the open-source repository:
https://github. com net wor k-qual i ty/ gor esponsi veness

The specific pull-request: https://github. com network-
qual i ty/ goresponsi veness/ pul | / 56

The organi zation responsible for the inplenentation:

University of Cincinatti for goresponsiveness as a whol e, Donps
for the QO part.

A brief general description:

A network quality test witten in Go. Capable of neasuring RPM
and QO

The inplenentation’s level of maturity:
Under active devel opnent; partial Q0O support integrated.

Cover age:
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12.

The QO part is tested with unit tests
* Licensing:
GPL 2.0
* | npl ement ati on experi ence:
Needs testing by third parties
* Contact information:
Bjrn Ivar Teigen Monclair: bjorn.nonclair@ujo.com
WlliamHawki ns 111: hawki nwh@icnai | . uc. edu

* The date when infornmation about this particular inplenentation was
| ast updat ed:

10th of January 2024
Security Considerations

The Quality of Qutcome (QO framework introduces a nethod for
assessing network quality based on probabilistic outcones derived
fromlatency, packet |oss, and throughput neasurenments. VWhile the
framework itself is primarily analytical and does not define a new
protocol, sone security considerations arise fromits depl oynent and
use.

*Measurenent Integrity and Authenticity*

Q@O relies on accurate and trustworthy measurenents of network
performance. |f an attacker can nani pul ate these neasurenments—either
by injecting falsified data or tanpering with the neasurenent
process—they could distort the resulting QO scores. This could

m sl ead users, operators, or regulators into making incorrect
assessnents of network quality.

To mitigate this risk:

*  Measurenment agents can authenticate with the systens collecting or
anal yzi ng QO data

* Measurenent data can be transmitted over secure channels (e.g.,
TLS) to ensure confidentiality and integrity.
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* Digital signatures may be used to verify the authenticity of
neasur enent reports.

*Ri sk of M suse and Gani ng*

As QO scores may influence regul atory decisions, service-Ievel
agreenments (SLAs), or user trust, there is a risk that network
operators or application devel opers mght attenpt to "gane" the
system For exanple, they m ght optimze perfornmance only for known
test conditions or falsify requirenent thresholds to inflate QO
scores.

M tigations include:

* I ndependent verification of application requirenments and
measur enent net hodol ogi es.

* Use of random zed or blind testing procedures.

* Transparency in how QO scores are derived and what assunptions
are nade.

*Privacy Considerations*

QO neasurenents may involve collecting detail ed performance data
from end-user devices or applications. Depending on the depl oynent
model , this could include metadata such as | P addresses, tinestanps,
or application usage patterns.

To protect user privacy:

* Data collection should follow the principle of data m nim zati on,
only collecting what is strictly necessary.

* Personally identifiable information (PIl) should be anonyni zed or
pseudonymni zed where possi bl e.

* Users should be inforned about what data is collected and how it
is used, in accordance with applicable privacy regulations (e.qg.,
GDPR) .

*Deni al of Service (DoS) Risks*

Active measurenent techniques used to gather Q@O data (e.g., TWAMP,
STAMP, synthetic traffic generation) can place additional |oad on the

network. If not properly rate-limted, this could inadvertently
degrade service or be exploited by nalicious actors to | aunch DoS
att acks.
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13.

14.

Recomrendat i ons:

* Inplement rate limting and access control for active measurenent
t ool s.

*  Ensure that neasurenent traffic does not interfere with critical
servi ces.

* Mbonitor for abnormal neasurenent patterns that may indicate abuse.
*Trust in Application Requirenents*

QO depends on application devel opers to define Network Requiremnments
for Perfection (NRP) and Network Requirenments Point of Unusabl eness
(NRPoU). If these are defined inaccurately—either unintentionally or
mal i ci ousl y—the resulting QO scores may be m sl eadi ng.

To address this:

* Encourage peer review and publication of application requirenent
profiles.

* \Where QO is used for regulatory or SLA enforcenent, require
i ndependent validation of requirenment definitions.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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