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Abstract

Thi s docunent proposes a YANG data nodel for nonitoring On-Path

net work performance information to be published in YANG
notifications. The Alternate-Mrking Method and In-situ Operations,
Admi ni stration, and Mai ntenance (1 CAM are the On-Path hybrid

measur enent net hods considered in this docunent.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

Al t er nat e- Mar ki ng Met hod [ RFC9341] [RFC9342] (AltMark) is a technique
used to perform packet |oss, delay, and jitter measurenents on in-
flight packets. In-situ Qperations, Adm nistration, and M ntenance
(IOAM is a nethod to produce operational and telenetry information
that may be exported using the in-band or out-of-band nmethod. The
data types and data formats for | OAM data records have been defined
in [ RFC9197] [ RFC9326].

Thi s docunent defines a YANG data nodel for nonitoring On-Path
telemetry information of Alternate Marking Method and 1OAM It

provi des YANG data nodels with performance nonitoring paraneters that
can be subscribed to for nonitoring and telemetry via YANG Push
specified in [ RFC8639], [RFC8640] and [ RFC8641].

Thi s docunent uses the existing nechanisns of [ RFC9341], [RFC9342],
[ RFC9197], [RFC9326] to nonitor the performance of the network and
connectivity services.

Section 3 includes the tree diagram while Section 5 includes the
data nodel. Also, an exanple is reported in Appendix A
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

1.2. Conventions

The following terns are defined in [ RFC7950] and are used in this
speci fication:

* augnment
* data nodel
* data node

The term nol ogy for describing YANG data nodels is found in
[ RFC7950] .

2. Use Case

Sone applications may use the subscription nodel specified in

[ RFC8641] to subscribe to the On-Path tel emetry network perfornmance
data. For exanple, Network Tel enetry [RFC9232] updates may be
subscri bed to YANG Push on-change notifications [ RFC8641] for state
changes. YANG Push periodic notifications [ RFC8641] can be
subscribed to obtain real-tinme perfornmance data.

There is a need for real-tine traffic nonitoring of the network to
optim ze the network performance. The next figure shows an exanple
of a high-1level workflow for dynam c network control based on traffic
nmoni toring that could use the nechani sm described in this docunent.

o m o m e e e +
| O chestrator/Controll er |
S +
| 7]\ | 7]\
Moni tor | | Monitor | |
Request | | Result Possi bl e | |
| | Optim zation | | Optimzation
|7 | \|/ | Result
S +
Net wor k |
o m o m o e ieaooaoo-- +
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Figure 1: Workflow for dynam c network control based on traffic
moni t ori ng

The Controller sends a Monitor Request and receive Mnitor Result.
Because of this C osed-Loop approach, the controller can take

Optim zation actions, that can be related to forwardi ng path

nmodi fi cation or performance neasurenments variation
([1-D.ietf-ippmalt-mark-yang]), as also described in [ RFC9342] with
regard to the flexible and adaptive performance nmeasuremnents.

3. On-Path Telenetry Tree Di agram

Tree diagranms used in this docunment follow the notation defined in
[ RFC8340] .

The On-Path Tel enetry nodel is organi zed as shown in the follow ng

figure. This nodel conplenents the AltMark nodel in
[I-D.ietf-ippmalt-mark-yang] and the | OAM nodel in [ RFC9617].
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nodul e:

on-path-tel enetry

+--ro0 on-path-tel enetry-data
+--ro interface*

4.

+--ro if-nane

+--ro profile-nanme
+--ro filter

| +--ro filter-type?
| +--ro ace-nanme?

+--ro path-del ay- nean

+--ro path-del ay-mn

+--ro path-del ay- max

+--ro0 path-del ay-sum

+--ro ioamincremental -tracing?
| +--ro increnmental -tracing*
+--ro i oam preal |l ocated-tracing?
| +--ro preallocated-tracing*
+--ro ioamdirect-export?

| +--ro direct-export*

+--ro0 ioamproof-of-transit?

| +--ro proof-of-transit*
+--ro i oam edge-t o- edge?

+--ro edge-to-edge*

+--ro0 protocol -type?

+--ro node-action

+--r0 measurenent - peri od?

+--ro0 measur enent - peri od- nunber ?
+--ro fl ow non-id?

+--ro method-type?

+--ro al tmark-| oss-neasurenent ?
| +--ro in-traffic-pkts?

| +--ro out-traffic-pkts?

| +--ro in-traffic-bytes?

| +--ro out-traffic-bytes?
+--ro al t mark-del ay- neasur enent ?
| +--ro pkts-tinestanps?

| +--ro0 pkt-tinestanp?

| +--ro pkt-seg- nun®?

+--ro path-del ay?

I

|

I

I

On-Path Tel enetry Data

yang-on-path-tel enetry

[if-name]
if:interface-ref
string

telemetry-filter-type

[ acl : acl s/ acl / aces/ ace/ nane

tel emetry-protocol -type
tel emet ry- node-action
ui nt 64

ui nt 64

ui nt 32

al t mar k- met hod-t ype

yang: count er 64
yang: count er 64

ui nt 64
ui nt 64

yang: date-and-ti ne
yang: count er 32
ui nt 32

ui nt 32

ui nt 32

ui nt 64

i oamtrace-data

i oamtrace-data

i oam trace-data

i oam pot - dat a

i oam e2e-dat a

The "on-path-tel enetry-data” contains detailed information for the

AltMark telemetry data and 1OAM tel enetry data

i ncl udes:
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* interface: indicates the list of interface where the On-Path
Telenetry is applied.

The "interface" contains the detailed information for the each
interface. The information includes:

* jf-nane: is the interface name as in ifName [ RFC2863]
* profile-nane: is the unique identifier for each profile
* filter: is used to identify the nonitored flow

* protocol-type: is used to indicate the protocol where the On-path
telemetry is applied

* node-action: indicates the operation applied to the flow.

*  measurenment-period: indicates the period. Note that it is
different fromthe period defined in [ RFC8641] .

* measurenent - peri od-nunber: indicates the period nunber (for
AltMark see [I-D.ietf-ippmalt-nmark-depl oynent])

* flownon-id: is used to identify the nonitored flow and to
correlate the exported data of the same flow frommultiple nodes
and fromnultiple packets

* altmark-1oss-nmeasurement: indicates |oss counters.

* al tmar k- del ay- neasurenent: indicates packet tinestanps.

* joamincrenental -tracing: indicates |OAMincrenmental tracing data.

* joampreallocated-tracing: indicates | OAM preal |l ocated tracing
dat a.

* joamdirect-export: indicates direct export data.

* joamproof-of-transit: indicates proof of transit data.

* | oam edge-to-edge: indicates edge-to-edge data.

The "al t mar k-1 oss- neasurenent” contains:

* in-traffic-pkts: indicates the inbound packets of the period.

* out-traffic-pkts: indicates the outbound packets of the period.
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* in-traffic-bytes: indicates the inbound bytes of the period.

* out-traffic-bytes: indicates the outbound bytes of the period.

The "al t mar k- del ay- neasurenent" contai ns

* pkts-timestanps: indicates the |ist of packet tinmestanps for del ay
measurenent in the period (pkt-tinestanp) and the correspondi ng

sequence nunbers (pkt-seq-nun.

The "path-delay" in introduced in
[1-D.ietf-opsawg-ipfix-on-path-telenmetry] and contains:

* pat h-del ay-nean: indicates the nean path del ay between the
encapsul ati on/ marki ng node and the | ocal node.

* path-delay-mn: indicates the | owest path del ay between the
encapsul ati on/ marki ng node and the | ocal node.

* pat h-del ay-max: indicates the highest path delay between the
encapsul ati on/ marki ng node and the | ocal node.

* path-del ay-sum indicates the sumof the path delay between the
encapsul ati on/ marki ng node and the | ocal node.

The "ioamincremental -traci ng" contains:

* increnmental -tracing: indicates the list of increnental tracing
dat a.

The "ioam preall ocated-traci ng" contains:

* preallocated-tracing: indicates the list of preallocated tracing
dat a.

The "ioamdirect-export" contains:

* direct-export: indicates the list of direct export data.

The "ioam proof-of-transit" contains:

* proof-of-transit: indicates the list of proof of transit data.
The "i oam edge-to-edge" contains:

* edge-to-edge: indicates the list of edge to edge data.
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5. On-Path Tel emetry YANG Data Mbdel

<CODE BEG@ NS> file "ietf-on-path-tel emetry@025-06-30. yang"

nmodul e ietf-on-path-telenetry {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-on-path-telenetry"”;
prefix "on-path-tel enetry";

inmport ietf-access-control-list {
prefix acl;
ref erence
"RFC 8519: YANG Data Mdel for Network Access Contro
Lists (ACLs)";
}
import ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Model for Interface Managenent";
}
import ietf-yang-types {
prefix yang;
ref erence
"Section 3 of RFC 6991";
}

organi zati on
"I ETF I PPM (I P Performance Metrics) Working G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wg/ippne
WG List: <ippm@etf.org>
Aut hor: gi useppe. fi occol a@uawei . com
Aut hor: zhouti anran@uawei . com
Aut hor: zhuyg8@hi nat el ecom cn
Aut hor: zhangwg@hi nat el ecom cn
Aut hor: zhukeyi @uawei . cont';

description
"Thi s YANG nodul e specifies a vendor-independent data
nmodel for Alternate Marking Tel emetry.

The key words ' MUST', 'MUST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT', *SHOULD , ’'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.
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Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

revi si on 2025-06-30 {

}
/*

*

*/

description "First revision.";
reference "RFC XXXX: A YANG Data Mddel for On-path Tel enetry”;

FEATURES

feature al tmark

{

}

description
"This feature indicated that the Alternate-Marking Method is
supported.”;
ref erence
"RFC 9341: Alternate-Mrking Mthod;
RFC 9342: Cdustered Alternate-Mrking Method";

feature pat hdel ay

{

}

description
"This feature indicated that the Path Delay is
supported.”;

ref erence
"[1-D.ietf-opsawg-ipfix-on-path-telenetry]";

feature increnmental -trace

{

description
"This feature indicated that the increnental tracing option is
supported.”;

reference "RFC 9197: Data Fields for In-situ QAM';
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}
feature preallocated-trace
{
description
"This feature indicated that the preallocated tracing option is
supported.”;
reference "RFC 9197: Data Fields for In-situ OQAM';
}

feature direct-export

description
"This feature indicated that the direct export option is
supported.”;

reference "RFC 9326: In-situ OAM Direct Exporting";

}
feature proof-of-transit
{
description
"This feature indicated that the proof of transit option is
supported";
reference "RFC 9197: Data Fields for In-situ QAM';
}
feature edge-to-edge
{
description
"This feature indicated that the edge-to-edge option is
supported.”;
reference "RFC 9197: Data Fields for In-situ OQAM';
}
/*
* | DENTI Tl ES
*/

identity filter {
description
"Base identity to represent a filter. Afilter is used to
specify the flow to which the On-Path Telenetry method is applied.";

}

identity acl-filter {
base filter
description
"Apply ACL rules to specify the flow";
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}

identity protocol ({
description

"Base identity to represent the protocol. It's used to
i ndi cate the protocol for the application of the On-Path Tel enetry
met hod. ";

}

identity ipv6 {
base protocol
description
"The On-Path Telenetry method is applied to | Pv6 protocol.";
ref erence
"RFC 9343: [Pv6 Application of the Alternate-Mrking Mthod,
RFC 9486: In-situ OAM | Pv6 Options";

}

identity srh {
base protocol
description
"The On-Path Tel enetry nethod is applied to SRH ";
reference
"[1-D.fz-spring-srv6-alt-mark]: Application of the
Al ternate Marking Method to the Segnent Routing Header";
}

identity npls {
base protocol
description
"The On-Path Tel enetry nmethod is applied to MPLS.";
ref erence
"[1-D.ietf-npls-inband-pm encapsul ation]: Application of the
Al ternate Marking Method to the MPLS Label Stack”;

}

identity nsh {
base protocol
description
"The described I10OAM data is enbedded in NSH.";
ref erence
"RFC 9452: Network Service Header (NSH)
Encapsul ation for In-situ OAM (1 OAM Data";
}

identity node-action {
description
"Base identity to represent the node actions. It’'s used to
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indi cate what action the node will take.";

}

identity action-marking {
base node-acti on;
description
"I't indicates that the node nust mark the AltMark data field,
according to the operations described in RFC 9341 and
RFC 9342";

}

identity action-unmarking {
base node-acti on;
description
"It indicates that the node must unnmark the AltMark data field,
according to the operations described in RFC 9341 and
RFC 9342";

}

identity action-read {
base node-acti on;
description
"I't indicates the node only reads the Al tMark data,
according to the operations described in RFC 9341 and
RFC 9342";

}

identity action-encapsul ate {
base node-acti on;
description
"I't indicates the node is to encapsul ate the | OAM packet";
}

identity action-decapsul ate {
base node-acti on;
description
"I't indicates the node is to decapsul ate the | OAM packet";
}

identity action-transit {
base node-acti on;
description
"It indicates the node is to transit the | QAM packet";
}

identity neasurenent-period {
description
"I't indicates the On-Path Telenetry Period.";
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}

identity nmeasurenent-period-nunber {
description
"I't indicates the Period Nunmber.";

}

identity flownmon-id {
description
"It indicates the Fl owMbnlD.";

}

identity nmethod {
description
"Base identity to represent the AltMark nethod type.";

}

identity trace-data {
description
"Base identity to represent trace data.";

}

identity pot-data {
description
"Base identity to represent POT data.";
}

identity e2e-data {
description
"Base identity to represent E2E data.";
}

identity telemetry-paramtype {
description
"Base identity for telenetry paramtypes";
}

identity |oss-measurenment {
base tel enetry-paramtype;
description
"To specify loss counters according to RFC 9341";
}

identity del ay- neasurenent {
base tel enetry-paramtype;
description
"To specify tinestanps for delay according to RFC 9341";
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/*
* TYPE DEFI NI TI ONS
*/

typedef telenetry-filter-type {
type identityref {
base filter
}
description
"It specifies a known type of filter.";

}

typedef telenmetry-node-action {
type identityref {
base node-acti on;
}
description
"It specifies a node action.";

}

typedef telemetry-protocol-type {
type identityref {
base protocol
}
description
"It specifies a known type of carrier protocol for the On-path
Tel enetry data.";

}

typedef altmark-nethod-type {
type identityref {
base net hod;
}
description
"I't specifies the AltMark nethod used.";

}

typedef ioamtrace-data {
type identityref {
base trace-data;
}
description
"It specifies the trace data.";

}

typedef ioam pot-data {
type identityref {
base pot - dat a;
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}

description
"It specifies the pot data.";

}

typedef ioam e2e-data {
type identityref {
base e2e-data;
}

description
"It specifies the edge-to-edge data.";
}

/*
* CGRCOUP DEFI NI TI ONS
*/

grouping telenmetry-filter {
description "A grouping for On-path Telenetry filter definition";

leaf filter-type {
type telemetry-filter-type;
description "filter type";

}

| eaf ace-nane {
when "derived-fromor-self(../filter-type,
"on-path-telemetry:acl-filter')";
type leafref {

path "/acl:acls/acl:acl/acl:aces/acl:acel/acl:nane";

}
description "The Access Control Entry nane is used to
refer to an ACL specification.”;

}
}

grouping telemetry-setup {
description

"A grouping for On-path Telemetry profile.”;

| eaf node-action {
type tel emetry-node-action
description
"This object indicates the action that the node needs to
take, i.e. marking/read/ unmarki ng/ encapsul ate/transit/decapsul ate.";

}

| eaf measurenent - period {
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type uint64;

description

"It specifies the On-path Tel enetry peri od.
It is the marking period for AtMark.";

}

| eaf measurenent - peri od- nunber {
type uint 64;
description
"It specifies the On-path Tel enetry period nunber.";

}

| eaf flownon-id {
type uint32;
description
"It specifies the 20-bit FlowbnID. ";

}

| eaf method-type {
type al t mark- net hod-type;
description
"It specifies the AltMark nethod type.";

}
}

groupi ng | oss-counters {
description
"The set of counters for RFC 9341 | oss cal cul ation.";

leaf in-traffic-pkts {
type yang: count er 64;
description
"Total inbound packets of the period according to RFC 9341";
}

| eaf out-traffic-pkts {
type yang: count er 64;
description
"Total outbound packets of the period according to RFC 9341";
}

|l eaf in-traffic-bytes {
type uint 64;
description
"Total inbound bytes of the period according to RFC 9341";
}

| eaf out-traffic-bytes {
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type uint64;
description
"Total outbound bytes of the period according to RFC 9341";

}

groupi ng del ay-ti nestanps {
description
"I't indicates the set of tinestanps for RFC 9341 delay cal culation.”;

cont ai ner pkts-tinestanps {
description
"The list of timestanps of the period according to RFC 9341";

| eaf pkt-tinmestanmp {
type yang: date-and-ti ne;
description
"To specify the tinmestanp of the delay packet for delay neasurenents"”;
}
| eaf pkt-seqg-num {
type yang: counter 32;
description
"To specify the sequence nunber of the delay packet for delay neasurenents";
}
}
}

groupi ng pat h-del ay-netrics {
description
"I't indicates the path delay nmeasurenments.";

| eaf path-del ay-nean {
type uint32;
description
"mean path delay as per [I-D.ietf-opsawg-ipfix-on-path-telenetry]"

| eaf path-delay-mn {
type uint32;
description
"mn path delay as per [|I-D.ietf-opsawg-ipfix-on-path-telenetry]";
}

| eaf pat h-del ay- max {
type uint32;
description
"max path delay as per [I-D.ietf-opsawg-ipfix-on-path-telenetry]"”;

Fi occola, et al. Expi res 3 January 2026 [ Page 17]



I nternet-Draft yang-on-path-tel enetry July 2025

| eaf path-del ay-sum {
type uint 64;
description
"sum of the path delay as per [I-D.ietf-opsawg-ipfix-on-path-telenetry]”;
}

}

groupi ng i oamincrenental -tracing-data-1list {
description
"A grouping for increnmental tracing data.";

contai ner ioamincremental -tracing {
description
"The list of incremental tracing data";
| eaf-1ist increnental -tracing {
type i oamtrace-dat a;
description
"This object indicates the increnmental tracing data.";
}

}
}

groupi ng i oam preal | ocated-traci ng-data-list {
description
"A grouping for the list of pre-allocated tracing data.";

| eaf-1ist preallocated-tracing {
type i oamtrace-dat a;
description
"This object indicates the preallocated tracing data.";
}
}

groupi ng ioamdirect-export-tracing-data-list {
description
"A grouping for the list of direct export data.";

leaf-1ist direct-export {
type i oamtrace-dat a;
description
"This object indicates the direct export data.";
}
}

groupi ng i oam proof-of-transit-data-list {
description
"A grouping for the Iist of proof of transit data.";
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leaf-1ist proof-of-transit {
type i oam pot - dat a;
description
"This object indicates the proof of transit data.";

}
}

groupi ng i oam edge-to-edge-data-list {
description
"A grouping for the Iist of edge-to-edge data.";

| eaf-1ist edge-to-edge {
type i oam e2e-dat a;
description
"This object indicates the edge to edge data.";

/*

* DATA NODES
*
/

contai ner on-path-telenetry-data {
config fal se;
description "On-path Tel enetry top | evel container”;

list interface {
key "if-name";
description
"It contains the list of the interfaces activated for AltMark and | OAM';
| eaf if-nane {
type if:interface-ref;
description "This is a reference to the Interface nane.";

}

| eaf profile-nane {

type string{
length "1..300";

description
"Unique identifier for the On-path Telenetry profile.";
}

container filter {
uses telenetry-filter;
description
"The filter which is used to indicate the flow where
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the On-path Telenetry is applied.";
}

| eaf protocol-type {
type tel emetry-protocol -type;
description
"This itemis used to indicate the carrier protocol where
the On-path Telenetry is applied.”;

}

uses tel emetry-setup

cont ai ner al tmar k-1 oss-neasur enent {
if-feature altmark;
description
"I't reports the | oss neasurenent data.";

uses | oss-counters;

}

cont ai ner al t mar k- del ay- neasurenent {
if-feature altmark;
description
"It reports the delay neasurenent data.";

uses del ay-ti mest anps;

}

cont ai ner pat h-del ay {
i f-feature pathdel ay;
description
"It reports the path delay neasurenents."”;

uses pat h-del ay-netrics;

}

contai ner ioamincremental -tracing {
if-feature increnmental -trace;
presence "Enabl es increnmental tracing option.";
description
"It reports the increnental tracing option data.";

uses i oamincrenental -traci ng-data-1li st;

}

contai ner i oampreall ocated-tracing {
if-feature preall ocated-trace;
presence "Enabl es preal |l ocated tracing option.";
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description
"It reports the preallocated tracing option data.";

uses i oam preal |l ocated-traci ng-data-Ilist;

}

contai ner i oamdirect-export {
if-feature direct-export;
presence "Enabl es direct-export option.";
description
"It reports the direct-export option data";

uses i oamdirect-export-tracing-data-list;

}

contai ner i oamproof-of-transit {
if-feature proof-of-transit;
presence "Enabl es Proof of Transit option.";
description
"It reports the PoT option data.";

uses i oam proof-of-transit-data-list;

}

cont ai ner i oam edge-t o-edge {
i f-feature edge-to-edge;
presence "Enabl es edge-to-edge option.";
description
"It reports the edge-to-edge option data.";

uses i oam edge-to-edge-data-li st;

}
}
<CCDE ENDS>

6. Security Considerations

| OAM [ RFC9197], Alternate Marking [ RFC9341] and Multipoint Alternate
Mar ki ng [ RFC9342] anal yze different security concerns and rel ated
solutions. These aspects are valid and applicable also to this
docunent. In particular the fundanmental security requirement is that
Al ternate Marking MJST only be applied in a specific |imted domain,
as also nmentioned in [ RFC8799].
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The YANG nodul e specified in this docunent defines a schena for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inplement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

The top |l evel administrative configurations related to the AltMark
and 1 OAM functionalities are already reported in
[I-D.ietf-ippmalt-mark-yang] and [ RFC9617]. Unexpected changes to
those itens could lead to the AltMark and | OAM function di sruption
and/ or misbehavior of the AltMrk.

There are a nunber of data nodes defined in this YANG nodul e. These
data nodes may be considered sensitive or vulnerable in sone network
environnents. These are the subtrees and data nodes and their
sensitivity/vulnerability:

* [on-path-telenetry-data/interface

The entries in the container above include the AltMark and | CAM
profile telenetry data which can be considered sensitive or

vul nerabl e in sone network environnents. It is inportant to contro
read access (e.g., via get, get-config, or notification) to the
readabl e data nodes.

7. | ANA Consi der ations

I ANA is requested to assign a new URI fromthe I ETF XM. Regi stry
[ RFC3688]. The following URI is suggested:

URI: urn:ietf:parans: xm :ns:yang:ietf-on-path-telenetry
Regi strant Contact: The |ESG
XM.: NA; the requested URI is an XM. nanespace

Thi s docunent al so requests a new YANG nodul e nane in the YANG Mdul e
Nanes registry [ RFC7950] with the foll owi ng suggestion

nane: ietf-on-path-telenetry

nanespace: urn:ietf:parans:xn :ns:yang:ietf-on-path-telenetry
prefix: on-path-telenetry

ref erence: RFC XXXX
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Appendi x A,  Exanpl e

An exanple of the way for a client to subscribe to the telenetry
information is reported in the following figure. The telenetry
paraneters that the client is interested are Al ternate-Mrking, path
del ay and | OAM

<rpc xmns:netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
net conf: message-i d="101">
<est abl i sh-subscription xm ns="urn:ietf:parans: xm : ns:yang:ietf-yang-push:1.0">
<filter netconf:type="subtree">
<on-path-tel emetry-data xm ns="urn:ietf:parans: xm :ns:yang:ietf-on-path-telenetry

<interface>
<i f-name/>
<profile-nane/>
<protocol -type/ >
<node- acti on/ >
<measur ement - peri od/ >
<measur ement - peri od- nunber/ >
<fl ow non-id/ >
<met hod-t ype/ >
<al t mar k- | oss- neasur enent / >
<al t mar k- del ay- neasur enent/ >
<pat h- del ay/ >
<i oamincrenental -traci ng/ >
<i oam preal | ocat ed-tracing/ >
<i oam di r ect - export/>
<i oam proof-of-transit/>
<i oam edge-t o- edge/ >
</interface>
</ on-path-tel emretry-dat a>
</filter>
<peri od>10</ peri od>
<encodi ng>encode- xm </ encodi ng>
</ establ i sh-subscripti on>
</rpc>

Aut hors’ Addr esses

Fi occola, et al. Expires 3 January 2026 [ Page 26]



I nternet-Draft yang-on-path-tel enetry

G useppe Fioccol a

Huawei

Vi al e Martesana, 12

20055 Vi nodrone (M1 an)

Italy

Emai | : gi useppe. fi occol a@uawei.com

Ti anran Zhou

Huawei

156 Bei gi ng Rd.

Beijing

100095

Chi na

Emai | : zhouti anran@uawei . com

Yonggi ng Zhu
Chi na Tel ecom

Guangzhou
Chi na
Emai | : zhuyg8@hi nat el ecom cn

Wengi ang Zhang
Chi na Tel ecom

Bei j i ng
Chi na
Enmai | : zhangwg@hi nat el ecom cn
Keyi Zhu
Huawei Technol ogi es
Enmai | : zhukeyi @uawei . com
Fi occola, et al. Expi res 3 January 2026

July 2025

[ Page 27]



