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Abstract

Thi s docunent describes how to enploy active test packets in

conbi nation with Hybrid Methods to perform On-path Active Performance
Measurenments. This procedure all ows Hop-By-Hop nmeasurenents in
addition to the Edge- To- Edge nmeasurenents.
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1. Introduction

[ RFC7799] defines the Active Metric or Method, which depends on a
dedi cat ed measur enent packet stream and observati ons of the stream
Conmonl y, the packet streamof interest is generated as the basis of
measur enent and sonmetines is also classified as a "synthetic" stream
The Source and Destination of the packet stream of interest are
usual Iy known a priori. The characteristics of the packet stream of
interest are known at the Source, and may be communi cated to the
Destination as part of the method. An acconpanying packet stream or
streans may be generated to increase overall traffic |oad, though the
| oadi ng stream(s) may not be neasured

There are several active tools: Internet Control Message Protocol
(1CwP) [RFC792], ICWP version 6 (I CWPv6) [RFC4443], MPLS echo
request/reply [ RFC3029], MPLS Loss and Del ay Measurement [RFC6374],
One-way Active Measurenent Protocol (OMM) [RFC4656], Two-Way Active
Measur enment Protocol (TWAMP) [ RFC5357], Sinple Two-way Active

Measur enment Protocol (STAMP) [RFC8762]. |In a test session, the
unidirectional or bidirectional packet flowis transnitted between a
Source and a Destination. However, the perfornmance of internediate
nodes and |links that the test packets traverse are not visible.

In several scenarios it is beneficial to perform Hop-By-Hop (HBH) and

Edge- To- Edge (E2E) active neasurenments. Alternate Marking (Al tMark)
[ RFC9341] and In Situ Operations, Adm nistration, and M ntenance
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(I0AM [ RFC9197] are Hybrid Methods, which can be enployed to perform
HBH and E2E active measurenents by using synthetic test packets and
by | everaging the existing AltMark and |1 OAM options. Al tMark and

| OAM data fields can be encoded in the Options Headers (Hop-by-Hop or
Destination), according to [ RFC8200]. The AltMark | Pv6 HBH option

[ RFC9343] and the IOAM | Pv6 HBH opti on [ RFC9486] can be coupled with
a packet streamof interest and carried in each test packet to enable
HBH nmeasurements. Sinmilarly to I Pv6, MPLS packets can carry MPLS

Net wor k Action (MNA) Sub-Stack as defined in [I-D.ietf-npls-ma-hdr].

2. On-path Telenetry Options with Active Measurenent Tool s

As defined in [RFC7799], Hybrid Methods are characterized by the
augnment ation or nodification of the streamof interest. A tMirk and
| OAM are two exanpl es of Hybrid Methods. For |Pv6, [RFC9343] and

[ RFC9486] define the 1 Pv6 HBH options of AltMark and | OAM
respectively.

The next sections explain how the packets ook Iike in case of | CWP,
| CMPv6, OMAMP, TWAMP and STAMP.

2.1. |1CW and | CWv6

ICMPVv6 is an integral part of |Pv6e and performs error reporting and
di agnostic functions. The ICWPv6 Echo ("Ping") checks whether a
specified | Pv6 address is reachabl e and exports correspondi ng
statistics. The packet also contains the |Pv6 Extension Headers, if
present. In particular it may contain an |Pv6 HBH Option for On-Path
Tel enetry (e.g. AltMark [RFC9343], [I-D.fz-spring-srv6-alt-nmark] or

| OAM [ RFC9486] ) .

o e e e e e e e e e e e e e e e e e o +
| I'Pv6 Header |
o e m e e e e e e e e e e +
| I'Pv6 HBH Option |
o m e e e e e e e e ee e +
| ICVPV6 Header + Data |
o e e e e e e e e e e e e e e e e e o +

Figure 1: I CWwPv6 Packet with I Pv6 HbH Option

Figure 1 represents an exanple | CMPv6 packet, which includes an |Pv6
HBH option. The intermedi ate nodes can read and handl e the | Pv6 HBH
Option if they are configured to do so. In this way, it can be
possi ble to perform On-path neasurenents with | CMPv6.
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Note that the same applies to the MPLS data plane with MNA Sub- St acks
in the MPLS header, as showed in Figure 2 in case of MPLS LSP Ping
operation. MNA Sub-Stacks for Performance Measurenent are described
in[I-D.ietf-nmpls-ma-ioan]y and [I|-D. cx-npls-ma-inband-pnj.

o m o e +
| MPLS Header |
o e e e e e e e e e e e e e e +
| MNA Sub- St ack |
oo oo +
| I'P Header |
Fom o e e +
| UDP Header |
o e e e e e e e e e e e e e e +
| MPLS echo request/reply |
o m o oo +

Fi gure 2: MPLS echo request/reply Packet with MNA Sub- St ack
2.2. OMM, TWAMP and STAMWP

The OMAMP protocol provides a way for neasuring one-way netrics
bet ween network devices. OMM can be used bidirectionally to
measure one-way metrics in both directions between two network
el enent s.

Si nce OMMP does not accommmpbdate round-trip or two-way neasurenents,
the TWAMP protocol is also specified. It is based on the OMM and
adds two-way or round-trip neasurenment capabilities. The TWAWP
measur enent architecture is usually conprised of two hosts with
specific roles, and this allows for sone protocol sinplifications,
making it an attractive alternative in sone circunstances. Simlarly
to OMMP, TWAMP control packets are carried by TCP, and test packets
are carried by UDP. The port nunbers can be changed by
configuration.

Over tine, there has been interest in using a sinpler nechanismfor
active performance nonitoring that can provide determ nistic behavior
and i nherent separation of vendor-specific control and test
functions. Therefore, STAMP has been defined and it enables the
measur enent of both one-way and round-trip perfornmance nmetrics, such
as delay, delay variation, and packet | oss.

Figure 3 represents an exanpl e test packet, which includes an | Pv6
HBH option. Note that the test packet can be an OMM test packet or
a TWAMP test packet or a STAMP test packet, depending on whether it
is considered an OMM session or a TWAMP session or a STAMP sessi on
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The internedi ate nodes do not need to perform any processi ng of OMM
or TWAMP or STAMP. But the internedi ate nodes can read and handl e
the 1Pv6 HBH Option (i.e. [RFC9343], [RFC9486]), if they are
configured to do so.

o m e e e e e e e e ee e +
| I Pv6 Header |
o e e e e e e e e e e e e e e e e e o +
| 1Pv6 HBH Option |
o e m e e e e e e e e e e +
| UDP Header |
o m e e e e e e e e ee e +
| OWAMP/ TWAMP/ STAMP Packet |
o e e e e e e e e e e e e e e e e e o +

Figure 3: OMMP/ TWAMP/ STAMP Test Packet with 1 Pv6 HoH Option

Consi dering the exanple of STAMP, it is possible to explain what
happens if it is used a STAMP test packet with the | Pv6 HbH Option
The STAMP Session-Sender initiates a Session-Sender test packet and
the STAMP Session-Reflector transmts a reply Session-Reflector test
packet. The STAMP Sessi on-Sender al so adds the |IPv6 HBH option in
the Session-Sender test packets to enable HBH neasurenents in the
forward direction. Internedi ate nodes do not perform any STAWP
processi ng, but mnust support the | Pv6 HBH option rel ated nethodol ogy.
The STAMP Session- Refl ector receives test packets transmitted from
Sessi on- Sender and acts according to the configuration. The Session-
Refl ector al so adds the 1 Pv6 HBH option in the reply Session-

Refl ector test packets to enable HBH neasurenents in the backward
direction as well.

Note that the same applies to the MPLS data plane with MNA Sub- St acks
([1-D.ietf-npls-ma-ioan] and [I-D. cx-npls-ma-inband-pn) in the
MPLS header, as showed in Figure 4.

o m e e e e e e e e ee e +
| MPLS Header |
o e e e e e e e e e e e e e e e e e o +
| MNA Sub- St ack |
o e m e e e e e e e e e e +
| I'P Header |
o m e e e e e e e e ee e +
| UDP Header |
o e e e e e e e e e e e e e e e e e o +
| OWAMP/ TWAMP/ STAMP Packet |
o e m e e e e e e e e e e +

Fi gure 4: OMM/ TWAMP/ STAMP Test Packet with MNA Sub- St ack
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3. Telenetry Methods for On-path Active Metrics
3.1. Alternate-Mrking

The Alternate Marking nethod can be used in conbination with the
active nmethods. [RFC9343] defines the Hop-by-Hop Options Header and
the Destination Options Header to carry AltMark data fields.

The addition of the AltMark 1 Pv6 HBH option augnents the active
measur enent net hod by enabling on-path HBH neasurenents together wth
the usual E2E neasurenents. It is worth highlighting that this
approach is not adding any new functionalities to | CMPv6, OMNMP,
TWAMP or STAMP. But it is only |leveraging the existing A tMark
mechani sms to nmeasure the performance of internediate nodes and |inks
that the test packets traverse.

Al so, [RFC9714], [RFC9571] and [RFC9779] are based on the Alternate
Mar ki ng nethod. Therefore, they can be conbined with the MPLS LSP
Pi ng.

it is possible to use YANG [I-D.ietf-ippmalt-nmark-yang] to configure
and IPFIX [I-D.ietf-opsawg-ipfix-alt-mark] or YANG notifications
[I-D.ietf-ippmon-path-telenetry-yang] to report AltMark telenetry
informati on fromeach internmediate node to a collector.

3.2. 10AM

| OAM can al so be used in conbination with the active nethods.
[ RFC9486] defines the Hop-by-Hop Options Header and the Destination
Options Header to carry | OAM data fi el ds.

[I-D.ietf-ippmstanp-ext-hdr] and [I-D.gandhi-ippm st anp-npl s-hdr]
extend STAMP to reflect back fromthe Session-Reflector to the

Sessi on- Sender any | Pv6é options and MPLS Network Action Sub-Stacks
for hop-by-hop and edge-to-edge active neasurenments. For | Pv6,
[I-D.ietf-6man-icnpve-reflection] can also be used for this purpose.

It is also be possible to use | PFI X/ YANG notifications/|1OQAM DEX to
report AltMark telenmetry information fromeach internedi ate node to a
col | ector.

4. Exanmple of On-path STAWMP Performance Measurenents

Figure 5 presents the STAMP Sessi on- Sender, Internedi ate-Node(s) and
Session-Refl ector with a neasurenent session. A neasuremnment session
is also referred to as a STAMP session and it is the bidirectional
packet fl ow between one specific Session-Sender and one particul ar
Session-Reflector for a tine duration.
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The | nternedi at e- Nodes are nodes which do not necessarily need to
perform any STAMP processing.

The configuration and nmanagenent of the STAMP Sessi on- Sender,

I nt er nedi at e- Node(s), Session-Reflector, and sessions are outside the
scope of this docunent and can be achi eved through vari ous neans, as
mentioned in [ RFC8762] .

(R e R TR 0
| Configuration and |
| Managenent |
(o e e 0
| | | | | |
| | | | | |
[ [ [
R + o e e e e oo + o e e e e oo +
| Sessi on- Sender | | I nt er medi at e- Node(s) | | Sessi on- Refl ect or|
oo s + o e e e e oo o s + o e e oo +
S Y e >

Figure 5: HbH STAMP Ref erence Model

If the Internedi ate- Nodes support the A tMark nethod, the STAWP

Sessi on- Sender and Session-Reflector add the AltMark | Pv6 HBH option
[ RFC9343] to the STAMWP test packets. The internmedi ate nodes can
apply the met hodol ogy according to [ RFC9341] to perform |l oss and

del ay neasurenents. For Alternate Marking, the source node is the
only one that wites the IPv6 HBH Option while the internedi ate nodes
can only read the I Pv6 HBH Option, wi thout nodifying the packet.

If the Intermedi at e- Nodes support the | OAM et hods, the STAMWP

Sessi on- Sender and Sessi on-Refl ector test packets carry the 1 QAM | Pv6
HBH option for recording and coll ecting HBH and E2E operati onal and
telemetry information for active neasurenent. The internedi ate nodes
process the |lOAM data fields. For |OAM the source node and the

i ntermedi ate nodes nodify the I Pv6 HBH Option to include the needed

i nformati on.

As already nentioned, it is possible to use YANG to configure and
I PFI X or YANG notifications to report telenetry information from each
i ntermedi ate node to a collector.

5. 1 ANA Consi derations

Thi s docunent has no | ANA acti ons.
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6.

8.

8.

Security Considerations

The security considerations specified in [ RFC4443], [RFC4656],
[ RFC5357], [RFC8762] apply to the streamof interest generated to
enabl e the On-path Active perfornmance neasurenents.

In addition, the security considerations specified in [ RFC9341] for
AltMark and in [RFC9197] for | OAM al so apply when using the Hybrid
met hods in combination with the Active tools.
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