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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

1.

I nt roducti on

In Situ Operations, Administration, and M ntenance (1 CAM is an
exanpl e of an on-path hybrid nmeasurenent nmethod [ RFC7799] to coll ect
operational and telemetry information. The collected data may then
be exported to systens that will use it to, e.g., nonitor, neasure,
or (re)configure the network. [I-D.ietf-ippmioamdata-integrity]
defines 1 OAM Options with integrity protection, also called
Integrity-Protected Options.

Thi s docunent defines a YANG data nodel [RFC7950] for the nanagenent
of these Integrity-Protected Options. This YANG data nodel supports
four TOAM Integrity-Protected Options, which are as foll ows:

* Integrity-Protected Incremental Trace-Option (Section 4.1 of
[I-Dietf-ippmioamdata-integrity])

* |Integrity-Protected Pre-allocated Trace-Option (Section 4.1 of
[I-Dietf-ippmioamdata-integrity])

* Integrity-Protected Proof of Transit (POT) Option (Section 4.2 of
[I-Dietf-ippmioamdata-integrity])

* Integrity-Protected Edge-to-Edge (E2E) Option (Section 4.3 of
[I-Dietf-ippmioamdata-integrity])

[I-Dietf-ippmioamdata-integrity], Section 4, states that Direct
Export (DEX) [RFC9326] is outside the scope of the Integrity
Protecti on Method defined in that document, as DEX does not carry
| OAM Dat a- Fi el ds. Consequently, no Integrity-Protected Option is
defined for DEX, and it is not included in this YANG data nodel .

The docunent al so defines an | ANA-mai nt ai ned YANG nodul e for | OAM
Integrity Protection Methods.

1. Editorial Note (to be renmoved by RFC Editor)

Note to the RFC Editor: this section is to be renoved prior to
publi cati on.

Thi s docunent contains pl acehol der val ues that need to be repl aced
with finalized values at the tinme of publication. This note

summari zes all of the substitutions that are needed. No other RFC
Editor instructions are specified el sewhere in this docunent, except
in Appendi x A

Pl ease apply the foll ow ng repl acenents:
*  XXXX --> the assigned RFC nunber for this docunent

* YYYY --> the assigned RFC nunber for
[I-D.ietf-ippmioamdata-integrity]
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* 2026-05-08 --> the actual date of the publication of this docunent
2. Conventions used in this docunent
2.1. Abbreviations

Abbrevi ations used in this docunent:

OAM  Operations, Adm nistration, and Mi ntenance
IOAM  In Situ OAM

POT: Proof of Transit

E2E: Edge to Edge

2.2. Term nol ogy

The following terns are defined in [ RFC7950] and are used in this
speci fication:

augnent
* data nodel
* data node

The term nol ogy for describing YANG data nodels is found in
[ RFC7950] .

2.3. Tree Diagrans

Tree diagrans used in this docunent follow the notation defined in
[ RFC8340] .

3. Design of the IOAM Integrity YANG Data Mdel
3.1. Overview

The 10AM Integrity nodel is organized as a |ist of profiles, as shown
in Figure 1. Full tree is provided in Appendix B. In this nodel,
the "int" prefix refers to "INTegrity protection".

modul e: ietf-ioamintegrity

augnment /ioamioaniioamprofiles/ioam profile:
+--rwint-increnental -tracing-profile! {int-increnmental-trace}?
| ...
+--rwint-preallocated-tracing-profile!l {int-preallocated-trace}?

+——r\./v.int—pot—profile! {int-proof-of-transit}?

+--r\./v.int-e2e-profile! {i nt - edge-to-edge}?
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Figure 1: Overview of the IOAM Integrity nodel

Thi s docunent defines augnentations to the "ietf-ioam YANG nodul e
[ RFC9617] by adding integrity-related profiles. Each profile is
associated with one flow and the corresponding | OAM i nfornati on.
These integrity-related profiles are indicated by four defined
features, i.e., "int-increnental -trace", "int-preallocated-trace",
"int-proof-of-transit”, and "int-edge-to-edge". The structures of
the new profiles follow what is defined in [RFC9617], but for

di stinct purposes.

3.2. Integrity-Protected Pre-allocated Tracing Profile

As illustrated in Figure 2, the "int-preallocated-tracing-profile"”
contai ner provides the detailed information for the pre-allocated

tracing data with integrity protection. This information has the

same structure as the Pre-allocated Tracing Profile (Section 3.2 of
[ RFC9617]), but has the follow ng additional data node:

int-nethod: indicates which Integrity Protection Method is used, as
defined in the "IOAM Integrity Protection Methods"” | ANA registry
[TANA-1OAM . It is only defined at the encapsul ati ng node because

the Integrity Protection Method is selected and initialized when
| OAM data i s encapsul at ed.

+--rwint-preallocated-tracing-profile!l {int-preallocated-trace}?

+--rw node-action? i oam node- acti on

+--rw trace-types

| +--rw use-nanespace? i oam nanespace

| +--rwtrace-type* i oamtrace-type
+--rw max- | engt h? ui nt 32

+--rw int-nethod i ana-i oami pm et hod-i d

Figure 2: Integrity-Protected Pre-allocated Tracing Profile

An exanple of the Integrity-Protected Pre-allocated Tracing Profile
with data is provided in Appendi x D.

3.3. Integrity-Protected Incremental Tracing Profile
As illustrated in Figure 3, the "int-increnental -tracing-profile"
contai ner provides the detailed information for the increnental
tracing data with integrity protection. This information has the
same structure as the Increnental Tracing Profile (Section 3.3 of
[ RFC9617]), but has the foll owi ng additional data node:

int-nethod: indicates which Integrity Protection Method is used, as
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defined in the "lOAM Integrity Protection Methods" | ANA registry
[TANA-10AM . It is only defined at the encapsul ati ng node because
the Integrity Protection Method is selected and initialized when

| OAM data i s encapsul at ed.

+--rwint-increnental -tracing-profile! {int-increnmental-trace}?

+--rw node- acti on? i oam node- acti on

+--rw trace-types

| +--rw use-nanespace? i oam nanespace

| +--rwtrace-type* i oamtrace-type
+--rw max- | engt h? ui nt 32

+--rw int-nethod i ana-i oami pm et hod-i d

Figure 3: Integrity-Protected Incremental Tracing Profile

An exanple of the Integrity-Protected Increnmental Tracing Profile
with data is provided in Appendi x C

3.4. Integrity-Protected Proof of Transit Profile

As illustrated in Figure 4, the "int-pot-profile” container is
intended to provide the detailed information for the proof of transit
data with integrity protection. This information has the sane
structure as the Proof of Transit Profile (Section 3.5 of [RFC9617]),
but has the followi ng additional data nodes:

node-action: inported fromthe "ietf-ioant YANG nodul e [ RFC9617]
with the sane definition.

int-nethod: indicates which Integrity Protection Method is used, as
defined in the "lOAM Integrity Protection Methods" | ANA registry
[TANA-1OAM . It is only defined at the encapsul ati ng node because

the Integrity Protection Method is selected and initialized when
| OAM data i s encapsul at ed.

+--rwint-pot-profile! {int-proof-of-transit}?

+--rw use- nanespace”? i oam i oam nanespace
+--rw pot-type? i oam i oam pot -t ype
+--rw node-action? i oam i oam node- acti on
+--rw int-nethod i ana-i oami pm et hod-i d

Figure 4: Integrity-Protected Proof of Transit Profile

An exanple of the Integrity-Protected Proof of Transit Profile with
data is provided in Appendi x E.
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3.5. Integrity-Protected Edge-to-Edge Profile

As illustrated in Figure 5, the "int-e2e-profile” container provides
the detailed information for the edge-to-edge data with integrity
protection. This information has the sanme structure as the Edge-to-
Edge Profile (Section 3.6 of [RFC9617]), but has the follow ng
addi ti onal data node:

int-nethod: indicates which Integrity Protection Method is used, as
defined in the "OAM Integrity Protection Methods" | ANA registry
[TANA-1OAM . It is only defined at the encapsul ati ng node because

the Integrity Protection Method is selected and initialized when
| OAM dat a i s encapsul at ed.

+--rwint-e2e-profile! {int-edge-to-edge}?

+--rw node- acti on? i oam node- acti on

+--rw e2e-types

| +--rw use-nanespace? ioam hamespace

| +--rw e2e-type* i oam e2e-type
+--rw int-nethod i ana-i oami pm et hod-i d

Figure 5: Integrity-Protected Edge-to-Edge Profile

An exanple of the Integrity-Protected Edge-to-Edge Profile with data
is provided in Appendi x E.

4. 10CAM Integrity YANG Mdul e

The "ietf-ioamintegrity" nodule defined in this docunent inports the
"ietf-ioam' nodule defined in [ RFC9617]. This docunent al so
references [I-D.ietf-ippmioamdata-integrity].

<CODE BEGA NS> file "ietf-ioamintegrity@O026-05-08. yang"
nmodul e ietf-ioamintegrity {
yang-version 1.1;
nanespace "urn:ietf:paranms: xn:ns:yang:ietf-ioamintegrity";
prefix ioamint;

import ietf-ioam{
prefix ioam
ref erence
"RFC 9617: A YANG Data Model for In Situ Operations,
Admi ni stration, and M ntenance (1 CAM";

}

import iana-ioamintegrity-protection-nethods {
prefix iana-ioamipm
ref erence
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"RFC XXXX: A YANG Data Model for In Situ Operations,
Admi ni stration, and M ntenance (1 GAM
Integrity-Protected Options”;

}

organi zati on
"I ETF | PPM (1 P Performance Measurenment) Working G oup";

cont act
"WG Web: <https://datatracker.ietf.org/wg/ippnr
WG List: |IPPM<numilto:ippm@etf.org>

Edi t or: Ti anran Zhou
<muai | t 0o: zhout i anr an@uawei . conp
Edi t or: Justin lurman

<mai |l to:justin.iurman@iliege. be>";

description
"Thi s YANG nodul e specifies a vendor-independent data nodel for
In Situ Operations, Administration, and M ntenance (1 GAM
Integrity-Protected Options.

Copyright (c) 2026 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. org/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.

Qper ational Considerations:

- This nmpodel does not treat as nmutually exclusive an | OAM
Option and its integrity protected equivalent (i.e., an | OAM
Integrity-Protected Option). For exanple, an inplementation
may support the simnultaneous configuration of an
| OAM Nanespace with the Pre-allocated Trace Option and
anot her | OAM Nanmespace with the Integrity-Protected
Pre-all ocated Trace Option. Therefore, the nodel does not
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i npose constraints that woul d prevent such use cases.";

revisi on 2026- 05-08 {
description
"I'nitial version.";
reference
"RFC XXXX: A YANG Data Model for In Situ Operations,
Admi ni stration, and M ntenance (1 GAM
Integrity-Protected Options”;

}

/ *
* FEATURES
*/

feature int-increnental -trace {
description
"This feature indicates that the Integrity-Protected
Incremental Trace-Option is supported.”;
ref erence
"RFC YYYY: Integrity Protection of In Situ Operations,
Adm ni stration, and Mi ntenance (1 GAM
Data Fields, Section 4.1";

}

feature int-preall ocated-trace {
description
"This feature indicates that the Integrity-Protected
Pre-all ocated Trace-Option is supported.”;
ref erence
"RFC YYYY: Integrity Protection of In Situ Operations,
Admi ni stration, and M ntenance (1 GAM
Data Fields, Section 4.1";

}

feature int-proof-of-transit {
description
"This feature indicates that the Integrity-Protected Proof of
Transit Option is supported.”;
ref erence
"RFC YYYY: Integrity Protection of In Situ Operations,
Admi ni stration, and M ntenance (1 CAM
Data Fields, Section 4.2";

}

feature int-edge-to-edge {
description
"This feature indicates that the Integrity-Protected
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Edge-t o- Edge Option is supported.”;
ref erence
"RFC YYYY: Integrity Protection of In Situ Operations,
Adm ni stration, and Mi ntenance (1 GAM
Data Fields, Section 4.3";

}

/*
* CGRCOUP DEFI NI TI ONS
*/

groupi ng int-nmethod-grouping {
description
"A grouping for Integrity Protection Methods.";
| eaf int-nmethod {
when "derived-fromor-self(../node-action
"ioam action-encapsul ate’)";
type iana-i oamipm net hod-i d;
mandat ory true;
description
"This object indicates the Integrity Protection Method for
this profile. "int-nethod” is only defined at the
encapsul ati ng node.";
}
}

/*

* DATA NCDES
*

/

augrment "/ioam i oan i oam profiles/ioamprofile" {
description
"This augnentation adds 4 profiles for the Integrity-Protected
Options.”;
container int-increnental-tracing-profile {
if-feature "int-increnmental -trace";
presence "Enables the Integrity-Protected
I ncrenental Trace-Option.";
description
"This container describes the profile for the
Integrity-Protected Increnmental Trace-Option.";
uses i oamioamincrenental -tracing-profile;
uses i nt-met hod- groupi ng;
}
container int-preallocated-tracing-profile {
if-feature "int-preall ocated-trace";
presence "Enables the Integrity-Protected
Pre-all ocated Trace-Option.";
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description
"This container describes the profile for the
Integrity-Protected Pre-allocated Trace-Option.";
uses i oamioam preallocated-tracing-profile;
uses i nt-nmet hod- groupi ng;

container int-pot-profile {

}

if-feature "int-proof-of-transit”;
presence "Enables the Integrity-Protected
Proof of Transit Option.";
description
"This container describes the profile for the
Integrity-Protected Proof of Transit Option.";
| eaf use-nanespace {
type i oam i oam namespace;
default "ioam defaul t -nanespace”;
description
"Thi s object indicates the namespace used for the
POT types.";
}
| eaf pot-type {
type i oam i oam pot-type;
description
"Type of a particular POT variant that specifies
the POT data that is included.";

| eaf node-action {
type i oamioam node-action
default "ioamaction-transit";
description
"Thi s object indicates the action the node needs to
take, e.g., encapsulation.”;

}

uses i nt-nmet hod- groupi ng;

container int-e2e-profile {

if-feature "int-edge-to-edge";
presence "Enables the Integrity-Protected
Edge-t o- Edge Option.";
description
"This container describes the profile for the
Integrity-Protected Edge-to-Edge Option.";
uses i oam i oam e2e-profile;
uses i nt-met hod- groupi ng;

}
<CCDE ENDS>
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5

Security Considerations

This section is nodel ed after the tenplate described in Section 3.7.1
of [ RFC9907].

The "ietf-ioamintegrity" YANG nodul e defines a data nodel that is
designed to be accessed via YANG based managenent protocols, such as
the Network Configuration Protocol (NETCONF) [RFC6241] and RESTCONF
[ RFC8040]. These YANG based management protocols (1) have to use a
secure transport layer (e.g., Secure Shell (SSH [RFC4252], TLS
[I-Dietf-tls-rfc8446bis], and QUI C [ RFC9000]) and (2) have to use
mut ual aut henti cati on.

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be sensitive or

vul nerabl e in sone network environnents. Wite operations (e.g.,
edit-config) and del ete operations to these data nodes w thout proper
protection or authentication can have a negative effect on network
operations. The follow ng subtrees and data nodes have particul ar
sensitivities/vulnerabilities:

/ioamioanioamprofiles/ioamprofile: The entries in the "profile"
list include the whole 10AM profile configurations. Unexpected
changes to these entries could lead to incorrect | OAM behavi or for
the corresponding flows. Consequently, such changes woul d i npact
performance nonitoring, data analytics, and associ ated
interactions with network services. Al so, unauthorized access to
integrity-related paraneters nmay inpact the integrity protection
service, thus preventing the interpretation and validation of | OAM
dat a.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
inmportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

/ioamioanioamprofiles/ioamprofile: The information contained in
this subtree mght reveal information about the services depl oyed
for customers. For instance, a custoner mght be given access to
monitor the status of their services. 1In this scenario, the
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custoner’s access should be restricted to nodes representing their
services so as not to divulge information about the underlying
networ k structure or services.

Thi s YANG nodul e uses groupi ngs from ot her YANG nodul es that define
nodes that may be considered sensitive or vulnerable in network
environments. Refer to the Security Considerations of [RFC9617] for
informati on as to which nodes may be consi dered sensitive or

vul nerabl e in network environnents.

6. | ANA Consi derations

I ANA is requested to register the following URIs in the "ns" registry
within the "I ETF XM. Regi stry" group [ RFC3688]:

URI: wurn:ietf:paranms:xm:ns:yang:ietf-ioamintegrity
Regi strant Contact: The | ESG
XM: N A; the requested URI is an XML nanespace.

URI :

urn:ietf:paramnms: xm :ns:yang:iana-ioamintegrity-protection-nethods
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. nanmespace.

I ANA is requested to register the followi ng YANG nodul es in the "YANG
Modul e Nanmes" registry [ RFC6020] within the "YANG Paraneters”
registry group:

Nane: ietf-ioamintegrity

Mai nt ai ned by | ANA?: N

Nanmespace: urn:ietf:params:xm:ns:yang:ietf-ioamintegrity
Prefix: ioamint

Ref erence: RFC XXXX

Nane: iana-ioamintegrity-protection-nethods
Mai nt ai ned by | ANA?: Y
Nanmespace:
urn:ietf:params: xm :ns:yang:iana-ioamintegrity-protection-nethods
Prefix: iana-ioamipm

Ref erence: RFC XXXX

6.1. | ANA-Maintained "iana-ioamintegrity-protection-nethods" YANG
Modul e

Thi s docunent defines the initial version of the | ANA-nmintai ned
"iana-ioamintegrity-protection-nethods" YANG nodule. The nost
recent version of the YANG nodule is avail able fromthe "YANG
Par armet ers" regi stry group [l ANA- YANG PARAVETERS] .
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8.

8.

I ANA is requested to add this note to the registry:

| New values must not be directly added to the "iana-ioamintegrity-
| protection-nmethods" YANG nodule. They nust instead be added to
| the "IOAM Integrity Protection Methods" registry.

When a value is added to the "IOCAM Integrity Protection Methods"
registry, a new "enuni statenent nust be added to the "iana-ioam
integrity-protection-methods” YANG nodule. The "enunt statement, and
sub-statenents thereof, should be defined:

"enunml': Prefix "nmethod-" to the decinmal value of the ID fromthe

registry.
"value": Contains the decinmal value of the | ANA-assigned I D val ue.
"status": Is included only if a registration has been deprecated or

obsol eted. | ANA "deprecated” nmaps to YANG status "deprecated",

and | ANA "obsol ete" maps to YANG status "obsol ete".
"description": Replicates the description fromthe registry.
"reference": Replicates the reference(s) fromthe registry.

Ref erences to docunents should also include titles.

I ANA is requested to add this note to [reference-to-the-iana-foo-
registry]:

| When this registry is nodified, the YANG nodul e "i ana-i oam
| integrity-protection-methods” [IANA FOO URL] must be updated as
| defined in RFC XXXX
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Appendix A. Initial Version of the |IOAMIntegrity Protection Methods
| ANA- Mai nt ai ned YANG Modul e

RFC Ed.: please renobve this section.

<CODE BEG NS>
file "iana-ioamintegrity-protection-nethods@026-05-08. yang"
nmodul e i ana-ioamintegrity-protection-nmethods {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:iana-i oamintegrity-protection-nethods";
prefix iana-ioamipm
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organi zati on
"Internet Assigned Numbers Authority (1ANA)";

cont act
"Internet Assigned Numbers Authority

| CANN
12025 Waterfront Drive, Suite 300
Los Angel es, CA 90094

Tel: +1 310 301 5800
<mumi | t o: i ana@ ana. or g>";

description
"This YANG nodul e is maintained by | ANA and reflects
the "I OAM Integrity Protection Methods' registry.

Copyright (c) 2026 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet ers) .

The initial version of this YANG nodule is part of RFC XXXX;
see the RFC itself for full |egal notices

/1 RFC Ed.: replace the | ANA FOO URL and renove this note

The | atest version of this YANG npdule is avail abl e at
<l ANA FOO URL>. "

ref erence
"IOAM Integrity Protection Mt hods
(https://ww. i ana. org/ assi gnnent s/i oam i oam xhtm )";

revi si on 2026-05-08 {
description
"Initial version.";
ref erence
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"URL of the published initial version of the nodule

/1l RFC Ed.: replace above with the URL of the nodul e
I and renove this note

RFC XXXX: A YANG Data Model for In Situ Operations,
Admi ni stration, and M ntenance (1 GAM
Integrity-Protected Options";

}

/*
* Type definitions
*/

typedef nethod-id {
type enuneration {
enum net hod-0 {
val ue 0;
description
"AES- GVAC, 16-octet (full) Authentication Tag,
12-octet Initialization Vector.";
ref erence
"RFC YYYY: Integrity Protection of In Situ Operations,
Admi ni stration, and M ntenance (1 GAM
Data Fields, Section 5";
}
}

description
"Identifier for an IOAM Integrity Protection Method,
mat ching the "I OAM I ntegrity Protection Methods’
| ANA registry.";
ref erence
"https://ww.iana. org/assi gnments/ioamioam xhtm";

}
}
<CCDE ENDS>

Appendix B. Full tree of the IOAM Integrity YANG Data Mdel

Figure 6 illustrates the full tree of the IOAM Integrity YANG Data
Model .
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modul e: ietf-ioamintegrity

augrment /ioamioanlioam profiles/ioam profile:
+--rwint-increnental -tracing-profile! {int-increnental -trace}?

| +--rw node-action? i oam node- acti on
| +--rwtrace-types
| | +--rw use-nanmespace? ioam nanespace
| | +--rwtrace-type* i oamtrace-type
|  +--rw max-I| ength? ui nt 32
| +--rwint-nmethod i ana-i oami pm net hod-id
+--rw int-preallocated-tracing-profile! {int-preallocated-trace}?
| +--rw node-action? i oam node- acti on
| +--rwtrace-types
| | +--rw use-nanespace? i oam nanespace
| | +--rwtrace-type* i oamtrace-type
| +--rw max-1ength? ui nt 32
|  +--rwint-nethod i ana-i oami pm et hod-i d
+--rwint-pot-profile! {int-proof-of-transit}?
| +--rw use-namespace? i oam i oam namespace
| +--rw pot-type? i oam i oam pot -t ype
| +--rw node-action? i oam i oam node- acti on
| +--rwint-nmethod i ana-i oami pm et hod-id
+--rwint-e2e-profile! {int-edge-to-edge}?
+--rw node-action? i oam node- acti on
+--rw e2e-types
| +--rw use-nanespace? i oam nanespace
|  +--rw e2e-type* i oam e2e-type
+--rw int-nethod i ana-i oami pm et hod-i d

groupi ng int-nethod- groupi ng:
+-- int-method i ana-i oami pm et hod-i d

Figure 6: Full tree of the IOAM Integrity YANG Data Mdel

Appendi x C. Exanple of the Integrity-Protected Increnental Tracing
Profile

A JSON [ RFC7951] exanple of the Integrity-Protected Increnental
Tracing Profile is depicted in Figure 7. This configuration is
received by an 1OAM i ngress node. This node encapsul ates the | OAM
data in the I Pv6 Hop-by-Hop option header. The Integrity Protection
Met hod to be used is nethod 0. The trace type indicates that each
on-path node needs to capture the transit delay and add the data to
the 1 OAM node data list. The incremental tracing data space is

vari abl e; however, the node data list nmust not exceed 512 bytes.
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{
"ietf-ioamioant: {
"adm n-config": {
"enabl ed": true
},
"profiles": {
"profile": [
{
"profile-nane": "ietf-test-profile",
"protocol -type": "ietf-ioamipv6",
"ietf-ioamintegrity:int-increnental-tracing-profile": {
"node-action": "ietf-ioamaction-encapsul ate",
"trace-types": {
"use- namespace": "ietf-ioam default-nanespace”,
"trace-type": [
"ietf-ioamtrace-transit-del ay"
]
},
"max- 1l ength": 512,
"int-method": "method-0"
}
}
]
}
}
}

Figure 7: JSON-encoded Integrity-Protected Increnental Tracing
Profile

Appendi x D. Exanple of the Integrity-Protected Pre-allocated Tracing
Profile

A JSON [ RFC7951] exanple of the Integrity-Protected Pre-allocated
Tracing Profile is depicted in Figure 8. This configuration is
received by an |OAM i ngress node. This node first identifies the
target flow by using the ACL paraneter "test-acl" and then

encapsul ates the 1OQAM data in the NSH The Integrity Protection
Met hod to be used is nethod 0. The trace type indicates that each
on-path node needs to capture the namespace-specific data in short
format and add the data to the | OAM node data list. This node pre-
al l ocates the node data list in the packet with 512 bytes.
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{
"ietf-ioamioant: {
"adm n-config": {
"enabl ed": true
},
"profiles": {
"profile": [
{
"profile-nane": "ietf-test-profile",
"filter": {
"filter-type": "ietf-ioamacl-filter",
"ace-name": "test-acl"
},
"protocol -type": "ietf-ioamnsh",
"ietf-ioamintegrity:int-preallocated-tracing-profile”: {
"node-action": "ietf-ioamaction-encapsul ate",
"trace-types": {
"use- nanmespace": "ietf-ioam default-nanespace"”,
"trace-type": [
"ietf-ioamtrace-nanespace-data"
]
1
"max-1length": 512,
"int-method": "nethod-0"
}
}
]
}
}
}

Figure 8 JSON-encoded Integrity-Protected Pre-allocated Tracing
Profile

Appendi x E. Exanple of the Integrity-Protected Proof of Transit and
Integrity-Protected Edge-to-Edge Profiles

A JSON [ RFC7951] exanple of the Integrity-Protected Proof of Transit
Profile, combined with the Integrity-Protected Edge-to-Edge Profile,
is depicted in Figure 9. This configuration is received by an | OAM
i ngress node. This node encapsul ates the Integrity-Protected Proof
of Transit Type 0 in an | Pv6 Hop-by-Hop Options header, and al so
encapsul ates the Integrity-Protected Edge-to-Edge in an | Pv6
Destination Options header. The Edge-to-Edge type indicates the
presence of a 64-bit sequence nunber. The Integrity Protection

Met hod to be used for both is method O.
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{
"ietf-ioamioant: {
"adm n-config": {
"enabl ed": true
},
"profiles": {
"profile": [
{
"profile-name": "ietf-test-profile-pot",
"protocol -type": "ietf-ioamipv6",
"ietf-ioamintegrity:int-pot-profile": {
"pot-type": "ietf-ioam pot-type-0",
"node-action": "ietf-ioamaction-encapsul ate",
"int-method": "method-0"
}
H
{
"profile-nane": "ietf-test-profile-e2e",
"protocol -type": "ietf-ioamipv6",
"ietf-ioamintegrity:int-e2e-profile": {
"node-action": "ietf-ioamaction-encapsul ate",
"e2e-types": {
"use- nanmespace": "ietf-ioam default-nanespace"”,
"e2e-type": |
"ietf-ioam e2e-seq- num 64"
]
}
"int-method": "method-0"
}
}
]
}
}
}

Figure 9: JSON-encoded Integrity-Protected Proof of Transit and
Integrity- Protected Edge-to-Edge Profiles
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