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Abst r act
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In Situ Operations, Administration, and M ntenance (1 OAM [ RFC9197]
records QAM i nformation within packets while they traverse a network
domain. The term"In Situ" refers to the fact that the OAM data is
added to the data packets rather than being sent wthin packets
specifically dedicated to OAM (a. k. a. |n-Data-Packet OAM
[1-D.ietf-opsawg-oam characterization]).

| CAM i s depl oyed inside an | OAM Domai n, which consists of a set of
nodes that use 1OAM The boundaries of the | CAM Domain are formed by
| OAM control points, as defined in [RFC9197]. It is expected that
all nodes in an | OAM Donmai n are nmanaged by the same administrative
entity, that has means to select, nonitor, and control access to all
the networking devices. Per [RFC9197], | OAM Data-Fields are carried
in the clear within packets and there are no protections agai nst any
device tanpering with the data. |1CQAM Data-Fields collected in an
untrusted environnent require at least integrity protection to
support critical operational decisions. Refer to [RFC9197] for nore
details on | CAM Donai ns.

Since arbitrary nodes can tanper with all packets data, including

| OAM Dat a- Fi el ds, and the packets are (in general) processed by other
i ntermedi ary nodes before they are delivered to a node that can
verify the 1OAMfields of the packet, there is little value in
attenpting to use cryptographi c nechanisns to prevent such

nmodi fications to the 1OAMfields in the packet. |Instead, this
docunent is limted to the "detectability problent, nanely, to allow
an endpoint to detect that such nodification has occurred since the
generation of the |OAMData-Fields. In addition, the follow ng
considerations and requirenents are to be taken into account in
constructing an |OAM integrity nmechani sm

1. I1OAMdata is processed by the data plane, hence viability of any
met hod to prove integrity of the | OAM Dat a- Fi el ds nust be
feasi ble at data plane processing/forwarding rates (I OAM nmay be
applied to all traffic that a router forwards).

2. |OAMdata is carried within packets. The additional space
required to provide integrity protection of the | OAM Dat a-Fi el ds
must not cause packets to exceed the applicable Maxi mum
Transmi ssion Unit (MIU) within the | OAM Dormai n and shoul d
m nimze adverse effects on packet processing.
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3. Protection against replay of old | OAM data shoul d be possi bl e.
Wthout replay protection, a rogue node can present the old | OAM
data, masking any ongoi ng network issues/activity and making the
| OAM Dat a- Fi el ds col | ection usel ess.

Thi s docunent defines a nethod to protect the integrity of | QAM Dat a-
Fields for Intra-1OAM Domai n use cases, using the | QAM Opti on- Types
specified in [RFC9197] as an exanpl e.

2. Conventions
2.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2.2. Term nol ogy
This docunment uses terns such as | OAM Dat a- Fi el ds, | OAM Donai n, | CAM
Nanespace, | QAM Opti on-Type (or Option-Type), encapsul ati ng node,
transit node, and decapsul ating node. Refer to [RFC9197] for
definitions.

Thi s docunent al so introduces the term"Validator". Refer to
Section 5.6 for the definition.

The foll owi ng abbreviations are used in this document:

OAM Operations, Adm nistration, and M ntenance
| OAM In Situ OAM

POT: Proof of Transit

E2E: Edge to Edge

MTU: Maxi mum Transmni ssion Unit

GCM Gal oi s/ Count er Mde

GVAC: Gal oi s Message Aut henticati on Code

IV Initialization Vector

I CV: Integrity Check Val ue
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AAD: Addi tional Authenticated Data
The following notation is used in this docunent:

Al|l B The concatenation of A and B, where the octets of B
i mediately follow the octets of A

3. Threat Analysis

This section presents a threat analysis of integrity-related threats
in the context of IOAM The threats that are discussed are assuned
to be independent of the | ower layer protocols; it is assuned that
threats at other |layers are handled by security nmechani sns that are
depl oyed at those |ayers.

This docunent is focused on integrity protection for | QAM Dat a-
Fields. Thus, the threat analysis includes threats that are related
to or result fromconpronmising the integrity of | QAM Dat a-Fi el ds

O her security aspects such as confidentiality are out of scope.

Thr oughout the analysis there is a distinction between on-path and

of f-path attackers. As discussed in [ RFC9055], on-path attackers are
| ocated in a position that allows interception, nodification, or
dropping of in-flight protocol packets, whereas off-path attackers
can only attack by generating protocol packets. Since | OAM operates
within adm nistratively controlled | OAM Domai ns that define a trust
boundary, this reduces potential attack vectors and should naturally
mtigate off-path threats.

The anal ysis al so includes the inpact of each of the threats.
General | y speaking, the inpact of a successful attack on an QAM
protocol [RFC7276] is an illusion of nonexistent failures (or

di sruption) or preventing the detection of actual ones, as described
in Section 9 of [RFC9197]; in both cases, the attack could result in
Deni al - of - Service (DoS). Furthernore, creating the illusion of a
nonexi stent issue could trigger unnecessary processing in sonme of the
| OAM nodes al ong a forwarding path, and could cause nore | OAMrel at ed
data to be exported to the nmanagenent plane than is conventionally
necessary. Beyond these general inpacts, threat-specific inpacts are
di scussed in each of the subsections bel ow

3.1. Modification: | OAM Dat a-Fi el ds
Applicability
On-path only.

Thr eat
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3.

2.

Applicability

An attacker can nodify the | OAM Dat a-Fi elds of in-transit packets.
The nodification can either be applied to all packets or

sel ectively applied to a subset. Maliciously nodified | OAM Dat a-
Fi el ds can, for exanple, mslead network diagnostics, result in

i ncorrect network performance netrics, or could msguide network
optimzation efforts.

| mpact

By systematically nodifying the | OAM Dat a-Fi el ds of sone or all of
the in-transit packets, an attacker can create a fake picture of
the network status. Potential consequences include an inmpact on
net wor k performance, a change in the recorded forwardi ng path of
packets, either based on fake node positions or fake data provided
by the attacker to fool the systemthat ingests | OAM Dat a-Fi el ds.

Modi fication: | OAM Qpti on- Type header

On-path only.

Thr eat

An attacker can nodify the fields of an | QAM Opti on- Type header to
change or disrupt the behavior of nodes processing | QAM Dat a-

Fiel ds along the path, or change the interpretation of | QAM Dat a-
Fields. The nodification can either be applied to all packets or
sel ectively applied to a subset.

| mpact

Modi fication of fields in an |1 QAM Opti on- Type header can have
multiple inpacts. The foll owi ng exanpl es are non-exhausti ve.

An attacker that nodifies the Namespace-ID field ([ RFC9197],
Section 4.3), common to all |1 OAM Opti on-Type headers, can alter
the definition and interpretati on of | OAM Dat a-Fi el ds. Wt hout
the correct Nanmespace-1D, | OAM Dat a-Fi el ds cannot be reliably

i nt erpreted.

An attacker that nodifies the Trace-Type field ([ RFC9197],

Section 4.4.1) of the | OAM Trace Option-Type header can increase
node processing overhead for | OAM Dat a- Fi el ds and i ncrease on-the-
Wi re over head.
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An attacker that nodifies the RemainingLen field ([ RFC9197],
Section 4.4.1) of the | OAM Trace Option- Type header can prevent
nodes from i ncorporating | OAM Dat a- Fi el ds

An attacker that sets the Loopback flag ([RFC9322], Section 3) in
the 1 OAM Trace Option-Type header can cause a Deni al - of - Servi ce by

i nduci ng each node to send packet copies to the encapsul ating
node.

Modi fication of the header can result in inpacts sinmlar to those
described in Section 3.1

3.3. Injection: | OAM Dat a- Fi el ds
Applicability
On-path only.
Thr eat
An attacker can inject additional | OAM Data-Fields into packets
containing at | east one | OAM Opti on-Type, thus falsifying the view

of the actual network state. The injection can either be applied
to all packets or selectively applied to a subset.

| mpact

This attack causes inpacts simlar to those described in
Section 3.1.

3.4. Injection: |1 0CAM Option-Type header
Applicability
Bot h on-path and of f-path.
Thr eat
An attacker can inject packets with | OAM Option-Type headers, thus

mani pul ati ng ot her nodes that process |OAM Data-Fields in the
net wor k.

| mpact

This attack and its inpacts are simlar to those described in
Section 3. 2.
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3.5. Deletion: | OAM Dat a- Fi el ds
Applicability
On-path only.
Thr eat

An attacker can renove | OAM Dat a- Fi el ds from packets containi ng at
| east one | OAM Opti on-Type, thus hiding the diagnosis of sone
nodes. The deletion can either be applied to all packets or

sel ectively applied to a subset.

| mpact

This attack causes inpacts simlar to those described in
Section 3.1.

3.6. Deletion: | OAM Opti on-Type header
Applicability
On-path only.

Thr eat

An attacker can renmove | OAM Option-Type headers from packets, thus
preventing the use of |OAMto diagnose the network. The del etion
can either be applied to all packets or selectively applied to a
subset. The mechanisnms in this docunment do not provide any
mitigation against this threat.

| npact
By systematically renmoving | OAM Opti on- Type headers from sone or
all of the in-transit packets, an attacker can make tel enetry
recordi ng i nconpl ete or even inpossible. As a consequence,
net wor k di agnosi s coul d be inconplete or non-existent.

3.7. Replay

Applicability

Bot h on-path and of f - path.

Thr eat

Brockners, et al. Expi res 12 Novenber 2026 [ Page 8]



I nternet-Draft | OAM Dat a-Fields Integrity Protection May 2026

3. 8.

3.

In addition to replaying old packets in general, an attacker can
replay packets with | OAM Dat a- Fi el ds. Specifically, an attacker
could replay a previously transmtted | QAM Opti on- Type header with
a new data packet, therefore attaching old IOAM Data-Fields to a
fresh user packet.

| mpact

This attack causes inpacts simlar to those described in
Section 3.1.

Managenent and Exporti ng

Applicability

Bot h on-path and of f-path.

Thr eat

9.

Attacks that conpronise the integrity of | OAM Dat a-Fi el ds can be
appl i ed at the managenent plane, e.g., by manipul ati ng network
managenent packets. Furthernore, the integrity of | QAM Dat a-
Fields that are exported to a receiving entity can al so be
conprom sed. Managenent plane attacks are out of scope; the

net wor k managenment protocol is expected to include inherent
security capabilities. The integrity of exported data is also out
of scope. It is expected that the specification of the export
format will discuss the relevant security aspects.

| npact

Mal i ci ous mani pul ati on of the managenent protocol can cause nodes
that process |OAM Data-Fields to mal function, to be overl oaded, or
to incorporate unnecessary | OAM Data-Fi el ds into user packets.

The inpact of conpromsing the integrity of exported | QAM Dat a-
Fields is simlar to the inpacts of previous threats that were
described in this section.

Del ay

Applicability

On-path only.

Thr eat
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An attacker might delay some or all of the in-transit packets that
include 1 OAM Data-Fields to create an illusion of congestion.

Del ay attacks are well known in the context of determnistic

net wor ks [ RFC9055] and tine synchronization [ RFC7384], and could
be somewhat mtigated in these environnents by using redundant
paths in a way that is resilient to an attack al ong one of the

pat hs. This approach does not address the threat in the context
of TOAM as it does not neet the requirenent to neasure a specific
path or to detect a problemalong the path. Note that the

mechani sns in this docunent do not attenpt to provide any
mtigation against this threat.

| mpact

Since | OAM can be applied to a fraction of the traffic, an
attacker can detect and delay only the packets that include | CAM
Dat a- Fi el ds, thus preventing the authenticity of delay and | oad
neasur enent s.

Threat Sunmary

s e s s e s e e s e ey s
Thr eat | Document |

|  Scope |

===t =====4

| In | Qut |
sy e p——_— —p———_—
Modi fication: | QAM Dat a- Fi el ds | X |
------------------------------------------ T
Modi fi cation: | OAM Opti on- Type header | X |
------------------------------------------ I e
I njection: | CAM Dat a- Fi el ds | X |
------------------------------------------ R e
I njection: |1 OAM Opti on- Type header | X |
------------------------------------------ T
Del etion: | OAM Dat a- Fi el ds | X |
------------------------------------------ I e
Del etion: | OAM Opti on- Type header | | X
------------------------------------------ R e
Repl ay | X |
------------------------------------------ T
Management and Exporting | | X |
------------------------------------------ I e
Del ay | | X |
------------------------------------------ R e

Figure 1: Threat Analysis Summary
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4. Integrity-Protected Option-Types

This section defines new | OAM Opti on- Types to carry | OAM Dat a- Fi el ds
with integrity protection. For each | OAM Option-Type defined in

[ RFC9197], a corresponding Integrity-Protected Option-Type is defined
as foll ows:

IOAM Integrity-Protected Pre-allocated Trace Option- Type:
corresponds to the | OAM Pre-al |l ocated Trace Option- Type
([ RFC9197], Section 4.4) with integrity protection.

IOAM Integrity-Protected Increnental Trace Option-Type:
corresponds to the | OAM I ncrenmental Trace Option-Type ([RFC9197],
Section 4.4) with integrity protection.

IOAM I ntegrity-Protected POT Option-Type: corresponds to the | OAM
POT Option-Type ([RFC9197], Section 4.5) with integrity
protection.

IOAM Integrity-Protected E2E Opti on- Type: corresponds to the | GAM
E2E Option-Type ([RFC9197], Section 4.6) with integrity
protection.

The Direct Export (DEX) Option-Type [RFC9326] is not covered by the
Integrity Protection Method defined in Section 5. This docunent
focuses on the integrity protection of | OAM Dat a-Fi el ds, whereas DEX
does not carry |1OAM Data-Fields by definition. As a consequence, DEX
and simlar (i.e., any |1 OAM Option-Type with no | OAM Dat a- Fi el ds) are
consi dered out of scope and MJST NOT use the Integrity Protection

Met hod defined in this document.

The Integrity Protection header sits between an | QAM Opti on- Type
header and its | OAM Dat a-Fi el ds, form ng an equivalent Integrity-
Protected Option-Type. This placenent ensures that the Integrity
Protection header is part of the header, rather than a trailer after
the |OAM Data-Fields. The Integrity Protection header is defined as
shown in Figure 2.

Brockners, et al. Expi res 12 Novenber 2026 [ Page 11]



I nternet-Draft | OAM Dat a-Fields Integrity Protection May 2026

0 1 2 3
01234567890123456789012345678901
i T o T i e S S S i S e S
Method ID | Nonce Length | Reserved |
e b T S i i S S S S e e s S i T T i S S

Nonce

+-
L.
I I
!l-— R R ik T T S i e T i S e S e e st (T (T TEIE RIE R TR i S S +-!|-
|~ Integrity Check Value (ICV) |~
I+- B e I T i i ik T I e S e e S el I R e e i ol i o +-|+
Figure 2: Integrity Protection header

Method ID: 8-bit unsigned integer, see Section 6.2. It defines the
Integrity Protection Method to conmpute the Integrity Check Val ue
(1cv) field. [If a node encounters an unknown value, it MJST NOT
change the contents of the Integrity Protecti on header and MJST
NOT change the contents of the | OAM Data-Fields. In other words,
the node nmust not process the | QAM Opti on- Type.

Nonce Length: 8-bit unsigned integer. |t defines the Iength of the
Nonce field, in octets.

Reserved: 16-bit Reserved field. It MJST be set to zero upon
transm ssi on and i gnored upon receipt.

Nonce: Variable length field. |Its size depends on the Nonce Length
field.

Integrity Check Value (ICV): Variable length field. Its size
depends on the Method ID field.

In order to keep | OAM Dat a- Fi el ds aligned ([ RFC9197], Section 4.4.2),
the total length of the Integrity Protection header MIST be a
multiple of 4 octets.

4.1. Integrity-Protected Trace Option-Types

Both the | OAM Pre-al l ocated Trace Option-Type header and the | OAM

I ncrenental Trace Option-Type header are identical, as defined in
Section 4.4 of [RFC9197]. \When followed by the Integrity Protection
header, they respectively formthe 1OAM Integrity-Protected Pre-

al | ocated Trace Option-Type and the 10AM Integrity-Protected
Increnental Trace Option-Type (Figure 3). The definitions of fields
that are not part of the Integrity Protection header are the sane as
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in [ RFC9197] .

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
Nanmespace- | D | NodeLen | Flags | RenmininglLen|
T o e i e o o e b T b oI S R
| OAM Tr ace- Type | Reserved |
i T o T i e S S S i S e S
Method ID | Nonce Length | Reserved |
i i S S i e S S e b Lk S S S

Nonce ~

B i T i T S i s S S N e s o T S
Integrity Check Value (ICV) ~

s T o T e e i T S S S e S e T S TR S e S R

I
+-
I
+-
I
+-
I

I
+-
I

I
+-
I _
~ | OAM Dat a- Fi el ds
I

+-

I
I
+
I
I
+
I
I
e b T S i i S S S S e e s S i T T i S S
Figure 3: Integrity-Protected Trace Option-Types header

4.2. Integrity-Protected POT Option-Type

The |1 OAM POT Option-Type header is defined in Section 4.5 of

[ RFC9197]. \When followed by the Integrity Protection header, it

forms the IOAM Integrity-Protected POT Option-Type (Figure 4). The

definitions of fields that are not part of the Integrity Protection
header are the sanme as in [ RFC9197].
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Nanmespace- | D | 1| OAM POT- Type | | OAM POT- Fl ags|
i i i T i I S i e s o o i i
Method ID | Nonce Length | Reserved |

Sl T N I I e ol I R R RIE TE R I  aih tle EIE I R R R I R N i i S
Nonce
I el i it o (RIS HE S I R T I R R R I ik I S R R R el i T I R R

Integrity Check Value (ICV) ~
B i T i T S i s S S N e s o T S

I
+-
I I
I I
+- +
I I
I I
+- +
| , |
~ | OAM Dat a- Fi el ds
I I
R et e s i o e s i i
Figure 4: Integrity-Protected POT Option-Type header
4.3. Integrity-Protected E2E Option- Type
The | OAM E2E Opti on- Type header is defined in Section 4.6 of
[ RFC9197]. \When followed by the Integrity Protection header, it
fornms the |OAM Integrity-Protected E2E Opti on-Type (Figure 5). The

definitions of fields that are not part of the Integrity Protection
header are the sane as in [ RFC9197].
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Nanmespace- | D | | OAM E2E- Type |
i i i T i I S i e s o o i i
Method ID | Nonce Length | Reserved |

Sl T N I I e ol I R R RIE TE R I  aih tle EIE I R R R I R N i i S
Nonce

T T i e S T

Integrity Check Value (ICV) ~
B i T i T S i s S S N e s o T S

I
+-
I

I
+-
I

I
+-
| .
~ | OAM Dat a- Fi el ds
I

+-

I
I
+
I
I
+
I
I
R e o i i e S S R S R ol i il S S S S R e o T R e
Figure 5 Integrity-Protected E2E Opti on- Type header

5. Integrity Protection Mthod

Thi s docunent defines an Integrity Protection Method for | QAM Dat a-
Fi el ds using symetric keys.

The nethod uses AES- GVAC [ AES] [ NI ST. 800-38D], a node of operation
that provides data origin authentication and is a specialization of
Gal oi s/ Counter Mode (GCM). GCMtakes as input a secret key, an
Initialization Vector (IV), a plaintext, and Additional Authenticated
Data (AAD), and produces a ciphertext and an Authenticati on Tag. GVAC
is the special case of GCMwi th zero-length plaintext; the ciphertext
output is enpty and ignored, and only the Authentication Tag is

pr oduced.

For this method, the Authentication Tag MJST NOT be truncated and
MJST be 16 octets in |ength.

In this docurment, the GVAC Initialization Vector (1V) is referred to
as the nonce, the GVAC Authentication Tag is referred to as the
Integrity Check Value (ICV), and the GVAC Additional Authenticated
Data (AAD) is referred to as AAD.

Due to | OAM space constraints, nmaintaining a separate nonce and | CV
for each 1 OAM node participating in integrity protection is not
practical. This Integrity Protection Method uses a single Nonce
field and a single ICV field in the packet. The nonce is generated
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by the encapsul ati ng node according to the requirenments defined in
Section 5.1 and remains unchanged. The ICV is iteratively updated by
participating nodes using the received ICV and their inmmutable | CAM
Data-Fields as inputs to the GVAC operation. This design enables
reconstruction of the integrity chain by a Validator

5.1. Key and Nonce Managenent

In order to use this nethod and apply integrity protection, it is
REQUI RED t hat each | OAM node that updates the ICV (in the Integrity
Protection header) has its own unique symmetric key. Although GVAC
supports all AES key sizes (i.e., 128, 192, and 256 bits), it is
RECOMVENDED to use the | ongest key size when possible. Each key MJUST
be securely generated and fresh. Also, each key MJST be securely
distributed to only the correspondi ng | OAM nodes and any Val i dat or
that needs to validate nessages protected by that key. Except key
rotation requirenents, the details of key generation and distribution
are out of scope.

In addition to key managenent, per-message nonces used with GVAC MUST
be managed to prevent reuse of a key-nonce pair. Since reuse of a
nonce with a given key allows forgery of arbitrary ciphertexts with
valid authentication tag, it is extrenely inportant to have high
confidence in nonce non-reuse.

For this method, the size of the nonce MJUST al ways be 12 octets. |If
a node receives a Nonce Length value other than 12, it MJST NOT
change the contents of the Integrity Protection header and MJST NOT
change the contents of the |OAM Data-Fields. |In other words, the
node must not process the |1 OAM Option-Type. A nonce MJST NOT be
reused with the same key. The nonce is based on the "Determnistic
Construction” [N ST.800-38D] and has the format shown in Figure 6.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T

Key 1D | Encapsul ati ng Node I D |
i T o T T i T A S S S T

I

+-

| , |
| Counter (64 bits) |
I I
I S i o T s S S S e s s T

Figure 6: Structure of the Nonce field (12 octets)

Key ID: 8-bit unsigned integer. 1t identifies the key used by the
correspondi ng Encapsul ating Node ID to conpute the ICV with GVAC
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Encapsul ating Node ID: 24-bit unsigned integer. It identifies an
| OAM encapsul ati ng node that generated the nonce. It MJIST be
uni que for each 1 OAM node in the | OQAM Dormai n, whi ch nmeans a
reasonable limt of 2724 distinct | OAM nodes in total

Counter: 64-bit unsigned integer. 1t is an increnmenting counter
managed by the correspondi ng encapsul ati ng node (i.e., the one
whose IDis the same as the Encapsulating Node ID field). The
counter MJST start at O for each Key ID and MJST be uni que for
each packet, which neans a |limt of 2764 packets per Key ID on the
correspondi ng Encapsul ating Node ID. Since GVAC does not require
a nonce to be secret or unpredictable, it is secure to use a
counter.

VWhen the key-specific counter of an encapsul ati ng node reaches the
maxi mum val ue (i.e., 27"64), the encapsul ati ng node MJST stop appl yi ng
integrity protection with that key and start using a new one.

Ideally, before that Iimt is reached, the key nanagenment system
SHOULD rotate the key and notify any Validator that needs to validate
messages protected by that key. The Key ID field provides an easy
way to avoid conflicts during key rotations with other | OAM nodes
that apply integrity protection. Wen an encapsul ati ng node reaches
its maxi mum use of 256 distinct keys (i.e., see the Key ID field) and
is also about to reach the limt of its key-specific counter, the key
managenment system MJST rotate the keys of all | OAM nodes in the | QAM

Domain and notify any Validator with the new keys. In addition, the
internal integrity protection state of all | OAM nodes, which is
useful to detect and prevent key-nonce reuse, MJST be reset.

Overall, the key managenent system MJST NOT (ever) redistribute an

old key to any of the | OAM nodes in the | OAM Dorai n

An encapsul ating node that participates in the integrity protection
of | OAM Dat a- Fi el ds MAY retain on persistent storage the current key
in use and the correspondi ng key-specific counter, such that a power
interruption or systemcrash (or reboot in general) does not lead to
nonce reuse. |If it is not possible for sone reason, the
encapsul ati ng node MJUST NOT reuse the key and the key managenent
system MUST rotate the key before the encapsul ati ng node resunes
integrity protection. 1In case of a power interruption or system
crash (or reboot in general) on any transit node that participates in
the integrity protection of |OAMData-Fields, the transit node MJST
NOT reuse the key and the key managenent system MJUST rotate the key
before the transit node resumes integrity protection

To illustrate with an exanple, it would take 7 years for a single key
of an encapsul ating node to reach the Iimt of 2764 1500-byte packets
on a 1 Pbps (Petabits per second) link at line rate, while it would
take approxi mately 143 days with 64-byte packets. For 256 distinct
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keys of an encapsul ating node, it would take 1792 and 100 years
respectively. This is a worst-case scenario, as such link capacity
is not comopn and | GAM m ght not be applied to all packets.

5.2. Integrity Protection of Header Fields

The main objective of the Integrity Protection Method defined in this
docunent is to provide integrity protection of | OQAM Dat a-Fi el ds
However, some Option-Type header fields are crucial for | OAM Dat a-
Fields (e.g., the | OAM Nanespace-ID, which is common to all | OAM
Option-Types). Wthout such fields, | OAM Dat a-Fi el ds cannot be
reliably interpreted. As a consequence, the integrity of any

i mmut abl e Opti on- Type header field MJST be protected. As for nutable
Opti on- Type header fields, they do not benefit fromany integrity
protection since their values can change.

Wth GVAC, the bit length of the AAD MUST be a nultiple of 8. In

ot her words, the AAD is made up of whole octets. Masking specific
bits of Option-Type header fields allows this constraint to be
respected, even for fields that are single bits (e.g., flags) or not
al i gned on natural boundaries. The list of Option-Type header fields
and their corresponding integrity protection masks to be applied
(i.e., alogical AND operation) are defined in Section 6.2.

For interoperability, having a dynamic registry to specify which
header fields participate in integrity protection nmight not seem
optimal at first glance. However, from a vendor perspective,
integrity protection is sinply a feature built on top of |1 OAM
Therefore, if two different vendors providing IOAMintegrity
protection are not interoperable, it probably neans that their core

| OAM i npl enent ati ons are not interoperable in the first place. Since
| OAM has no versions, it does not nake sense to introduce versions in
the integrity protection feature either. This is the reason why it
is acceptable to have a dynanmic registry for this purpose and to
update it accordingly over tine.

5.3. Encapsul ati ng Node

The encapsul ati ng node MJUST follow the instructions in Section 5.1 to
generate a new nonce, which is then stored in the Nonce field of the
Integrity Protection header (the Nonce Length field is set
accordingly). In particular, nonce generation MJST conply with the
nonce uni queness requirements defined in Section 5.1. The Method ID
field MUST be set to 0, as defined in Section 6. 2.

The initial ICVis the result of a GVAC operation, using the

encapsul ati ng node’s key and the nonce generated by the encapsul ating
node. The AAD consists of a list of immtable header fields as
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defined in Section 5.2 (depending on the Integrity-Protected Option-
Type) and i mrut abl e | OAM Dat a- Fi el ds added by the encapsul ati ng node.
In the case where the Integrity-Protected Pre-all ocated Trace Option-
Type is used, the encapsul ati ng node includes the | OAM Dat a- Fi el ds
that correspond to itself, i.e., "node data list [n]" ([RFC9197],
Section 4.4). The encapsul ati ng node perforns the follow ng

operati ons:

* AAD = (Header Fields || | OAM Dat a- Fi el ds)

* | CV = GVAC(Key, Nonce, AAD)

Fields in the AAD are encoded in network byte order and in the sane
sequence as they appear on the wire. The encapsul ati ng node then
stores the ICV in the corresponding field of the Integrity Protection
header .

5.4. Transit Node

A transit node MJUST NOT generate a new nonce, as this would break the
integrity chain and prevent validation of | QAM Dat a-Fi el ds
contributed by previous nodes. It MJST use the received Nonce field
for its owmn GVAC operation. A transit node MJST NOT reuse a nonce
with the sanme key, as this is critical for GVWAC security. Therefore,
it MUST be able to detect reuse of nonces with its current Kkey.
Details on how this detection is inplenmented are out of scope. If a
transit node receives a Nonce field that has already been used with
its current key, it MJUST NOT change the contents of the Integrity
Prot ecti on header and MJST NOT change the contents of the | OAM Dat a-
Fields. |In other words, the transit node nust not process the | OAM
Integrity-Protected Option-Type.

The I1CV is the result of a GVAC operation, using the transit node’s
key and the received nonce. The AAD consists of the received I CV
(ICV_rx) and i mutabl e | OAM Dat a- Fi el ds added by the transit node.

In the case where the Integrity-Protected Pre-all ocated Trace Option-
Type is used, the transit node includes the | OAM Dat a- Fi el ds t hat
correspond to itself, i.e., "node data list [n-i]" ([RFC9197],
Section 4.4). The transit node perforns the foll ow ng operations:

* AAD = (ICV_rx || | CAM Dat a- Fi el ds)

* eV

GVAC( Key, Nonce, AAD)
Fields in the AAD are encoded in network byte order and in the sane

sequence as they appear on the wire. The transit node then updates
the ICV field accordingly in the Integrity Protection header.
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If the transit node does not add any i mutabl e | QAM Dat a- Fi el ds
(e.g., it only nodifies nmutable | OAM Dat a- Fi el ds or does not hi ng),
and if the transit node, in case the Integrity-Protected Pre-

al | ocated Trace Option-Type is used, does not update the "node data
list" array, then the transit node MJST NOT update the ICV field in
the Integrity Protection header.

A transit node MJUST NOT add or renove the Integrity Protection
header. Al so, a transit node MJUST NOT nodify the Method ID field,
the Nonce Length field, or the Nonce field in the Integrity
Protecti on header.

A transit node does not validate the integrity of previously added
| OAM Dat a-Fields. Integrity validation is exclusively performed by a
Val i dator as defined in Section 5.6.

5.5. Decapsul ati ng Node

The decapsul ati ng node MAY performthe function of the Validator. |If
it does, ignore this section and refer directly to Section 5.6.

If the decapsul ati ng node does not performthe function of the
Validator, which is an alternative to put any Validator out of the
forwarding path in case of performance concerns, the decapsul ating
node MJST send the entire 1OAM Integrity-Protected Option-Type to a
Validator. The nethod to send it to a Validator is out of scope.

The decapsul ati ng node MJUST NOT generate a new nonce, as this would
break the integrity chain and prevent validation of | OQAM Dat a-Fi el ds
contributed by previous nodes. It MJST use the received Nonce field
for its owmn GVAC operation. A decapsul ati ng node MJUST NOT reuse a
nonce with the sane key, as this is critical for GVAC security.
Therefore, it MJST be able to detect reuse of nonces with its current
key. Details on how this detection is inplenmented are out of scope.
I f a decapsul ati ng node receives a Nonce field that has already been
used with its current key, it MJST NOT change the contents of the
Integrity Protection header and MJUST NOT change the contents of the
| OAM Dat a- Fi el ds. I n other words, the decapsul ati ng node must not
process the IOAM Integrity-Protected Option-Type.
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The decapsul ati ng node updates the ICV field in the Integrity
Protection header. The ICV is the result of a GVAC operation, using
the decapsul ati ng node’ s key and the received nonce. The AAD
consists of the received ICV (1 CV_rx) and inmutabl e | OAM Dat a- Fi el ds

added by the decapsulating node. |In the case where the Integrity-
Protected Pre-allocated Trace Option-Type is used, the decapsul ating
node includes the | OAM Dat a- Fi el ds that correspond to itself, i.e.,

"node data list [n-i]" ([RFC9197], Section 4.4). The decapsul ating
node perfornms the foll ow ng operations:

* AAD = (ICV_rx || | OCAM Dat a- Fi el ds)

* | CV = GVAC(Key, Nonce, AAD)

Fields in the AAD are encoded in network byte order and in the sane
sequence as they appear on the wre.

If the decapsul ati ng node does not add any inmutabl e | OAM Dat a- Fi el ds
(e.g., it only nodifies nmutable | OAM Dat a- Fi el ds or does not hi ng),
and if the decapsulating node, in case the Integrity-Protected Pre-

al l ocated Trace Option-Type is used, does not update the "node data
list" array, then the decapsul ati ng node MUST NOT update the I CV
field in the Integrity Protection header.

The decapsul ati ng node MJUST NOT add the Integrity Protection header.
Al so, the decapsul ati ng node MUST NOT nmodify the Method ID field, the
Nonce Length field, or the Nonce field in the Integrity Protection
header .

5.6. Validator

An | OAM node that perforns the validation of the integrity protection
is referred to as a Validator. Any Validator is a key trusted entity
inthis system as it has access to all of the keying naterial in use
and nmakes the final determination of whether an ICV is valid.

A validator is not vulnerable to key-nonce reuse, since the conputed
ICV remains internal. However, a protection against replay attacks
in general (nore specifically, replay of old |OAM Data-Fields) is
still needed. To this end, a Validator MJUST be able to detect nonces
al ready used with specific keys during validation to prevent repl ays.
Details on how this detection is inplemented are out of scope. |If a
Val i dator receives a Nonce field that has already been used with a
specific key during validation, it MJST consider the ICV as invalid
and ignore the next steps.
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6.

6.

To validate an I CV, a Validator MJUST reconmpute the cunul ative | CV by
replayi ng the sequence of GVAC operations in the sane order as
performed by the | OAM nodes, using the |1 OAM Dat a-Fi el ds contained in
the packet and the correpondi ng keys associated with each node.

Since only the latest ICV is carried, each step uses the | CV produced
by the previous step as input to the next conputation. The
reconputed ICV is then conpared with the ICV field (ICV_rx) carried
in the packet. The Validator perforns the foll ow ng operations:

Step 0 (encapsul ati ng node)

* AAD O = (Header Fields || | OAM Dat a-Fi el ds_0)

* 1CV_0 GVAC( Key_0, Nonce, AAD 0)

Step i (i-th node)

* AAD = (ICV.i-1|| |OAMData-Fields_ i)

* ICV_.i = GVAC(Key_ i, Nonce, AAD i)
Step n (n-th node, i.e., the Validator)
* return (I1C/_n-1 == ICV_rx)

As a result, a Validator can performan integrity check on the | OAM
Dat a- Fi el ds and report whether any nodification is detected. The
validation is one-step in sone cases (e.g., with POT Type-0 or E2E),
where only the encapsul ati ng node updates the | CV according to the
definition of this method. For other cases where transit nodes al so
update the ICV (e.g., with Trace Option-Types), a Validator MJST be
able to identify these transit nodes to | ook up their respective
keys. For that, a unique identifier of the node, such as the
"node_id" ([RFC9197], Section 4.4.2) for Trace Option-Types, MJIST be
included in | OAM Dat a- Fi el ds. Regardl ess of the Option-Type, the
Nonce field allows the encapsul ating node to be identified

(Section 5.1). Details on how the mappi ng between those identifiers
and keys is inplenented on a Validator are out of scope.

| ANA Consi der ati ons
1. |1 OAM Option-Types

I ANA is requested to add the foll owi ng new code points in the "I QAM
Option-Type" registry avail able at [1 ANA-1 QAM :

Code Point: (suggested) 64

Brockners, et al. Expi res 12 Novenber 2026 [ Page 22]



I nternet-Draft | OAM Dat a-Fields Integrity Protection May 2026

Nane: |OAM Integrity-Protected Pre-allocated Trace Option-Type
Description: Pre-allocated Trace with Integrity Protection
Ref erence: This document, Section 4
Code Point: (suggested) 65
Nane: |OAMIntegrity-Protected Incremental Trace Option-Type
Description: Incremental Trace with Integrity Protection
Ref erence: This document, Section 4
Code Point: (suggested) 66
Nane: |OAM Integrity-Protected POT Option-Type
Description: POl with Integrity Protection
Ref erence: This docunent, Section 4
Code Point: (suggested) 67
Nanme: | OAM Integrity-Protected E2E Opti on- Type
Description: E2E with Integrity Protection
Ref erence: This document, Section 4
New | OAM I ntegrity-Protected Option-Types that intend to use the
Integrity Protection Method defined in this docunment will update the
"IOAM Integrity Protection Methods" registry (Section 6.2), nore
specifically the "Protected Header Fields" colum of this Integrity
Protection Method, to specify the Iist of corresponding Option-Type
header fields that participate in the integrity protection of | OAM
Dat a- Fiel ds. Section 5.2 discusses the notivations and choi ces for
protecting the integrity of Option-Type header fields in addition to
| CAM Dat a- Fi el ds.

6.2. |OAMIntegrity Protection Methods
I ANA is requested to define a newregistry named "I OAM Integrity

Protecti on Met hods", under the "In Situ OQAM (1 CAM " regi stry group
[ 1 ANA- | CAM .
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This new registry defines 256 code points to identify different | OAM
Integrity Protection Methods. The following initial code points are
def i ned:

AES- GVAC,
16-octet (full)
Aut henti cati on
Tag, 12-octet
Initialization
Vect or.

+

I

+

| Pre-allocated Trace and | This docunent,
| I'ncremental Trace: | Section 5
| - Nanespace-|D |
| (mask = Oxffff) |
| - NodeLen + Flags + |
| Remai ni ngLen |
| (mask = 0xf b00) |
| - 1OAM Trace- Type |
| (mask = Oxffffff) |
| - Reserved |
| (mask = 0x00) |
I I
| POT: |
| - Nanespace-1D |
| (mask = Oxffff) |
| - 1 CAM POT- Type |
| (mask = Oxff) |
| | OAM: POT- FI ags |
| (mask = 0x00) |
| |
I I
I I
I I
I I
I I

E2E:

- Namespace-1D
(mask = Oxffff)

- | OAM E2E- Type
(mask = Oxffff)

Figure 7: T1OAM Integrity Protection Mt hods

Code points 1-254 are avail able for assignnent via the "I ETF Revi ew'
process, as per [RFC8126].

New regi stration requests nust use the followi ng tenplate: the val ue

of the requested code point, a description of the Integrity
Protection Method, the |list of header fields with integrity

Brockners, et al. Expi res 12 Novenber 2026 [ Page 24]



I nternet-Draft | OAM Dat a-Fields Integrity Protection May 2026

protection masks for all supported Option-Types, and a reference to
the docunent (and, optionally, the section) that defines the new
Integrity Protection Method.

7. Operational Considerations
7.1. Manageability

[I-Dietf-ippmioamintegrity-yang] specifies a YANG nodul e to manage
IOAM profiles with integrity protection.

7.2. Scalability and Perfornmance

Each node that applies the Integrity Protection Method defined in
this document incurs additional per-packet processing. This overhead
is increased for Validators with Integrity-Protected Option-Types
that require transit node participation (e.g., Integrity-Protected
Trace Option-Types).

I mproper use of this nethod can overl oad nodes and result in service

degradation or failure. Inplenentations SHOULD nonitor rel evant
metrics (e.g., CPU and nenory utilization) to detect abnornal
behavi or.

Operators deploying this nethod MUST ensure that overload conditions
are avoided. This can be achieved by Iimting |OAMinsertion to a
subset of traffic, noting that only such traffic is integrity-
protected. Processing |oad MAY be distributed across nultiple
Validators to enable parallel validation and | oad shari ng.

7.3. Mgration

Option-Types defined in [RFC9197] and the Integrity-Protected Option-
Types defined in this docunent are not nutually exclusive and coul d
coexist within the same | OAM Donmain. Integrity protection is an
extension to | CAM

An i mpl enentation could support nultiple | OAM Nanmespaces
concurrently, for exanple, one | OAM Nanespace using the Pre-all ocated
Trace Option-Type and another using the Integrity-Protected Pre-

al | ocated Trace Option-Type.
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7.4. MU

[ RFC9197] di scusses MIU considerations, as |OAM data is carried
within packets. Simlarly, the additional space required to provide
integrity protection of the | OAM Dat a- Fi el ds MJUST NOT cause packets
to exceed the applicable MU within the | QAM Domai n and SHOULD

m nimze adverse effects on packet processing.

8. Security Considerations

Section 3 provides a threat analysis of integrity-related threats in
the context of | OAM

The Integrity Protection Method defined in this docunment (Section 5)
| everages symmetric keys and uses AES- GVAC [ AES] [ NI ST. 800-38D] .
Security considerations regarding key and nonce nmanagenent are

di scussed in Section 5.1. In particular, a node MJST NOT reuse a
nonce with the sanme key.

Packet reordering or duplication does not conpromise the Integrity
Protection Method defined in this docunent, as key-nonce reuse is
prohi bited. Reordered or duplicated packets are not processed for
integrity protection and no IOAM data is inserted. This behavior
depends on the replay protection wi ndow i npl enented by a node. Such
protection wi ndow determ nes the tol erance for packet reordering.

A conmprom sed transit node can renove the Integrity Protection header
and replace an |OAM Integrity-Protected Option-Type with its
unprotected equivalent to nodify | OAM Dat a- Fi el ds and bypass
validation. 1t can also reinitialize the Nonce and ICV to

i npersonate an encapsul ating node. To mitigate these threats, a

Val i dat or MUST know all | QAM Nanespace-IDs with integrity protection
enabl ed, the correspondi ng encapsul ati ng nodes, and the Option-Types
they add. Integrity protection MJIST be applied to the entire | OAM
set for a given Nanespace-ID. |Inplenentation details are out of
scope. As noted in Section 3.6, a conprom sed transit node can
renove | OAM Opti on-Types; mitigation is out of scope and SHOULD be
provi ded by the protocol that encapsul ates | OAM

A conprom sed Val i dator can forge or nodify | OAM Dat a- Fi el ds and
produce incorrect validation results. As a trusted entity, such
behavi or cannot be prevented by this Integrity Protection Method.
Conprom sed encapsul ating or transit nodes can forge or drop packets
but cannot inpersonate other | OAM nodes or nodify integrity-protected
| OAM Dat a- Fi el ds wi thout detection by a Validator. A transit node’s
ability to forge data is limted, as validation includes the

encapsul ati ng node’s | CV.
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The Integrity Protection Method defined in this docunment is intended
for Intra-1OAM Domai n use cases (i.e., no confidentiality, integrity
protection only). For Inter-1QOAM Domain use cases, operators can use
| PSec to securely transfer | OAM Dat a- Fi el ds bet ween | OAM Donai ns.
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