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Abst r act

In Situ Operations, Adnministration, and Mai ntenance (1 OAM records
operational and telenetry information in the packet while the packet
traverses a path in the network. |ETF protocols require features
that can provide secure operation. This docunent describes the
integrity protection of | OAM Dat a- Fi el ds.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 1 Septenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1.

I nt roducti on

In Situ Operations, Administration, and M ntenance (1 QAM records
OAM information within the packet while the packet traverses a
particul ar network domain. The term"In Situ" refers to the fact
that the OAM data is added to the data packets rather than being sent
within packets specifically dedicated to OAM | OAMis to conpl enent

mechani sms such as Ping or Traceroute. |In terns of "active" or
"passive" OAM In Situ OAM can be considered a hybrid QAMtype. In
Situ mechani snms do not require extra packets to be sent. | OAM adds
information to the already avail abl e data packets and therefore
cannot be considered passive. In terns of the classification given
in [RFC7799], | OAM could be portrayed as Hybrid Type |I. |1QAM
mechani sms can be | everaged where mechani sms using, e.g., |CVMP do not

apply or do not offer the desired results, such as verifying that a
certain traffic flow takes a pre-defined path, SLA verification for
the data traffic, detailed statistics on traffic distribution paths
in networks that distribute traffic across multiple paths, or
scenarios in which probe traffic is potentially handled differently
fromregular data traffic by the network devices.

| OAM MUST be deployed in an | OAM Donmain. An |IOAM Domain is a set of
nodes that use |1OAM  An | OAM Donmi n i s bounded by its perineter or
edge. It is expected that all nodes in an | OAM Domai n are managed by
the sane adnministrative entity, that has nmeans to select, nonitor,
and control the access to all the networking devices. As such, | CAM
Data-Fields are carried in the clear within packets and there are no
protections agai nst any node or m ddl ebox tanpering with the data.

| OAMt Dat a- Fi el ds collected in an untrusted or seni-trusted
environment require integrity protection to support critical
operational decisions. Please refer to [RFC9197] for nore details on
| CAM Domai ns.

Since arbitrary nodes and m ddl eboxes can tanper with all packets
data, including | OAM Dat a- Fi el ds, and the packets are (in general)
processed by other internediary nodes before they could arrive at a
node that can verify the |OAMfields of the packet, there is little
value in attenpting to use cryptographi c mechani snms to prevent such
nmodi fications to the 1OAMfields in the packet. Instead, we limt
ourselves to the "detectability problent, nanely, to allow an
endpoint to detect that such nodification has occurred since the
generation of the |OAMData-Fields. |In addition to this
detectability problem the followi ng considerations and requirenents
are to be taken into account in constructing an IQAMintegrity
mechani sm
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1. IOAMdata is processed by the data plane, hence viability of any
met hod to prove integrity of the | OAM Dat a- Fi el ds nust be
feasi ble at data plane processing/forwarding rates (I OAM m ght be
applied to all traffic a router forwards).

2. |OAMdata is carried within packets. Additional space required
to prove integrity of the | OAM Dat a- Fi el ds SHOULD be opti nal
i.e., SHOULD not exceed the Maxi mum Transnission Unit (MIU) or
have adverse effect on packet processing.

3. Protection against replay of old | OAM data SHOULD be possi bl e.
Wthout replay protection, a rogue node can present the old | OAM
data, maski ng any ongoi ng network issues/activity and maki ng the
| OAMt Dat a- Fi el ds col | ection usel ess

Thi s docunent defines a nethod to protect the integrity of | QAM Dat a-
Fi el ds, using the | OAM Opti on-Types specified in [ RFC9197] as an
example. The nethod will sinmilarly apply to future | OAM Opti on-
Types.

Conventi ons
1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
2. Abbreviations

Abbrevi ations used in this docunent:

OAM Qperations, Adm nistration, and M ntenance
| CAM In Situ OAM

POT: Proof of Transit

E2E: Edge to Edge
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3.

3.

Threat Anal ysis

This section presents a threat analysis of integrity-related threats
in the context of IOAM The threats that are discussed are assuned
to be independent of the | ower layer protocols; it is assuned that
threats at other |layers are handled by security mechanisns that are
depl oyed at these |ayers.

Thi s docunent is focused on integrity protection for | QAM Dat a-
Fields. Thus the threat analysis includes threats that are rel ated
to or result fromconpronmising the integrity of | QAM Dat a-Fi el ds

O her security aspects such as confidentiality are not within the
scope of this docunent.

Thr oughout the analysis there is a distinction between on-path and

of f-path attackers. As discussed in [ RFC9055], on-path attackers are
| ocated in a position that allows interception and nodification of
in-flight protocol packets, whereas off-path attackers can only
attack by generating protocol packets.

The anal ysis al so includes the inpact of each of the threats.
General | y speaking, the inpact of a successful attack on an OAM
protocol [RFC7276] is an illusion of nonexistent failures or
preventing the detection of actual ones; in both cases, the attack
may result in denial of service (DoS). Furthernore, creating the
illusion of a nonexistent issue may trigger unnecessary processing in
some of the | OAM nodes al ong the path, and may cause nore | OAM
related data to be exported to the managenent plane than is
conventionally necessary. Beyond these general inpacts, threat-
specific inpacts are discussed in each of the subsections bel ow.

1. Modi fication: | OAM Dat a- Fi el ds
Thr eat

An on-path attacker can nodify the | OAM Data-Fields of in-transit
packets. The nodification can either be applied to all packets or
selectively applied to a subset of the en route packets.

Mal i ci ously nodi fied | OAM Dat a- Fi el ds can for exanple m sl ead

net wor k di agnostics, result in incorrect network performance
metrics, or could msguide network optimzation efforts

| mpact
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3.

3.

2.

3.

By systematically nodifying the | OAM Dat a-Fi el ds of sone or all of
the in-transit packets, an attacker can create a fake picture of
the network status. Potential consequences include an inpact on
networ k performance, a change in the recorded forwardi ng path of
packets, either based on fake node positions or fake data provided
by the attacker to fool the systemthat ingests | OAM Data-Fi el ds.

Modi fication: |1 OAM Option- Type headers

Thr eat

An on-path attacker can nodify the header in | OAM Option-Types in
order to change or disrupt the behavior of nodes processing | CAM
Dat a- Fi el ds al ong the path.

| npact

Changi ng the header of existing | OAM Option-Types, just like it is
assuned for future | OAM Opti on- Types, nmay have several
inmplications. The following |list of exanples is not exhaustive,
and is based on | OAM Opti on-Types defined in [ RFC9197] and

[ RFC9326]. An attacker could maliciously increase the processing
overhead in nodes that process | OAM Dat a- Fi el ds and i ncrease the
on-the-wire overhead of | OAM Dat a- Fi el ds, by nodi fying the | CAM
Trace-Type field in the | OAM Trace Option-Type header. An
attacker could al so prevent sone of the nodes that process | CAM
Dat a- Fi el ds fromincorporating | OAM Dat a- Fi el ds, by nodi fying the
Remai ni ngLen field in the | OAM Trace Option-Type header. Another
possibility for the attacker is to change the definition or
interpretation of | OQAM Dat a-Fi el ds by nodi fyi ng the Nanespace-ID
field, which is coimmon to all |1 OQAM Opti on- Type headers. For | CAM
Nanespaces, please refer to [ RFC9197], Section 4.2. Wthout the
right context (i.e., Nanespace-1D), |QAM Dat a-Fi el ds becone

meani ngl ess, just |ike data wi thout netadata. An attacker could
al so set the Loopback flag in the | OAM Trace Option-Type header so
that packet copies would be sent back by each node to the

encapsul ating node. Note that the nodification of the header can
lead to sinilar inpacts described in Section 3. 1.

I njection: | OAM Dat a- Fi el ds

Thr eat

An attacker can inject packets with | OAM Opti on-Types and | CAM
Data-Fields. This threat is applicable to both on-path and off-
pat h attackers.

| npact
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This attack and its inpacts are simlar to Section 3.1
3.4. Injection: |10AM Opti on-Type headers
Thr eat
An attacker can inject packets with | OAM Option- Type headers, thus
mani pul ati ng ot her nodes that process |OAM Data-Fields in the

network. This threat is applicable to both on-path and off-path
attackers.

| npact

This attack and its inpacts are simlar to Section 3.2.
3.5. Replay
Thr eat

In addition to replaying old packets in general, an attacker can
replay packets with | OAM Dat a-Fi el ds. Specifically, an attacker
may replay a previously transmtted | OAM Option-Type with a new
data packet, therefore attaching old |OAM Data-Fields to a fresh
user packet. This threat is applicable to both on-path and off-
pat h attackers

| npact
The inpacts of this attack are sinmlar to those described in
Section 3. 1.

3.6. Managenent and Exporting
Thr eat

Attacks that conpronise the integrity of | OAM Dat a-Fi el ds can be
appl i ed at the managenent plane, e.g., by manipul ati ng network
managenment packets. Furthernore, the integrity of | QAM Dat a-
Fields that are exported to a receiving entity can al so be
conprom sed. Managenent plane attacks are not within the scope of
this docunment; the network nmanagenent protocol is expected to

i nclude i nherent security capabilities. The integrity of exported
data is also not within the scope of this docunent. It is
expected that the specification of the export format will discuss
the relevant security aspects.

| npact
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3.7.

3. 8.

Mal i ci ous mani pul ati on of the managenent protocol can cause nodes
that process |OAM Data-Fields to mal function, to be overl oaded, or
to incorporate unnecessary | OAM Data-Fields into user packets

The inpact of conpromsing the integrity of exported | QAM Dat a-
Fields is simlar to the inpacts of previous threats that were
described in this section.

Del ay

Thr eat

An on-path attacker nmay delay sone or all of the in-transit
packets that include | OAM Data-Fields in order to create an
illusion of congestion. Delay attacks are well known in the
context of determnistic networks [RFCO055] and tine
synchroni zati on [ RFC7384], and nmay be sonewhat mitigated in these
envi ronments by using redundant paths in a way that is resilient
to an attack al ong one of the paths. This approach does not
address the threat in the context of IOAM as it does not neet the
requirenent to neasure a specific path or to detect a problem
along the path. Note that the mechanisnms in this docunent do not
attenpt to provide any mitigation against this threat.

| npact

Since | OAM can be applied to a fraction of the traffic, an
attacker can detect and delay only the packets that include | OAM
Dat a- Fi el ds, thus preventing the authenticity of delay and | oad
nmeasur enent s.

Threat Sunmary
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Figure 1: Threat Analysis Summary
4. Integrity Protected Option-Types

This section defines new | OAM Opti on-Types. Their purpose is to
carry |OAM Data-Fields with integrity protection. Al existing | OAM
Opti on-Types defined in [RFCO197] are extended as foll ows:

ICAM Integrity Protected Pre-allocated Trace Option- Type:
corresponds to the | OAM Pre-al | ocated Trace Option-Type
([ RFC9197]) with integrity protection.

IOAM Integrity Protected Increnmental Trace Option-Type:
corresponds to the | OAM I ncrenmental Trace Option-Type ([RFC9197])
with integrity protection.

IOAM Integrity Protected POT Option-Type: corresponds to the | OAM
POT Option-Type ([RFC9197]) with integrity protection.

IOAM Integrity Protected E2E Opti on- Type: corresponds to the | GAM
E2E Option-Type ([RFC9197]) with integrity protection.

The Direct Export (DEX) Option-Type [RFC9326] is not covered by the
Integrity Protection Method defined in this docunent (see Section 5).
Thi s docunent focuses on the integrity protection of | QAM Dat a-

Fi el ds, whil e DEX does not have | OAM Dat a- Fi el ds by definition.
Therefore, DEX is considered out of scope for this docunment. DEX, as
well as any | OAM Option-Type wi thout | OAM Dat a- Fi el ds, MUST NOT use
the Integrity Protection Method defined in this docunent.

Brockners, et al. Expires 1 Septenber 2025 [ Page 9]



I nternet-Draft | OAM Dat a-Fields Integrity Protection February 2025

The 10AM Integrity Protection header follows the | OAM Opti on- Type
header and precedes | OAM Dat a- Fi el ds, when the | QAM Opti on-Type is an
Integrity Protected Option-Type. 1t is defined as follows:

0 1 2 3
01234567890123456789012345678901
T o e i e s S S R b Tk ok T NI S R
Method-1D | Nonce Length | Reserved |
i T o T i e S S S i S e S

+-

I

+-

I I

~ Nonce ~

I I

R et e s i o e s i i

I I

~ Integrity Check Value (ICV) ~

I I

i i i T i I S i e s o o i i

Figure 2: 1OAM Integrity Protection header

Met hod-ID: 8-bit unsigned integer, see Section 6.2. It defines the
Integrity Protection Method to conmpute the Integrity Check Val ue
(rcv) field. |If a node encounters an unknown value, it MJST NOT
change the contents of the IOAM Integrity Protecti on header and
MUST NOT change the contents of the | OAM Data-Fields. 1n other
wor ds, the node MUST NOT process the | OAM Opti on- Type.

Nonce Length: 8-bit unsigned integer. It defines the Iength of the
Nonce field, in octets.

Reserved: 16-bit Reserved field. It MJST be set to zero upon
transm ssi on and i gnored upon receipt.

Nonce: Variable length field. |Its size depends on the Nonce Length
field.

Integrity Check Value (ICV): Variable length field. Its size
depends on the Method-ID field.

In order to keep |OAM Data-Fields aligned, the total length of the
IOAM Integrity Protection header MJIST be a multiple of 4 octets.
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4.1. Integrity Protected Trace Option-Types

Both the 1 OAM Pre-all ocated Trace Option-Type header and the | QAM
Increnental Trace Option-Type header, as defined in [ RFC9197], are
followed by the IOAM Integrity Protecti on header when the | OAM
Option-Type is respectively set to the |OAM Integrity Protected Pre-
al l ocated Trace Option-Type or the IOAM Integrity Protected

I ncrenental Trace Option-Type:

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
Nanmespace- | D | NodeLen | Flags | RemmininglLen|
i T o T T i T A S S S T
| CAM Tr ace- Type | Reserved |
i T S S S T i T i I S I S S
Method-ID | Nonce Length | Reserved |
R s i o e i ol S e S e T ik ik T S e T S T S

Nonce
e T S T O i i S R T i e i S
Integrity Check Value (ICV)

i S T S T o S S e e it Sl S S e S S S

I
+-
|
+-
I
+-
I

|
+-
I

I
+-
| .
~ | OAM Dat a- Fi el ds
I

+-

I
|
+
I
I
+
|
I
T S I T

4.2. Integrity Protected POT Option-Type

The 1 OAM POT Option- Type header, as defined in [ RFC9197], is followed
by the IOAM Integrity Protecti on header when the | OAM Opti on-Type is
set tothe IOAM Integrity Protected POT Option-Type:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Nanmespace- | D | 1| OAM POT- Type | | OAM POT- Fl ags|
i i i T i I S i e s o o i i
Method-ID | Nonce Length | Reserved |

Sl T N I I e ol I R R RIE TE R I  aih tle EIE I R R R I R N i i S
Nonce
I el i it o (RIS HE S I R T I R R R I ik I S R R R el i T I R R

Integrity Check Value (ICV) ~
B i T i T S i s S S N e s o T S

I
+-
I I
I I
+- +
I I
I I
+- +
| , |
~ | OAM Dat a- Fi el ds
I I
R et e s i o e s i i
4.3. Integrity Protected E2E Opti on- Type
The |1 OAM E2E Option- Type header, as defined in [ RFC9197], is followed
by the I1OAM Integrity Protecti on header when the | OAM Opti on-Type is
set tothe IOAM Integrity Protected E2E Opti on- Type:
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Nanespace- | D | | OAM E2E- Type |
i e e R e T S S e o ok i EI TR R R S
Method-1D | Nonce Length | Reserved |

T S T i o S e e e e S i S S S

Nonce

R s o o i i S S S o o ol ol S S S S R R o
Integrity Check Value (ICV)

T T i e S T

I
+-
I

I
+-
I

I
+-
I
~ | OAM Dat a- Fi el ds
I

+-

I
I
+
I
I
+
I
I
+

I S T i S S S e T T I S i e S
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5. Integrity Protection Method

Thi s docunent defines a new method that uses a symretric key based
algorithmfor the integrity protection of | OAM Data-Fields. The

met hod MUST use AES- GVAC ([ AES] [ NI ST. 800-38D]), a bl ock ci pher node
of operation providing data origin authentication, which is also a
speci ali zati on of the Gal oi s/ Counter Mbde (GCM. The GCM

aut henti cated encryption operation has four inputs: a secret key, an
Initialization Vector (1V), a plaintext, and Additional Authenticated
Data (AAD). It has two outputs: a ciphertext whose length is
identical to the plaintext and an Authentication Tag. GMAC is the
special case of GCMin which the plaintext has a | ength of zero.
Therefore, the enpty ciphertext output is ignored, and the only
output is the Authentication Tag. Although GVAC supports all AES key
sizes (128, 192, 256 bits), it is always RECOVMENDED to use the

| ongest key size when possi bl e.

In this nethod, the GVAC Aut hentication Tag MJUST NOT be truncated,
meaning its size MJST al ways be 16 octets (i.e., a full

Aut hentication Tag). Below, we refer to the GVAC Initialization
Vector (IV) as the nonce, and to the GVAC Aut hentication Tag as the
Integrity Check Value (ICV).

5.1. Encapsul ating node

The encapsul ati ng node generates a nonce based on mandatory
requirenents defined in Section 5.1.1 and stores it in the Nonce
field of the IOAM Integrity Protection header (the Nonce Length field
is set accordingly). The Method-ID field MJST be set to 1, as
defined in Section 6.2.

The Integrity Check Value (ICV) is the result of a GVAC operation
over a selection of header fields (see Section 5.1.2) and inmutable
| OAM Dat a- Fi el ds added by the encapsul ating node. In the case the
Integrity Protected Pre-allocated Trace Qption-Type is used, the
encapsul ati ng node includes the | OAM Dat a- Fi el ds that correspond to
itself, i.e., "node data list [n]" (see [RFC9197]), into the GVAC
operation. Wth the nonce provided to GVAC, the encapsul ati ng node
perfornms the follow ng operation:

*  AAD

(header fields || node’s | OAM Dat a- Fi el ds)

* eV

GVAC( AAD)

The encapsul ati ng node stores the ICV in the corresponding field of
the IOAM Integrity Protection header.
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5.1.1. Nonce requirenments

The size of the nonce MJST be 12 octets. The nonce MJST be based on
the "Determnistic Construction" ([N ST.800-38D], Sec. 8), as
fol |l ows:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Fixed field (4 octets) |
R e s T o T S R El ok i R e e S S e o o s

I I
| Invocation Field (8 octets) |
I I
B i s T T i i o S o T Ji I
Figure 3: Structure of the Nonce field (12 octets)

* The nonce is the concatenation of two fields, called the Fixed
field and the Invocation field. The leading (i.e., leftnmost) 32
bits of the nonce MJIST hold the Fixed field, while the trailing
(i.e., rightnost) 64 bits MJST hold the Invocation field. It
means a limt of 2732 distinct devices, and a limt of 2764
i nvocations for a given key.

* The Fixed field identifies an encapsul ati ng node and MJST be
uni que (e.g., the unique IOAM identifier).

* The Invocation field identifies the sets of inputs (i.e., packets)
to the authenticated encryption function in that encapsul ating
node and MJST be unique for each packet. It typically is either
an integer counter or a linear feedback shift register that is
driven by a primtive polynomal to ensure a maxi mal cycle | ength.
In either case, the Invocation field increnents upon each
i nvocation of the authenticated encryption function

5.1.2. Selection of header fields

The main objective of the Integrity Protection Method defined in this
docunent is to provide integrity protection of | OAM Dat a-Fi el ds
However, some Option-Type header fields are crucial for | OAM Dat a-
Fields. Wthout them | OAM Data-Fields are neani ngl ess. Therefore,
the integrity of such header fields MJST be protected too.

For Trace Option-Types, here is the list of header fields that

participate (in that order) in the integrity protection of | QAM Dat a-
Fi el ds:
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1. Namespace-1D
2. |1 OAM Trace- Type

The NodelLen field is not included in the |ist because it can be
deduced fromthe | OAM Trace-Type field. Oher header fields that are
not included in the list are either nutable or only useful for
processing Trace Option-Types (i.e., they don't provide context or
meani ng to | OAM Dat a- Fi el ds) .

For a POT Option-Type, here is the list of header fields that
participate (in that order) in the integrity protection of | QAM Dat a-
Fi el ds:

1. Namespace-1D
2. | OAM POT- Type

O her header fields that are not included in the list are either
mut abl e or only useful for processing a POT Option-Type (i.e., they
don’t provide context or neaning to | QAM Dat a- Fi el ds).

For a E2E Option-Type, here is the list of header fields that
participate (in that order) in the integrity protection of | QAM Dat a-
Fi el ds:

1. Namespace-1D
2. | OAM E2E- Type
Those are all the header fields defined for a E2E Opti on- Type.

For new ICAM Integrity Protected Option-Types that intend to use the
Integrity Protection Method defined in this docunent, the sane |ogic
can be applied to select header fields by following this sinple rule:

* Only immutabl e | OAM Opti on- Type header fields that provide context
or meaning to | OAM Dat a- Fi el ds are consi dered, others are excl uded
(e.g., nutable or reserved fields). For exanple, the Nanmespace-
ID, which is comon to all |1 OAM Option-Types, MJST al ways be
included in the list. Once specified, the list MJST NOT change
for interoperability reasons.
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5.2. Transit node

For a transit node, the Integrity Check Value (ICV) is the result of
a GQVAC operation over the received ICV field and i mmut abl e | OAM Dat a-
Fi el ds added by the transit node. |In the case the Integrity
Protected Pre-allocated Trace Option-Type is used, a transit node

i ncludes the |1 OAM Dat a- Fi el ds that correspond to itself (the ones it
updated), i.e., "node data list [i]" (see [RFC9197]), into the GVAC
operation. Wth the received Nonce field provided to GVAC, the
transit node perforns the follow ng operation:

* AAD = (ICV field || node’s | OAM Dat a- Fi el ds)

* eV

GVAC( AAD)

The transit node updates the ICV field in the IOAMIntegrity
Protection header.

If the transit node does not add any i mutabl e | QAM Dat a- Fi el ds
(e.g., it only nodifies nmutable | OAM Dat a- Fi el ds or does not hi ng),
and if the transit node, in case the Integrity Protected Pre-

al | ocated Trace Option-Type is used, does not update the "node data
list" array, then the transit node MJST NOT update the ICV field in
the 1OAM Integrity Protection header.

A transit node MJUST NOT add or renmove the |OAM Integrity Protection
header. Al so, a transit node MJUST NOT nodify the Method-ID field,
the Nonce-Length field, and the Nonce field in the |OAM Integrity
Protection header.

5.3. Decapsul ati ng node

The decapsul ati ng node MAY performthe function of the Validator. |If
it does, please refer to Section 5. 4.
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If the decapsul ati ng node does not performthe function of the
Validator, which is an alternative to put the Validator out of the
forwarding path in case of performance concerns, the decapsul ating
node MJST send the entire OAM Integrity Protected Option-Type to the
Validator. The nethod to send it to the Validator is out of scope
for this docunent. Before that, the decapsul ati ng node updates the
ICV field in the |IOAMIntegrity Protection header. The Integrity
Check Value (I1CV) is the result of a GVAC operation over the received
ICV field and i mmut abl e | OAM Dat a- Fi el ds added by t he decapsul ati ng

node. In the case the Integrity Protected Pre-allocated Trace
Option-Type is used, the decapsul ati ng node includes the | OAM Dat a-
Fields that correspond to itself (the ones it updated), i.e., "node

data list [i]" (see [RFC9197]), into the GVAC operation. Wth the
recei ved Nonce field provided to GVAC, the decapsul ati ng node
performs the follow ng operation

*  AAD

(Icv field || node' s | QAM Dat a- Fi el ds)

* eV

GVAC( AAD)

If the decapsul ati ng node does not add any inmutabl e | OAM Dat a- Fi el ds
(e.g., it only nodifies nutable | OAM Dat a- Fi el ds or does not hi ng),
and if the decapsulating node, in case the Integrity Protected Pre-

al l ocated Trace Option-Type is used, does not update the "node data
list" array, then the decapsul ati ng node MJUST NOT update the |ICV
field in the IOAMIntegrity Protection header.

The decapsul ati ng node MJUST NOT add the IOAM Integrity Protection
header. Al so, the decapsul ati ng node MJUST NOT nodify the Method-1D
field, the Nonce-Length field, and the Nonce field in the | QAM
Integrity Protection header

5.4. Validator

A node that performs the validation of the integrity protection is
referred to as the Validator. This method assunes that symetric
keys have been distributed to the Validator only. The details of the
mechani sms used for key distribution are outside the scope of this
docunent. We refer to the nethod as "Zero Trust" in the sense that
nei ther the encapsul ati ng node, nor transit nodes, nor any other non-
| OAM nodes need to be trusted. The Validator is the only point of
trust, nmeaning the nmethod is considered a full integrity protection
of | OAM Dat a- Fi el ds.

The Val i dator MJST reconmpute the I1CV by iteratively follow ng the
previous steps of the nethod in the sane order, using the respective
symmetric keys received previously. The reconputed ICV is then
conpared to the received ICV field. As a result, the Validator can
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detect if the integrity of IOAMData-Fields is intact or altered.

The validation is one-step in sone cases (e.g., with POTr Type-0 or
E2E), where only the encapsul ati ng node updates the ICV, according to
the definition of this method. For other cases where transit nodes
al so update the ICV (e.g., with Trace Option-Types), the Validator
MUST identify these transit nodes in order to |look up their
respective keys. For that, a unique identifier of the node, such as
the "node_id" for Trace Option-Types, MJST be included in | QAM Dat a-
Fields. Watever the Option-Type, the nonce allows the encapsul ating
node to be identified (see Section 5.1.1). Details on how the

mappi ng between those identifiers and keys is inplenented on the

Val i dator are outside the scope of this docunent.

The Val i dator MUST NOT update the ICV field in the IQAMIntegrity
Protection header. Since its role is to validate the integrity of
| OAM Dat a- Fields, it MJST trust itself.

6. | ANA Consi derations
6.1. |1 OAM Option-Types

I ANA is requested to define the foll owing new code points in the
"1 OAM Opt i on- Type" registry:

64 (suggested) 10OAM Integrity Protected Pre-all ocated Trace Option-
Type (see Section 4)

65 (suggested) 10AM Integrity Protected Increnental Trace Option-
Type (see Section 4)

66 (suggested) 10AM Integrity Protected POT Option-Type (see
Section 4)

67 (suggested) 1OAM Integrity Protected E2E Opti on-Type (see
Section 4)

New | OAM I ntegrity Protected Option-Types that intend to use the
Integrity Protection Method defined in this document MJST al so
specify a list of corresponding Option-Type header fields that
participate in the integrity protection of | OAM Data-Fields. See
Section 5.1.2 as an exanpl e.

6.2. |OAMIntegrity Protection Method Suite
I ANA is requested to define a newregistry named "I QAM Integrity

Protection Method Suite", inside the "In Situ OAM (I OAM " registry
group.
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This new registry defines 256 code points to identify 1OAM Integrity
Protection methods. The follow ng code points are defined in this

docunent :

I D Description Ref erence
Fomm o - o m e e e e e e e e e ee e o +
| Ox00 | Reserved | This document |
F-- - - - o mm e e e e e e e e e e e e e e e e me e mamo Fom e e e oo - +
| Ox01 | Zero Trust (AES-GVAC, 16-octet I1CV) | This document |
[ oo e e e e e e e e e e oo oo oo R +
| 0x02 | | |
| ... | Unassigned | |
| OXFE | | |
F-- - - - o mm e e e e e e e e e e e e e e e e me e mamo Fom e e e oo - +
| OxFF | Reserved | This document |
[ oo e e e e e e e e e e oo oo oo R +

Figure 4: 1OAM Integrity Protection Method Suite

Code points 2-254 are avail able for assignment via the "I ETF Revi ew
process, as per [RFC8126].

New regi stration requests MJUST use the followi ng tenplate: the val ue
of the requested code point, a description of the method, and a
reference to the docunent defining the code point.

7. Security Considerations

Pl ease refer to Section 3 for a threat analysis of integrity-related
threats in the context of | OAM

The Integrity Protection Method defined in this document (see
Section 5) |everages symetric keys. The symretric keys need to be
exchanged in a secure way between the nodes involved with integrity
protection of |OAM Data-Fields. The details of the key exchange are
out si de the scope of this docunent.

There is an additional per-packet processing for each node that uses
the Integrity Protection Method defined in this docunent.

I nappropriate use of this Integrity Protection Method m ght overl oad
nodes and cause themto stop functioning properly. Operators
deploying lOAMwith this Integrity Protection Method MUST ensure that
such overload situations are avoided. This could for exanple be

achi eved by applying IOAMonly to a subset of the entire traffic,
keeping in mnd that only that |1 OGAM subset would be integrity
protected. Wen enabled, the integrity protection MJST be applied to
the entire | OAM set, not a subset.

Brockners, et al. Expires 1 Septenber 2025 [ Page 19]



I nternet-Draft | OAM Dat a-Fields Integrity Protection February 2025

9

9

A conprom sed transit node could renmove the Integrity Protection
header and replace the | OAM Opti on- Type value with an equi val ent one
that has no integrity protection, in order to be able to nodify | CAM
Dat a- Fi el ds and bypass the Validator. Also, a conpronised | OAM
transit node could reinitialize both the Nonce and ICV fields in the
Integrity Protection header, in order to pretend to be an
encapsul ati ng node and fool the Validator. To avoid such situations,
the Validator MJST know all | QAM Nanmespace-1Ds for which the
integrity protection is enabled. For each of those Nanespace-| Ds,
the Validator MJST know t he correspondi ng | OAM encapsul ati ng nodes.

I mpl enentation details are outside the scope of this docunent.

To ensure the integrity protection of 1OAM Data-Fields, the Integrity
Protection Method defined in this document uses AES- GVAC ([ AES]

[ NI ST.800-38D]). In that context, a generated key MJIST be fresh

Anot her inportant requirenent is that the same conbi nation of a nonce
(i.e., the GVAC IV) and a key MUST NOT be used nore than once

O herwi se, security guarantees are destroyed. This docunent
specifies sone requirenents for the nonce (see Section 5.1.1) to
ensure that those security properties are respected, and also to
optim ze key usage and avoid frequent key rotation. As an exanple,
based on these nonce requirenents, it would take 7 years for a key to
reach the Iimt of 2764 with 1500-byte packets on a 1 Pbps (Petabits
per second) link at line rate, while it would take 170 days with

100- byt e packets.

The nonce makes an ICV (i.e., the GVAC Authentication Tag) uni que but
does not necessarily prevent replay attacks. To enable replay
protection, the encapsul ati ng node and the Validator MJST agree on a
common et hodol ogy to keep the nonce valid only for a specific period
of time, which is outside the scope of this docunent. However, a
suggestion would be to put a 64-bit tinmestanp in the Invocation field
of the nonce (see Section 5.1.1).

The Integrity Protection Method defined in this docunent is intended
for Intra-1 OAM Domai n use cases (i.e., no confidentiality, integrity
protection only). For Inter-1OAM Donmain use cases, operators can use
| PSec to securely transfer | OAM Dat a- Fi el ds bet ween | QAM Domai ns
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