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Abst r act

The devel opnent and advancenents in network operation autonation have
brought new neasurenent methodol ogy requirenents. Among themis the
ability to collect instant network state as the packet being
processed by the networking elements along its path through the
domai n. That task can be solved using on-path telenetry, also called
hybrid neasurenent. An on-path telenetry nmethod allows the
collection of essential information that refl ects the operationa
state and networ k performance experienced by the packet. This
docunent introduces a nethod conpl enentary to on-path telenetry that
causes the generation of telenetry information. This nethod,
referred to as Hybrid Two-Step (HTS), separates the act of neasuring
and/ or calculating the performance netric fromcollecting and
transporting network state. The HTS packet traverses the sane set of
nodes and links as the trigger packet, thus sinplifying the
correlation of informational elenents originating on nodes traversed
by the trigger packet.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I nt roducti on

Successful resolution of challenges of autonmated network operation,
as part of, for exanple, overall service orchestration or data center
operation, relies on a tinely collection of accurate information that
reflects the state of network el enents on an unprecedented scal e.
Because performing the analysis and act upon the collected

i nformati on requires considerable conputing and storage resources,
the network state information is unlikely to be processed by the
network el enments thenselves but will be relayed into the data storage
facilities, e.g., data | akes. The process of producing, collecting
network state information also referred to in this docunent as
network telenetry, and transporting it for post-processing should
work equally well with data flows or injected in the network test
packets. [RFC7799] describes a combination of elements of passive
and active neasurenent as a hybrid neasurenent.

Several technical methods have been proposed to enable the collection
of network state information instantaneous to the packet processing,
anong them [ P4. 1 NT] and [ RFC9197]. The instantaneous, i.e., in the
data packet itself, collection of telemetry information sinplifies
the process of attribution of telenetry infornmation to the particul ar
monitored flow. On the other hand, this collection nmethod inpacts
the data packets, potentially changing their treatnent by the
net wor ki ng nodes. Al so, the ampunt of information the instantaneous
met hod col l ects might be inconplete because of the limted space it
can be allotted. Oher proposals defined nmethods to coll ect
telenmetry information in a separate packet from each node traversed
by the nonitored data flow. Exanples of this approach to collecting
telemetry information are [ RFC9326] and

[1-D. song-i ppm post card-based-telenetry]. These nmethods all ow data
collection fromany arbitrary path and avoid directly inpacting data
packets. On the other hand, the correlation of data and the
monitored flow requires that each packet with telenetry information
al so includes characteristic information about the monitored fl ow.
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2.

2.

2.

Thi s docunent introduces Hybrid Two-Step (HTS) as a new net hod of
telemetry collection that inproves accuracy of a measurement by
separating the act of neasuring or calculating the performance netric
fromthe collecting and transporting this information while

m nim zing the overhead of the generated load in a network. HTS

met hod extends the two-step node of Residence Tine Measurenent (RTM
defined in [ RFC8169] to on-path network state collection and
transport. HIS allows the collection of telenetry information from
any arbitrary path. HTS instruments data packets of the nonitored
flow or specially constructed test packets that are al ready equi pped
with a shimof on-path telemetry protocol to use as an HTS trigger
packet, making the process of attribution of telenetry to the data
flow sinple.

Conventions used in this docunent
1. Acronyns and Term nol ogy

RTM Resi dence Ti ne Measur enent

ECMP Equal Cost Multipath

MIU Maxi num Transm ssi on Unit

HTS Hybrid Two- Step

HVAC Hashed Message Aut hentication Code
TLV Type- Lengt h- Val ue

RTT Round-Trip Time

Network telemetry - the process of collecting and reporting of
network state

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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3.

Pr obl em Over vi ew

Per f ormance nmeasurements are nmeant to provide data that characterize
conditions experienced by traffic flows in the network and possibly
trigger operational changes (e.g., re-route of flows, or changes in
resource allocations). Modifications to a network are deterni ned
based on the performance netric information avail abl e when a change
is to be made. The correctness of this determnation is based on the
quality of the collected netrics data. The quality of collected
measur enent data is defined by:

* the resolution and accuracy of each neasurenent;

* predictability of both the tine at which each measurenent is made
and the timeliness of neasurenent collection data delivery for
use.

Consi der the case of delay neasurement that relies on collecting tine
of packet arrival at the ingress interface and tinme of the packet
transm ssion at the egress interface. The nethod includes recording
a local clock value on receiving the first octet of an affected
message at the device ingress, and again recording the clock value on
transmtting the first byte of the sane nessage at the device egress.
In this ideal case, the difference between the two recorded cl ock
times corresponds to the tine that the nessage spent in traversing
the device. |In practice, the tine recorded can differ fromthe idea
case by any fixed anount. A correction can be applied to conpute the
sanme time difference taking into account the known fixed tine
associated with the actual neasurenment. |In this way, the resulting
time difference reflects any variabl e del ay associated with queuing.

Depending on the inplenmentation, it may be a challenge to conpute the
di fference between nessage arrival and departure tines and - on the
fly - add the necessary residence tine information to the sane
message. And that task nmay becone even nore challenging if the
packet is encrypted. Recording the departure of a packet tinme in the
same packet may be decrenental to the accuracy of the neasurenent
because the departure tinme includes the variable tine conponent (such
as that associated with buffering and queui ng of the packet). A
simlar problemmy |ower the quality of, for exanple, infornmation
that characterizes utilization of the egress interface. |If unable to
obtain the data consistently, wi thout variable delays for additiona
processing, information may not accurately reflect the egress
interface state. To mitigate this problem[RFC3169] defined an RTM
two-step node
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4.

Anot her chal | enge associated with nethods that collect network state
information into the actual data packet is the risk to exceed the
Maxi mum Transmi ssion Unit (MIU) size on the path, especially if the
packet traverses overlay domains or VPNs. Since the fragnentation is
not available at the transport network, operators may have to reduce
MIU si ze advertised to the client layer or risk missing network state
data for the part, nost probably the latter part, of the path.

Per f or mance neasurement nethods that instrument data flows inherently
coll ect one-way perfornance netrics at the egress of the neasurenent
domain. In sone networks, for exanple, wireless that are in the
scope of [RFC9450], it is beneficial to collect the telenetry,

i ncluding the cal cul ated performance netrics, that reflects
conditions experienced by the nonitored fl ow at a node other than the
egress node. For exanple, a head-end can optinize path sel ection
based on the conpounded information that reflects network conditions
and resource utilization. This node is referred to as the upstream
collection and the other - downstreamcollection to differentiate

bet ween two nodes of telenetry collection.

Theory of Qperation
The HTS nethod consists of two phases:

* Perform ng a neasurenment and/or obtaining network state
informati on on a node. HTS Trigger is a data or test packet
instrumented to trigger the collection of telenetry information on
a node.

* Collecting and transporting the neasurenent and/or the telenetry
information. HTS Followup is a packet constructed to transport
telemetry information that includes operational state and
performance neasurenents origi nated on the nodes along the path
traversed by the HTS Trigger

.1. HTS Packets

1.1. HIS Trigger in In-Situ OGAM
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Nanmespace- | D | FI ags | Ext ensi on- Fl ags|
i i i T i I S i e s o o i i
| | OAM Tr ace- Type | Reserved |

I i I S S e i S
| Flow I D (Optional) |
B i s T T i i o S o T Ji I
| Sequence Nunber (Optional) |
i T i S e S DR S S i N S

Figure 1: Hybrid Two-Step Trace | OAM Header
An HTS Trigger may be carried in a data packet or a specially
constructed test packet. For exanple, an HTS Trigger could be a
packet that has | OAM Option-Type set to the "I OAM Hybrid Two- Step
Option-Type" value (TBAl) allocated by | ANA (see Section 7.1). The
HTS Trigger includes HTS | OAM Header (shown in Figure 1) consists of:
* | OAM Nanespace-ID - as defined in Section 5.3 [ RFC9197];
* Flags - as defined in Section 3.2 [ RFC9326] ;
* Extension-Flags - as defined in Section 3.2 [ RFC9326];
* | OAM Tr ace-Type - as defined in Section 5.4 [ RFC9197];
* optional Flow ID - as defined in Section 3.2 [ RFC9326];
* optional Sequence Nunber - as defined in Section 3.2 [ RFC9326].

4.1.2. HTS Trigger in the Alternate Marking Method

A packet in the flow to which the Al ternate-Mrking nmethod, defined
in [RFC9341] and [ RFC9342], is applied can be used as an HTS Tri gger.
The nature of the HTS Trigger is a transport network |ayer-specific,
and its description is outside the scope of this docunent. The

packet that includes the HTS Trigger in this docunent is also
referred to as the trigger packet.
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4.1.3. HTS Fol | ow up Packet

The HTS net hod uses the HTS Fol | ow- up packet, referred to as the

foll owup packet, to collect neasurenent and network state data from
the nodes. The node that creates the HTS Trigger al so generates the
HTS Fol | ow-up packet. In sone use cases, e.g., when HTS is used to
collect the telenmetry, including performance netrics, calcul ated
based on a series of measurenents, an HTS foll ow up packet can be
originated without using the HTS Trigger. The follow up packet
contains characteristic information sufficient for participating HTS
nodes to associate it with the nonitored data flow. The
characteristic informati on can be obtained using the information of
the trigger packet or constructed by a node that originates the

foll owup packet. As the follow up packet is expected to traverse
the sanme sequence of nodes, one element of the characteristic
information is the information that determines the path in the data
pl ane. For exanple, in a segnent routing donmain [ RFC8402], a |ist of
segnent identifiers of the trigger packet is applied to the follow up
packet. And in the case of the service function chain based on the
Net wor k Servi ce Header [ RFC8300], the Base Header and Service Path
Header of the trigger packet will be applied to the foll ow up packet.
Al so, when HTS is used to collect the telenetry information in an

| OAM dormai n, the OAM trace option header [ RFC9197] of the trigger
packet is applied in the foll owup packet. The follow up packet al so
uses the sane network information used to | oad-balance flows in

equal -cost nmultipath (ECMP) as the trigger packet, e.g., |IPv6 Fl ow
Label [RFC6437] or an entropy |abel [RFC6790]. The exact conposition
of the characteristic information is specific for each transport
network, and its definition is outside the scope of this docunent.

Only one outstanding foll owup packet MJUST be on the node for the
given path. That means that if the node receives an HTS Trigger for
the flow on which it still waits for the foll owup packet to the
previous HTS Trigger, the node will originate the foll ow up packet to
transport the former set of the network state data and transmit it
before it sends the foll owup packet with the |atest collection of
network state information.

The foll owi ng sections describe the operation of HTS nodes in the
downstream node of collecting the telemetry information. |In the
upstream node, the behavior of HTS nodes, in general, identical with
the exception that the HTS Trigger packet does not precede the HTS
Fol | ow- up packet.
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4.2. Operation of the HTS I ngress Node

A node that originates the HIS Trigger is referred to as the HIS

i ngress node. As stated, the ingress node originates the foll ow up
packet. The foll ow up packet has the transport network encapsul ation
identical with the trigger packet followed by the HTS shimand one or
more telenmetry information el enents encoded as Type-Lengt h-Val ue
(TLV). Figure 2 displays an exanple of the foll ow up packet format.

0 1 2 3
01234567890123456789012345678901
kL p SR S S R S S S R

I
Transport Network ~

Encapsul ati on |

e b T S i i S S S S e e s S i T T i S S
Ver | HTS Shim L | Fl ags | Sequence Nunber | Reserved |
R s i e R i e oI S e S e S R i Tk T S S R S R i S

HTS Max Length |

B S S e i S S T A S S S S S S i S S
Tel enetry Data Profile ~

B T S S i S S S it SN RPN DU S

+
I
I
+
I
+
I
+
+
I I
~ Tel enetry Data TLVs ~
I I
B i s T T i i o S o T Ji I

Figure 2: Foll ow up Packet For mat
Fiel ds of the HTS shimare as foll ows:

Version (Ver) is the two-bits long field. It specifies the
version of the HTS shimformat. This docunent defines the fornmat
for the 0Ob0OO val ue of the field.

HTS Shim Length is the six bits-long field. 1t defines the Iength
of the HTS shimin octets. The mnimal value of the field is
ei ght octets.

0

01234567
T S S S
| F| Reserved |
i ok ST S R TR

Figure 3: Flags Field Fornmat
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Flags is eight-bits long. The format of the Flags field displayed
in Figure 3.

- Full (F) flag MIUST be set to zero by the node originating the
HTS fol | owup packet and MJST be set to one by the node that
does not add its telenetry data to avoid exceedi ng MIU si ze.

- The node originating the foll owup packet MIST zero the
Reserved field and ignore it on the receipt.

Sequence Nunber is one octet-long field. The zero-based val ue of
the field reflects the place of the HTS foll ow up packet in the
sequence of the HTS foll ow up packets that originated in response
to the same HTS trigger. The ingress node MJST set the val ue of
the field to zero.

Reserved is one octet-long field. It MJST be zeroed on
transm ssion and ignored on receipt.

HTS Max Length is four octet-long field. The value of the HTS Max
Length field indicates the maxi num | ength of the HTS Fol | ow up
packet in octets. An operator MJST be able to configure the HTS
Max Length field s value. The value SHOULD be set equal to the
pat h Mru.

Tel enetry Data Profile is the optional variable-length field of
bit-size flags. Each flag indicates the requested type of
telenmetry data to be collected at each HTS node. The increnment of
the field is four bytes with a minimumlength of zero. For
exanpl e, | OAM Trace-Type infornmation defined in [ RFC9197],
Sequence Nunber and/or Flow ID (Figure 1) can be used in the

Tel enetry Data Profile field.

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Type | Reserved | Length |
i T s i o S i i S R I S I S S S M
~ Val ue ~
B T S i T s i i e e SEI S

Figure 4: Telenmetry Data TLV For mat

Tel enetry Data TLV is a variable-length field. Miltiple TLVs MAY
be placed in an HTS packet. Additional TLVs may be encl osed
within a given TLV, subject to the semantics of the (outer) TLV in
question. Figure 4 presents the format of a Telenetry Data TLV,
where fields are defined as the follow ng:
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Type - a one-octet-long field that characterizes the
interpretation of the Value field.

Reserved - one-octet-long field.

Length - two-octet-long field equal to the length of the Val ue
field in octets.

Value - a variable-length field. The value of the Type field
determnes its interpretation and encoding. |QOAM data fields,
defined in [ RFC9197], MAY be carried in the Value field.

Al multibyte fields defined in this specification are in network
byt e order.
4.3. Operation of the HTS Internedi ate Node

Upon receiving the trigger packet, the HTS internedi ate node MJST:

*

*

*

copy the transport information;
start the HTS Followup Tiner for the obtained flow,

transmt the trigger packet.

Upon receiving the foll owup packet, the HTS internedi ate node MJST:

1.

verify that the matching transport information exists and the
Full flag is cleared, then stop the associated HTS Fol | ow up
Ti mer;

otherw se, transmit the received packet. Proceed to Step 8;

collect telemetry data requested in the Telenetry Data Profile
field or defined by the |ocal HTS policy;

if adding the collected telenetry woul d not exceed HTS Max Length
field s value, then append data as a new Tel enetry Data TLV and
transmt the foll owup packet. Proceed to Step 8;

otherw se, set the value of the Full flag to one, copy the
transport information fromthe received foll ow up packet and
transmt it accordingly;
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6. originate the new foll ow up packet using the transport
i nformati on copied fromthe received foll owup packet. The val ue
of the Sequence Nunber field in the HTS shim MUST be set to the
value of the field in the received foll ow up packet increnented
by one;

7. copy collected telenetry data into the first Telenmetry Data TLV' s
Value field and then transmt the packet;

8. processing conpl et ed.
If the HTS Foll owup Tiner expires, the internmedi ate node MJST

* originate the foll ow up packet using transport information
associated with the expired tiner;

* initialize the HTS shimby setting the Version field s value to
0b00 and Sequence Nunber field to 0. Values of HTS Shim Length
and Telenetry Data Profile fields MAY be set according to the
| ocal policy.

* copy telemetry information into Telenetry Data TLV' s Value field
and transnmt the packet.

If the internmedi ate node receives a "late" followup packet, i.e., a
packet to which the node has no associated HTS Followup tiner, the
node MJST forward the "l ate" packet.
4.4. (Operation of the HTS Egress Node
Upon receiving the trigger packet, the HIS egress node MJST:
* copy the transport information;
* start the HTS Collection tiner for the obtained flow
When the egress node receives the foll owup packet for the known
flow, i.e., the flowto which the Collection tiner is running, the
node for each of Telemetry Data TLVs MJST:
* if HTSis used in the authenticated node, verify the
aut hentication of the Telenetry Data TLV using the Authentication
sub- TLV (see Section 6);

* copy telemetry information fromthe Value field;

* restart the corresponding Collection tiner.
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When the Collection timer expires, the egress relays the collected
telemetry information for processing and analysis to a |local or
renmot e agent.

5. Operational Considerations

Correctly attributing information originated by the particul ar
trigger packet to the proper HTS Foll ow up packet is essential for
the HTS protocol. That can be achi eved using characteristic
information that uniquely identifies the trigger packet within a
given HTS domain. For exanple, a conbination of the flow identifier
and packet’s sequence nunber within that flow, as Flow ID and
Sequence Nunber in | OAM Direct Export [RFC9326], can be used to
correl ate between stored telenmetry information and the appropriate
HTS Fol | ow-up packet. In case the trigger packet doesn’t include
data that distinguish it fromother trigger packets in the HIS
domai n, then for the particular flow, there MJST be no nore than one
HTS Trigger, values of HTS tinmers bounded by the rate of the trigger
generation for that flow. In practice, the mninmal interval between
HTS Tri gger packets SHOULD be sel ected fromthe range determ ned by
the round-trip time (RTT) between HTS I ngress and HTS Egress nodes as
[RTT/ 2, RTT].

5.1. Deploying HTS in a Miulticast Network

Previ ous sections discussed the operation of HIS in a unicast

network. Multicast services are inmportant, and the ability to
collect telemetry information is invaluable in delivering a high
quality of experience. While the replication of data packets is
necessary, replication of HTS foll owup packets is not. Replication
of multicast data packets down a multicast tree nmay be set based on
mul ticast routing information or explicit information included in the
speci al header, as, for exanple, in Bit-Indexed Explicit Replication
[ RFC8296]. A replicating node processes the HTS packet as defined
bel ow

* the first transmitted nulticast packet MJST be foll owed by the
recei ved correspondi ng HTS packet as described in Section 4.3;

* each consecutively transmtted copy of the original multicast
packet MUST be foll owed by the new HTS packet originated by the
replicating node that acts as an internedi ate HTS node when the
HTS Fol l ow-up tiner expired.

As a result, there are no duplicate copies of Telenetry Data TLV for
the sane pair of ingress and egress interfaces. At the sane tine,
all ingress/egress pairs traversed by the given nulticast packet
reflected in their respective Telenetry Data TLV. Consequently, a
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centralized controller would reconstruct and anal yze the state of the
particular rmulticast distribution tree based on HTS packets collected
from egress nodes.

6. Authentication in HTS

Telenmetry informati on may be used to drive network operation, closing
the control loop for self-driving, self-healing networks. Thus it is
critical to provide a nechanismto protect the telemetry information
coll ected using the HTS nethod. This docunent defines an optional
aut hentication of a Telenetry Data TLV that protects the collected
information's integrity.

The format of the Authentication sub-TLV is displayed in Figure 5.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Aut hentic. Type| HVAC Type | Lengt h |
B i s T T i i o S o T Ji I

I I

| Di gest |

I I

I I

i T s i o S i i S R I S I S S S M
Figure 5: HVAC sub-TLV

where fields are defined as foll ows:

* Authentication Type - is a one-octet-long field, value 1 is
al | ocated by | ANA Section 7. 2.

* Length - two-octet-long field, set equal to the Iength of the
Digest field in octets.

* HMAC Type - is a one-octet-long field that identifies the type of
the HVAC and the I ength of the digest and the |l ength of the digest
according to the HTS HVAC Type sub-registry (see Section 7.4).

* Digest - is a variable-length field that carries HVAC di gest of
the text that includes the enconpassing TLV.

Thi s specification defines the use of HVAC- SHA- 256 truncated to 128
bits ([RFC4868]) in HTS. Future specifications may define the use in
HTS of nore advanced cryptographic algorithns or the use of digest of
a different length. HMAC is calculated as defined in [ RFC2104] over
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text as the concatenation of the Sequence Nunber field of the follow
up packet (see Figure 2) and the preceding data collected in the

Tel enetry Data TLV. The digest then MJST be truncated to 128 bits
and written into the Digest field. Distribution and managenent of
shared keys are outside the scope of this docunment. In the HTS

aut henti cated node, the Authentication sub-TLV MJUST be present in
each Telenetry Data TLV. HMAC MJST be verified before using any data
in the included Telenetry Data TLV. |If HMAC verification fails, the
system MJST stop processing corresponding Tel enetry Data TLV and
notify an operator. Specification of the notification nmechanismis
outsi de the scope of this docunent.

7. | ANA Consi derations
7.1. 10AM Option-Type for HTS

The 1 OAM Option-Type registry is requested in [RFC9197]. IANA is
requested to allocate a new code point as listed in Table 1.

[ ool oo e el el ]
| Value | Nanme | Description | Reference |
B el sty s s el
| TBAL | | OAM Hybrid Two-Step | HTS | This docunent |
| | (HTS) Option-Type | Exporting | |
+----- - I T I i I I T +

Table 1: |1 OAM Opti on- Type for HTS
7.2. HTS TLV Registry

I ANA is requested to create "Hybrid Two-Step" registry group. |ANA
is requested to create the HTS TLV Type registry in "Hybrid Two- Step"
registry group. Al code points in the range 1 through 175 in this
registry shall be allocated according to the "I ETF Review' procedure
specified in [RFC8126]. Code points in the range 176 through 239 in
this registry shall be allocated according to the "First Conme First
Served" procedure specified in [ RFC8126]. The renai ning code points
are allocated according to Table 2:
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f oo oo oo ey oo
| Val ue | Description | Reference |
[ e ——— C———————————— Ll —p—p—_—(———r
| O | Reserved | This docunent |
dommm e R T B TR +
| 1- 175 | Unassigned | This docunent

e e R +
| 176 - 239 | Unassigned | This docunent |
R o e e - T +
| 240 - 251 | Experinental | This docunment |
dommm e e B TR +
| 252 - 254 | Private Use | This document |
e e R +
| 255 | Reserved | This docunent

R o e e - T +

Tabl e 2: HTS TLV Type Registry
7.3. HTS Sub-TLV Type Sub-registry

I ANA is requested to create the HIS sub-TLV Type sub-registry as part
of the HTS TLV Type registry. Al code points in the range 1 through
175 in this registry shall be allocated according to the "I ETF

Revi ew' procedure specified in [ RFC8126]. Code points in the range
176 through 239 in this registry shall be allocated according to the
"First Cone First Served" procedure specified in [RFC8126]. The
remai ni ng code points are allocated according to Table 3:

B ettty gl e p—p—(—(—(— e ppp—f—p—p—p—j—j——
| Val ue | Description | TLV Used | Reference |
[ el e sy ool oo
| O | Reserved | None | This docunent

I I B i F--- - - - I I I +
| 1 | HVAC | Any | This docunent |
Fo-m - - - - B I I R I I +
| 2 - 175 | Unassigned | | This document |
I I Fomm e e e - I I I I +
| 176 - 239 | Unassigned | | This docunent

I I B i F--- - - - I I I +
| 240 - 251 | Experinental | | This docunent

Fo-m - - - - B I I R I I +
| 252 - 254 | Private Use | | This docunent |
I I Fomm e e e - I I I I +
| 255 | Reserved | None | This docunent

I I B i F--- - - - I I I +

Tabl e 3: HTS Sub-TLV Type Sub-registry
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7

8.

4. HVAC Type Sub-registry

I ANA is requested to create the HVAC Type sub-registry as part of the
HTS TLV Type registry. Al code points in the range 1 through 127 in
this registry shall be allocated according to the "I ETF Revi ew'
procedure specified in [ RFC8126]. Code points in the range 128
through 239 in this registry shall be allocated according to the
"First Cone First Served" procedure specified in [RFC8126]. The
remai ni ng code points are allocated according to Table 4:

[ el el ety o}
| Val ue | Descri ption | Reference |
| O | Reserved | This document |
R o e e e e e e e e m o T +
| 1 | HVAC- SHA- 256 16 octets long | This docunent

S e S I +
| 2 - 127 | Unassi gned | This docunent |
S IR T T L e I IRy +
| 128 - 239 | Unassi gned | This docunent

R o e e e e e e e e m o T +
| 240 - 249 | Experi ment al | This docunent

S O S I +
| 250 - 254 | Private Use | This docunent

S IR T T re e I IRy +
| 255 | Reserved | This document |
R o e e e e e e e e m o T +

Table 4. HVAC Type Sub-registry
Security Considerations

Nodes that practice the HTS nethod are presuned to share a trust
nodel that depends on the existence of a trusted rel ationship anong
nodes. This is necessary as these nodes are expected to correctly
nmodi fy the specific content of the data in the foll owup packet, and
the degree to which HTS neasurenent is useful for network operation
depends on this ability. |In practice, this means either
confidentiality or integrity protection cannot cover those portions
of nmessages that contain the network state data. Though there are
met hods that nmake it possible in theory to provide either or both
such protections and still allow for internediate nodes to nmake
detectabl e yet authenticated nodifications, such nmethods do not seem
practical at present, particularly for protocols that used to neasure
| atency and/or jitter.
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10.

10.

Thi s docunent defines the use of authentication (Section 6) to
protect the integrity of the telenetry information collected using
the HTS nethod. Privacy protection can be achi eved by, for exanple,
sharing the I Psec tunnel with a data flow that generates information
that is collected using HTS.

Wiile it is possible for a supposed conproni sed node to intercept and
modi fy the network state information in the foll ow up packet; this is
an issue that exists for nodes in general - for all data that to be
carried over the particular networking technology - and is therefore
the basis for an additional presuned trust nodel associated with an
exi sting network.
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