I nt ernet Engi neering Task Force

I nternet-Draft

I nt ended status: Standards Track
23 July 2026

Expi r es:

N. El ki ns

I nside Products, Inc.
M Acker mann

BCBS M chi gan

A. Deshpande

NI TK Sur at hkal / Googl e
T. Pecorella

Uni versity of Florence

A. Rashid
Politecnico di Bari
L. Fedi

Uni versity of Florence
19 January 2026

| Pv6 Performance and Diagnostic Metrics Version 2 (PDW2) Destination

Abstract

Opt i

on

draft-ietf-i ppmencrypted-pdm2-13

RFC 8250 defines an | Pv6 Destination Option that carries Performance
and Diagnostic Metrics (PDM such as sequence nunbers and timng
information. \While useful for measurenent and troubl eshooting,
clear-text PDM data may expose operational characteristics of

endpoi nts and networks.

Thi s docunent defines PDW2, a revised version of PDMthat introduces
a registration-based security nodel. Instead of specifying
cryptographic algorithns or inline key negotiation, PDW2 relies on a
prior registration process to authenticate entities, authorize

partici pation,

and establish shared secrets. These secrets are then

used by endpoints and authorized anal yzers to protect and interpret
PDM/2 data according to |ocal poli

Thi s docunent specifies the PDW?2
oper ati onal

funct

i ons,

model .  Cryptographic
and ci pher negotiation
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Di scussion of this docunent takes place on the |IP Performance
Measurement Wrking Goup nmailing list (mailto:ippm@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/ippni.
Subscribe at https://ww.ietf.org/mailmn/listinfol/ippn.

Source for this draft and an issue tracker can be found at
https://github. com ameyand/ PDM/2.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 23 July 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Performance and Di agnostic Metrics (PDV Destination Option
defined in RFC 8250 provi des packet sequence nunbers and tim ng
informati on to support perfornmance nmeasurenent and di agnostics.
Wil e effective, transmtting such information in clear text can
reveal details about endpoint behavior, processing capability, and
net wor k characteristics.

PDM/2 enhances PDM by enabling secure operation through a
registration-first architecture. Security-sensitive material is
establ i shed out of band, prior to data transmission, and i s not
negotiated inline with PDM/2 traffic. This approach preserves the

| i ghtwei ght nature of PDM while avoiding tight coupling to transport-
| ayer security protocols.
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PDM/2 operates entirely at the IPv6 | ayer and applies uniformy to
TCP, UDP, ICWP, QU C, and other upper-layer protocols. Internediate
devices are not required to decrypt or interpret PDW2 contents.

2. Conventions used in this document
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Design CGoals
PDM/2 is designed with the foll ow ng goals:
* Miintain conpatibility with the operational nodel of RFC 8250
* Avoid inline cryptographi c handshakes at the IP |ayer
* Support heterogeneous transport protocols and non-transport flows

* Enable offline analysis by authorized entities

* |Integrate cleanly with existing authenticati on and authorization
i nfrastructures

4. PDW2 Foundational Principles
PDM/2 adheres to the followi ng foundational principles:
1. Registration-First Security: Al security context used by PDW2
is established during a prior registration phase. No

crypt ographi ¢ negotiation occurs during PDW2 packet exchange.

2. | P-Layer |ndependence: PDW2 security does not depend on TCP,
TLS, QUIC, or any specific transport protocol.

3. Mnimal On-Path Inpact: Routers and internedi ate nodes forward
PDM/2 packets w thout decryption or inspection.

4. Ofline Decryption and Analysis: PDW2 data MAY be collected and
anal yzed after transmission. Real-tine interpretation is
optional and depl oynent -specific.

5. Separation of Specification Scope: This docunment defines protocol
behavi or and data formats, not cryptographic algorithns.
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6.

Explicit Authorization: Only regi stered and authorized entities
may emt, receive, or analyze protected PDW2 dat a.

5. Registration Franework Overview

PDM/2 relies on an external registration systemto establish trust
and shared context between participating entities.

5. 1.

Regi stration Objectives

A registration systemused with PDW2 MJST:

*

5.2.

Aut henticate participating entities

Aut hori ze PDW2 usage

Establ i sh one or nmore shared secrets or credentials
Enabl e anal yzers to interpret PDW2 data

Support revocation and |ifecycl e nanagenent

Regi stration Participants

The following |ogical roles are assuned:

*

An

5.3.

Client : An endpoint that initiates conmmunication and emts PDW?2
dat a

Server : An endpoint that receives comunication and emts PDW2
dat a

Aut hentication Server (AS) : Atrusted entity that perforns
aut henti cati on and authori zation

Anal yzer : An authorized entity that interprets collected PDW2
dat a

i mpl ement ati on MAY combine roles within a single system

Regi stration Transport

The regi stration exchange MJST be protected by a secure channel. The
choi ce of transport and security protocol is out of scope for this
docunent .

6. PDW2 Destination Options
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6.1. Use of IPv6 Destination Options
PDM/2 is carried as an | Pv6 Destination Option within the Destination
Opti ons Header as defined in RFC 8200. Processing rules from RFC
8250 continue to apply unless explicitly updated by this docunent.
6.2. Metrics
PDM/2 supports the follow ng metrics:
* Packet Sequence Nunber (This Packet)
* Packet Sequence Nunber (Last Received)
* Delta Tinme Last Received
* Delta Time Last Sent

* dobal Pointer

These netrics have the sane semantics as in RFC 8250, with the
addition of the d obal Pointer.

6.3. dobal Pointer
The d obal Pointer provides a coarse indicator of packet transm ssion
activity by an endpoint. Separate counters are maintained for |ink-
| ocal and gl obal unicast source addresses.

7. PDW2 Header Format
PDM/2 uses a single header format. \Whether netric contents are

protected or unprotected is determ ned by | ocal policy and
regi stration context.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Option Type | Option Length | Version | Epoch |
e e i i i i S St NI N SR S
| Packet Sequence Nunber (This) |
i e e R e s o e e e b i o i N S T
| Packet Sequence Nunber (Last) |
B i s T T i i o S o T Ji I
| d obal Poi nter

+-
I
+-
I
+-

+

i I S e i e s i ol S S S S e S S S e S e et i S e
Scal eDTLR | Scal eDTLS | Reserved |
-4+
-+

+

B T e R ek o i e S S S e R R e
Delta Tinme Last Received | Delta Tine Last Sent |
B S e i s s I e S I S S

+
Option Type
OxOF

8-bit unsigned integer. The Option Type is adopted from RFC 8250
[ RFC8250] .

Option Length
0x22: Unencrypted PDM
0x22: Encrypted PDM

8-bit unsigned integer. Length of the option, in octets,
excluding the Option Type and Option Length fields.

Ver si on Nunber

0x2

4-bit unsi gned nunber.

Epoch

12-bit unsi gned nunber.

Epoch field is used to indicate the valid Sessi onTenpor aryKey.
Packet Sequence Nunber This Packet (PSNTP)

32-bit unsigned nunber.
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This field is initialized at a random nunber and is increnented
sequentially for each packet of the 5-tuple.

This field + Epoch are used in the Encrypted PDW2 as the
encryption nonce. The nonce MJST NOT be reused in different
sessi ons.

Packet Sequence Nunber Last Received (PSNLR)

32-bit unsigned nunber.

This field is the PSNTP of the last received packet on the
5-tupl e.

G obal Poi nter

32-bit unsigned nunber.

d obal Pointer is initialized to 1 for the different source
address types and incremented sequentially for each packet with

the correspondi ng source address type.

This field stores the d obal Pointer type corresponding to the
SADDR type of the packet.

Scale Delta Time Last Received (SCALEDTLR)
8-bit unsigned nunber.

This is the scaling value for the Delta Tinme Last Sent (DELTATLS)
field.

Scal e Delta Tinme Last Sent (SCALEDTLS)
8-bit unsigned nunber.

This is the scaling value for the Delta Tinme Last Sent (DELTATLS)
field.

Reserved Bits
16-bits.

Reserved bits for future use. They MJST be set to zero on
transm ssion and i gnored on recei pt per [RFC3552].

Delta Tine Last Received (DELTATLR)
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8.

8. 1.

16-bit unsigned integer.
The value is set according to the scale in SCALEDTLR

Delta Tinme Last Received = (send tinme packet n - receive tine
packet (n - 1))

Delta Tine Last Sent (DELTATLS)
16-bit unsigned integer.
The value is set according to the scale in SCALEDTLS.

Delta Tine Last Sent = (receive tine packet n - send tinme packet

(n- 1)

Qper ational Mdel

Regi strati on Phase

Prior to sending PDW2 dat a:

*

*

8. 2.

8. 3.

*

The endpoint authenticates to an Authentication Server
Aut hori zation for PDW2 usage is eval uated

Shared secret(s) or credentials are provisioned

Measur enent Phase

Endpoi nts send PDW/2 headers according to local policy
No cryptographic negotiation occurs on the wire

I nternedi at e devices forward packets unchanged

Anal ysi s Phase

Aut hori zed anal yzers access coll ected data

Interpretation uses registration-derived context

Security Considerations

PDM/2 reduces exposure of sensitive operational metadata by ensuring
that only registered and authorized entities can neaningfully
i nterpret nmeasurenent data.
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10.

11.

12.

13.

Thi s docunent intentionally does not specify cryptographic
mechani sms.  Security strength therefore depends on the chosen
registration system its authentication nmethods, and its key
managenent practi ces.

| mpl enent ati ons SHOULD support:

* Forward Secracy

* Loggi ng of anonmal ous PDM/2 behavi or
Privacy Considerations

PDM/2 metrics may reveal traffic patterns or operational
characteristics. Registration-based authorization |[imts access to
such data to approved entities. Deploynents SHOULD consi der enabling
PDM/2 on multiple flows to reduce netadata distinguishability.

| ANA Consi der ati ons

Thi s docunent requests the allocation of a new | Pv6 Destination

Opti ons Header Option Type fromthe "Destination Options and Hop-by-
Hop Options" registry naintained by the Internet Assigned Nunbers
Aut hority.

The requested allocation is for the Performance and Di agnhostic
Metrics Version 2 (PDW2) option. This option is distinct fromand
i ndependent of the Performance and Di agnostic Metrics option defined
in RFC 8250.
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Appendi x A.  Exanple: RAD US / EAP-Based Registration
Thi s appendi x illustrates one possible registration nmechani smthat
satisfies the requirenments defined in Section 4. O her nechani sns
may be used.
A 1. Overview

Thi s appendi x descri bes an exanple registration systemfor PDW?2
based on RADI US with Extensible Authentication Protocol (EAP). This
approach has been inplemented and validated in a prototype

envi ronment and denonstrates that a shared master secret can be
established prior to PDW2 operation wi thout introducing inline
crypt ographi c negotiation at the IP |ayer.

RADI US and EAP are wi dely depl oyed for Authentication, Authorization,
and Accounting (AAA) in enterprise, service provider, and federated
environments (e.g., eduroam). Their use here is illustrative and
| everages existing infrastructure and operational experience.
A.2. Participants
The following entities participate in this exanple:
*  PDW2 Endpoi nt
A Cient or Server that will emit or receive PDW2 dat a.

* Authentication Server (AS)

A RADI US server that perforns authentication and authorization using
EAP.

* Anal yzer
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An authorized entity that may interpret or decrypt collected PDW?2
data using registration-derived context.

An i npl enentation MAY conbine nmultiple roles within a single system

A 3.

Regi stration Fl ow (Exanpl e)

A typical registration flow proceeds as foll ows:

*

A 4.

Secure Channel Establishnment The PDW2 endpoi nt establishes a
secure exchange with the Authentication Server. |n many

depl oynents this occurs inplicitly as part of an EAP net hod
protected by TLS (e.g., EAP-TLS or PEAP).

Endpoi nt Aut hentication The endpoi nt authenticates using
credentials appropriate to the deploynent, such as certificates,
credentials, tokens, or federated identity.

Aut hori zati on Deci sion The Authentication Server detern nes
whet her the endpoint is authorized to:

-  Send PDW2 data

- Receive PDW2 data

- Participate in specific neasurenment domains

Mast er Secret Establishnent Upon successful authentication, EAP
produces keying nmaterial (e.g., a Master Session Key). This
keying material is nade available to the endpoint and retained by
the Aut hentication Server according to |ocal policy.

Provi si oni ng of Context The endpoi nt associates the received
master secret with |local PDW2 policy, such as pernitted peers,
scope, and lifetine.

Anal yzer Enabl enment (Optional) If offline analysis is required,
the Aut hentication Server provisions appropriate authorization or
keyi ng context to approved anal yzers.

Regi stration Flow (Il lustrative ASCH | D agran

The following diagramillustrates the exanple flow It is provided
for clarity only and does not define protocol behavior.
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PDM/2 Endpoi nt Aut henti cation Server Anal yzer

| --- EAP Authentication ----- > |
| <-- EAP Success / Keys ------ |

(Regi stration Conpl ete)
| ====== PDWM/2 Data Fl ow =====> (out of path)

|
| [------- Aut hori zed Access ---->
| | <------ Anal ysis Results ------ |

A.5. Use with PDW2 Traffic
After registration:

*  PDW2 packets are sent without any inline authentication or
negoti ati on.

* Endpoints locally derive any session-specific context needed to
protect or interpret PDW2 netrics.

* |Internmediate routers forward packets w thout nodification or
i nspecti on.

* Anal yzers use registration-derived context to interpret collected
dat a.

The registration systemis not involved in the PDW2 data path.
A. 6. Key Lifecycle Considerations
In this example, the RADI US/ EAP infrastructure can support:
* Periodic re-registration to refresh secrets
* Revocation of authorization by disabling credentials
* Federation across admni strative domai ns
* Separation of endpoint and anal yzer privil eges
Speci fic key derivation, transformation, or protection mechani sns are

i mpl ement ati on-specific and intentionally outside the scope of this
docunent .
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A. 7. Exanpl e Deploynent: Federated Environments (eduroam Style)

In federated environments such as gl obal research and educati on
networ ks, RADIUS is comonly deployed in a hierarchical or proxy-
based architecture. An endpoint authenticates using credentials

i ssued by its home organi zation, while authorization decisions may be
enforced by visited or intermnedi ate donmains.

Thi s nodel maps naturally to PDW2 registration:
* Endpoints authenticate using existing institutional credentials

* Authorization for PDW2 usage can be scoped by domain, role, or
policy

* Registration secrets are derived without requiring bilateral
agreenents between all participating donains

Thi s exanpl e denonstrates that PDW2 registration can scal e across
organi zati onal and adm ni strative boundari es.

A.8. Wiy TLS Session Keys Are Not Reused (I nformative)
It may appear attractive to reuse TLS session keys for protecting
PDM/2 metrics. However, this approach is not suitable for PDW2 for

several reasons:

* Layering : PDW?2 operates at the I Pv6 |l ayer, while TLS is bound to
transport-layer protocols such as TCP or QU C.

* Protocol Coverage : PDW2 applies equally to UDP, |ICWMP, and other
non- TLS- capabl e protocol s.

* Miltiplicity of Flows : A single endpoint may emit PDW2 data for
mul tiple concurrent flows that do not share a commopn TLS sessi on.

* Anal yzer Access : Ofline analyzers may require access to PDW?2
data without participating in live TLS sessi ons.

* (Qperational Sinplicity : Registration decouples security
establishnent fromtraffic patterns and avoids inline negotiation
conpl exity.

For these reasons, PDW2 adopts a registration-based security nodel
rat her than reusing transport-|ayer session keys.
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A. 9. Sunmmary

Thi s appendi x denpnstrates that a RADI US/ EAP- based regi stration
system can satisfy the PDW2 registration requirenments defined in
this docunment. The exanpl e shows that secure, scal able, and
federated registrati on can be achi eved using existing AAA
infrastructure, w thout constraining PDW2 to a specific

aut henti cation or cryptographi c technol ogy.

Appendi x B. Change Log

Note to RFC Editor: if this docunent does not obsol ete an existing
RFC, pl ease renpove this appendi x before publication as an RFC

Appendi x C. Open |ssues

Note to RFC Editor: please renpve this appendi x before publication as
an RFC.
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