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Abst ract

RFC8250 describes an optional Destination Option (DO header enbedded
in each packet to provide sequence nunbers and timng information as
a basis for nmeasurements. As this data is sent in clear-text, this
may create an opportunity for nmalicious actors to get infornmation for
subsequent attacks. This docunent defines PDW2 which has a

I i ght wei ght handshake (registration procedure) and encryption to
secure this data. Additional performance netrics which may be of use
are al so defi ned.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://anmeyand. gi t hub. i o/ PDM/2/ dr af t - el ki ns-i ppm encrypt ed-
pdnv2. html. Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-ietf-ippmencrypted-pdnv2/.

Di scussion of this docunent takes place on the |IP Performance
Measurement Wrking Goup mailing list (mailto:ippm@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/ippni.
Subscribe at https://ww.ietf.org/mailmn/listinfol/ippni.

Source for this draft and an issue tracker can be found at
https://github. com ameyand/ PDM/2.
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Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 Cctober 2025.
Copyri ght Notice
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1. Introduction

The current Performance and Destinations Metrics (PDM is an | Pv6
Destination Options header which provides information based on the
metrics like Round-trip delay and Server delay. This informtion
hel ps to nmeasure the Quality of Service (QoS) and to assist in

di agnostics. However, there are potential risks involved
transmtting PDM data during a diagnostics session

PDM netrics can hel p an attacker understand about the type of nmachine
and its processing capabilities. For exanmple, the operationa
capabilities of either the client or server end hosts such as
processing speed -- that is, if the systemin question is very fast
system or an ol der, slower device.

Inferring fromthe PDM data, the attack can launch a timng attack
For exanple, if a cryptographic protocol is used, a timng attack may
be | aunched agai nst the keying material to obtain the secret.

PDM netrics may al so help the attacker find out about the network

speed or capabilities of the network path. For exanple, are there
del ays or bl ockages? Are there alternate or nultiple paths? Al ong
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with this, PDM does not provide integrity. It is possible for a
Machi ne-1n-The-M ddle (MTM node to nodify PDM headers |leading to
i ncorrect conclusions. For exanple, during the debuggi ng process
usi ng PDM header, it can mslead by showing there are no unusua
server del ays

PDM/2 is an | Pv6 Destination Options Extension Header that enhances
PDM [ RFC8250] by addi ng confidentiality, integrity, and
authentication to its neasurenent data. PDW2 introduces optiona
encryption nechanisns to secure the collected data.

PDM/2 extends the capabilities of the original PDM by enabling per-
session encryption, thereby ensuring data confidentiality and
integrity. This encryption is built on the principle of offline
decryption, where encrypted data is collected and anal yzed after
transm ssion. Real-time or online decryption is possible but not the
focus of this specification and is not further anal yzed here.

PDW2’ s packet format supports per-session encryption with key
rotation, where keys are derived froma shared secret established
bet ween parties via the base key registration process. Al PDW?2
packets are intended to be processed w thout decryption by

i ntermedi ate network devices. These encrypted packets can be
collected at the client or server end and decrypted offline for

di agnostic analysis. This architecture renoves the need for real-
time decryption at neasurenent points, inproving scalability and
depl oynent sinplicity.

The procedures specified in RFC8250 for header placenent,
i npl ementation, security considerations and so on continue to apply
for PDW2.

1.1. PDW?2 Foundational Principles

The design of PDW2 adheres to a set of foundational principles which
guide its architecture and operational nodel

1. Ofline Decryption: Al decryption of data occurs offline,
elimnating the conmputational overhead of real-time decryption on
net wor k devi ces.

2. Speed of Handshake Processing: The goal of PDW2 is to have as
little tinme spent in handshake processing as possible.
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3. Handshake at | P Layer: The establishnent of session keys is at
the IP layer not at the transport or session |ayers. However,
keys will be changed when there is a change in the 5-tuple. For
| CMP and | Psec, sender-destination IP pair defines the session
for key rotation purposes.

4. Separation of Encryption Layers: Encryption at the extension
header | evel is designed to be independent of encryption in
hi gher-1ayer protocols (e.g., TLS, QU C. This avoids
boot st rappi ng probl ens where key negotiation at one layer (IP) is
dependent on information from another layer (TCP / TLS)

5. Key Reuse Avoi dance: Keys are not reused between sessions. Each
session uses a freshly derived key to enhance security and
forward secrecy.

6. Base Key Registration: Master keys and device authentication are
established through a registration process with an Authentication
Server. A conplenentary draft will detail the full registration
procedure and the operation of the Decryption Server that handl es
of fline decryption.

7. Sequential Field for Key Derivation: Each packet may include a
sequential field (in cleartext), which serves as input to a key
derivation function (KDF). This supports dynani c keying
mechani sms such as those used in Hybrid Public Key Encryption
(HPKE) .

8. Sanple Key Derivation |Inplenentation: A sanple inplenentation
using HPKE wi Il be included to illustrate how these principles
can be applied in practice. Aternative KDFs nmay be used, based
on inplenmentati on needs.

9. Optional Sequential Field Usage: A field which may be used as a
nonce and is sent in the clear will be provided. Usage of this
sequential field is optional and can be omtted if not required
for the cryptographic schene in use. It is required for HPKE but
the inpl ementor nmay choose anot her schene.

2. Conventions used in this docunment

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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3. PDW2 Destination Options
3.1. Destinations Option Header
The 1 Pv6 Destination Options extension header [RFC8200] is used to
carry optional information that needs to be examined only by a
packet’s destination node(s). The Destination Options header is
identified by a Next Header value of 60 in the i medi ately preceding
header and is defined in RFC 8200 [ RFC8200]. The |IPv6 PDW?2
destination option is inplenented as an I Pv6 Option carried in the
Destination Options header.
3.2. Metrics information in PDW2
The 1 Pv6 PDWM/2 destination option contains the follow ng base fields:
SCALEDTLR: Scale for Delta Time Last Received
SCALEDTLS: Scale for Delta Tinme Last Sent
GLOBALPTR: d obal Pointer
PSNTP: Packet Sequence Nunber This Packet
PSNLR: Packet Sequence Nunber Last Received
DELTATLR: Delta Tine Last Received
DELTATLS: Delta Time Last Sent
PDM/2 adds a new nmetric to the existing PDM [ RFC8250] called the
G obal Pointer. The existing PDMfields are identified with respect
to the identifying information called a "5-tuple".
The 5-tuple consists of:
SADDR | P address of the sender
SPORT: Port for the sender
DADDR: | P address of the destination
DPORT: Port for the destination

PROTC: Upper-Ilayer protocol (TCP, UDP, |ICWMP, etc.)
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Unli ke PDM fields, d obal Pointer (GLOBALPTR) field in PDW?2 is
defined for the SADDR type for the node. Two SADDR address types are
used:

a) Link-Loca
b) d obal Unicast
Hence, there are two d obal Pointers

The d obal Pointer is treated as a comopn entity over all the
5-tuples with the same SADDR type. It is initialised to the value 1
and increnents for every packet sent. d obal Pointer provides a
measure of the anmount of IPv6 traffic sent by the PDW2 node.

When the SADDR type is Link-Local, the PDW2 node sends d oba

Poi nter defined for Link-Local addresses, and when the SADDR type is
G obal Unicast, it sends the one defined for d obal Unicast

addr esses.

The reason for the d obal Pointers is to provide a rough estimation
of the I oad on the node in question. That is, if the node is sending
many ot her packets to other destinations at the sane tine as this
particul ar session. Gven that goal, if we conbine the Link Loca

and G obal Unicast, the traffic traversing the path over the LAN or
VLAN (Link Local) would be conbined with the traffic traversing the
path over the internet or wide area network. The nature of Link-
Local and d obal Unicast traffic is quite different, hence the two
separate counters.

3.3. PDW2 Layout
PDM/2 has two different header formats corresponding to whether the
metric contents are encrypted or unencrypted. The difference between
the two types of headers is determned fromthe Qptions Length val ue.

Following is the representati on of the unencrypted PDW2 header
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Option Type | Option Length | Vrsn | Epoch |
R e s T o T S R El ok i R e e S S e o o s
| PSN Thi s packet |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| PSN Last Received |
B i s T T i i o S o T Ji I
| d obal Poi nter |
+-
I

|-
I

+-

+

i I S e i e s i ol S S S S e S S S e S e et i S e
Scal eDTLR | Scal eDTLS | Reserved |
-4+
-+

+ B S T S S it S S S S A A e

Delta Tinme Last Received | Delta Tine Last Sent |
i T S S O S i i S

+- -

Following is the representation of the encrypted PDW2 header:

0 1 2 3

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Option Type | Option Length | Vrsn | Epoch |
I S i o T s S S S e s s T
| PSN Thi s Packet |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Encrypt ed PDM Dat a :
: (16 bytes) |
i i i T i I S i e s o o i i

Option Type
O0xO0F

8-bit unsigned integer. The Option Type is adopted from RFC 8250
[ RFC8250] .

Option Length
0x22: Unencrypted PDM
0x22: Encrypted PDM

8-bit unsigned integer. Length of the option, in octets,
excluding the Option Type and Option Length fields.

Ver si on Nunber
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0x2

4-bit unsigned nunber.

Epoch

12-bit unsi gned nunber.

Epoch field is used to indicate the valid Sessi onTenpor aryKey.
Packet Sequence Nunber This Packet (PSNTP)

32-bit unsigned nunber.

This field is initialized at a random nunmber and is increnented
sequentially for each packet of the 5-tuple.

This field + Epoch are used in the Encrypted PDW2 as the
encrypti on nonce. The nonce MJST NOT be reused in different
sessi ons.

Packet Sequence Nunber Last Received (PSNLR)

32-bit unsigned nunber.

This field is the PSNTP of the |last received packet on the
5-tupl e.

d obal Pointer

32-bit unsigned nunber.

A obal Pointer is initialized to 1 for the different source
address types and increnented sequentially for each packet with

the correspondi ng source address type.

This field stores the d obal Pointer type corresponding to the
SADDR type of the packet.

Scal e Delta Tinme Last Received (SCALEDTLR)
8-bit unsigned nunber.

This is the scaling value for the Delta Tinme Last Sent (DELTATLS)
field.

Scal e Delta Tinme Last Sent (SCALEDTLS)
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8-bit unsigned nunber.

This is the scaling value for the Delta Tinme Last Sent (DELTATLS)
field.

Reserved Bits
16-bits.

Reserved bits for future use. They MJST be set to zero on
transm ssion and i gnored on recei pt per [RFC3552].

Delta Tine Last Received (DELTATLR)
16-bit unsigned integer.
The value is set according to the scale in SCALEDTLR

Delta Tine Last Received = (send tinme packet n - receive tine
packet (n - 1))

Delta Tinme Last Sent (DELTATLS)
16-bit unsigned integer.
The value is set according to the scale in SCALEDTLS.

Delta Tinme Last Sent = (receive tinme packet n - send tinme packet

(n- 1))
4. Term nol ogy

* Endpoi nt Node: Creates cryptographic keys in collaboration with a
partner.

* Client: An Endpoint Node which initiates a session with a
listening port on another Endpoint Node and sends PDM dat a.

* Server: An Endpoint Node which has a listening port and sends PDM
data to anot her Endpoi nt Node.

Note: a client may act as a server (have listening ports).
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* Public and Private Keys: A pair of keys that is used in asymetric
cryptography. |If one is used for encryption, the other is used
for decryption. Private Keys are kept hidden by the source of the
key pair generator, but the Public Key may be known to everyone.
In this docurment, the Public Key is represented as pkX and the
Private Key as skX (where X can be any client or server).

* Pre-shared Key (PSK): A symretric key. Uniformy random
bitstring, shared between any Cient or any Server or a key shared
between an entity that forns client-server relationship. This
coul d happen through an out-of band nmechanism e.g., a physica
meeting or use of another protocol.

* Shared Secret: A piece of data, known only to the parties
i nvol ved.

* SessionTenporaryKey: A tenporary key used to secure data for
only the current session.

5. Protocol Flow
The protocol will proceed in 2 steps.

Step 10: Creation of cryptographic secrets between Server and Cdient.
This includes the creation of pkX and skX

Step 11: PDM data fl ow between Client and Server

These steps MAY be in the same session or in separate sessions. That
is, the cryptographic secrets MAY be created beforehand and used in
the PDM data flow at the time of the "real" data session

After-the-fact (or real-tinme) data analysis of PDMflow may occur by
net wor k di agnosti ci ans or network devices. The definition of how
this is done is out of scope for this docunent.

5.1. dient - Server Negotiation
The two entities exchange a set of data to ensure the respective
identities. This could be done via a TLS or other session. The
exact nature of the identity verification is out-of-scope for this
docunent .

They use Hybrid Public-Key Encryption scheme (HPKE) Key Encapsul ation
Mechani sm (KEM to negotiate a "SharedSecret”.

Each Cient and Server derive a "SessionTenporaryKey" by using HPKE
Key Derivation Function (KDF), using the follow ng inputs:
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* The "SharedSecret".

* The 5-tuple (SrclP, SrcPort, DstlP, DstPort, Protocol) of the
comruni cati on.

* An Epoch.

The Epoch SHOULD be initialized to zero. A change in the Epoch
i ndi cates that the SessionTenporaryKey has been rot at ed.

The Epoch MJST be increnented when the Packet Sequence Nunber This
Packet (PSNTP) is rolled over. It MAY be increnented earlier,
dependi ng on the inplenentation and the security considerations.

The sender MUST NOT create two packets with identical PSNTP and
Epoch.

When the Epoch overflows, then collection of PDM data for this
session will be stopped. An error nessage MJUST be sent as per

[ RFC9180]: Messageli mit ReachedError: Context AEAD sequence number
overfl ow.

5.2. Inplenentation Quidelines

How shoul d a network administrator decide whether a client should use
PDM unencrypted PDW2, or encrypted PDW?2? This decisionis a
network policy issue. The adm nistrator nust be aware that PDM or
unencrypted PDW2 m ght expose too nuch information to nalicious
parties.

That said, if the network admi nistrator decides that taking such a
risk within their network is acceptable, then they shoul d make the
decision that is appropriate for their network.

Al ternatively, the network adm nistrator might choose to create a
policy that prohibits the use of PDM or unencrypted PDW2 on their
network. The inplenmentati on SHOULD provide a way for the network
adm nistrator to enforce such a policy.

The server and client inplenentations SHOULD support PDM unencrypted
PDM/2, and encrypted PDMW/2. If a client chooses a certain nmechani sm
(e.g., PDM, the server MAY respond with the sane mechani sm unl ess
the network administrator has selected a policy that only all ows
certain mechani sms on their network.
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5.2. 1. Use Case 1: Server does not understand PDM or PDW2

If a client sends a packet with PDM or PDW2 and the server does not
have code whi ch understands the header, the packet is processed
according to the Option Type which is defined in RFC8250 and is in
accordance w th RFC8200.

The Option Type identifiers is coded to skip over this option and
conti nue processing the header

5.2.2. Use Case 2: Server does not allow PDM Opti on (PDM or PDM/2)

If a client sends a packet with a PDM opti on which does not match the
network policy, then the PDM option MJST be ignored and processing
continue normally. The server SHOULD | og such occurrences.

Filtering at routers per [RFC9288] on filtering of |Pv6 extension
headers may inpact the recei pt of PDM/ PDW?2.

6. Security Coals

As discussed in the introduction, PDM data can represent a serious
data | eakage in presence of a nalicious actor

In particular, the sequence nunbers included in the PDM header all ows
correlating the traffic flows, and the tim ng data can highlight the
operational limts of a server to a malicious actor. Moreover,
forging PDM headers can | ead to unnecessary, unwanted, or dangerous
operational choices, e.g., to restore an apparently degraded Quality
of Service (Q0S).

Due to this, it is inportant that the confidentiality and integrity
of the PDM headers is maintai ned. PDM headers can be encrypted and
aut henti cated using the nethods discussed in Section 5.4, thus
ensuring confidentiality and integrity. However, if PDMis used in a
scenario where the integrity and confidentiality is already ensured
by other means, they can be transnitted w thout encryption or

aut hentication. This includes, but is not Iimted to, the follow ng
cases:

a) PDMis used over an already encrypted nmedi um (For exanple VPN
tunnel s).

b) PDMis used in a link-local scenario
c) PDMis used in a corporate network where there are security

measures strong enough to consider the presence of a malicious
actor a negligible risk.
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6.1. Security Goals for Confidentiality

PDM dat a MJUST be kept confidential between the intended parties,

whi ch includes (but is not limted to) the two entities exchangi ng
PDM data, and any legitimate party with the proper rights to access
such dat a.

6.2. Security Goals for Integrity

An i npl enentati on SHOULD attenpt to detect if PDMdata is forged or
nodi fied by a malicious entity. In other terns, the inplenentation
should attenpt to detect if a nmalicious entity has generated a valid
PDM header inpersonating an endpoint or nodified a valid PDM header

6.3. Security Goals for Authentication

An unaut hori zed party MJST NOT be able to send PDM data and MJUST NOT
be able to authorize another entity to do so. Alternatively, if

aut hentication is done via any of the follow ng, this requirenent MAY
be considered to be net.

a) PDMis used over an already authenticated nmedi um (For exanpl e,
TLS session).

b) PDMis used in a link-local scenario

c) PDMis used in a corporate network where security measures are
strong enough to consider the presence of a nalicious actor a
negligible risk

6.4. Cryptographic Al gorithm

Synmmetric key cryptography has performance benefits over asymretric
crypt ography; asymmetric cryptography is better for key managenent.
Encryption schenes that unite both have been specified in [ RFC1421],
and have been participating practically since the early days of
publ i c-key cryptography. The basic mechanismis to encrypt the
symretric key with the public key by joining both yields. Hybrid
publi c-key encryption schemes (HPKE) [RFC9180] used a different
approach that generates the symmetric key and its encapsulation with
the public key of the receiver
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It is RECOWENDED to use the HPKE framework that incorporates key
encapsul ati on nechani sm (KEM, key derivation function (KDF) and

aut henticated encryption with associated data (AEAD). These nultiple
schenes are nore robust and significantly nore efficient than other
schenes. Wiile the schenes may be negoti ated between conmuni cati ng
parties, it is RECOMENDED to use default encryption algorithm for
HPKE AEAD as AES- 128- GCM

7. Security Considerations

PDM/2 carries netadata, including infornmation about network
characteristics and end-to-end response tinme. This netadata is used
to optinize comuni cati on. However, in the context of passive
attacks, the information contained within PDW2 packets can be
intercepted by an attacker, and in the context of active attacks the
nmet adata can be nodified by an attacker.

In the following we will briefly outline the threat nodel and the
associ ated security risks, using RFC3552 term nol ogy and
classification.

7.1. Limted Threat Mbdel

We assune that the attacker does not control the endpoints, but it
does have a limted control of the network, i.e., it can either
moni tor the comuni cations (leading to passive attacks), or nodify/
forge packets (active attacks).

7.1.1. Passive attacks with unencrypted PDW2

Passive Attack Scenario: In a passive attack, the attacker seeks to
obtain information that the sender and receiver of the comuni cation
woul d prefer to keep private. |In this case, the attacker is not
altering the packets but is intercepting and analyzing them Here's
how thi s can happen in the context of unencrypted PDW2:

a. Being on the sane LAN. The sinplest way for an attacker to | aunch
a passive attack is to be on the sane Local Area Network (LAN) as
the victim Mny LAN configurations, such as Ethernet, 802.3,
and FDDI, allow any machine on the network to read all traffic
destined for any other mamchine on the sane LAN. This neans that
i f PDM packets are sent over the LAN, the attacker can capture
t hem
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b. Control of a Host in the Conmunication Path: |If the attacker has
control over a host that lies in the comunication path between
two victimnmachi nes, they can intercept PDM packets as they pass
through this conprom sed host. This allows the attacker to
coll ect nmetadata without being on the sane LAN as the victim

c. Conprom sing Routing Infrastructure: In sone cases, attackers nay
actively conprom se the routing infrastructure to route traffic
through a conmprom sed machine. This can facilitate a passive
attack on victimnmachines. By nmanipulating routing, the attacker
can ensure that PDW2 packets pass through their controll ed node.

d. Wreless Networks: Wrel ess comuni cati on channels, such as those
using 802.11 (W-Fi), are particularly vulnerable to passive
attacks. Since data is broadcast over well-known radio
frequencies, an attacker with the ability to receive those
transm ssions can intercept PDW2 packets. Wak or ineffective
cryptographic protection in wireless networks can nake it easier
for attackers to capture this data.

CGoal of Passive Attack: In a passive attack, the attacker’s goal is
to obtain sensitive information fromintercepted packets. |In the
case of PDW2, this information may include network characteristics,
end-to-end response tines, and potentially any other netadata that is
transmtted. This information can be valuable to the attacker for
various purposes, such as anal yzi ng network perfornmance or gaining
insights into comunication patterns.

In summary, within the limted Internet threat nodel described in
RFC3552, attackers with the ability to intercept packets can conduct
passive attacks to capture nmetadata carried in | Pv6 unencrypted PDW?2
packets. This information can be useful for the attacker, even

wi t hout actively altering the conmunication. Security neasures, such
as encryption and network segnentation, are inportant counterneasures
to protect against such passive attacks.

7.1.2. Passive attacks with encrypted PDW?2

Passive Attack Scenario: An attacker is trying to seek usefu
informati on fromencrypted PDW2 packets happeni ng bet ween two
different entities. Encrypted PDW2 has npost of the netadata fields
encrypted except for PSNTP which is al so used as a nonce in HPKE
AEAD.
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CGoal of Passive Attack: In this attack, the attacker is trying to
obtain the order in which the packets were sent fromthe sender to
the receiver for different flows. The amount of information gathered
by the attacker is simlar, to sone extent, to the ones avail able by
i nspecting the TTCP sequence nunber, which is also usually not
protected. Therefore, we consider this information | eak acceptable.

Nevert hel ess, this point should be noted if conplete traffic
obfuscation (including packet reordering) is necessary. In these
cases it is suggested to use |PSec ESP [ RFC4303] in tunnel node (in
whi ch case the PDW2 can be used unencrypted).

7.1.3. Active attacks with unencrypted PDW2

There are al so active attacks within the context of the limted
Internet threat nodel defined in [RFC3552]. 1In this nodel, active
attacks involve an attacker witing data to the network, and the
attacker can forge packets and potentially nanipul ate the behavi or of
devi ces or networks. Let’'s break down how message nodification,
deletion, or insertion by attackers using the unencrypted | Pv6

Per f ormance and Destination option v2 (PDW?2) fits into this threat
nodel :

1. Message Modification Attack:

In a nessage nodification attack, the attacker intercepts a
message, nodifies its content, and then reinserts it into the
network. This attack is significant because it allows the
attacker to tanper with the integrity of the data being
transm tted.

Exanpl e: Suppose an attacker intercepts an | Pv6 packet contai ning
unencrypted PDW?2 information that includes network and end-to-
end response tinme netadata. The attacker nodifies this

i nformati on, such as altering the response tine data or inserting
false information. Wen this nodified packet reaches its
destination, the receiving device or network may act based on
this malicious information, potentially |eading to degraded
performance, incorrect network management decisions, wong
performance data collection, etc. A direct consequence of

nmodi fyi ng the performance data could be, for exanple, to hide an
ongoi ng QoS violation, or to create a fake QS violation, with
consequences on the violation of Service Level Agreenents.

2. Message Del etion Attack:
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In a message deletion attack, the attacker renmoves a nmessage from
the network. This attack can be used in conjunction with other
attacks to disrupt comunication or achieve specific objectives.

Exanpl e: Consider a scenario where an attacker deletes certain

| Pv6 packets that contain unencrypted PDW2 information, or

del etes the PDM header fromthe packet. |If the PDW2 is used for
network monitoring or quality of service (QS) managenent, the
del etion of these packets can cause the nonitoring systemto mss
critical data, potentially |eading to inaccurate network
performance anal ysis or deci sions.

3. Message Insertion Attack:

In a nessage insertion attack, the attacker forges a nessage and
injects it into the network.

Exanpl e: An attacker could forge | Pv6 packets containing
unencrypted PDW2 data with fake source addresses and inject them
into the network. |If PDMis used for nmaking routing or resource
al | ocati on deci sions, these injected packets can influence the
networ k’s behavior, potentially causing it to take subopti nal
routes or allocate resources incorrectly.

Al'l these attacks are considered active attacks because the attacker
actively mani pul ates network traffic, and they can potentially spoof
the source address to disguise their identity. In the limted
Internet threat nodel defined in [RFC3552], it is assuned that
attackers can forge packets and carry out such active attacks. These
attacks highlight the inportance of securing network protocols,

aut henti cati ng nmessages, and inplenmenting proper security neasures to
protect agai nst them

7.1.4. Active attacks with encrypted PDW2

Encrypted PDW?2 provides inherent protection against active attacks
| i ke Message Modification by providing integrity. |If either of the
sequence nunber or encrypted PDW2 contents are nodified then
decryption will fail.

Message Del etion Attack can be performed for encrypted PDW?2
simlarly to unencrypted PDW?2

| mper sonation Attack: Encrypted PDW?2 relies on a shared secret

negoti ated by an external protocol (e.g., TLS). |If key exchange does
have aut hentication check, then an adversary who inpersonates the
host can derive a key with the destination client and potentially
performall the above active attacks even on encrypted PDW2
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7.2. Topol ogi cal considerations

The sane topol ogi cal considerations highlighted in [ RFC3552] applies
in this context. Passive attacks and active attacks where the
messages need to be nodified or deleted are nore likely if the
attacker is on-path, while nessage insertion attacks are nore likely
when the attacker is off-path but can happen al so when the attacker
is on-path. Link-local attacks can be considered as a special case
of on-path for PDM i.e., for PDMa link-1ocal attacker has no
special privileges with respect to an on-path attacker

7.3. Further mitigations

PDM i ncl udes cryptographi c mechani sns to mtigate passive and active
attacks. As a further security nechanismto protect fromactive
attacks, it is possible for an inplenentation to include |ogging of
anomal ous events, e.g.

* M ssing PDM header when expected (counteracts the Message
Del eti on).

* Unusual variations of the PDM data (counteracts the Message
Modi fi cati on)

* Accept the PDM data only if the application | evel accepts the
packet payl oad (counteracts the Message |nsertion)

* Nbnitor repeated or unexpected PDM data (counteracts replay
att acks).

Security considerations about HPKE are addressed in RFC 9180.
Security considerations about PDM are addressed in RFC 8250
Security considerations about destination objects are addressed in
RFC 8200.

8. Privacy Considerations

Encryption plays a crucial role in providing privacy as defined by

[ RFC6973], especially when metadata sniffing is a concern

[ RFC6973], titled "Privacy Considerations for Internet Protocols,"”
outlines the inportance of protecting users’ privacy in the context
of various Internet protocols, including IPv6. Wen netadata |ike
network and end-to-end response tinme is at risk of being observed by
attackers, eavesdroppers, or observers, encryption can help mtigate
the privacy risks. Here's how encryption achieves this:
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10.

a) Confidentiality: Encryption ensures that the actual content of
the conmuni cation remai ns confidential. Even if attackers or
observers intercept the data packets, they won't be able to
deci pher the information without the encryption key. 1In the case
of I Pv6 Performance and Destination Qption (PDM, the still-
visible, non-encrypted netadata is still visiblenegligible, and
does not poses confidentiality

b) Content Protection: Metadata, such as network and end-to-end
response tinme, nay reveal sensitive infornmation about the
conmuni cation. By encrypting the content, encryption nmechani sns
hel p protect this sensitive data from being exposed. Qbservers
may still see that communication is happening, but they won't be
abl e to gl ean neani ngful information fromthe netadata.

c) Integrity: Encryption often includes nmechanisns to ensure data
integrity. It allows the recipient to verify that the received
data has not been tanmpered with during transit. This hel ps
protect against attackers who might try to manipulate the
met adat a.

It's inportant to note that while encryption enhances privacy by
protecting the content of conmmunication, netadata still poses sone
chal l enges. Metadata, such as the fact that communication is
occurring and the parties involved, can be revealing. To address
this, additional techniques, like traffic obfuscation, my be used to
hi de netadata patterns. However, conplete netadata privacy can be
chal l enging to achi eve, especially when comuni cation protocols

i nherently require sonme | evel of netadata exchange.

Specifically, enabling PDM only for a specific set of flows can pose
a risk of highlighting their presence between two parties. As a
mtigation technique, it is suggested to obfuscate the events, for
exanpl e by enabling PDM on nore flows than strictly necessary.
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Appendi x A, Sanple Inplenentation of Registration
A 1. Overall summary
In the Registration phase, the objective is to generate a shared
secret that will be used in encryption and decryption during the Data
Transfer phase. Howthis is to be done is left to the
i mpl ement ati on.
A.2. High level flow
The foll owi ng steps describe the protocol flow

1. dient initiates a request to the Server. The request contains a
list of avail able ciphersuites for KEM KDF, and AEAD.

2. Server responds to the Cient with one of the avail able
ci phersuites and shares its pkX

3. Cdient generates a secret and its encapsulation. The dient
sends the encapsulation and a salt to the Server. The salt is
required during KDF in the Data Transfer phase.

4. Server generates the secret with the help of the encapsul ation
and responds with a status nessage.

Appendi x B. Change Log

Note to RFC Editor: if this document does not obsol ete an existing
RFC, pl ease renove this appendi x before publication as an RFC

Appendi x C. Open |ssues

Note to RFC Editor: please renove this appendi x before publication as
an RFC.

Aut hors’ Addr esses
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