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Abst ract

Thi s docunent defines an optional extension to the Sinple Two-Way
Active Measurenent Protocol (STAWMP) that enables a Session-Reflector
to send asynmmetrical packets, that is, response packets whose size or
quantity differs fromthose sent by the Session-Sender. Wile
standard STAMP exchanges are symmetrical, certain neasurenent
scenarios benefit fromreflected packets of different |engths or

addi tional responses to better approximate application traffic
conditions. The extension specifies the Reflected Test Packet
Control TLV and associ ated procedures, analyzes chall enges in active
performance neasurenent (including in nulticast environnents), and
descri bes STAMP behaviors to inprove neasurenent efficiency and
reduce network imnpact.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 Septenber 2026
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I nt roducti on

Si npl e Two-way Active Measurement Protocol (STAMP) [ RFC8762] defines
the base STAMP functionalities. STAMP Optional Extensions [ RFC8972]
i ntroduces a TLV structure that allows a Session-Sender to include
optional instructions for Session-Reflectors to extend the
functionality of the base STAMP protocol. New STAMP TLVs can be
defined to support scenarios like the ones described in [ RFC7497],
whi ch di scusses the coordinati on of nmessagi ng between the source and
destination to help deliver one of the fundanmental principles of IP
performance netric nmeasurenents, mnimzing the test traffic effect
on user flows.

By default, a STAMP Sessi on-Sender and a Sessi on-Refl ect or exchange
packets symmetrically: the nunmber of packets sent by the Session-
Refl ector and the Session-Sender are the sanme and the length of the
packets sent by the Session-Reflector and the Session-Sender are the
same. However, in sonme scenarios, e.g., rate measurenents di scussed
in [RFC7497], it would be beneficial for a Session-Reflector to
respond with asymmetrical test packets: packets whose length is not
symmretrical to the test packet sent by the Session-Sender and/or
packets that are not sent in direct response to a packet received
froma Session-Sender. The optional extension defined in this
docunent gives operators the tools to create such asymetrica
packets between a Sessi on-Sender and a Sessi on- Refl ect or

Measur ement of performance metrics in a multicast network using an
active nmeasurenent nethod (Section 3.4 of [RFC7799]) has specific
chal | enges conpared to what operators experience nonitoring in a
uni cast network. This docunent analyzes these chall enges and

speci fies procedures and STAMP extensions to achieve nore efficient
measurenents with a | esser inpact on a network.

Conventions Used in This Docunent
1. Term nol ogy and Acronyns

The docunent uses terns defined in [ RFC8762], especially Session-
Sender, Session-Reflector and symmetrical packets.

The docunent uses terms defined in [ RFC8972], especially STAW
Session ldentifier (SSID), STAMP TLV Flags and Sub- TLVs.

The docunment uses the terns | n-Service and Qut-of-Service defined in
[ RFC7497] .
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In this docunent, "asynmmetrical packets" has two meani ngs, depending
on the context. The first aspect is asymretry in packet size between
a packet sent by a Session-Reflector and the packet it received from
the Session-Sender. The second aspect is asymetry in the nunber of
packets the Session-Reflector transmits in response to receiving a
singl e STAWP test packet.

In this docurment, a multicast network means a comuni cati on network
model where a sender transmts a single packet addressed to a
mul ticast group, and the network delivers copies of that packet to
mul tiple receivers that have joined the group
CE Congestion Experienced
ECN Early Congestion Notification
EU Extended Uni que |dentifier
MAC Medi a Access Control
STAMP Si mpl e Two-way Active Measurenent Protoco
TLV Type- Lengt h- Val ue

2.2. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Reflected Test Packet Control TLV
This section defines an additional optional STAMP extension,
Refl ected Test Packet Control TLV and an additional bit-flag in the

STAMP TLV Flags field. The format of this TLV is presented in
Figure 1.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| STAMP TLV Fl ags| Type | Lengt h |
e L i i T e i S ik it I R S S
| Length of the Reflected Packet | Number of the Reflected Packets|
i e e e e e o i e R e e i ol I N B T
| Interval Between the Refl ected Packets |
B i s T T i i o S o T Ji I
~ Sub- TLVs ~
i s T S i i T S A b e ok

Figure 1: Reflected Test Packet Control TLV For nat
The descriptions of the fields are as foll ows:
STAMP TLV Flags is a one-octet field [ RFC8972].

Type is a one-octet field that identifies the Reflected Test
Packet Control TLV. This field is set to TBAlL (Section 8.1).

Length is a two-octet field. The value is variable, and MJUST NOT
be smaller than 12 octets.

Length of the Reflected Packet is a two-octet field. The value is
an unsigned integer that is the requested length of a reflected
test packet in octets.

Nunber of the Reflected Packets is a two-octet field. The value
is an unsigned integer that is the nunber of reflected test
packets that the Session-Reflector is requested to transmt in
response to receiving a STAMP test packet with the Reflected Test
Packet Control TLV.

Interval Between the Reflected Packets is a four-octet field. The
val ue is an unsigned integer set to the interval in nanoseconds
bet ween the transm ssion of the consecutive reflected test packets
in response to receiving a STAMP test packet with the Reflected
Test Packet Control TLV.

Sub-TLVs is an optional field that includes additional information
communi cated by a Sessi on- Sender.

Al so, an additional STAWP TLV flag [ RFC8972], Conformant Reflected
Packet is allocated by I ANA from"STAMP TLV Fl ags"” subregistry
(Section 8.2): the one-bit Cflag (TBA4). A Session-Sender MJST zero
this flag on transm ssion, and the Session-Reflector MJST ignhore its
val ue on the receipt of a STAMP test packet with a STAMP TLW.
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A Sessi on- Sender MAY include the Reflected Test Packet Control TLV in
a STAMP test packet. |If the received STAMP test packet includes the
Refl ected Test Packet Control TLV, the Session-Reflector MJST
transmt a sequence of reflected test packets according to the
foll owi ng rul es:

The length of the reflected test packet MUST be the |argest of
t he:

a. The length of a base Session-Refl ector packet in the node
(unaut henticated or authenticated) of the received STAW test
packet, as defined in Section 4.3 of [RFC8762], including all
STAMP ext ension TLVs [RFC8972], present in the received STAW
test packet but excluding any Extra Padding TLVs. The rationale
to exclude any Extra Padding TLV present in comnbination with
Ref |l ected Test Packet Control TLV is to support a scenario when a
Session-Reflector is requested to transmt a sequence of packets
shorter than the recei ved STAMP packet.

b. The value in the Length of the Reflected Packet field of the
Refl ected Test Packet Control TLV aligned at a four-octet
boundary.

In a case where the length of the refl ected packet calculated by this
rule is longer than the length of the reflected packet cal cul ated by
the rules in Section 4 of [RFC8972], the Session-Reflector MJST use
the Extra Padding TLV (Section 4.1 of [RFC8972]) to increase the

Il ength of the reflected test packet. |If the calculated |ength of the
refl ected packet exceeds the maxi numtransm ssion unit (MIU) of the
interface to reach the Session-Sender, the Session-Reflector MJST set
the C (Conformant Refl ected Packet) STAMP TLV flag (Section 8.2) to
1, and MUST transmit a single reflected packet of the length equal to
MIU of the egress interface. Oherw se, the Session-Reflector MJST
set the Cflag to O in each reflected test packet.

The nunber of reflected test packets in the sequence MJST equal the
val ue of the Nunber of the Refl ected Packets field.

If the value of the Nunber of the Reflected Packets field is |arger
than one, the interval between the transm ssion of two consecutive
refl ected packets in the sequence MJUST be equal to the value in the
Interval Between the Reflected Packets field in nanoseconds. To
prevent excessive congestion caused by refl ected packets, a
Sessi on- Refl ector that supports the Reflected Test Control TLV MJST
enforce limts on both the data rate (bytes per second) and the tota
data volune (bytes) of the STAWMP payload it generates in response to
an incomng test packet. |If a test packet is received that would
generate traffic that exceeds either of these limts, the Session-
Refl ector MUST set the C flag (Section 8.2) to 1, and MJST transmit a
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single reflected packet of the length calculated by the rules listed
above. O herw se, the Session-Reflector MIST set the Cflag to 0 in
each reflected test packet.

If the Number of Reflected Packets field is set to zero, the Session-
Ref | ect or MUST NOT send any refl ected packets. Furthernore, in this
case, the Session-Reflector SHOULD di scard the received STAMP test
packet. However, a local policy MAY override this default behavior
and specify an alternative handling. Note that this behavior of the
Sessi on-Refl ector is denobnstrated when the Control Code Flags field
of the Return Path Control Code sub-TLV (Section 4.1.1 of [RFC9503])
is set to No Reply Requested. If this the intended behavior, use of
the Return Path TLV is preferable.

Each reflected test packet in the sequence is formed according to
Section 4.3 of [RFC8762].

As defined above, there are two cases when a Session-Reflector wll
set the Cflag in the reflected packet. To di sanbi guate which case
led to the C flag being set to 1, an inplementation of a Session-
Sender may use the foll ow ng:

The requested | ength exceeds the MIU of the egress interface of
the Session-Reflector if the length of the received reflected
STAMP packet is |ess than the value of the Length of the Reflected
Packet fi el d.

The requested data rate and/or the data volune exceed the linmts
set at the Session-Reflector if the length of the received

refl ected STAMP packet equals the value of the Length of the
Ref | ect ed Packet field.

3.1. Address G oup Sub-TLVs

A multicast network that uses an active perfornmance neasurenent

met hod for In-Service rate estimation MJST include a rate contro
mechani smt hat bounds and regul ates the generati on of neasurenent
packets. Because mnulticast replication can anplify probe traffic
across the distribution tree, uncontrolled probe em ssion risks

i ntroduci ng congestion, altering traffic asymetry, or otherw se
perturbing the conditions being neasured. The rate control mechani sm
MUST ensure that probe traffic remains non-intrusive, predictable,
and consistent with the operational characteristics of the multicast
topol ogy. Aligning probe generation behavior with the timng and
packet sel ection semantics of the asymmetric packet neasurenent

met hod nakes it possible for observations collected at receivers to
remain valid and conparable. To allow for depl oynent on networks
with different characteristics (i.e., latency, throughput, etc.),
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i mpl ement ati ons SHOULD provi de operators with the ability to
configure rate linmts and pacing paranmeters that prevent excessive or
uneven probe replication while still enabling statistically

meani ngf ul neasur enent sanpl es.

3.1.1. Layer 2 Address G oup Sub-TLV

An optional Layer 2 Address Group sub-TLV is a variable-length sub-
TLV that includes a Layer 2 Address G oup Mask and Address G oup
fields used by the Session-Sender to select the Session-Reflectors
for a response. The Layer 2 Address G oup sub-TLV can convey EUI -48
(Extended Unique Identifier), EU-64 ([|EEE-802.3-2022], and a 16-bit
short address for local identification within a Personal Area Network
([ EEE- 802. 15. 4-2024]). The format of the Layer 2 Address G oup sub-
TLV is presented in Figure 2.

0 1 2 3
01234567890123456789012345678901
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Sub-TLVFl ags| Sub-TLV Type | Sub- TLV Length |
B i s T T i i o S o T Ji I
~ Layer 2 Address Group Mask (variable |ength) ~
R e s T o T S R El ok i R e e S S e o o s
~ Layer 2 Address Group (varaible |ength) ~
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Figure 2: Layer 2 Address G oup Sub-TLV For mat
wher e:

Sub-TLV Type is a one-octet field. 1ANA is requested to assign
val ue TBA2 (Section 8.3).

Sub-TLV Length is a two-octet field whose value equals the length
of the Value field of the Layer 2 Address Group sub-TLV in octets.
Because | engths of MAC Address G oup Mask and MAC Address G oup
fields MJST be equal, valid values for the Sub-TLV Length are 4,
12, and 16. Any other value MJST be considered by the Session-
Refl ector as a mal fornmed sub- TLV.

The Val ue field of the Layer 2 Address Group sub-TLV consists of the
follow ng fields:

Layer 2 Address G oup Mask: A field that represents the bitmask to
be applied to all MAC addresses associated with the Session-

Refl ector. The length of the field is 1/2 the value of the sub-
TLV Length fi el d.
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Layer 2 Address Goup: A field that represents the group to which
this TLV is addressed. The length of the field is 1/2 the val ue
of the sub-TLV Length field.

If the Session-Reflector applies the value of the Layer 2 Address
Group Mask field (using a bitwise AND) to any of its MAC addresses
with the sane Iength and the result is equal to the value of the
Layer 2 Address G oup field, then the Session-Reflector MJST stop
processing the Layer 2 Address G oup sub-TLV and continue processing
the received test packet. |If no matches are found, the Session-
Ref | ect or MUST stop processing the received packet.

3.1.2. Layer 3 Address G oup Sub-TLV

An optional Layer 3 Address Group sub-TLV is a variable-length sub-
TLV that includes the IP prefix and IP prefix length fields used by
the Session-Sender to select the Session-Reflectors for a response.
The format of Layer 3 Address Group sub-TLV is presented in Figure 3.

0 1 2 3
01234567890123456789012345678901

B T S i T s i i e e SEI S
| Sub-TLV Flags | Sub-TLV Type | Sub- TLV Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Prefix Length | Reserved |
i T s i o S i i S R I S I S S S M
~ IP Prefix ~
B T S i T s i i e e SEI S
Figure 3: Layer 3 Address G oup Sub-TLV For nmat
wher e:

Sub-TLV Type is a one-octet field. I1ANA is requested to assign
val ue TBA3 (Section 8.3).

Sub-TLV Length is a two-octet field whose val ue equals either 8,
if the IP Prefix is the prefix for an I Pv4 address, or 20 if the
IP Prefix is the prefix for an I Pv6 address. Any other val ue MJST
be considered by the Session-Reflector as a mal forned sub- TLV.

The Value field of the Layer 3 Address Group sub-TLV consists of the
follow ng fields:

Prefix Length: A one-octet unsigned integer field that contains

the length, in bits, of the prefix of the value in the IP Prefix
field

Mrsky, et al. Expires 17 Septenber 2026 [ Page 9]



I nternet-Draft Asymetrical Traffic Using STAW March 2026

4.

4.

4.

Reserved: A three-octet field. The field MJST be set to zeros on
transm ssion and i gnored on receipt.

IP Prefix: A variable-length field. The length of the field is
four octets if the IP Prefix is the prefix for an |Pv4 address, or
16 if the IP Prefix is the prefix for an | Pv6 address.

When processing this sub-TLV, the Session-Reflector will construct an
I P mask according to the value, n, in the Prefix Length field. The
IP mask will be an I P address (of the famly specified by the val ue
of the Sub-TLV Length field, according to the senmantics above) where
the n nost-significant bits are set to 1 and all other bits are set
to 0. Once the nask is constructed, if the Session-Reflector applies
it (using a bitwise AND) to any of its |IP addresses of the sane
famly and the result is equal to the value in the IP Prefix field,
then the Session-Reflector MJST stop processing the Layer 3 Address
Group sub-TLV and conti nue processing the received test packet. |If
no matches are found, the Session-Reflector MJUST stop processing the
recei ved packet.

Oper ational Considerations
1. Rate Measurenent

[ RFC7497] defines the problem of access rate measurenent in access
networks. Essential requirenents identified for a test protocol are
the ability to control packet characteristics on the tested path,
such as asymetric rate and asymmetric packet size. The Reflected
Test Packet Control TLV, defined in Section 3, conforns to the
requirenents for neasuring access rate by providing optional controls
of the nunber of reflected test packets, the size of the reflected
packet(s), and the time interval, i.e., rate, in transmtting the
sequence of the reflected test packets. The access rate netric and
met hod of access rate neasurenent are out of the scope of this
docunent. The UDP Speed Test ([RFC9097] and
[I-D.ietf-ippmcapacity-protocol]) also allows for the neasurenment of
access bandwi dt h.

1.1. Operational Considerations for Performng Rate Measurenent

General considerations for using a testing protocol for rate

measur enent are docunented in Section 7 of [RFC7497]. These

consi derations are specific for In-Service and Qut-of-Service (using
the term nol ogy of [RFC7497]) rate measurenent. In the Qut-of-
Service testing, an operator may use a very high traffic rate and/or
volunme (i.e., high values for the Length of the Refl ected Packet and/
or Nunber of the Reflected Packets paraneters, and/or |ow values for
the Interval Between the Reflected Packets paraneter of the Reflected
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Test Packet Control TLV) to create congestion in the bottleneck
However, when performing In-Service rate testing, an operator nay
start with a lowrate and/or volume and gradually increase themwth
each transmitted Refl ected Test Packet Control TLV.

A service subscriber perform ng extensive rate neasurenents on the
operational network, SHOULD consider the Consideration 6 in

Section 10 of [I-D.ietf-ippm capacity-protocol] and be m ndful of
limts placed on their service by the Service Provider. 1In
particul ar, active nmeasurenent can lead to the generation of data
vol unmes that may cause those performng the test to violate service-
| evel agreenents with their Service Provider (see Section 10 of
[I-D.ietf-ippmcapacity-protocol]).

4.2. Active Performance Measurenent in Multicast Environment

For performance nmeasurenents using STAMP in a nulticast environnent,
a Session-Sender is expected to be the root and Session-Refl ectors
are the | eaves of the same nulticast distribution tree. The
mechani sm of constructing the nulticast tree is outside the scope of
this docunent.

According to [ RFC8972], a STAMP Session is denultiplexed by a

Sessi on-Refl ector by the tuple that consists of source and
destination |IP addresses, source and destination UDP port numbers, or
the source | P address and STAMP Session ldentifier. That is also the
case when nmonitoring performance of a nulticast flow, despite the
fact that the destination | P address is a multicast address.
Therefore, there is no special behavior defined for a Session-
Ref | ect or upon receiving a STAMP test packet over a nulticast tree.

It processes the packet according to [ RFC8762] and [ RFC8972]. The
Sessi on- Ref |l ect or MUST use the source | P address of the received
STAMP test packet as the destination |IP address of the reflected test
packet, and MUST use one of the |P addresses associated with the node
as the source I P address for that packet. As a result, a Session-
Sender nmay receive multiple replies fromnultiple counterpart
Session-Refl ectors. Such a Session-Sender may include a Reflected
Test Packet Control TLV and include either a Layer 2 Address G oup
sub-TLV or a Layer 3 Address Group sub-TLV to Iimt the Session-

Refl ectors that respond.
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The nulticast environment itself could be configured to help
alleviate the possibility that network congestion may occur if a
single test packet generates a |large nunber of concurrent replies,
all directed to the sane endpoint. Depending on the nmulticast-

i npl ementation, adding the Reflected Test Packet Control TLV could
all ow the nmulticast environnent to limt the nunber of replies by
updating fields of any STAMP packets it sees by nodifying their
Ref | ected Test Packet Control TLV Sub-TLV val ues:

Random y by specifying a Layer 2 Address G oup sub-TLV: for
exanpl e, setting the EU -48 Address Goup Mask to OxF and the
EUl -48 Address Group to Ox1. As a result, only 1 out of 16
reflectors will reply;

Havi ng a specific vendor NIC by specifying a Layer 2 Address G oup
sub-TLV with the EU -48 Address G oup Mask set to OxFFFFFFO0000O;

Bel onging to specific | P networks, for exanple, a subnet dedicated
to I Pv6 over |Pv4 encapsul ation by specifying the appropriate
Layer 3 Address G oup sub-TLV.

Multicast traffic is also intrinsically asymetrical. The upstream
(source-to-receiver) direction typically dom nates, while the return
path receives linmted attention because multicast comrunication is
primarily one-to-many and generates conparatively little downstream
or receiver-to-source traffic. The Length of the Refl ected Packet
val ue can be used to ensure the reflected packet transports all the
ti mestanps and requested information, crucial for the underlying
measure, but is as short as possible so as not to flood the network
with usel ess data.

4.3. Using Reflected Test Packet Control TLV in Conbination with G her
TLVs

[ RFC9503] defines the Return Path TLV whi ch, when used in conbination
with the Return Address Sub-TLV, allows a Session-Sender to request
the reflected packet be sent to a different address fromthe Session-
Sender one. These STAMP extensions could be used in combination with
the Refl ected Packet Control TLV, defined in this docunment, to direct
the reflected STAMP test packets to a collector of neasurenent data
(according to [ RFC7594]) for further processing and network
analytics. An exanple of the use case is a nulticast scenario when,
for exanple, the Session-Sender is close to the actual multicast
source (such as a canera transmtting live video) so that the test
packets follow the same path as the video stream packets in one
direction but the reflected test packets follow another to a
destination where the data woul d be anal yzed
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For compatibility with [ RFC9503], a Session-Sender MJST NOT include a
Return Path Control Code Sub-TLV with the Control Code flag set to No
Reply Requested in the sane test packet as the Reflected Test Packet
Control TLV is non-zero. A Session-Reflector that supports both TLVs
MUST set the Uflag to 1 in Return Path and Refl ected Test Packet
Control TLVs in the reflected STAWP packet. Furthernore, the

Sessi on-Refl ector SHOULD | og a notification to i nforman operator
about the m sconstructed STAMP packet.

Refl ected Test Packet Control TLV can be conbined with the d ass of
Service TLV [ RFC8972] to augnent rate testing or testing in a

mul ticast network with nonitoring the consistency of Differentiated
Servi ces Code Point and Explicit Congestion Notification values in
forward and reverse directions of the particul ar STAMP test session

5. Security Considerations

Security considerations discussed in [RFC7497], [RFC8762],[ RFC8972],
and [ RFC9503] apply to this docunment. Furthernore, spoofed STAMP
test packets with the Refl ected Test Packet Control TLV can be
exploited to conduct a Denial -of-Service (DoS) attack. Hence,

i npl ementati ons MJST use an identity protection nechanism For
exanpl e, the Session-Reflector may verify the infornation about the
source of the STAWMP packet against a pre-defined list of trusted
nodes. Furthernore, an inplenentation that supports this

speci fication MIUST provi de adm ni strative control of support of the
Refl ected Test Packet Control TLV on a Session-Reflector with it
bei ng di sabl ed by default. Also, either STAVP authenticati on node

[ RFC8762] or HMAC TLV [ RFC8972] SHOULD be used for a STAMP test
session containing the Reflected Test Packet Control TLV. Note that
if integrity protection is enabled, any in-path nodification wll
cause verification to fail unless the nodifying element is within the
trust boundary and can reconpute the integrity check

Furthernore, a DoS attack using the Reflected Test Packet Control TLV
m ght target the STAMP Session-Refl ector by overloading it with test
packet reflection, e.g., mnuscule intervals and/or an excessive
nunber of concurrent test sessions. To mitigate that, a Session-

Refl ector inplenentation that supports the new TLV MJST provide a
mechanismto limt the reflection rate and vol une of STAMP test
packets (see Section 3 for detailed discussion).

Consi dering the potential nunber of reflected packets generated by a
single test packet sent to a multicast address, paraneters in the
first STAMP test packet with the Reflected Test Packet Control TLV
MUST be sel ected conservatively. Consider the Nunber of the

Refl ected Packets field value set to one. As a result, a Session-
Sender, by counting the packets reflected after originating a first
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STAMP test packet with the Reflected Test Packet Control TLV, can
eval uate the | oad caused by using the Refl ected Test Packet Control
TLV in which nore than a single reflected packet to the sane

mul ticast destination is requested. To mitigate the risk of using
the Refl ected Test Packet Control TLV in a nulticast network further,
a Session-Sender SHOULD sign packets using the HVAC TLV when sendi ng
such nmessages in unauthenticated node [ RFC8762]. But even with the
HVAC TLV, the Reflected Test Packet Control TLV could be exploited by
a replay attack. To mitigate that risk, a STAMP Sessi on- Refl ector
SHOULD use the val ue of the Sequence Nunber field [RFC8762] of the
recei ved STAMP test packet. |f that value conpared to the received
in the previous test packet of the same STAMP test session is not
nmonot oni cal Iy increasing, then the Session-Reflector MJST respond
with a single reflected packet, setting the Uflag to 1 [ RFC8972].
That may not indicate a replay attack, but there’'s packet re-ordering
or packet duplication in the network. An operator can use other

di agnostic nethods to characterize and |localize the problem An

i npl ement ati on of the Session-Reflector can use the Serial Numnber
Arithmetic ([RFCL982]) or any of the other methods to verify the
correct ordering of test packets.

A Sessi on- Sender SHOULD NOT send the next STAMP test packet with the
Refl ected Test Packet Control TLV before the Session-Reflector is
expected to conplete transnmitting all reflected packets in response
to the Refl ected Test Packet Control TLV in the previous test packet.
In sone scenarios the Reflected Test Packet Control TLV m ght induce
congestion on the transient bottleneck. Section 10 of [RFC9097]
specifies security requirenents for capacity neasurenents with
asymetric UDP | oads.

When pl anning | n-Service capacity neasurenent operators SHOULD fol | ow
recomrendations forrmulated in Sections 3 and 7 of [RFC7497]. If the
underl ay network is ECN-capabl e, a Session-Reflector may receive
STAMP test packets with the ECN field marked as Congestion
Experienced (CE). ECN nmarkings provide an indication of incipient
congestion rather than packet |oss. However, the interpretation of
what constitutes "significant congestion" and the operationa
thresholds for reacting to ECN-CE depend on the specific depl oynent,
service objectives, and operator policy. Operators should be aware
that In-Service capacity neasurenents nmay influence congestion
conditions, potentially contributing to ECN-CE nmarking in the
networ k. | nplenentati ons and operational procedures SHOULD ensure
that the use of STAMP for In-Service neasurenment does not

uni ntentionally degrade data traffic or lead to misinterpretation of
ECN-rel ated congestion signals. Appropriate thresholds and
mtigation actions renmmi n depl oynent-specific and SHOULD be gui ded by
operator policy and network performance objectives.
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Furthernmore, Section 3.1.5 of [RFC8085] determ nes that a UDP
congestion control SHOULD respond quickly to experienced congestion
and account for loss rate and response time when choosing a new rate.
And Section 8.1 of [RFC9097] specifies the | oad rate adjustnent
algorithmwith its sanpl e pseudocode offered in Appendix A

6. Inplenentation Status

Note to RFC Editor: This section MJST be renoved before publication
of the docunent.

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmmde the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

- The organi zation responsible for the inplenmentation: WIIl Hawkins
(I ndi vi dual ).

- The inplenentation's nane: Teaparty.

- A brief general description: Teaparty is an open source

i mpl ementation of the Sinple Two-Way Active Measurenent Protocol and
many of the optional extensions. The inplenentation can function as
a Session-Sender and Session-Reflector. It contains support for

Aut henti cated and Unaut henticated nmodes. It also contains an

i mpl ementation of a STAWMP di ssector for Wreshark.
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- The inplenentation’s level of maturity: Interoperable with Junos CS
Evol ved STAMP/ TWAMP- Li ght i mpl enent ati ons

(https://wwv. juni per.net/document ati on/us/en/software/junos/standards/
topics/concept/rpmhtm ), Nokia s TWAMP Li ght inplenmentation
(https://github. conl noki a/ twanpy), and Cujo’s TWAMP Li ght

i mpl ementation (https://github.conl get CUJQ twanp-1ight).

Coverage: Includes support for:
* Authenticated and Unaut henticated nodes
* Stateless and stateful operation

* 9 standardi zed and to-be standardi zed extensions

Version conpatibility: NA

Li censi ng: GPLv3.

- Inplementation experience: Incorporating the Refl ected Packet
Control TLV into the Teaparty inplenentati on was no chall enge from
the protocol perspective (because the specificationis well witten
and the authors were responsive to requests for clarification) but
did require enhancenents to the underlying nechanics. No extensions
(or components of the base functionality) before the Refl ected Packet
Control TLV required support for the Session-Reflector to generate
ongoi ng responses to a test packet froma Session-Sender. As a
result, all responses were generated and sent upon receipt of a test
packet with no further processing. The functionality required to

i npl emrent the Refl ected Packet Control TLV was already on the |ist of
upcom ng additions to Teaparty, whether this extension was proposed
or not (a conplete inplenentation of the Access Report extension
requires such support). Overall, inplementation was straightforward.

- Contact information: Source code is available at
https://github. comcerfcast/teaparty. Author is available at
https://datatracker.ietf.org/person/ hawki nsw@bs. cr

- The date when information about this particular inplenmentation was
| ast updated: April 28, 2025
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8. | ANA Consi derati ons

Note to the RFC Editor: Please update all TBAl/ TBA2/ TBA3/ TBA4 t hr ough
the docunent with the val ues assi gned by | ANA

8.1. Reflected Test Packet Control TLV Type

I ANA is requested to assign a new value for the Reflected Test Packet
Control TLV fromthe STAMP TLV Types registry under the "Sinple Two-
way Active Measurenent Protocol (STAMP) TLV Types" registry group
according to Table 1.

| Value | Description | Reference |
[ ettty e ————————————————————————— s U
| TBAl | Reflected Test Packet Control | This docunent |
S D O S I +

Tabl e 1. New Refl ected Test Packet Control Type TLV
8.2. Conformant Refl ected Packet STAMP TLV Fl ag

IANA is requested to allocate a bit position for the Confornmant

Ref | ected Packet flag fromthe "STAMP TLV Fl ags" registry under the
"Si npl e Two-way Active Measurenent Protocol (STAMP) TLV Types"
registry group according to Table 2.

B S el el sl e ety
| Bit position | Synmbol | Description | Reference |
[ e el el oo g e e pe
| TBA4 | C | Conformance | This document |
I i I +-------- I i +

Tabl e 2: Conformant Refl ected Packet STAMP TLV Fl ag
8.3. Layer 2 and Layer 3 Address G oup Sub-TLV Types
I ANA is requested to assign new values for the Layer 2 Address G oup
and Layer 3 Address G oup sub-TLV Types fromthe "STAMP Sub- TLV

Types" registry under the "Sinple Two-way Active Measurenent Protocol
(STAMP) TLV Types" registry group according to Table 3.
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f ool e s sl st o}
| Value | Description | TLV Used | Reference |
[ e pumnl o fumsbomsoefosesessfsesssespsfesfespsesfespesfespeenge, essemsospusesosfesessfsespsfesespeenle sesfespsesfespeesfespeesfspepny o}
| TBA2 | Layer 2 Address Group | Reflected Test | This docunent |
| | | Packet Control | |
L e T T +
| TBA3 | Layer 3 Address Group | Reflected Test | This docunent |
| | | Packet Control | |
R, o e e e e o e T +

Tabl e 3: STAWMP Sub-TLV Types for the Reflected Test Packet
Control TLV
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