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Abst ract

Thi s docunent specifies an optional extension to the Sinple Two-way
Active Measurenent Protocol (STAMP) to control the I ength and/or
nunber of packets sent by a Session-Reflector in response to a single
test packet fromthe Session-Sender during a STAVP test session. By
default, a STAMP Session-Sender and Session-Refl ector exchange
packets synmetrically: the number of packets sent by the Session-

Refl ector and the Session-Sender are the sanme as is the length of the
packets sent by the Session-Reflector and the Sessi on- Sender

However, there are cases where a Session-Reflector responding with
Asymretri cal Packets woul d ensure a cl oser approxi nati on between
active performance neasurenents and the conditions experienced by
moni tored application. The STAMP extension specified in this
docunent allows operators to establish tests where a Sessi on-

Refl ect or sends Asymmetrical Packets, packets whose | ength is not
symmetrical to test packet sent by the Session-Sender and/or packets
that are not sent in direct response to a packet received froma
Sessi on-Sender. The docunent al so includes an analysis of chall enges
related to performance nonitoring in a multicast network. It

speci fies procedures and STAMP extensions to achieve nore efficient
measurenents with a | esser inpact on a network

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

Si npl e Two-way Active Measurenent Protocol (STAMP) [ RFC8762] defi nes
the base STAMP functionalities. STAMP Optional Extensions [ RFC8972]
i ntroduces a TLV structure that allows a Session-Sender to include
optional instructions for Session-Reflectors to extend the
functionality of the base STAMP protocol. New STAMP TLVs can be
defined to support scenarios |like the ones described in [ RFC7497],
whi ch di scusses the coordi nation of nessagi ng between the source and
destination to help deliver one of the fundanmental principles of IP
performance netric nmeasurenments, mnimzing the test traffic effect
on user fl ows.

By default, a STAMP Session-Sender and a Sessi on-Refl ector exchange
packets symmetrically: the nunber of packets sent by the Session-
Refl ector and the Session-Sender are the sane and the |length of the
packets sent by the Session-Reflector and the Session-Sender are the
same. However, in some scenarios, e.g., rate measurenents di scussed
in [RFC7497], it would be beneficial for a Session-Reflector to
respond with Asymmetrical Test packets: packets whose length is not
symmetrical to test packet sent by the Session-Sender and/or packets
that are not sent in direct response to a packet received froma
Sessi on-Sender. The optional extension defined in this docunent

gi ves operators the tools to create such Asymmetri cal Packets between
a Session-Sender and a Session-Refl ector.

Measur enment of performance netrics in a nulticast network using an
active nmeasurenent nethod (Section 3.4 of [RFC7799]) has specific
chal | enges conpared to what operators experience nonitoring in a
uni cast network. This docunent analyzes these chall enges and

speci fies procedures and STAMP extensions to achieve nore efficient
measurenents with a | esser inpact on a network

1.1. Term nol ogy

The docunent uses ternms defined in [ RFC8762], especially Session-
Sender, Session-Reflector and Symmetrical Packets.

The docunent uses terns defined in [ RFC8972], especially STAW
Session ldentifier (SSID), STAMP TLV Fl ags and Sub- TLVs.
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The docunment uses the terns | n-Service and Qut-of-Service defined in
[ RFC7497] .

In this docurment, "Asymmetrical Packets" has two neani ngs, depending
on the context. First, an Asynmetrical Packet nmeans a packet sent by
a Session-Reflector with a size different fromthe packet sent by the
Sessi on- Sender. The second, third, fourth, etc. packets sent by the
Session-Refl ector in response to a single test packet received froma
Sessi on-Sender are also referred to as Asymmetrical Packets.

In this docunent, a Miulticast Network nmeans a network that sends data
froma single source to nultiple destinations by transmitting a
singl e packet to a single, specially designated address.

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

2. Reflected Test Packet Control TLV

This section defines a new optional STAMP extension, Reflected Test
Packet Control TLV and a new STAMP TLV Flag value. The format of
this TLV is presented in Figure 1.

0 1 2 3
01234567890123456789012345678901
R et e s i o e s i i
| STAMP TLV Fl ags| Type | Lengt h |
B i s T T i i o S o T Ji I
| Length of the Reflected Packet | Number of the Reflected Packets|
i i i T i I S i e s o o i i
| Interval Between the Reflected Packets |
R et e s i o e s i i
~ Sub- TLVs ~
B i s T T i i o S o T Ji I

Figure 1. Reflected Test Packet Control TLV Fornmat
The descriptions of the fields are as foll ows:
STAMP TLV Flags is a one-octet field.

Type is a one-octet field that identifies the Reflected Test
Packet Control TLV. This field is set to TBAlL (Section 7.1).
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Length is a two-octet field. The value is variable, and MJUST NOT
be smaller than 12 octets.

Length of the Reflected Packet is a two-octet field. The value is
an unsigned integer that is the requested length of a reflected
test packet in octets.

Nunber of the Reflected Packets is a two-octet field. The value
is an unsigned integer that is the nunber of reflected test
packets that the Session-Reflector is requested to transmt in
response to receiving a STAMP test packet with the Reflected Test
Packet Control TLV.

Interval Between the Refl ected Packets is a four-octet field. The
value is an unsigned integer set to the interval in nanoseconds
bet ween the transm ssion of the consecutive reflected test packets
in response to receiving a STAMP test packet with the Reflected
Test Packet Control TLV.

Sub-TLVs is an optional field that includes additional information
communi cated by a Sessi on- Sender

Al so, a new STAMP TLV flag [ RFC8972], Conformant Refl ected Packet is
al l ocated by I ANA from "STAMP TLV Fl ags" subregistry (Section 7.2):
the one-bit C flag (TBA4). A Session-Sender MJST zero this flag on
transm ssion, and the Session-Reflector MJST ignore its value on the
recei pt of a STAMP test packet with a STAWP TLV.

A Sessi on- Sender MAY include the Reflected Test Packet Control TLV in
a STAMP test packet. |If the received STAMP test packet includes the
Refl ected Test Packet Control TLV, the Session-Reflector MJST
transmt a sequence of reflected test packets according to the
foll owi ng rul es:

The length of the reflected test packet MUST be the |argest of
t he:

a. The length of a base Session-Reflector packet in the node
(unaut henticated or authenticated) of the received STAWP test
packet, as defined in Section 4.3 of [RFC8762], including all
STAMP ext ension TLVs [RFC8972], present in the received STAW
test packet but excluding any Extra Padding TLVs. The rationale
to exclude any Extra Paddi ng TLV present in conbination with
Refl ected Test Packet Control TLV is to support a scenario when a
Session-Reflector is requested to transmt a sequence of packets
shorter than the recei ved STAMP packet.
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b. The value in the Length of the Reflected Packet field of the
Refl ected Test Packet Control TLV aligned at a four-octet
boundary.

In a case where the length of the refl ected packet calculated by this
rule is longer than the length of the reflected packet cal cul ated by
the rules in Section 3 of [RFC8972], the Session-Reflector MJST use
the Extra Padding TLV (Section 4.1 of [RFC8972]) to increase the

Il ength of the reflected test packet. |If the calculated |ength of the
refl ected packet exceeds the maxi numtransm ssion unit (MIU) of the
interface to reach the Session-Sender, the Session-Reflector MJST set
the C (Conformant Refl ected Packet) STAMP TLV flag (Section 7.2) to
1, and MUST transnmit a single reflected packet of the length equal to
MIU of the egress interface. Oherw se, the Session-Reflector MJST
set the Cflag to O in each reflected test packet.

The nunber of reflected test packets in the sequence MJST equal the
val ue of the "Nunber of the Reflected Test Packets" field.

If the value of the "Nunber of the Reflected Packets" field is |arger
than one, the interval between the transm ssion of two consecutive
refl ected packets in the sequence MJUST be equal to the value in the
"Interval Between the Reflected Packets" field in nanoseconds. To
reduce the risk of creating unacceptable |evels of congestion in the
network that carries the reflected packets, an inplenmentation of a
Sessi on-Refl ector that supports the Reflected Test Control TLV MJST
provide a limt on the data rate (bytes per second) and the data

vol unme (total bytes) that would be generated in response to an
incom ng test packet. |If a test packet is received that woul d
generate traffic that exceeds either of these limts, the Session-
Refl ector MUST set the C flag (Section 7.2) to 1, and MJUST transmit a
single reflected packet. Oherw se, the Session-Reflector MJST set
the Cflag to 0 in each reflected test packet.

If the value of the "Nunber of the Reflected Packets" field equals
zero, then the Session-Reflector MUST NOT send a refl ected packet.
Processi ng of the received STAMP test packet with the Refl ected Test
Packet Control TLV, in which the value of the "Nunber of the

Refl ect ed Packets" field equals zero, is according to |local policy.
The recei ved STAMP test packet MJST be discarded if no policy to
handl e these cases is configured on the node.

Each reflected test packet in the sequence is formed according to
Section 4.3 of [RFC8762].
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As defined above, there are two cases when a Session-Reflector wll
set the Cflag in the reflected packet. To di sanbi guate which case
led to the C flag being set to 1, an inplenentati on of Session-Sender
may use the follow ng:

The requested | ength exceeds the MIU of the egress interface of
the Session-Reflector if the length of the received reflected
STAMP packet is |less than the value of the Length of the

"Refl ected Packet" fi el d.

The requested data rate and/or the data volunme exceed the linits
set at the Session-Reflector if the length of the received

refl ected STAMP packet equals the value of the Length of the
"Refl ected Packet" fi el d.

2.1. Address Group Sub-TLVs
2.1.1. Layer 2 Address G oup Sub-TLV

Layer 2 Address G oup Sub-TLV: A 16-octet sub-TLV that includes the
EUl - 48 Address G oup Mask and EU -48 Address G oup. The Type of the
sub-TLV is TBA2 (Section 7.3). The value of the sub-TLV Length field
MUST be equal to 12. The format of the Layer 2 Address G oup Sub-TLV
is presented in Figure 2.

5 789
S

u)+om

1

+
e b-
+
8 Add

234 4
- - -+ - +- +
LV Typ L I
B B s o R R R +
ess G oup Mask |
B T I T T S i otk St S R
I
I
.

J>+—I+oo
<
——+-<+—+o>

I S S i St S

EUl - 48 Address G oup
R s i S S S e STl S S R (T S S R S e e i

0
0
+
I
+
I
+
I
| -
I
+
Figure 2: Layer 2 Address G oup Sub-TLV For mat

The Value field of the Layer 2 Address Group Sub-TLV consists of the
followi ng fields:

EU - 48 Address Group Mask: A six-octet field that represents the
bitmask to be applied to the Session-Refl ector MAC address.
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2.

1.

EUl -48 Address Goup: A six-octet field that represents the group
that this TLV is addressed to. |If the Session-Reflector applies
the EU -48 Address Goup Mask to its MAC address and the result is
different fromthe EU -48 Address G oup, then the Session-

Ref | ect or MUST stop processing the received test packet.

2. Layer 3 Address G oup Sub-TLV

Layer 3 Address G oup Sub-TLV: A variable-length sub-TLV that
includes the I P address famly, IP prefix, and IP prefix length. The
Type of the sub-TLV is TBA3 (Section 7.3). The value of the sub-TLV
Length field MJUST be equal to 8 if the value of the Address Famly
field is set to 1 (i.e., IPv4). The value of the sub-TLV Length
field MUST be equal to 20 if the value of the Address Family field is
set to 2 (i.e., IPv6). The format of Layer 3 Address G oup Sub-TLV
is presented in Figure 3.

0 1 2 3
012345678901234567890123456789¢01

B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Sub-TLV Fl ags | Sub-TLV Type | Sub- TLV Length |
B T S i T s i i e e SEI S
| Address Family| Prefix Length | Reserved |
I S i o T s S S S e s s T
~ I P Prefix ~
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 3: Layer 3 Address G oup Sub-TLV For mat

The Value field of the Layer 3 Address Group Sub-TLV consists of the
follow ng fields:

Address Family: A one-octet field that indicates the type of the
| P address contained in the "IP Prefix" field. If that is |IPv4
address, then the value MUST be set to 1. For an | Pv6 address,

the value MUST be set to 2. Oher values MJST be consi dered

i nval i d.

Prefix Length: A one-octet unsigned integer field that contains
the length, in bits, of the prefix of the value in the "IP Prefix"
field.

Reserved: A two-octet field. The field MIUST be set to zeros on
transm ssion and i gnored on receipt.
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IP Prefix: A variable-length field. Depending on the value of the
"Address Fam ly" field, the field contains either an | Pv4 or |Pv6

address. If the former, the length is four octets; if the latter

- 16 octets.

3. Operational Considerations
3.1. Rate Measurenent

[ RFC7497] defines the problem of access rate measurenent in access
networks. Essential requirenents identified for a test protocol are
the ability to control packet characteristics on the tested path,
such as asymetric rate and asymmetric packet size. The Reflected
Test Packet Control TLV, defined in Section 2, conforns to the
requirenents for neasuring access rate by providing optional controls
of the nunber of reflected test packets, the size of the reflected
packet(s), and the time interval, i.e., rate, in transmtting the
sequence of the reflected test packets. The access rate netric and
met hod of access rate nmeasurenment are out of the scope of this
docunent. The UDP Speed Test ([RFC9097] and
[I-D.ietf-ippmcapacity-protocol]) also allows for the neasurenment of
access bandw dt h.

3.1.1. Operational Considerations for Perform ng Rate Measurenent

General considerations for using a testing protocol for rate

measur enent are docunented in Section 7 of [RFCr497]. These
considerations are specific for In-Service and Qut-of-Service (using
the termnol ogy of [RFC7497]) rate nmeasurenent. |n the Qut-of-
Service testing, an operator nmay use a very high traffic rate and/or
volume (i.e., high values for the Length of the Reflected Packet and/
or Nunmber of the Reflected Packets paraneters, and/or |ow values for
the Interval Between the Reflected Packets paraneter of the Reflected
Test Packet Control TLV) to create congestion in the bottl eneck
However, when performing In-Service rate testing, an operator nmay
start with a lowrate and/or volume and gradually increase themwth
each transmtted Refl ected Test Packet Control TLV.

3.2. Active Performance Measurenent in Miulticast Environment

For performance nmeasurenents using STAMP in a nmulticast environnent,
a Session-Sender is expected to be the root and Session-Refl ectors

| eaves of the same multicast distribution tree. The nmechani sm of
constructing the nulticast tree is outside the scope of this
docunent .
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According to [ RFC8972], a STAMP Session is denultiplexed by a

Sessi on-Refl ector by the tuple that consists of source and
destination |IP addresses, source and destination UDP port numbers, or
the source | P address and STAMP Session ldentifier. That is also the
case when nonitoring performance of a nulticast flow, despite the
fact that the destination IP address is a multicast address.
Therefore, there is no special behavior defined for a Session-
Ref | ect or upon receiving a STAMP test packet over a nulticast tree.

It processes the packet according to [RFC8762] and [ RFC38972]. The
Sessi on- Ref | ector MJUST use the source |P address of the received
STAMP test packet as the destination |IP address of the reflected test
packet, and MJUST use one of the |P addresses associated with the node
as the source I P address for that packet. As a result, a Session-
Sender may receive multiple replies fromnultiple counterparts

Sessi on-Refl ectors. Such a Session-Sender may include a Reflected
Test Packet Control TLV and include either a Layer 2 Address G oup
Sub- TLV or Layer 3 Address Group Sub-TLV to Iimt the Session-
Ref |l ectors that respond.

The nulticast environment itself could be configured to help
alleviate the possibility that network congestion may occur if a
single test packet generates a |l arge nunber of concurrent replies,
all directed to the sane endpoint. Depending on the nulticast-

i npl ementation, adding the Reflected Test Packet Control TLV could
all ow the nmulticast environnent to limt the nunber of replies by
updating fields of any STAMP packets it sees by nodifying their
Ref | ected Test Packet Control TLV Sub-TLV val ues:

Random y by specifying a Layer 2 Address G oup Sub-TLV: for
exanpl e, setting the EU -48 Address Goup Mask to OxF and the
EUl -48 Address Group to Ox1. As a result, only 1 out of 16
reflectors will reply;

Havi ng a specific vendor NIC by specifying a Layer 2 Address G oup
Sub-TLV with the EU -48 Address Group Mask set to OxFFFFFFO00000;

Bel onging to specific I P networks, for exanple, a subnet dedicated
to I Pv6 over |Pv4 encapsul ation by specifying the appropriate
Layer 3 Address G oup Sub-TLV.

Multicast traffic is also intrinsically asymetrical, and focus on
the return path is usually limted. The Length of the Reflected
Packet value can be used to ensure the reflected packet transports
all the timestanmps and requested information, crucial for the
underlying nmeasure, but is as short as possible so as not to flood
the network with usel ess data.
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3.3. Using Reflected Test Packet Control TLV in Conbination with Q her
TLVs

[ RFC9503] defines the Return Path TLV whi ch, when used in conbination
with the Return Address Sub-TLV, allows a Session-Sender to request
the reflected packet be sent to a different address fromthe Session-
Sender one. These STAMP extensions could be used in conbination with
the Refl ected Packet Control TLV, defined in this docurment, to direct
the reflected STAMP test packets to a collector of measurenent data
(according to [ RFC7594]) for further processing and network

anal ytics. An exanple of the use case is a nmulticast scenari o when,
for exanple, the Session-Sender is close to the actual multicast
source (such as a canera transmitting live video) so that the test
packets follow the same path as the video stream packets in one
direction but the reflected test packets follow another to a
destination where the data woul d be anal yzed

For conpatibility with [ RFC9503], a Session-Sender MJST NOT include a
Return Path Control Code Sub-TLV with the Control Code flag set to No
Reply Requested in the same test packet as the Reflected Test Packet
Control TLV is non-zero. A Session-Reflector that supports both TLVs
MUST set the Uflag to 1 in Return Path and Reflected Test Packet
Control TLVs in the reflected STAWP packet. Furthernore, the

Sessi on-Refl ector SHOULD | og a notification to i nforman operator
about the misconstructed STAMP packet.

Refl ect ed Test Packet Control TLV can be conbined with the C ass of
Service TLV [ RFC8972] to augnent rate testing or testing in a

mul ticast network with nonitoring the consistency of Differentiated
Servi ces Code Point and Explicit Congestion Notification values in
forward and reverse directions of the particular STAMP test session

4. Security Considerations

Security considerations discussed in [RFC7497], [RFC8762],[ RFC8972],
and [ RFC9503] apply to this docunment. Furthernore, spoofed STAMP
test packets with the Refl ected Test Packet Control TLV can be
exploited to conduct a Denial -of-Service (DoS) attack. Hence,

i mpl ement ati ons MJST use an identity protection nmechanism For
exanpl e, the Session-Reflector may verify the infornmation about the
source of the STAWMP packet against a pre-defined |list of trusted
nodes. Furthernore, an inplenmentation that supports this

speci fication MJST provide adnministrative control of support of the
Refl ected Test Packet Control TLV on a Session-Reflector with it
bei ng di sabled by default. Also, either STAVMP authenticati on node
[ RFC8762] or HVAC TLV [ RFC8972] SHOULD be used for a STAMP test
session containing the Reflected Test Packet Control TLV.
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Furthernmore, a DoS attack using the Reflected Test Packet Control TLV
m ght target the STAMP Session-Refl ector by overloading it with test
packet reflection, e.g., mnuscule intervals and/or an excessive
nunber of concurrent test sessions. To mitigate that, a Session-

Refl ector inplenentation that supports the new TLV MJST provide a
mechanismto limt the reflection rate and vol une of STAMP test
packets (see Section 2 for detailed discussion).

Consi dering the potential nunber of reflected packets generated by a
single test packet sent to a nmulticast address, paraneters in the
first STAMP test packet with the Reflected Test Packet Control TLV
MJST be sel ected conservatively. Consider the Nunber of the

Refl ected Packets field value set to one. As a result, a Session-
Sender, by counting the packets reflected after originating a first
STAMP test packet with the Reflected Test Packet Control TLV, can
eval uate the | oad caused by using the Refl ected Test Packet Control
TLV in which nore than a single reflected packet to the sane
mul ti cast destination is requested. To nitigate the risk of using
the Refl ected Test Packet Control TLV in a nulticast network further,
a Sessi on- Sender SHOULD si gn packets using the HVAC TLV when sendi ng
such messages in unauthenticated node [ RFC8762]. But even with the
HVAC TLV, the Reflected Test Packet Control TLV could be exploited by
a replay attack. To mitigate that risk, a STAMP Sessi on- Refl ect or
SHOULD use the value of the Sequence Nunber field [ RFC8762] of the
recei ved STAWP test packet. |f that value conpared to the received
in the previous test packet of the same STAMP test session is not

i ncreasing, then the Session-Reflector MJIST respond with a single
refl ected packet, setting the Uflag to 1 [RFC8972].

A Sessi on- Sender SHOULD NOT send the next STAWMP test packet with the
Refl ected Test Packet Control TLV before the Session-Reflector is
expected to conplete transnmitting all reflected packets in response
to the Reflected Test Packet Control TLV in the previous test packet.
In sone scenarios the Reflected Test Packet Control TLV m ght induce
congestion on the transient bottleneck. Section 10 of [RFC9097]
specifies security requirenents for capacity neasurenments with
asymetric UDP | oads. Wen planning I n-Service capacity measurenent
operators SHOULD fol |l ow recomrendati ons fornulated in Section 7 of

[ RFC7497]. Section 3.1.5 of [RFC8085] determ nes that a UDP
congestion control SHOULD respond quickly to experienced congestion
and account for loss rate and response time when choosing a new rate.
Appendi x A of [RFC9097] offers sanple pseudocode for a UDP | oad rate
adj ustnent algorithmw th congestion control

5. Inplenentation Status

Note to RFC Editor: This section MJST be renoved before publication
of the docunent.
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This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have namde the inplenented protocols nore nmature

It is up to the individual working groups to use this information as
they see fit".

- The organi zati on responsible for the inplenmentation: WIIl Hawkins
(I ndi vi dual ).

- The inplenentation's nane: Teaparty.

- A brief general description: Teaparty is an open source

i mpl ementation of the Sinple Two-Way Active Measurenent Protocol and
many of the optional extensions. The inplenentation can function as
a Session-Sender and Session-Reflector. |t contains support for

Aut henti cat ed and Unaut henticated nmodes. It also contains an

i mpl ementati on of a STAMP di ssector for Wreshark.

- The inmplenentation’s |l evel of maturity: Interoperable with Junos GCS
Evol ved STAMP/ TWAMP- Li ght i npl enentati ons (https://ww. juni per.net/do
cunent ati on/ us/ en/ sof t war e/ j unos/ st andar ds/ t opi cs/ concept/rpmhtm ),
Noki a’s TWAMP Li ght inplenentation (https://github.con nokial/twanpy),
and Cujo’s TWAMP Light inplenmentation (https://github.conm get CUJQ
twanp-1ight).

Coverage: |ncludes support for
* Authenticated and Unaut henti cated nodes
* Statel ess and stateful operation

* 9 standardi zed and to-be standardi zed extensions

Version compatibility: NA
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- Licensing: GPLv3.

- Inplementation experience: Incorporating the Refl ected Packet
Control TLV into the Teaparty inplenentation was no chall enge from
the protocol perspective (because the specificationis well witten
and the authors were responsive to requests for clarification) but
did require enhancenents to the underlying nechanics. No extensions
(or components of the base functionality) before the Refl ected Packet
Control TLV required support for the Session-Reflector to generate
ongoi ng responses to a test packet from a Session-Sender. As a
result, all responses were generated and sent upon receipt of a test
packet with no further processing. The functionality required to

i npl erent the Refl ected Packet Control TLV was already on the |ist of
upcom ng additions to Teaparty, whether this extension was proposed
or not (a conplete inplenentation of the Access Report extension
requires such support). Overall, inplenmentation was straightforward.

- Contact information: Source code is available at
https://github. com cerfcast/teaparty. Author is available at
https://datatracker.ietf.org/person/ hawki nsw@bs. cr

- The date when information about this particular inplenmentation was
| ast updated: April 28, 2025
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7. | ANA Consi derati ons

Note to the RFC Editor: Please update all TBAl/ TBA2/ TBA3/ TBA4 t hr ough
the docunent with the val ues assigned by | ANA

7.1. Reflected Test Packet Control TLV Type
I ANA is requested to assign a new value for the Reflected Test Packet
Control TLV fromthe STAMP TLV Types registry under the "Sinple Two-

way Active Measurenent Protocol (STAMP) TLV Types" registry group
according to Table 1.
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| Value | Description | Reference |
[ ettty e ————————————————————————— s U
| TBAl | Reflected Test Packet Control | This docunent |
S D O S I +

Tabl e 1: New Refl ected Test Packet Control Type TLV
7.2. Conformant Refl ected Packet STAMP TLV Fl ag

I ANA is requested to allocate a bit position for the Confornmant

Ref | ected Packet flag fromthe "STAMP TLV Fl ags" registry under the
"Si npl e Two-way Active Measurenent Protocol (STAMP) TLV Types"
registry group according to Table 2.

B S el el sl e ety
| Bit position | Synmbol | Description | Reference |
[ e el el oo g e e pe
| TBA4 | C | Conformance | This document |
I i I +-------- I i +

Tabl e 2: Conformant Refl ected Packet STAMP TLV Fl ag
7.3. Layer 2 and Layer 3 Address Group Sub-TLV Types

I ANA is requested to assign new values for the Layer 2 and Layer 3
Address G oup Sub-TLV Types fromthe "STAMP Sub-TLV Types" registry
under the "Sinple Two-way Active Measurenent Protocol (STAMP) TLV
Types" registry group according to according to Table 3.

f ool e s sl st o}
| Value | Description | TLV Used | Reference |
[ e pumnl o fumsbomsoefosesessfsesssespsfesfespsesfespesfespeenge, essemsospusesosfesessfsespsfesespeenle sesfespsesfespeesfespeesfspepny o}
| TBA2 | Layer 2 Address Group | Reflected Test | This docunent |
| | | Packet Control | |
L e T T +
| TBA3 | Layer 3 Address Group | Reflected Test | This docunent |
| | | Packet Control | |
R, o e e e e o e T +

Tabl e 3: STAWMP Sub-TLV Types for the Reflected Test Packet
Control TLV
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