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Abst r act

Al ternate-Marking Method is a technique used to perform packet | oss,
delay, and jitter neasurenments on in-flight packets. This docunent
defines a YANG data nodel for the Alternate Marking Met hod.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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1. Introduction
Al t er nat e- Mar ki ng Met hod [ RFC9341] [ RFC9342] (AltMark) is a technique
used to perform packet |oss, delay, and jitter nmeasurenents on in-

flight packets. This docunent defines a YANG data nodel for the
Al ternate Marking Method.

Section 2 includes the tree diagram while Section 4 includes the
data nodel. Also, an exanple is reported in Appendi x A

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

1.2. Conventions

The following terns are defined in [ RFC7950] and are used in this
speci fication:

* augnent

* data nodel
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* data node

The term nol ogy for describing YANG data nodels is found in
[ RFC7950] .

2. AtwMmark Tree D agram

Tree diagranms used in this document follow the notation defined in
[ RFC8340] .

The AltMark nodel is organized as shown in the follow ng figure.
Each AltMark profile associates with one flow and the correspondi ng
Al t Mark information.

The "altmark-info" is a container for all the read only information
that assists nonitoring systens in the interpretation of the AltMark
dat a.

modul e: ietf-altmark

+--rw al tmark
+--ro altmark-info
| +--ro tinmestanp-type?
| +--ro available-interface* [if-nane]
| | +--ro if-nanme if:interface-ref
+--rw altmark-profiles
+--rw adm n-config

| +--rw enabl ed? bool ean

+--rw al tmark-profile* [ profil e-name]
+--rw profil e-name string
+-rwfilter
| +--rwfilter-type? altmark-filter-type
| +--rw ace-nanme? -> [acl : acl s/ acl / aces/ ace/ name
+--rw net hod-type? al t mar k- met hod-t ype
+--rw protocol -type? al t mar k- prot ocol -t ype
+--rw node-action al t mar k- node- acti on
+--rw measur enent - peri od? ui nt 64
+--rw fl ow non-id? ui nt 32
+--rw measur ement - node? al t mar k- measur enment - node

+--rw enabl e-| oss- measur enent ? bool ean
+--rw enabl e-del ay- reasurenent? bool ean

In the "altmark-profiles”, the "enabled" is an adm nistrative
configuration. When set to true, AltMark configuration is enabled
for the system Meanwhile, the AltMark data-plane functionality is
enabl ed.
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The "filter" is used to identify a flow, where the AltMark data can
be applied. There may be multiple filter types. ACL [RFC8519] is a
common way to specify a flow The AltMark profile can associate with
an ACE(Access Control Entry). AtMark actions MJST be driven by the
accept ed packets, when the matched ACE "forwardi ng" action is
"accept".

The AltMark data can be encapsulated into multiple protocols, e.g.,
| Pv6 [ RFC9343], SRH [I-D.fz-spring-srv6-alt-mark], and MPLS
[1-D.ietf-npls-inband-pm encapsul ation]. Additional protocol
extensions are reported in [I-D.ietf-ippmalt-nmark-depl oynent] The
"protocol -type" is used to indicate the protocol for the Al tMark
application. For exanple, if the "protocol-type" is |IPv6, the

Al t Mark marki ng node will encapsul ate the associated flow with the
| Pv6 [ RFC9343] fornmat.

3. AtMark Profile

The AltMark data is expected to be read and exported or locally
aggregated at every node that the flow traverses within the AltMrk
domain. The "altmark-profile" contains the detailed information for
the AltMark data. The information includes:

* profile-nanme: it is the unique identifier for each AltMark profile

* filter: it is used to identify a flow, where the AltMark data can
be applied

* nmethod-type: it is used to indicate the type of the nethod: single
mar ki ng, doubl e marKki ng.

* protocol-type: it is used to indicate the protocol for the AltMrk
application

* node-action: indicates the operation applied to the flow (e.qg.
mar ki ng Al t Mark header, read the Al tMark data, or unmarking
Al t Mark header).

* measurenent-period: it indicates the AltMark period (see
[I-D.ietf-ippmalt-nark-depl oynment]).

* flownmon-id: it is used to identify the nonitored flow and to
correlate the exported data of the same flow frommultiple nodes
and fromnultiple packets.

* nmeasurenent-node: it specifies the neasurenent node: hop-by-hop or
end-t o-end.
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* enabl e-1 oss-nmeasurenent: if true, it enables | oss neasurenments.
* enabl e-del ay-neasurenent: if true, it enables delay neasurenents.
Not e that users can augnent this nodul e.
4. Alternate Marki ng Met hod YANG Data Model
<CODE BEG NS> file "ietf-altmrk@025-06-30.yang"
nmodul e ietf-altmark {
yang-version 1.1;

namespace "urn:ietf:params:xm:ns:yang:ietf-altmark";
prefix "altmark";

inmport ietf-access-control-list {
prefix "acl";
ref erence
"RFC 8519: YANG Data Mddel for Network Access Contro
Lists (ACLs)";
}
inmport ietf-interfaces {
prefix "if";
ref erence
"RFC 8343: A YANG Data Model for Interface Managenent";
}
inmport ietf-lime-tine-types {
prefix "lime";
ref erence
"RFC 8532: Ceneric YANG Data Mddel for the Managenment of
Operations, Adm nistration, and M ntenance (QAM Protocols
That Use Connectionl ess Comuni cati ons"”;
}

organi zati on
"I ETF I PPM (I P Performance Metrics) Wrking G oup"”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/ippne
WG List: <ippm@etf.org>
Aut hor: thonas. graf @w sscom com
Aut hor: wangmi nxue@hi nanobi | e. com
Aut hor: gi useppe. fi occol a@uawei . com
Aut hor: zhouti anr an@uawei . com
Aut hor: xiao. m n2@te.comcn";

description
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"Thi s YANG nodul e specifies a vendor-independent data
model for the Alternate Marking (Al tMark).

The key words ' MUST', ' MUST NOT', ' REQU RED , ' SHALL', ' SHALL
NOT', *SHOULD , 'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

revision 2025-06-30 {
description "First revision.";
reference "RFC XXXX: A YANG Data Mdel for Alternate-Mrking";

}
/*
* FEATURES
*/
feature al tmark
{
description
"This feature indicated that the Aternate-Marking Method is
supported.”;
reference
"RFC 9341: Alternate-Mrking Method;
RFC 9342: Custered Alternate-Mrking Method";
}
/*
* | DENTI TI ES
*/

identity filter {
description
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"Base identity to represent a filter. Afilter is used to
specify the flowto which the AltMark nethod is applied."”;

}

identity acl-filter {
base filter
description
"Apply ACL rules to specify the flow";

identity nethod {
description
"Base identity to represent the nethod type.";

}

identity single-marking {
base met hod;
description
"The Al't Mark Single-Mrking nmethod.";

}

identity double-marking {
base met hod;
description
"The AltMark Doubl e- Marki ng met hod. ";

}

identity protocol {
description

"Base identity to represent the protocol. It's used to
i ndi cate the protocol for the application of the AltMark
met hod. ";

}

identity ipv6 {
base protocol
description
"The AltMark method is applied to | Pv6 protocol.";
ref erence
"RFC 9343: |Pv6 Application of the Al ternate-Mrking Method";

}

identity srh {
base protocol
description
"The AltMark nethod is applied to SRH ";
reference
"[1-D.fz-spring-srv6-alt-mark]: Application of the
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Al ternate Marking Method to the Segnent Routing Header";
}

identity npls {
base protocol
description
"The AltMark nmethod is applied to MPLS. ";
ref erence
"[1-D.ietf-npls-inband-pm encapsul ation]: Application of the
Al ternate Marking Method to the MPLS Label Stack”;

}

identity node-action {
description
"Base identity to represent the node actions. It’s used to
i ndicate what action the node will take.";

}

identity action-marking {
base node-acti on;
description
"I't indicates that the node nust mark the AltMark data field,
according to the operations described in RFC 9341 and
RFC 9342";

}

identity action-unmarking {
base node-acti on;
description
"I't indicates that the node nmust unnmark the AltMark data field,
according to the operations described in RFC 9341 and
RFC 9342";

}

identity action-read {
base node-acti on;
description
"I't indicates the node only reads the AltMark data,
according to the operations described in RFC 9341 and
RFC 9342";

}

i dentity neasurenent-period {
description
"It indicates the AltMark Period.";

}

identity flownmon-id {
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description
"It indicates the Fl owibnlID. ";
}

i dentity nmeasurenent-node {
description
"I't indicates the nmeasurenent node.";
}

i dentity hbh-measurenent {
base measur enent - node;
description
"I't indicates that hop-by-hop neasurenments can be enabled.";
}

identity e2e-nmeasurenent {
base neasur enent - node;
description
"It indicates that end-to-end neasurenents can be enabled.";
}

i dentity enabl e-1 oss-nmeasurenent {
description
"It indicates that | oss neasurenents are enabled.";
}

identity enabl e-del ay- neasurenent {
description
"I't indicates that delay neasurenents are enabled.";

}

/*
* TYPE DEFI NI TI ONS
*/

typedef altmark-filter-type {
type identityref {
base filter;
}

description
"It specifies a known type of filter.";
}

typedef altmark-node-action {
type identityref {
base node-acti on;

}

description
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"It specifies a node action.";

}

typedef al t mark-net hod-type {
type identityref {
base net hod;
}
description
"It specifies the AltMark nmethod used.";

}

typedef al t mark-protocol -type {
type identityref {
base protocol
}
description
"It specifies a known type of carrier protocol for the A tMrk
data.";

}

typedef al t mar k- neasurenent - node {
type identityref {
base measurenent - node;
}
description
"I't specifies the nmeasurenent node.";

}

/*
* GROUP DEFI NI TI ONS
*/

grouping altmark-filter {
description "A grouping for AltMark filter definition";

leaf filter-type {
type altmark-filter-type;
description "filter type";

}

| eaf ace-nane {
when "derived-fromor-self(../filter-type,
"altmark: acl -filter’)";
type leafref {
path "/acl:acl s/acl:acl/acl:aces/acl:acel/acl: name";
}

description "The Access Control Entry nane is used to
refer to an ACL specification.”;
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}
}

groupi ng neasur enent - node {
description
"A grouping for neasurenent node.";

| eaf hbh-neasurenent {
type bool ean;
default false;
description
"This object indicates that hop-by-hop neasurenents can be
enabl ed.";

}

| eaf e2e-neasurenent {
type bool ean;
default fal se;
description
"This object indicates that end-to-end neasurenents can be
enabl ed. ";

}
}

groupi ng al tmark-setup {
description
"A grouping for AltMark profile."”;

| eaf node-action {
type al t mar k- node-acti on;
default action-read;
description
"This object indicates the action that the node needs to

take, i.e. marking/read/ unmarking.";
}
| eaf measurenent-period {
type uint 64;

description
"It specifies the AltMark marking period.";

}

| eaf flownon-id {
type uint32;
description
"It specifies the Fl owvbnl D.
A 20-bit flowidentifier. The field is set at the narki ng node.
The Fl owvbnl D can be uniformy assigned by a central controller
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or algorithmcally generated by the marking node.

The | atter approach cannot guarantee the uni queness of the
Fl owmvonl D, yet the conflict probability is small due to the
| arge space

Fl owmvonI D is used to identify the flow and to correlate the
exported data of the same flow fromnultiple nodes and from
mul ti pl e packets.";

groupi ng al tmark-adm n-config {
description
"AltMark top-level administrative configuration."”;

| eaf enabl ed {
type bool ean;
default fal se;
description
"This object is to control the availability of configuration
It MIUST be true before anything in the
[altmark/al tmark-profile can be edited.
If false, any configuration in place is not used.";
}
}

/*
* DATA NCODES
*/

contai ner AltMrk {
description "AltMark top | evel container"”;

container altmark-info {
config fal se;
description
"Describes information such as units or timestanp fornmat
that assists nonitoring systens in the interpretation of the
Al tMark data.";

| eaf tinestanp-type {
type identityref {
base |ine:tinestanp-type;
}

description
"Type of tinestanp, such as Truncated PTP or NTP.";
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list available-interface {
key "if-name";
description
"Alist of available interfaces that support
Al ternate-Marking.";
| eaf if-nane {
type if:interface-ref;
description "This is a reference to the Interface nane.";
}
}
}

contai ner altmark-profiles {
description
"Contains the AltMark profiles.";

contai ner adm n-config {
description
"Contains all the admi nistrative configurations related to
the AltMark functionalities”;

uses al t mar k-adm n-confi g;

}

list altmark-profile {

if-feature altmark;

key "profil e-nane";

description
"It describes the list of the AltMark profiles configured
on the node";

| eaf profile-nane {

type string{
length "1..300";

}
description
"Unique identifier for each AltMark profile.";
}

container filter {
uses altmark-filter;
description
"The filter which is used to indicate the fl ow where
the AltMark is applied.”;

}

| eaf method-type {
type al t mark- net hod-type;
description
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"This itemis used to indicate the Al tMark nethod.";
}

| eaf protocol-type {
type al t mark- protocol -type;
description
"This itemis used to indicate the carrier protocol where
the AltMark is applied.”;

}

uses al t mar k- set up;
uses measur enment - node;

| eaf enabl e-| oss- neasurenent {
type bool ean;
default fal se;
description
"If true, it indicates that |oss neasurenents are
enabl ed. ";

}

| eaf enabl e-del ay- measur enent {
type bool ean;
default fal se;
description
"If true, it indicates that delay nmeasurements are
enabl ed.";

}
}
}

}
<CODE ENDS>

5. Security Considerations

Al ternate Marking [ RFC9341] and Multipoint Alternate Marking

[ RFC9342] analyze different security concerns and rel ated sol utions.
These aspects are valid and applicable also to this docunent. In
particul ar the fundanental security requirenment is that Alternate
Mar ki ng MUST only be applied in a specific limted domain, as also
mentioned in [ RFC8799].
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The YANG nodul e specified in this docunent defines a schena for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inplement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e. These
data nodes may be considered sensitive or vulnerable in sone network
environments. Wite operations (e.g., edit-config) to these data
nodes wi thout proper protection can have a negative effect on network
operations. These are the subtrees and data nodes and their
sensitivity/vulnerability:

* [altmark/altmark-profil es/adm n-config

The itens in the container above include the top |level administrative
configurations related to the AltMark functionalities. Unexpected
changes to these itens could lead to the AltMark function disruption
and/ or m sbehavi or of the AltMark.

* Jaltmark/altmark-profiles/altmark-profile
The entries in the container above include the AltMark profile
configurations which indirectly create or nodify the device
configurations. Unexpected changes to these entries could lead to
the m stake of the AltMark behavior for the corresponding flows.

6. | ANA Consi derations

I ANA is requested to assign a new URI fromthe | ETF XM. Registry
[ RFC3688]. The following URI is suggested:

URI: urn:ietf:parans:xm:ns:yang:ietf-altmark
Regi strant Contact: The | ESG
XM.: N A the requested URI is an XML nanespace.

Thi s docunent al so requests a new YANG nodul e nane in the YANG Mdul e
Nanes registry [RFC7950] with the foll ow ng suggesti on:
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name: ietf-altmark

nanespace: urn:ietf:paranms:xm :ns:yang:ietf-altmark
prefix: altmark

reference: RFC XXXX
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Appendi x A,  Exanpl e

An exanple of the Alternate-Marking Profile is reported in the
following figure. This configuration is received by an Al tMark
mar ki ng node. This node adds the AltMark | Pv6 extension header to
enabl e t he net hod.

<rpc xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
message-i d="101">
<edit-config>
<t ar get >
<candi dat e/ >
</target>
<confi g>
<altmark xm ns="urn:ietf:paranms:xm :ns:yang:ietf-altmrk">
<alt-mark profiles>
<adnmi n-confi g>
<enabl ed>t r ue</ enabl ed>
</ admi n-confi g>
<profil e>
<profile-name>ietf-test-profile</profil e-nanme>
<met hod-t ype>doubl e- mar ki ng</ met hod- t ype>
<pr ot ocol -type>i pv6</ prot ocol -t ype>
<node- acti on>acti on- mar ki ng</ node- acti on>
<measur ement - per i od>10</ measur enent - peri od>
<fl ow non-i d>1</fl ow non-i d>
<measur ement - nrode>hbh- measur ement </ measur ement - node>
<enabl e-| oss- nmeasur ement >t r ue</ enabl e- | oss- neasur enent >
<enabl e- del ay- measur enent >t r ue</ enabl e- del ay- neasur enent >
</profile>
</profil es>
</ al t mar k>
</ config>
</edit-config>
</rpc>
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