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Abst r act

Thi s docunent provides a framework for Alternate Marking depl oynent
and i ncl udes consi derati ons and gui dance for the depl oynment of the
met hodol ogy.
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This Internet-Draft is submtted in full confornmance with the
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Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 31 August 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Introduction
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The Alternate Marking [ RFC9341] and Multipoint Alternate Marking
[ RFC9342] define the Alternate Marking technique that is a hybrid

performance neasurenent nethod, per
measur enent met hods.

[ RFC7799] classification of
This nmethod is based on nmarki ng consecutive

bat ches of packets and it can be used to neasure packet | oss,
latency, and jitter on live traffic.

The first experinments on Alternate-Mrking are described in [ RFC3321]
and [ RFC8889] .
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According to the definitions of [RFC7799], the Alternate-Mrking

Met hod can be classified as Hybrid Type |. Indeed, Alternate Marking
can be inplemented by using reserved bits in the protocol header, and
the change in value of these marking bits at the source node is
formally considered a nodification of the streamof interest.

Thi s docunent conpl enments [RFC9341] and [ RFC9342] as it explains the
mechani sms that can be used to manage and depl oy the met hod.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOTI' RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
1.2. Term nol ogy
Abbrevi ations used in this docunent:
Al t Mark: Alternate-Marking
NMS: Net wor k Managenment System
| Pv6: Internet Protocol version 6
SRv6: Segnent Routing over |Pv6 datapl ane
BIER Bit Index Explicit Replication
MPLS: Multi-Protocol Label Switching
SFC. Service Function Chaining
NVO3: Network Virtualization Overlays
IPFIX: IP Flow Information Export
YANG Yet Another Next Generation
PCEP: Pat h Conputati on El enent Comuni cati on Protocol

BGP: Border Gateway Protocol
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2

Al ternate Marking Depl oynent Domain

The Alternate Marking Method MUST be deployed in a controlled domain
for security and conpatibility reasons. |In this regard, [RFC3799]
reports further exanples of specific limted domain solutions. It is
not comon that the user traffic originates and term nates within the
controll ed domain. For this reason, it will typically only be
applicable in an overlay network, where user traffic is encapsul ated
at one domai n border, decapsul ated at the other domain border and the
encapsul ati on incorporates the rel evant extension header for
Alternate Marking. This requirenent also inplies that an

i mpl ementation MUST filter packets that carry Alternate Marking data
and are entering or leaving the controlled donmain

A controlled domain is a managed network where it is required to

sel ect, nmonitor and control the access to the network by enforcing
policies at the domain boundaries in order to discard undesired
external packets entering the domain and check the internal packets

| eaving the domain. |t does not necessarily nmean that a controlled
domain is a single admnistrative domain or a single organization. A
controll ed domain can correspond to a single adm nistrative domain or
can be conposed by nultiple adm nistrative domai ns under a defined
net wor Kk managenent. | ndeed, sonme scenarios may inply that the
Al'ternate Marki ng Met hod invol ves nore than one domain, but in these
cases, it is RECOMMENDED that the nultiple domains create a whol e
controll ed domain while traversing the external domain by enpl oying

| Psec aut hentication and encryption or other VPN technol ogy that
provides full packet confidentiality and integrity protection. In a
few words, it nust be possible to control the donmain boundaries and
eventual |y use specific precautions if the traffic traverse the

I nternet.

The Alternate Marking neasurenent domain can overlap with the
controll ed domain or may be a subset of the controlled domain. The
typical scenarios for the application of the Alternate Mrking Method
depend on the controlled domain boundaries, in particular

the user equi prent can be the starting or ending node, only in
case it is fully managed and if it belongs to the controlled
domain. In this case the user generated packets contain the
Alternate Marking data. But, in practice, this is not comobn due
to the fact that the user equipnent cannot be totally secured in
the mapjority of cases.

the CPE (Custonmer Prem ses Equi pnent) or the PE (Provider Edge)
routers are nost likely to be the starting or ending nodes since
they can be border routers of the controlled domain. For

i nstance, the CPE, which connects the user’s premises with the
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service provider’s network, belongs to a controlled domain only if
it is managed by the service provider and if additional security
measures are taken to keep it trustworthy. Typically the CPE or
the PE can encapsul ate a received packet in an outer header which
contains the Alternate Marking data. They can also be able to
filter and drop packets from outside of the domain with
inconsistent fields to nmake effective the rel evant security rules
at the domai n boundaries, for exanple a sinple security check can
be to insert the Alternate Marking data if and only if the
destination is within the controlled domain.

3. Alternate Marking Measurenent Nodes

An Al ternate-Mrking Domai n consists of marki ng nodes, unmarKki ng
nodes, and transit nodes.

A mar ki ng node, also called encapsul ati ng node, incorporates the
AltMark Data Fields into packets in order to enable Alternate-
Marking. |If the Alternate-Mirking nethod is enabled for a
selected flow of the traffic, the encapsul ating node is

responsi ble for applying the AltMark functionality to the sel ected
flow and to take initial timestanps and packet counters.

A transit node only reads AltMark Data Fields in order to take
ti mestanps and packet counters.

An unmar ki ng node, also called decapsul ati ng node, reads AltMrk
Data Fields in order to take final tinmestanps and packet counters
and then renoves any AltMark Option from packets.

Confi guration Confi guration Configuration Configuration
and and and and
Export of Export of Export of Export of
Al t Mark data Al t Mark data AltMark data AltMark data
I I I I
I I I I
I I I I

User Fom oo -+ Fom oo -+ Fom oo -+ Fom oo -+
packets | Marking | | Transit | | Transit | | Unmar ki ng|
________ >| Node | ::::>| Node | ::::>| Node | ::::>| Node | -->
I I | A I | B I I I
S TR + S TR + S TR + S TR +

Figure 1: Roles of Alternate-Mrking Nodes
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4.

Type of Measurenents

The net hodol ogy described in the previous sections can be applied to
various performance neasurenent problens. The only requirenment is to
sel ect and mark the flowto be nonitored; in this way, packets are
bat ched by the sender, and each batch is alternately marked such that
it can be easily recognized by the receiver

Either one or two flag bits m ght be available for marking in
di fferent depl oynents:

One flag: packet |oss neasurenment MJST be done as described in
Section 3.1 of [RFC9341], while delay neasurenment MJST be done
according to the single-marking nethod described in Section 3.2.1
of [RFC9341]. Mean delay (Section 3.2.1.1 of [RFC9341]) MAY al so
be used but it could inply nore conputational |oad.

Two flags: packet |oss nmeasurenent MJST be done as described in
Section 3.1 of [RFC9341], while delay neasurenment MJST be done
according to doubl e-marki ng method Section 3.2.2 of [RFC9341]. In
this case single-marking MAY al so be used in conbination with
doubl e-mar ki ng and the two approaches provide slightly different

pi eces of infornmation that can be conbined to have a nore robust
dat a set.

There are sone operational guidelines to consider for the purpose of
deciding to foll ow the reconrendati ons above and use one or two
fl ags.

The Alternate-Marking nethod utilizes specific flags in the packet
header, so an inportant factor is the nunber of flags avail able
for the inmplenentation. |Indeed, if there is only one flag
available there is no other way, while if tw flags are avail able
the option with two flags is certainly nore conpl ete.

The duration of the Alternate-Mrking period affects the frequency
of the measurenent and this is a paranmeter that can be deci ded on
the basis of the required tenporal sanpling. But it cannot be
freely chosen, as explained in Section 5 of [RFC9341].

The Al ternate-Mrking net hodol ogi es enabl e packet |oss, delay and
delay variation calculation, but in accordance with the nethod
used (e.g. single-marking or double-nmarking), there is different
kind of information that can be derived. For exanple, to get nore
statistics of extent data, the option with two flags is desirable.
For this reason, the type of data needed in the specific scenario
is an additional element to take into account.
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The Alternate-Marking nethods inply different conputational |oad
dependi ng on the nethod enpl oyed. Therefore, the avail able
comput ati onal resources on the measurenent points can al so

i nfluence the choice. As an exanple, nean delay cal cul ati on may
require nore processing and it nay not be the best option to

m nimze the conputational |oad.

A depl oynent of the Alternate-Mrking Method should al so take into
account how to handl e and recogni ze marked and unmarked traffic.
Since Alternate-Marking normally enploys a marking field which is
dedi cated, reserved, and included in a protocol extension, the
measur enent points can | earn whether the neasurenent is activated or
not by checking if the specific extension is included or not within
t he packets.

5. Configuration

The YANG nodel can be used for the definition of the AltMark data
sent over network managenent protocols such as the NETCONF and
RESTCONF. They can be used for configuring Alternate-Marking in
networ k nodes that support it. An exanple of the Alternate-Marking
YANG nodel is defined in [I-D.ietf-ippmalt-nark-yang].

There are al so other control plane nechanisns to advertise and
activate AltMark capabilities, using PCEP or BGP
[I-Dietf-idr-sr-policy-ifit], [I-D.ietf-idr-bgp-ifit-capabilities],
[I-D.ietf-pce-pcep-ifit].

These nechani sns can be used to signal and configure the paraneters
to identify the flowto nonitor both in case of point-to-point flow
and nultipoint-to-multipoint flow |ndeed, the selection of the
identification fields directly affects the type of paths that the
flowwould followin the network. As an exanple, for |1Pv6 the
setting of the Flow Monitoring ldentification (FlowbnlD) is used in
conbi nation with source and destinati on addresses to identify a flow,
as described in Section 5.3 of [RFC9343], and it can be pseudo-
random y generated by the source node or assignhed by the centra
controller.

Additionally, other paraneters are essential for the activation of
the Alt Mark net hodol ogy: the choice between end-to-end or hop-by-hop
measur enent, the choice between the nethods with one flag or two
flags and the duration of the Alternate-Marking period which affects
the measurenent frequency (longer the duration of the block, the |ess
frequently the nmeasurenment can be taken).
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6

Dat a Export
Each packet marked for Alternate-Mrking, as for exanple the Al tMrk
I Pv6 option type defined in Section 3.1 of [RFC9343] or the Segnent
Routing TLV Type as defined in Section 3.1 of
[1-D.fz-spring-srv6-alt-mark] MJST be copied to the I PFI X or YANG
push netering process dependi ng which Network Tel emetry [ RFC9232]
protocol is used to export the data.
S +
S + |
| Network | ]
| Configuration | |
| and | |
| Data | |
| Collection | -+
Fom e +
I
I
I
|
S AR, AR, S +
I I I I
I I I I
I I I I
User B B B B
packets | Marking | | Transit | | Transit | | Unmar ki ng|
------- >| Node | ::::>| Node | ::::>| Node | ::::>| Node | >
I I | A I | B I I I
S + S + S + S +

Figure 2: Alternate-Mrking Franework with Configuration and Data
Export

When data is coll ected packet counts and tinmestanps are reported to
the collector, but a certain synchronization nechanismis required to
ensure that the collected data is correlated. Therefore, the Period
Nunber (PN) can be used to help to determ ne the packet counts
related to the sane bl ock of markers, or the timestanps related to
the sanme marked packet. The PN is generated each tine a node reads
the packet counts or tinmestanps, and is associated with each packet
count and tinestanp reported. The assunption is that the nodes are
time synchronized as described in [ RFC9341] and [ RFC9342]. The PN
can be calculated as the nodulo of the local time (when the counts or
timestanps are read) and the interval of the marking tine period.
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6.1. |IPFIX

The new Information Elements (1 Es) to export Alternate Marking
measur enent data are specified in [I-D.ietf-opsawg-ipfix-alt-mark].

For | PFI X [ RFC7011], the data deconposition can be achieved on the
Al t er nat e- Mar ki ng- awar e node exporting the data or on the data
collection. Wen deconposed at the data collection, the headers, as
exanpl e the 1 Pv6 options type header described in Section 3.1 of

[ RFC9343] or the Segnent Routing header TLV as described in

Section 3.1 of [I-D.fz-spring-srv6-alt-mark] containing the

Fl omvonl D, Loss and Delay flag are being exposed as part of

i pPayl oadPacket Secti on(l1 E314), defined in Section 4.2 of [RFC7133].
When bei ng deconposed on the Alternate-Mrking-aware node, new | PFI X
entities for Fl owvbnl D, Loss and Del ay flag are needed so that the
data can now be aggregated according to section 5 of [RFC7015].

Fl omvonl D, Loss and Delay flag are Flow Key fields. The IPFIX
entities, which are of interest to describe the relationship to the
forwardi ng topol ogy and the control -plane are further described in
[1-D.ietf-opsawg-ipfix-alt-mark].

To cal cul ate | oss, the packet count can be done with

oct et Del t aCount (1 E1) or packetDeltaCount(l1E2). And to calculate

del ay, either flowStartSeconds(lE150), flowStartMI|iseconds(IlE152),
flowStartM croseconds(1 EL54) or flowStartNanoseconds(|E156), can be
used depending on tinestanp granularity requirements. It is also
possi ble to use fl owEndSeconds(1E151), floweEndM I |iseconds(IlE153),
fl owEndM cr oseconds( | E155) or fl owEndNanoseconds(| E157).

6.2. YANG Push

For YANG Push [ RFC8639], periodical subscription as defined in
Section 3.1 of [RFC8641] is used to subscribe data. Deconposition is
done on the Alternate-Mrking-aware node publishing the data. The
YANG nodul e contai ns Fl owMonl D as key, Loss and Delay flag, ingress
and egress interface iflndex [ RFC2863], octet delta count describing
the amount of observed packets within a flow to neasure | oss, and
flow start tinestanp describing the first packet observed for
measuring delay as leafes. [I-D.fz-ippmon-path-tel emetry-yang]

i ntroduces a YANG data nodel for nonitoring Alternate-Mrking
telenetry data.

Si nce the anount of observed data coul d overwhel ma route processor

on a network node, publishing data from network processors as
specified in [I-D.ietf-netconf-distributed-notif] is advised.
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6.3. Hybrid Two-Step

Anot her option for collecting AltMark data can be the Hybrid Two- Step
(HTS) approach, defined in [I-D.ietf-ippmhybrid-two-step]. It is a
met hod of telenetry collection that separates the act of measuring
the performance nmetric fromcollecting this information. A packet in
the flow to which the AltMark method is applied can be used as an HTS
Trigger, while the HTS Fol |l ow up packet is then generated to coll ect
the measurenent data fromthe nodes, as further detailed in
[1-D.ietf-ippmhybrid-two-step].

7. Encapsul ations
7.1. 1Pv6

The Alternate-Mrking encapsulation for IPv6 is defined in [ RFC9343],
whi ch al so di scusses depl oynent considerations for |Pv6 networks.

The 1 Pv6 AltMark Option [ RFC9343] applies the Alternate Marking

Met hod to I Pv6, and defines an Extension Header Option to encode the
Al ternate Marking Method for both the Hop-by-Hop Options Header and
the Destination Options Header.

O her alternatives for the application of the Al ternate-Mrking
Method to I Pv6 are introduced in
[1-D. wang-i ppmi pv6-fl ow measurenment] and
[1-D. wang-i ppmi pv6-distributed-fl ow neasurenent].
7.2. SRv6

The Alternate-Mrking encapsulation for SRv6 is discussed in | Pv6
At Mark Option [RFC9343] and [I-D.fz-spring-srv6-alt-mark].

7.3. BIER

The Al ternate-Mrking encapsulation for BIER is introduced in
[1-D.ietf-bier-pnm oani.

7.4. MPLS

The Alternate-Marking application to MPLS has sone options, as
i ntroduced in [ RFCO571], [RFC9714], [I|-D.cx-npls-mma-inband-pn.

7.5. SFC

The Alternate-Marking encapsulation for SFCis introduced in
[1-D.nfmippmsfc-nsh-pmam]i.
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7.6. NVG3

The Al ternate-Marking encapsulation for NVO3 is introduced in
[1-D.fmm nvo3-pmalt-nark].

7.7. Enhanced capabilities

[1-D. zhou-i ppm enhanced- al t er nat e- mar ki ng] defi nes extended data
fields for the AltMark Option and provi des enhanced capabilities to
overcone sone chall enges and enabl e future proof applications.

It is worth nentioning that the enhanced capabilities are intended
for further use and are optional.

8. I nplenentati on Cbservations

In a controlled domain, the nodes nay support the Al tMark specific
encapsul ati on and this al so depends on the inplenentation. |[|f a node
is configured to read the AltMark option, the neasurenent is done on
that node, otherwise it is sinply not considered in the neasurenent.

Assumi ng that the neasurenent donmain overlaps with the controlled
domai n, the procedure for Al tMark data encapsul ati on can be
sunmmari zed as foll ows:

* Ingress Marking Node: the Ingress Node of a controlled domain that
supports the Alternate Marking Method adds the AltMark data in the
the data packets.

* Internmediate Transit Node: if an Internmedi ate Node is not capable
of processing the AltMark data, it sinply ignores it. |If an
I nternedi ate Node is capabl e of processing the AltMark data, it
processes it.

* Egress Unmarki ng Node: The Egress Node is the | ast node of the
controll ed domain. The processing if the AltMark data is simlar
to the processing at the Internmedi ate Nodes. The only difference
is that it needs to renove the AltMark data fromthe the data
packets.

9. Security Considerations

Al ternate Marking [ RFC9341] and Miultipoint Alternate Marking

[ RFC9342] analyze different security concerns and rel ated sol utions.
These aspects are valid and applicable also to this docunent. In
particul ar the fundanental security requirenent is that Alternate
Mar ki ng MUST only be applied in a specific linmted donmain, as also
mentioned in [ RFC8799].
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