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1. Introduction

Smal | nessage sizes are very inportant for reduci ng energy
consunption, latency, and time to conpletion in constrained radio
network such as Low Power Personal Area Networks (LPPANs) and Low
Power Wde Area Networks (LPWANs). Constrained radio networks are
not only characterized by very small frame sizes on the order of tens
of bytes transmtted a few tinmes per day at ultra-|ow speeds, but

al so by high latency and severe duty cycles constraints. Sone
constrained radi o networks are also nmulti-hop, where the already
smal | frame sizes are additionally reduced for each additional hop
Too | arge payl oad sizes can easily |l ead to unacceptabl e conpletion
times due to fragmentation into a | arge nunber of frames and | ong

wai ting times between sending each frame (or resending franes, in the
case of transmission errors). |n constrained radi o networks, the
processi ng energy costs are typically alnost negligible conpared to
the energy costs for radio and the energy costs for sensor

measur enent. Keepi ng the nunber of bytes or frames lowis also
essential for low latency and tine to conpletion as well as efficient
use of spectrumto support a |large nunber of devices. For an
overview of LPWANs and their linmtations, see [ RFC8376] and
[I-D.ietf-1ake-reqgs].
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To reduce overhead, processing, and energy consunption in constrained
radi o networks, | ETF has created several working groups and
technol ogi es for constrained networks, e.g., (here technologies in
parent hesis when the nanme is different fromthe working group): 6lo,
6LOWPAN, 6Ti SCH, ACE, CBOR, CoRE (CoAP, OSCORE, G oup OSCORE), COSE
(CCSE, C509), LAKE (EDHOC), LPWAN, SCHC, ROLL (RPL), and TLS (DTLS,
CcTLS). Conpact formats and protocol have al so been suggested as a
way to decrease the energy consunption of Internet Applications and
Systens in general [RFC9547].

Thi s docunent anal yzes and conpares the sizes of Authenticated Key
Exchange (AKE) flights and the per-packet nessage size overheads when
using different security protocols to secure CoAP over UPD [ RFC7252]
and TCP [ RFC8323]. The anal yzed security protocols are DILS 1.2

[ RFC6347], DTLS 1.3 [RFC9147], TLS 1.2 [RFC5246], TLS 1.3 [RFC8446],
CTLS [I-D.ietf-tls-ctls], EDHOC [ RFC9528] [ RFC9668], OSCORE

[ RFC8613], and Group OSCORE [I-D.ietf-core-oscore-groupcomi. An AKE
and a protocol for the protection of application data serve distinct
purposes. An AKE is responsible for establishing secure

communi cati on channel s between parties and negotiating cryptographic
keys used for authenticated encryption. AKE protocols typically

i nvol ve a series of nessages exchanged between conmunicating parties
to authenticate each other’s identities and derive shared secret

keys. TLS, DTLS, and cTLS handshakes as wel|l as EDHOC are exanpl es
of AKEs. Protocols for protection of application data are
responsi bl e for encrypting and authenticating application-layer data
to ensure its confidentiality, integrity, and replay protection
during transm ssion. The TLS and DTLS record | ayers, OSCORE, and
Group OSCORE are exanpl es of protocols for protection of application
data. Section 3 conpares the overhead of nutually authenticated key
exchange protocols, while Section 4 covers the overhead of protocols
for protection of application data. The protocols are analyzed with
different algorithns and options. The DILS and TLS record | ayers are
anal yzed with and w thout 6LoOoWPAN- GHC conpression [ RFC7400]. DTLS is
anal yzed with and wi thout Connection ID [ RFC9146]. Readers are
expected to be faniliar with sonme of the terns described in RFC 7925
[ RFC7925], such as Integrity Check Value (ICV)

Readers of this docunent also might be interested in the follow ng
docunents: [Illustrated-TLS12], [Illustrated-TLS13],
[IlTustrated-DTLS13], and [ RFC9529] explain every byte in exanple TLS
1.2, TLS 1.3, DTLS 1.3, and EDHOC i nstances. [RFC9191] | ooks at
potential tools available for overconing the depl oynent chall enges

i nduced by large certificates and |l ong certificate chains and

di scusses solutions available to overcome these chall enges.
[1-D.ietf-cose-chor-encoded-cert] gives exanples of IoT and Wb
certificates as well as exanples on how effective C509 and TLS
certificate conpression [ RFC8879] is at conpressing exanple
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certificate and certificate chains. [I-D.ietf-tls-cert-abridge] and
[1-D. kanpanaki s-tl s-scas-| atest] describe how TLS clients or servers
can reduce the size of the TLS handshake by not sending certificate
authority certificates. [I-D. nattsson-tls-conpact-ecc] proposes new
optinm zed encodi ngs for key exchange and signatures with P-256 in TLS
1.3.

2. Underlying Layers

The described overheads in Section 3 and Section 4 are independent of
the underlying layers as they do not consider DTLS handshake nessage
fragnmentation, how to conpose DTLS handshake nessages into records,
and how the underlying layers influence the choice of application

pl ai ntext sizes. The conplete overhead for all |ayers depends on the
combi nation of |ayers as well as assunptions regarding the devices
and applications and is out of scope of the docunent. This section
gives a short overview of the overheads of UDP, TCP, and CoAP to give
the reader a high-1evel overview

DTLS and cTLS are typically sent over 8 bytes UDP datagram headers
while TLS is typically sent over 20 bytes TCP segnent headers. TCP
al so uses sone nore bytes for additional messages used in TCP
internally. EDHOC is typically sent over CoAP which would typically
add 12 bytes to flight #1, 5 bytes to flight #2, and 1 byte to flight
#3 when used over OSCORE with the EDHOC + OSCORE combi ned request
according to [ RFCO668], see Appendix A. |If EDHOC is used without
OSCORE, the overhead would typically be 12 bytes to flight #1 and #3
and 5 bytes to flight #2. OSCORE and Group OSCORE are part of CoAP
and are typically sent over UDP. A conparison of the total size for
DTLS and EDHOC when transported over |EEE 802.15.4 and 6LoWPAN i s
provided in [Perfornmance].

| Pv6, UDP, and CoAP can be conpressed with Static Context Header
Conpressi on (SCHC) for the Constrai ned Application Protocol (CoAP)

[ RFC8824][I-D.ietf-schc-8824-update]. The use of SCHC can
significantly reduce the overhead. [SCHC-eval] gives an eval uation
of how SCHC reduces this overhead for OSCORE and the DTLS 1.2 record
| ayer when used in four of the nbst wi dely used LPWAN radio

t echnol ogi es

Fragnmentation can significantly increase the total overhead as nmany
nmor e packet headers have to be sent. CoAP, (D) TLS handshake, and IP
support fragnmentation. |If, how, and where fragnmentation is done
depends heavily on the underlying |ayers.
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3. Overhead of Authenticated Key Exchange Protocol s

This section anal yzes and compares the sizes of key exchange flights
for different protocols.

To enabl e a conpari son between protocols, the foll ow ng assunptions
are made:

* The overhead calculations in this section use an 8 bytes I CV
(e.g., AES 128_CCM 8 [ RFC6655] or AES- CCM 16-64-128 [ RFC9053]) or
16 bytes e.g., AES-CCM [SP-800-38C], AES-GCM [ SP-800-38D], or
ChaCha20- Pol y1305 [ RFC7539]).

* A mnimum nunber of algorithms and cipher suites is offered. The
al gorithm used/of fered are: P-256 [SP-800-186] or Curve25519
[ RFC7748]; ECDSA [FI PS-186-5] with P-256 and SHA-256, or Ed25519
[ RFC8032]; AES-CCM 8; and SHA-256 [ Fl PS-180-4].

* The length of key identifiers is 1 byte.
* The length of connection identifiers is 1 byte.
* DTLS handshake nessage fragnentation is not considered.

* As many (D) TLS handshake nmessages as possible are sent in a single
record.

* Only mandatory (D) TLS extensions are included.

* DoS protection with DTLS Hell oVerifyRequest [RFC6347],
Hel | oRet ryRequest [ RFC9147], or the CoAP Echo Option [RFCO175] is
not consi der ed.

The choi ces of algorithns are based on the profiles in [ RFC7925],
[I-Dietf-uta-tlsl3-iot-profile], and on the used EDHOC application
profiles, see Section 3.9 of [RFC9528]. Many DTLS i npl enent ati ons
splits flight #2 in two records

Section 3.1 gives a short sunmary of the nessage overhead based on

different paraneters and sone assunptions. The follow ng sections
detail the assunptions and the cal cul ations.
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3.1. Sunmary

The DTLS, EDHOC, and cTLS overhead is dependent on the paraneter
Connection ID. The EDHOC and cTLS overhead is dependent on the key
or certificate identifiers included. Key identifiers are byte
strings used to identity a cryptographic key and certificate
identifiers are used to identify a certificate. |If 8 bytes
identifiers are used instead of 1 byte, the RPK nunbers for flight #2
and #3 increase by 7 bytes and the PSK numbers for flight #1 increase
by 7 bytes.

The TLS, DTLS, and cTLS overhead is dependent on the group used for
key exchange and the signature algorithm secp256r1 and
ecdsa_secp256r1_sha256 have | ess optim zed encodi ng than x25519,
ed25519, and [I-D. mattsson-tl s-conpact -ecc].

Figure 1 conpares the nessage sizes of DILS 1.3, cTLS, and EDHOC
handshakes with connection ID and the mandatory to inpl enent
algorithms CCM 8, P-256, and ECDSA [I-D.ietf-uta-tlsl13-iot-profile]
[ RFC9528] .

Editor’s note: This version of the docunent anal yses the -10 version
of cTLS, which seens relatively stable.

Fl i ght #1 #2 #3 Tot a
DTLS 1.3 - RPKs, ECDHE 185 454 255 894
DTLS 1.3 - Conpressed RPKs, ECDHE 185 422 223 830
DTLS 1.3 - Cached RPK, PRK, ECDHE 224 402 255 881
DTLS 1.3 - Cached X. 509, RPK, ECDHE 218 396 255 869
DTLS 1.3 - PSK, ECDHE 219 226 56 501
DTLS 1.3 - PSK 136 153 56 345
EDHOC - Signature X 509s, x5t, ECDHE 37 115 90 242
EDHOC - Signature RPKs, ki d, ECDHE 37 102 77 216
EDHOC - Static DH X 509s, xb5t, ECDHE 37 58 33 128
EDHOC - Static DH RPKs, ki d, ECDHE 37 45 19 101

Figure 1: Conparison of message sizes in bytes with CCM 8, P-256
and ECDSA and with Connection ID

Figure 2 compares the nessage sizes of DILS 1.3 [RFC9147] and TLS 1.3

[ RFC8446] handshakes wi thout connection ID but with the same
al gorithms CCM 8, P-256, and ECDSA.
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Fl i ght #1 #2 #3 Tot a
DTLS 1.3 - RPKs, ECDHE 179 447 254 880
DTLS 1.3 - PSK, ECDHE 213 219 55 487
DTLS 1.3 - PSK 130 146 55 331
TLS 1.3 - RPKs, ECDHE 162 394 233 789
TLS 1.3 - PSK, ECDHE 196 190 50 436
TLS 1.3 - PSK 113 117 50 280
CTLS-10 - X. 509s by reference, ECDHE 107 200 98 405
cTLS-10 - PSK, ECDHE 108 120 20 250
cTLS-10 - PSK 43 57 20 120

Fi gure 2: Conparison of message sizes in bytes with CCM 8,
secp256r1, and ecdsa_secp256r1 sha256 or PSK and wi t hout
Connection ID

Figure 3 is the sane as Figure 2 but with nore efficiently encoded
key shares and signatures such as x25519 and ed25519. The al gorithns
in [I-D mattsson-tls-conpact-ecc] with point conpressed secp256rl
RPKs woul d add 15 bytes to #2 and #3 in the rows with RPKs.

Fl i ght #1 #2 #3  Tota
DTLS 1.3 - RPKs, ECDHE 146 360 200 706
DTLS 1.3 - PSK, ECDHE 180 186 55 421
DTLS 1.3 - PSK 130 146 55 331
TLS 1.3 - RPKs, ECDHE 129 307 179 615
TLS 1.3 - PSK, ECDHE 163 157 50 370
TLS 1.3 - PSK 113 117 50 280
cTLS-10 - X.509s by reference, ECDHE 74 160 91 325
cTLS-10 - PSK, ECDHE 75 89 20 186
cTLS-10 - PSK 43 57 20 120

Fi gure 3: Conparison of message sizes in bytes with CCM 8,
x25519, and ed25519 or PSK and wi t hout Connection ID
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The nunbers in Figure 1, Figure 2, and Figure 3 were calculated with
8 bytes tags, consistent with the algorithnms that are mandatory to

i npl ement as per [I-D.ietf-uta-tlsl13-iot-profile] and Section 8 of

[ RFC9528]. If 16 bytes tag are used, the nunbers in the #2 and #3
columms increase by 8 bytes and the nunbers in the Total col um

i ncrease by 16 bytes.

The nunbers in Figure 1, Figure 2, and Figure 3 do not consider
underlying | ayers, see Section 2

3.2. DILS 1.3

This section gives an estimate of the nessage sizes of DILS 1.3 with
different authentication nethods. Note that the exanmples in this
section are not test vectors, the cryptographic parts are just
replaced with byte strings of the sane I ength, while other fixed
length fields are replaced with arbitrary strings or omtted, in

whi ch case their length is indicated. Values that are not arbitrary
are given in hexadeci nal .

3.2.1. Message Sizes RPK + ECDHE

In this section, CCM 8, P-256, and ECDSA and a Connection ID of 1
byte are used.

3.2.1.1. Flight #1

Record Header - DTLSPI ai ntext (13 bytes):
16 fe fd EE EE SS SS SS SS SS SS LL LL

Handshake Header - Cient Hello (12 bytes):
01 LL LL LL SS SS 00 00 00 LL LL LL

Legacy Version (2 bytes):
fe fd

Cient Random (32 bytes):
00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of 10 11 12 13
14 15 16 17 18 19 la 1b 1c 1d le 1f

Legacy Session ID (1 bytes):
00

Legacy Cookie (1 bytes):
00

Ci pher Suites (TLS AES 128 CCM 8 SHA256) (4 bytes):
00 02 13 05

Preu Mattsson, et al. Expires 6 Decenber 2025 [ Page 9]



I nternet-Draft Conpari son of CoAP Security Protocols June 2025

Conpr essi on Methods (null) (2 bytes):
01 00

Ext ensi ons Length (2 bytes):
LL LL

Ext ensi on - Supported G oups (secp256rl) (8 bytes):
00 Oa 00 04 00 02 00 17

Extension - Signature Al gorithnms (ecdsa_secp256r1_sha256)
(8 bytes):
00 0d 00 04 00 02 04 03

Extensi on - Key Share (secp256rl) (75 bytes):

00 33 00 27 00 25 00 1d 00 41

04 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12
13 14 15 16 17 18 19 l1a 1b 1c 1d 1le 1f 00 01 02 03 04 05 06
07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13 14 15 16 17 18 19 1la
1b 1c 1d le 1f

Ext ensi on - Supported Versions (1.3) (7 bytes):
00 2b 00 03 02 03 04

Extension - Cient Certificate Type (Raw Public Key) (6 bytes):
00 13 00 02 01 02

Extension - Server Certificate Type (Raw Public Key) (6 bytes):
00 14 00 02 01 02

Ext ensi on - Connection Identifier (42) (6 bytes):
00 36 00 02 01 42

13 +12 +2+32+1+1+4+2+2+8+8+75+7+6+6+6
= 185 bytes

DTLS 1.3 RPK + ECDHE flight #1 gives 185 bytes of overhead. Wth

efficiently encoded key share such as x25519 or

[1-D.mattsson-tl s-conpact-ecc], the overhead is 185 - 33 = 152 bytes.
3.2.1.2. Flight #2

Record Header - DTLSPI ai ntext (13 bytes):
16 fe fd EE EE SS SS SS SS SS SS LL LL

Handshake Header - Server Hello (12 bytes):
02 LL LL LL SS SS 00 00 00 LL LL LL

Legacy Version (2 bytes):
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fe fd

Server Random (32 bytes)
00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of 10 11 12 13
14 15 16 17 18 19 la 1b 1c 1d 1le 1f

Legacy Session ID (1 bytes):
00

G pher Suite (TLS_AES 128 CCM 8 SHA256) (2 bytes):

13 05

Conpressi on Method (null) (1 bytes):

00

Ext ensi ons Length (2 bytes):

LL LL

Ext ensi on -
00 33 00 45
04 00 01 02
13 14 15 16
07 08 09 Oa
1b 1c 1d 1e

Ext ensi on -
00 2b 00 02

Ext ensi on -
00 36 00 02

Key Share (secp256rl1) (73 bytes):

00 1d 00 41

03 04 05 06 07 08 09 Oa Ob Oc 0Od 0Oe Of 10 11 12
17 18 19 la 1b 1c 1d 1e 1f 00 01 02 03 04 05 06
Ob Oc 0d 0Oe Of 10 11 12 13 14 15 16 17 18 19 la
1f

Supported Versions (1.3) (6 bytes):
03 04

Connection ldentifier (43) (6 bytes):
01 43

Record Header - DTLSCi phertext (3 bytes):

HH 42 SS

Handshake Header

- Encrypted Extensions (12 bytes):

08 LL LL LL SS SS 00 00 00 LL LL LL

Ext ensi ons Length (2 bytes):

LL LL

Ext ensi on -

Client Certificate Type (Raw Public Key) (6 bytes):

00 13 00 01 01 02

Ext ensi on -

Server Certificate Type (Raw Public Key) (6 bytes):

00 14 00 01 01 02

Handshake Header

- Certificate Request (12 bytes):

0d LL LL LL SS SS 00 00 00 LL LL LL

Preu Mattsson, et al.
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Request Context (1 bytes):
00

Ext ensi ons Length (2 bytes):
LL LL

Extension - Signhature Al gorithms (ecdsa_secp256r1_sha256)
(8 bytes):
00 0d 00 04 00 02 08 07

Handshake Header - Certificate (12 bytes):
Ob LL LL LL SS SS 00 00 00 LL LL LL

Request Context (1 bytes):
00

Certificate List Length (3 bytes):
LL LL LL

Certificate Length (3 bytes):
LL LL LL

Certificate (Unconpressed secp256rl RPK) (91 bytes):
30 59 30 13 ... // DER encoded RPK, See Section 2.2.7.

Certificate Extensions (2 bytes):
00 00

Handshake Header - Certificate Verify (12 bytes):
Of LL LL LL SS SS 00 00 00 LL LL LL

Si gnature (ecdsa_secp256r1 _sha256) (average 75 bytes):
04 03 LL LL
30 LL 02 LL ... 02 LL ... // DER encoded signature

Handshake Header - Finished (12 bytes):
14 LL LL LL SS SS 00 00 00 LL LL LL

Verify Data (32 bytes):
00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13
14 15 16 17 18 19 1a 1b 1c 1d 1le 1f

Record Type (1 byte):

16

Auth Tag (8 bytes):
e0 8b Oe 45 5a 35 0Oa eb
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13 + 137 + 3 + 26 + 23 + 112 + 87 + 44 + 1 + 8 = 454 bytes

DTLS 1.3 RPK + ECDHE flight #2 gives 454 bytes of overhead. Wth a
poi nt conpressed secp256rl RPK, the overhead is 454 - 32 = 422 hytes,
see Section 3.2.7. Wth an ed25519 RPK and signature, the overhead
is 454 - 47 - 7 = 400 bytes. Wth an efficiently encoded key share
such as x25519 or [I-D.mattsson-tls-conpact-ecc], the overhead is 454
- 33 = 421 bytes. Wth an efficiently encoded signature such
[1-D.mattsson-tl s-conpact-ecc], the overhead is 454 - 7 = 447 bytes.
Wth x25519 and ed25519, the overhead is 454 - 47 - 33 - 7 = 367

byt es.

3.2.1.3. Flight #3
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Record Header (3 bytes): // DITLSC phert ext
ZZ 43 SS

Handshake Header - Certificate (12 bytes):
Ob LL LL LL SS SS XX XX XX LL LL LL

Request Context (1 bytes):
00

Certificate List Length (3 bytes):
LL LL LL

Certificate Length (3 bytes):
LL LL LL

Certificate (Unconpressed secp256rl RPK) (91 bytes):
30 59 30 13 ... // DER encoded RPK, See Section 2.2.7.

Certificate Extensions (2 bytes):
00 00

Handshake Header - Certificate Verify (12 bytes):
Of LL LL LL SS SS 00 00 00 LL LL LL

Si gnature (ecdsa_secp256r1 sha256) (average 75 bytes):
04 03 LL LL
30 LL 02 LL ... 02 LL ... // |/ DER encoded signature

Handshake Header - Finished (12 bytes):
14 LL LL LL SS SS 00 00 00 LL LL LL

Verify Data (32 bytes) // SHA-256
00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of 10 11 12 13
14 15 16 17 18 19 la 1b 1c 1d 1le 1f
Record Type (1 byte):
16
Auth Tag (8 bytes) // AES-CCM 8:
00 01 02 03 04 05 06 07

3+ 112 + 87 + 44 + 1 + 8 = 255 bytes
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DTLS 1.3 RPK + ECDHE flight #3 gives 255 bytes of overhead. Wth a
poi nt comnpressed secp256r1 RPK, the overhead is 255 - 32 = 223 bytes,
see Section 3.2.7. Wth an ed25519 RPK and si gnature, the overhead
is 2565 - 47 - 7 = 201 bytes. Wth an efficiently encoded signature
such as [I-D. mattsson-tls-conpact-ecc], the overhead is 255 - 7 = 248
byt es.

3.2.2. Message Sizes PSK + ECDHE

3.2.2.1. Flight #1
The differences in overhead conpared to Section 3.2.1.1 are:
The foll owi ng i s added:

+ Extension - PSK Key Exchange Moddes (6 bytes):
00 2d 00 02 01 01

+ Extension - Pre-Shared Key (48 bytes):
00 29 00 2F
00 Oa 00 01 ID OO 00 00 0O
00 21 20 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of 10
11 12 13 14 15 16 17 18 19 1a 1b 1lc 1d 1le 1f
The following is renmoved
- Extension - Signature Algorithns (ecdsa_secp256r1_sha256) (8 bytes)
- Extension - Cient Certificate Type (Raw Public Key) (6 bytes)
- Extension - Server Certificate Type (Raw Public Key) (6 bytes)
In total:
185 + 6 + 48 - 8 - 6 - 6 = 219 bytes
DTLS 1.3 PSK + ECDHE flight #1 gives 219 bytes of overhead.
3.2.2.2. Flight #2
The differences in overhead conpared to Section 3.2.1.2 are:

The followi ng i s added:

+ Extension - Pre-Shared Key (6 bytes)
00 29 00 02 00 00

The following is renmoved
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- Handshake Message Certificate (112 bytes)

- Handshake Message CertificateVerify (87 bytes)

- Handshake Message CertificateRequest (23 bytes)

- Extension - Cient Certificate Type (Raw Public Key) (6 bytes)

- Extension - Server Certificate Type (Raw Public Key) (6 bytes)

In total:

454 + 6 - 112 - 87 - 23 - 6 - 6 = 226 bytes

DTLS 1.3 PSK + ECDHE flight #2 gives 226 bytes of overhead.
3.2.2.3. Flight #3

The differences in overhead conpared to Section 3.2.1.3 are:

The followi ng is renoved:

- Handshake Message Certificate (112 bytes)

- Handshake Message Certificate Verify (87 bytes)

In total:

255 - 112 - 87 = 56 bytes

DTLS 1.3 PSK + ECDHE flight #3 gives 56 bytes of overhead.
3.2.3. Message Sizes PSK
3.2.3.1. Flight #1

The differences in overhead conpared to Section 3.2.2.1 are:

The followi ng is renoved:

- Extension - Supported G oups (x25519) (8 bytes)

- Extension - Key Share (75 bytes)

In total:

219 - 8 - 75 = 136 bytes
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DTLS 1.3 PSK flight #1 gives 136 bytes of overhead.
3.2.3.2. Flight #2
The differences in overhead conpared to Section 3.2.2.2 are:
The following is renmoved
- Extension - Key Share (73 bytes)
In total:
226 - 73 = 153 bytes
DTLS 1.3 PSK flight #2 gives 153 bytes of overhead.
3.2.3.3. Flight #3
There are no differences in overhead conpared to Section 3.2.2.3.
DTLS 1.3 PSK flight #3 gives 56 bytes of overhead.
3.2.4. Cached Infornation

In this section, we consider the effect of [RFC7924] on the nessage
si ze over head.

Cached information can be used to use a cached server certificate
froma previous connection and nove bytes fromflight #2 to flight
#1. The cached certificate can be an RPK or X 509
The differences conpared to Section 3.2.1 are the foll ow ng.
3.2.4.1. Flight #1
For the flight #1, the follow ng is added:
+ Extension - dient Cashed Information (39 bytes):
00 19 LL LL LL LL
01 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11
12 13 14 15 16 17 18 19 la 1b 1c 1d 1le 1if
Gving a total of:
185 + 39 = 224 bytes

In the case the cached certificate is X. 509, the following is
renoved
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- Extension - Server Certificate Type (Raw Public Key) (6 bytes)
Gving a total of:
224 - 6 = 218 bytes
3.2.4.2. Flight #2
For the flight #2, the follow ng is added:

+ Extension - Server Cashed Information (7 bytes):
00 19 LL LL LL LL O1

And the followi ng is reduced:

- Server Certificate (91 bytes -> 32 bytes)
Gving a total of:

454 + 7 - 59 = 402 bytes

In the case the cached certificate is X. 509, the following is
removed:

- Extension - Server Certificate Type (Raw Public Key) (6 bytes)
Gving a total of:
402 - 6 = 396 bytes

3.2.5. Resunption

To enabl e resunption, a 4th flight with the handshake message New
Session Ticket is added to the DTLS handshake.
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Record Header - DTLSCi phertext (3 bytes):
HH 42 SS

Handshake Header - New Session Ticket (12 bytes):
04 LL LL LL SS SS 00 00 00 LL LL LL

Ticket Lifetime (4 bytes):
00 01 02 03

Ti cket Age Add (4 bytes)
00 01 02 03

Ti cket Nonce (2 bytes):
01 00

Ti cket (6 bytes):
00 04 IDIDIDID

Ext ensi ons (2 bytes):
00 00

Auth Tag (8 bytes) // AES-CCM 8:
00 01 02 03 04 05 06 07

3+12+4+4+2+6+ 2+ 8 =41 bytes
Enabl i ng resunption adds 41 bytes to the initial DILS handshake. The
resunption handshake is an ordi nary PSK handshake with or without
ECDHE.

3.2.6. DILS Wthout Connection ID

Wthout a Connection ID the DTLS 1.3 flight sizes change as foll ows.

DTLS 1.3 flight #1: -6 bytes
DTLS 1.3 flight #2: -7 bytes
DTLS 1.3 flight #3: -1 byte

3.2.7. Raw Public Keys

Raw Public Keys in TLS consist of a DER encoded ASN. 1

Subj ect Publ i cKeyl nfo structure [RFC7250]. This section illustrates

the format of P-256 (secp256rl1) SubjectPublicKeylnfo [ RFC5480] with

and wi thout point conpression as well as an ed25519

Subj ect Publ i cKeyl nfo. Point conpression in SubjectPublicKeylnfo is

standardi zed in [RFC5480] and is therefore theoretically possible to
use in PRKs and X. 509 certificates used in (D) TLS but does not seem
to be supported by (D) TLS inpl enentati ons.
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3.2.7.1. secp256rl SubjectPublicKeylnfo Wthout Point Conpression

0x30 // Sequence
0x59 // Size 89

0x30 // Sequence

0x13 // Size 19

0x06 0x07 Ox2A 0x86 0x48 O0xCE 0x3D 0x02 0x01
// O D 1. 2.840.10045.2.1 (ecPublicKey)

0x06 0x08 Ox2A 0x86 0x48 OxCE 0x3D 0x03 0x01 0x07
/1 O D1.2.840.10045.3.1.7 (secp256r1l)

0x03 // Bit string

0x42 /| Size 66

0x00 // Unused bits O
0x04 // Unconpressed
...... 64 bytes X and Y

Total of 91 bytes
3.2.7.2. secp256r1 SubjectPublicKeylnfo Wth Point Conpression

0x30 // Sequence
0x39 // Size 57

0x30 // Sequence

0x13 // Size 19

0x06 0x07 Ox2A 0x86 0x48 OxCE 0x3D 0x02 0x01
/1 O D 1.2.840.10045.2.1 (ecPublicKey)

0x06 0x08 Ox2A 0x86 0x48 OxCE 0x3D 0x03 0x01 0xO07
/] OD1.2.840.10045.3.1.7 (secp256r1)

0x03 // Bit string
0x22 // Size 34

0x00 // Unused bits 0O
0x03 // Conpressed
...... 32 bytes X
Total of 59 bytes

3.2.7.3. ed25519 Subj ect Publ i cKeyl nfo
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0x30 // Sequence
Ox2A /| Size 42

0x30 // Sequence
0x05 // Size 5
0x06 0x03 0x2B 0x65 0x70
// OD1.3.101.112 (ed25519)

0x03 // Bit string
0x21 // Size 33
0x00 // Unused bits 0O
...... 32 bytes
Total of 44 bytes
3.3. TLS 1.3
In this section, the nessage sizes are calculated for TLS 1.3. The
maj or changes conpared to DTLS 1.3 are a different record header, the
handshake headers is smaller, and that Connection ID is not
supported. Recently, additional work has taken shape with the goa
to further reduce overhead for TLS 1.3 (see [I-D.ietf-tls-ctls]).
3.3.1. Message Sizes RPK + ECDHE
In this section, CCM 8, x25519, and ed25519 are used.

3.3.1.1. Flight #1
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Record Header - TLSPI ai ntext (5 bytes):
16 03 03 LL LL

Handshake Header - Client Hello (4 bytes):
01 LL LL LL

Legacy Version (2 bytes):
03 03

Client Random (32 bytes):
00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13
14 15 16 17 18 19 1a 1b 1c 1d 1le 1f

Legacy Session ID (1 bytes):

00

Ci pher Suites (TLS AES 128 CCM 8 SHA256) (4 bytes):
00 02 13 05

Conpressi on Methods (null) (2 bytes):
01 00

Ext ensi ons Length (2 bytes):
LL LL

Ext ensi on - Supported G oups (x25519) (8 bytes):
00 Oa 00 04 00 02 00 1d

Extension - Signature Al gorithnms (ed25519)

(8 bytes):

00 0d 00 04 00 02 08 07

Extensi on - Key Share (x25519) (42 bytes):

00 33 00 26 00 24 00 1d 00 20

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13
14 15 16 17 18 19 la 1b 1c 1d 1le 1if

Ext ensi on - Supported Versions (1.3) (7 bytes):
00 2b 00 03 02 03 04

Extension - Cient Certificate Type (Raw Public Key) (6 bytes):
00 13 00 01 01 02

Extension - Server Certificate Type (Raw Public Key) (6 bytes):
00 14 00 01 01 02

5+4+2+32+1+4+2+2+8+8+42+7+6+6 =129 bytes
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TLS 1.3 RPK + ECDHE flight #1 gives 129 bytes of overhead.
3.3.1.2. Flight #2

Record Header - TLSPI ai ntext (5 bytes):
16 03 03 LL LL

Handshake Header - Server Hello (4 bytes):
02 LL LL LL

Legacy Version (2 bytes):
fe fd

Server Random (32 bytes):
00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of 10 11 12 13
14 15 16 17 18 19 la 1b 1c 1d 1le 1f

Legacy Session ID (1 bytes):

00

Ci pher Suite (TLS_AES 128 CCM 8 SHA256) (2 bytes):
13 05

Conpressi on Method (null) (1 bytes):
00

Ext ensi ons Length (2 bytes):
LL LL

Extensi on - Key Share (x25519) (40 bytes):

00 33 00 24 00 1d 00 20

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13
14 15 16 17 18 19 la 1b 1c 1d 1le 1f

Ext ensi on - Supported Versions (1.3) (6 bytes):
00 2b 00 02 03 04

Record Header - TLSC phertext (5 bytes):
17 03 03 LL LL

Handshake Header - Encrypted Extensions (4 bytes):
08 LL LL LL

Ext ensi ons Length (2 bytes):
LL LL

Extension - Cient Certificate Type (Raw Public Key) (6 bytes):
00 13 00 01 01 02
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Extension - Server Certificate Type (Raw Public Key) (6 bytes):
00 14 00 01 01 02

Handshake Header - Certificate Request (4 bytes):
0d LL LL LL

Request Context (1 bytes):
00

Ext ensi ons Length (2 bytes):
LL LL

Extension - Signature Al gorithnms (ed25519)
(8 bytes):
00 0d 00 04 00 02 08 07

Handshake Header - Certificate (4 bytes):
Ob LL LL LL

Request Context (1 bytes):
00

Certificate List Length (3 bytes):
LL LL LL

Certificate Length (3 bytes):
LL LL LL

Certificate (ed25519 RPK) (44 bytes):
30 2A 30 05 ... // DER encoded RPK, see Section 2.2.7.

Certificate Extensions (2 bytes):
00 00

Handshake Header - Certificate Verify (4 bytes):
Of LL LL LL

Si gnature (ed25519) (68 bytes):

08 07 LL LL

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13
14 15 16 17 18 19 la 1b 1c 1d 1le 1f

Handshake Header - Finished (4 bytes):
14 LL LL LL

Verify Data (32 bytes):

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13
14 15 16 17 18 19 la 1b 1c 1d 1le 1f
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Record Type (1 byte):
16

Auth Tag (8 bytes):
e0 8b Oe 45 5a 35 0Oa eb

5+90 +5 + 18 + 15 + 57 + 72 + 36 + 1 + 8 = 307 bytes
TLS 1.3 RPK + ECDHE flight #2 gives 307 bytes of overhead.

3.3.1.3. Flight #3
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Record Header - TLSC phertext (5 bytes):
17 03 03 LL LL

Handshake Header - Certificate (4 bytes):
Ob LL LL LL

Request Context (1 bytes):
00

Certificate List Length (3 bytes):
LL LL LL

Certificate Length (3 bytes):

LL LL LL

Certificate (ed25519 RPK) (44 bytes):
30 2A 30 05 ... // DER encoded RPK, see Section 2.2.7.

Certificate Extensions (2 bytes):
00 00

Handshake Header - Certificate Verify (4 bytes):
Of LL LL LL

Signature (ed25519) (68 bytes):

08 07 LL LL

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13
14 15 16 17 18 19 la 1b 1c 1d 1le 1f

Handshake Header - Finished (4 bytes):
14 LL LL LL

Verify Data (32 bytes) // SHA- 256
00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13
14 15 16 17 18 19 1a 1b 1c 1d 1le 1f

Record Type (1 byte)
16

Auth Tag (8 bytes) // AES-CCM 8:
00 01 02 03 04 05 06 07

5+ 57 + 72 + 36 +1+ 8 =179 bytes

TLS 1.3 RPK + ECDHE flight #3 gives 179 bytes of overhead.
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3.3.2. Message Sizes PSK + ECDHE

3.3.2.1. Flight #1
The differences in overhead conpared to Section 3.3.1.3 are:
The followi ng i s added:

+ Extension - PSK Key Exchange Modes (6 bytes):
00 2d 00 02 01 01

+ Extension - Pre-Shared Key (48 bytes):
00 29 00 2F
00 Oa 00 01 ID OO0 00 00 0O
00 21 20 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of 10
11 12 13 14 15 16 17 18 19 1a 1b 1lc 1d 1le 1f
The following is renmoved
- Extension - Signature Algorithns (ecdsa_secp256r1_sha256) (8 bytes)
- Extension - Cient Certificate Type (Raw Public Key) (6 bytes)
- Extension - Server Certificate Type (Raw Public Key) (6 bytes)
In total:
129 + 6 + 48 - 8 - 6 - 6 = 163 bytes
TLS 1.3 PSK + ECDHE flight #1 gives 163 bytes of overhead.
3.3.2.2. Flight #2
The differences in overhead conpared to Section 3.3.1.2 are:

The followi ng is added:

+ Extension - Pre-Shared Key (6 bytes)
00 29 00 02 00 00

The followi ng is renoved
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- Handshake Message Certificate (57 bytes)
- Handshake Message CertificateVerify (72 bytes)

- Handshake Message CertificateRequest (15 bytes)

- Extension - Cient Certificate Type (Raw Public Key) (6 bytes)
- Extension - Server Certificate Type (Raw Public Key) (6 bytes)
In total:

307 - 57 - 72 - 15 - 6 - 6 + 6 = 157 bytes

TLS 1.3 PSK + ECDHE flight #2 gives 157 bytes of overhead.
3.3.2.3. Flight #3

The differences in overhead conpared to Section 3.3.1.3 are:

The followi ng is renoved:

- Handshake Message Certificate (57 bytes)

- Handshake Message Certificate Verify (72 bytes)

In total:

179 - 57 - 72 = 50 bytes

TLS 1.3 PSK + ECDHE flight #3 gives 50 bytes of overhead.
3.3.3. Message Sizes PSK
3.3.3.1. Flight #1

The differences in overhead conpared to Section 3.3.2.1 are:

The followi ng is renoved:

- Extension - Supported G oups (x25519) (8 bytes)

- Extension - Key Share (42 bytes)

In total:

163 - 8 - 42 = 113 bhytes
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TLS 1.3 PSK flight #1 gives 113 bytes of overhead.

3.3.3.2. Flight #2
The differences in overhead conpared to Section 3.3.2.2 are:
The following is renmoved
- Extension - Key Share (40 bytes)
In total:
157 - 40 = 117 bytes
TLS 1.3 PSK flight #2 gives 117 bytes of overhead.

3.3.3.3. Flight #3
There are no differences in overhead conpared to Section 3.3.2.3.
TLS 1.3 PSK flight #3 gives 50 bytes of overhead.

3.4. TLS 1.2 and DTLS 1.2
The TLS 1.2 and DTLS 1.2 handshakes are not analyzed in detail in
this document. One rough conparison of expected size between the TLS
1.2 and TLS 1.3 handshakes can be found by counting the numnber of
bytes in the exanpl e handshakes of [Illustrated-TLS12] and
[IlTustrated-TLS13]. |In these exanples the server authenticates with
a certificate and the client is not authenticated.
In TLS 1.2, the nunber of bytes in the four flights are 170, 1188,
117, and 75 for a total of 1550 bytes. |In TLS 1.3 the nunber of
bytes in the three flights are 253, 1367, and 79 for a total of 1699
bytes. In general, the (D)TLS 1.2 and (D) TLS 1.3 handshakes can be
expected to have simlar number of bytes.

3.5. cTLS
Version -10 of the cTLS specification [I-D.ietf-tls-ctls] has a
single exanple with CCM 8, x25519, and ed25519 in Appendix A This
docunent uses that exanple and cal cul ates nunbers for different

paraneters as foll ows:

Usi ng secp256r1 instead of x25519 adds 33 bytes to the
KeyShar eEntry. key_exchange in flight #1 and flight #2.
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Usi ng ecdsa_secp256r1_sha256 instead of ed25519 adds an average of 7
bytes to CertificateVerify.signature in flight #2 and flight #3.

Usi ng PSK aut hentication instead of ed25519 adds 1 byte (psk
identifier) to flight #1 and renobves 71 bytes (certificate and
certificate_verify) fromflight #2 and #3.

Usi ng PSK key exchange x25519 rempves 32 bytes
(KeyShareEntry. key_exchange) from flight #1 and #2.

Usi ng Connection ID adds 1 byte to flight #1 and #3, and 2 bytes to
flight #2.

3.6. EDHOC

This section gives an estimte of the message sizes of EDHOC

[ RFC9528] authenticated with static Diffie-Hellnan keys and where the
static Diffie-Hellman keys are identified with a key identifier

(kid). Al exanples are given in CBOR diagnostic notation and
hexadeci mal and are based on the test vectors in Section 4 of

[ RFC9529] .

3.6.1. Message Sizes RPK
3.6.1.1. nessage_1

message_1 = (
3,
2,
h' 8af 6f 430ebel18d34184017a9allbf511c8df f 8f 834730b96¢c1b7c8dbca2f
c3b6’,
-24
)

message_1 (37 bytes):
03 02 58 20 8a f6 f4 30 eb el 8d 34 18 40 17 a9 al 1b f5 11 c8
df f8 f8 34 73 0b 96 cl1 b7 c8 db ca 2f c3 b6 37

3.6.1.2. nessage_2

message 2 = (
h' 419701D7F00A26C2DC587A36DD752549F33763C893422C8EAOF955A13A4F
F5D5042459E2DA6C75143F35’
-8
)
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message_2 (45 bytes):

58 2a 41 97 01 d7 f0 Oa 26 c2 dc 58 7a 36 dd 75 25 49 f3 37
63 c8 93 42 2c 8e a0 f9 55 al 3a 4f f5 d5 04 24 59 e2 da 6¢
75 14 3f 35 27

3.6.1.3. nessage_3

message_3 = (
h' C2B62835DC9B1F53419C1D3A2261EEED3505
)

message_3 (19 bytes):
52 ¢2 b6 28 35 dc 9b 1f 53 41 9c 1d 3a 22 61 ee ed 35 05

3.6.2. Summary

Based on the exanple above it is relatively easy to cal cul ate nunbers
al so for EDHOC authenticated with signature keys and for

aut hentication keys identified with a SHA- 256/ 64 hash (x5t).
Signatures increase the size of flight #2 and #3 by 57 (64 - 8 + 1)
or 58 bytes, while x5t increases the size by 13-14 bytes conpared to
kid. The typical message sizes for the previous exanple and for the
ot her conbi nations are sunmarized in Figure 4. Note that EDHOC
treats authentication keys stored in RPK and X 509 in the sane way.
More detail ed exampl es can be found in [ RFC9529].

Static DH Keys Si gnature Keys
ki d x5t ki d x5t
nmessage_1 37 37 37 37
message_2 45 58 102 115
nmessage_3 19 33 77 90
Tot al 101 128 216 242

Figure 4: Typical EDHOC nmessage sizes in bytes
3.7. Summary

To do a fair comparison, one has to choose a specific deploynment and
| ook at the topol ogy, the whole protocol stack, frane sizes (e.g., 51
or 128 bytes), how and where in the protocol stack fragmentation is
done, and the expected packet loss. Note that the nunber of bytes in
each frame that is available for the key exchange protocol may depend
on the underlying protocol |ayers as well as on the nunber of hops in
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mul ti-hop networks. The packet |oss may depend on how many ot her
devices are transnitting at the same time and may increase during
network formation. The total overhead will be larger due to
mechani sns for fragnmentation, retransm ssion, and packet ordering.
The overhead due to fragnentation is roughly proportional to the
number of fragments, while the expected overhead due to

retransm ssion in noisy environnents is a superlinear function of the
flight sizes.

4. Overhead for Protection of Application Data

To enabl e conparison, all the overhead cal culations in this section
use an 8 bytes ICV (e.g., AES 128 CCM 8 [ RFC6655] or AES- CCM

16- 64-128 [ RFC9053]) or 16 bytes (e.g., AES-CCM [ SP-800-38C], AES-GCM
[ SP-800-38D], or ChaCha20- Pol y1305 [RFC7539]), a plaintext of 6
bytes, and the sequence nunber ‘05 . This follows the exanple in

[ RFC7400], Figure 16

Note that the conpressed overhead cal cul ations for DLTS 1.2, DITLS
1.3, TLS 1.2, and TLS 1.3 are dependent on the paraneters epoch,
sequence nunber, and length (where applicable), and all the overhead
cal cul ations are dependent on the paranmeter Connection |ID when used.
Not e that the OSCORE overhead cal cul ations are dependent on the CoAP
option nunbers, as well as the length of the OSCORE paraneters Sender
I D, I D Context, and Sequence Nunber (where applicable). cTLS uses the
DTLS 1.3 record layer. The follow ng cal culations are only exanpl es.

Section 4.1 gives a short sunmary of the nessage overhead based on
different paraneters and sone assunptions. The follow ng sections
detail the assunptions and the cal cul ati ons.

4.1. Sunmmary

The DTLS overhead is dependent on the paraneter Connection ID. The
foll owi ng overheads apply for all Connection IDs with the sane
| engt h.

The conpression overhead (GHC) is dependent on the paraneters epoch,
sequence nunber, Connection ID, and |l ength (where applicable). The
foll owi ng overheads should be representative for sequence nunbers and
Connection IDs with the same | ength.

The OSCORE overhead is dependent on the included CoAP Opti on nunbers
as well as the length of the OSCORE paraneters Sender |ID and sequence
nunber. The follow ng overheads apply for all sequence nunbers and
Sender IDs with the sane length, and for an ID Context of zero-

| engt h.
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Sequence Number ' 05’ *1005’ ' 100005’
DTLS 1.2 29 29 29
DTLS 1.3 11 11 11
DTLS 1.2 (GHO 16 16 16
DTLS 1.3 (GHC 12 12 12
TLS 1.2 21 21 21
TLS 1.3 14 14 14
TLS 1.2 (GHO 17 18 19
TLS 1.3 (GHO 15 16 17
OSCORE r equest 13 14 15
OSCORE response 11 11 11
Group OSCORE pairwi se request 14 15 16
G oup OSCORE pairwi se response 11 11 11

Figure 5: Overhead (8 bytes ICV) in bytes as a function of
sequence nunber (Connection/Sender ID="")

Connecti on/ Sender 1D Y 142 4002’
DTLS 1.2 29 30 31
DTLS 1.3 11 12 13
DTLS 1.2 (GHO) 16 17 18
DTLS 1.3 (GHO) 12 13 14
OSCORE r equest 13 14 15
OSCORE response 11 11 11
G oup OSCORE pairw se request 14 15 16
G oup OSCORE pairwi se response 11 11 11

Figure 6: Overhead (8 bytes ICV) in bytes as a function of
Connecti on/ Sender 1D (Sequence Nunber = ’'05")

Preu Mattsson, et al. Expires 6 Decenber 2025 [ Page 33]



I nternet-Draft Conpari son of CoAP Security Protocols June 2025

Pr ot ocol Over head Over head (GHC)
DTLS 1.2 21 8

DTLS 1.3 3 4

TLS 1.2 13 9

TLS 1.3 6 7
OSCORE r equest 5

OSCORE response 3

Group OSCORE pairwi se request 6
G oup OSCORE pairwi se response 3

Figure 7: Overhead (excluding ICV) in bytes (Connection/Sender |ID
= '', Sequence Nunber = '05")

The nunbers in Figure 5, Figure 6, and Figure 7 do not consider the
di fferent Token processing requirenments for clients [ RFCI175]
required for secure operation as notivated by
[I-D.ietf-core-attacks-on-coap]. As reuse of Tokens is easier in
OSCORE t han DTLS, OSCORE ni ght have slightly | ower overhead than DTLS
1.3 for long connection even if DTLS 1.3 has slightly | ower overhead
than OSCORE for short connections. The nechanismin
[I-D.ietf-tls-super-junbo-record-limt] reduces the overhead of
unconpressed TLS 1.3 records by 3 bhytes.

The nunbers in Figure 5 and Figure 6 were calculated with 8 bytes I CV
which is the mandatory to inplenment in
[I-D.ietf-uta-tlsl13-iot-profile], and Section 8 of [RFC9528]. If 16
bytes tag are used, all numbers increases by 8.

The nunbers in Figure 5, Figure 6, and Figure 7 do not consider
underlying |l ayers, see Section 2.

4.2, DILS 1.2
4.2.1. DTLS 1.2 (Basic)
Thi s section anal yzes the overhead of DTLS 1.2 [RFC6347]. The nonce

follows the strict profiling given in [RFC7925]. This exanple is
taken directly from [ RFC7400], Figure 16.
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DTLS 1.2 record layer (35 bytes, 29 bytes overhead):
17 fe fd 00 01 00 00 00 00 00 05 00 16 00 01 0O

00 00 00 00 05 ae a0 15 56 67 92 4d ff 8a 24 e4

cb 35 b9

Content type:

17

Ver si on:

fe fd

Epoch:

00 01

Sequence nunber:

00 00 00 00 00 05
Lengt h:

00 16

Nonce:

00 01 00 00 00 00 00 05
Ci phertext:

ae a0 15 56 67 92

| CV:

4d ff 8a 24 e4 cb 35 b9

DTLS 1.2 gives 29 bytes overhead.
4.2.2. DTLS 1.2 with 6LoWPAN- GHC

This section anal yzes the overhead of DTLS 1.2 [RFC6347] when
conpressed with 6LOWPAN- GHC [ RFC7400]. The conpressi on was done with
[ A egHahm ghc] .

Not e that the sequence number ‘01’ used in [RFC7400], Figure 15 gives
an exceptionally small overhead that is not representative.

Note that this header conpression is not avail able when DTLS is used
over transports that do not use 6LOWPAN together w th 6LoWPAN GHC

Conpressed DTLS 1.2 record layer (22 bytes, 16 bytes overhead):
b0 c3 03 05 00 16 f2 Oe ae a0 15 56 67 92 4d ff
8a 24 e4 cb 35 b9

Conpressed DTLS 1.2 record | ayer header and nonce:
b0 ¢c3 03 05 00 16 f2 Oe

C phertext:

ae a0 15 56 67 92

| CV.

4d ff 8a 24 e4 cb 35 b9
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4.

4.

When conpressed with 6LOWPAN- GHC, DTLS 1.2 with the above paraneters
(epoch, sequence nunber, |ength) gives 16 bytes overhead.

2.3. DILS 1.2 with Connection ID

This section anal yzes the overhead of DTLS 1.2 [RFC6347] with
Connection | D [RFC9146]. The overhead cal culations in this section
use Connection ID = "42'. DILS record layer with a Connection ID =
"7 (the enpty string) is equal to DTLS w thout Connection |D.

DTLS 1.2 record layer (36 bytes, 30 bytes overhead):
17 fe fd 00 01 00 00 00 OO 00 05 42 00 16 00 01

00 00 00 00 00 05 ae a0 15 56 67 92 4d ff 8a 24

e4 cb 35 h9

Content type:

17

Ver si on:

fe fd

Epoch:

00 01

Sequence nunber:

00 00 00 00 00 05
Connection | D

42

Lengt h:

00 16

Nonce:

00 01 00 00 00 00 00 05
Ci phertext:

ae a0 15 56 67 92

| CV:

4d ff 8a 24 e4 cb 35 b9

DTLS 1.2 with Connection ID gives 30 bytes overhead.
2.4. DTLS 1.2 with Connection |ID and 6LOWPAN- GHC

This section anal yzes the overhead of DTLS 1.2 [RFC6347] with
Connection | D [ RFC9146] when conpressed with 6LoWPAN- GHC [ RFC7400]
[ A egHahm ghc] .

Not e that the sequence number ‘01’ used in [RFC7400], Figure 15 gives
an exceptionally small overhead that is not representative.

Note that this header conpression is not avail able when DTLS is used
over transports that do not use 6LOWPAN together w th 6LOoWPAN GHC
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Conpressed DTLS 1.2 record layer (23 bytes, 17 bytes overhead):
b0 c3 04 05 42 00 16 f2 Oe ae a0 15 56 67 92 4d
ff 8a 24 e4 cb 35 b9

Conpressed DTLS 1.2 record | ayer header and nonce:
b0 ¢c3 04 05 42 00 16 f2 Qe

C phertext:

ae a0 15 56 67 92

| CV.

4d ff 8a 24 e4 cb 35 b9

When conpressed with 6LOWPAN- GHC, DTLS 1.2 with the above paraneters
(epoch, sequence nunber, Connection ID, |length) gives 17 bytes
over head.

4.3. DILS 1.3
4.3.1. DTLS 1.3 (Basic)

This section anal yzes the overhead of DTLS 1.3 [RFC9147]. The
changes conpared to DILS 1.2 are: om ssion of version nunber, merging
of epoch into the first byte containing signaling bits, optiona

om ssion of length, reduction of sequence nunber into a 1 or 2-bytes
field.

DTLS 1.3 is only analyzed with an onmitted length field and with an
8-bit sequence nunber (see Figure 4 of [RFC9147]).

DTLS 1.3 record layer (17 bytes, 11 bytes overhead):
21 05 ae a0 15 56 67 92 ec 4d ff 8a 24 e4 cb 35 b9

First byte (including epoch):
21
Sequence nunber:
05
Ci phertext (including encrypted content type):
ae a0 15 56 67 92 ec
| CV:
4d ff 8a 24 e4 cb 35 b9
DTLS 1.3 gives 11 bytes overhead.
4.3.2. DTLS 1.3 with 6LoWPAN- GHC

This section anal yzes the overhead of DTLS 1.3 [RFC9147] when
conpressed with 6LOWPAN- GHC [ RFC7400] [ A egHahm ghc].
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Note that this header conpression is not avail able when DTLS is used
over transports that do not use 6LOWPAN together w th 6LOoWPAN GHC

Conpressed DTLS 1.3 record |layer (18 bytes, 12 bytes overhead):
11 21 05 ae a0 15 56 67 92 ec 4d ff 8a 24 e4 cb
35 b9

Conpressed DTLS 1.3 record | ayer header and nonce:
11 21 05

Ci phertext (including encrypted content type):

ae a0 15 56 67 92 ec

I CV:

4d ff 8a 24 e4 cb 35 b9

VWhen conpressed with 6LOWPAN- GHC, DTLS 1.3 with the above paraneters
(epoch, sequence nunber, no | ength) gives 12 bytes overhead.

4. 3. 3. DTLS 1.3 with Connection |ID

This section anal yzes the overhead of DTLS 1.3 [RFC9147] with
Connection | D [ RFC9146] .

In this exanple, the length field is omitted, and the 1-byte field is
used for the sequence nunber. The mninmal DTLSC phertext structure
is used (see Figure 4 of [RFC9147]), with the addition of the
Connection ID field.

DTLS 1.3 record layer (18 bytes, 12 bytes overhead):
31 42 05 ae a0 15 56 67 92 ec 4d ff 8a 24 e4 cb 35 b9

First byte (including epoch):

31

Connection | D
42

Sequence nunber:
05

C phertext (including encrypted content type):
ae a0 15 56 67 92 ec

| CV.

4d ff 8a 24 e4 cb 35 b9

DTLS 1.3 with Connection ID gives 12 bytes overhead.
4.3.4. DILS 1.3 with Connection ID and 6LOWPAN- GHC
This section anal yzes the overhead of DTLS 1.3 [RFC9147] with

Connection | D [ RFC9146] when conpressed with 6LoWPAN- GHC [ RFC7400]
[ A egHahm ghc] .
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Note that this header conpression is not avail able when DTLS is used
over transports that do not use 6LOWPAN together w th 6LOoWPAN GHC

Conpressed DTLS 1.3 record |layer (19 bytes, 13 bytes overhead):
12 31 05 42 ae a0 15 56 67 92 ec 4d ff 8a 24 e4
cb 35 b9

Conpressed DTLS 1.3 record | ayer header and nonce:
12 31 05 42

Ci phertext (including encrypted content type):

ae a0 15 56 67 92 ec

I CV:

4d ff 8a 24 e4 cb 35 b9

VWhen conpressed with 6LOWPAN- GHC, DTLS 1.3 with the above paraneters
(epoch, sequence nunber, Connection ID, no |length) gives 13 bytes
over head.

4.4. TLS 1.2
4.4.1. TLS 1.2 (Basic)

This section anal yzes the overhead of TLS 1.2 [RFC5246]. The changes
conpared to DTLS 1.2 is that the TLS 1.2 record | ayer does not have
epoch and sequence nunber, and that the version is different.

TLS 1.2 Record Layer (27 bytes, 21 bytes overhead):
17 03 03 00 16 00 00 00 OO0 00 00 00 05 ae a0 15
56 67 92 4d ff 8a 24 e4 cb 35 b9

Content type:

17

Ver si on:

03 03

Lengt h:

00 16

Nonce:

00 00 00 00 00 00 00 05
G phertext:

ae a0 15 56 67 92

| CV:

4d ff 8a 24 e4 cb 35 b9

TLS 1.2 gives 21 bytes overhead.
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4.4.2. TLS 1.2 with 6LoWPAN- GHC

This section anal yzes the overhead of TLS 1.2 [ RFC5246] when
conpressed with 6LOWPAN- GHC [ RFC7400] [ A egHahm ghc].

Note that this header conpression is not avail able when TLS is used
over transports that do not use 6LOWPAN together w th 6LoWPAN GHC

Conpressed TLS 1.2 record | ayer (23 bytes, 17 bytes overhead):
05 17 03 03 00 16 85 Of 05 ae a0 15 56 67 92 4d
ff 8a 24 e4 cb 35 b9

Conpressed TLS 1.2 record | ayer header and nonce:
05 17 03 03 00 16 85 Of 05

G phertext:

ae a0 15 56 67 92

| CV:

4d ff 8a 24 e4 cb 35 b9

When conpressed with 6LOWPAN-GHC, TLS 1.2 with the above parameters
(epoch, sequence nunber, |ength) gives 17 bytes overhead.

4.5. TLS 1.3
4.5.1. TLS 1.3 (Basic)

This section anal yzes the overhead of TLS 1.3 [RFC8446]. The change
conpared to TLS 1.2 is that the TLS 1.3 record |ayer uses a different
ver si on.

TLS 1.3 Record Layer (20 bytes, 14 bytes overhead):
17 03 03 00 16 ae a0 15 56 67 92 ec 4d ff 8a 24
e4 cb 35 b9

Content type:

17

Legacy version:

03 03

Lengt h:

00 of

Ci phertext (including encrypted content type):
ae a0 15 56 67 92 ec

I CV:

4d ff 8a 24 e4 cb 35 b9

TLS 1.3 gives 14 bytes overhead.
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4.5.2. TLS 1.3 with 6LoWPAN- GHC

This section anal yzes the overhead of TLS 1.3 [ RFC8446] when
conpressed with 6LOWPAN- GHC [ RFC7400] [ A egHahm ghc].

Note that this header conpression is not avail able when TLS is used
over transports that do not use 6LOWPAN together w th 6LoWPAN GHC

Conpressed TLS 1.3 record |l ayer (21 bytes, 15 bytes overhead):
14 17 03 03 00 Of ae a0 15 56 67 92 ec 4d ff 8a
24 e4 cb 35 b9

Conpressed TLS 1.3 record | ayer header and nonce:
14 17 03 03 00 Of

G phertext (including encrypted content type):

ae a0 15 56 67 92 ec

| CV:

4d ff 8a 24 e4 cb 35 b9

When conpressed with 6LOWPAN-GHC, TLS 1.3 with the above parameters
(epoch, sequence nunber, |ength) gives 15 bytes overhead.

4.6. OSCORE

This section anal yzes the overhead of OSCORE [ RFC8613].

()

The bel ow cal cul ation Option Delta = ‘9 , Sender ID = (enpty
string), and Sequence Number = ‘05" and is only an exanple. Note
that Sender ID = ‘" (enpty string) can only be used by one client per
server.

OSCORE request (19 bytes, 13 bytes overhead):

92 09 05

ff ec ae a0 15 56 67 92 4d ff 8a 24 e4 cb 35 b9

CoAP option delta and | ength:

92

Option value (flag byte and sequence number):

09 05

Payl oad narker:

ff

Ci phertext (including encrypted code and payl oad narker):

ec ae a0 15 56 67 92

| CV:

4d ff 8a 24 e4 cb 35 b9

The bel ow cal culation Qption Delta = ‘9" , Sender ID = ‘42" , and

Sequence Nunber = ‘05 , and is only an exanple.

Preu Mattsson, et al. Expires 6 Decenber 2025 [ Page 41]



I nternet-Draft Conpari son of CoAP Security Protocols June 2025

OSCORE request (20 bytes, 14 bytes overhead):
93 09 05 42
ff ec ae a0 15 56 67 92 4d ff 8a 24 e4 cb 35 b9

CoAP option delta and | ength:

93

Option Value (flag byte, sequence nunber, and Sender |D):
09 05 42

Payl oad marker:

ff

Ci phertext (including encrypted code and payl oad narker):
ec ae a0 15 56 67 92

I CV:

4d ff 8a 24 e4 cb 35 b9

The bel ow cal cul ati on uses Option Delta = ‘9’

OSCORE response (17 bytes, 11 bytes overhead):
90
ff ec ae a0 15 56 67 92 4d ff 8a 24 e4 cb 35 h9

CoAP delta and option | ength:

90

Option val ue:

Payl oad marker:

ff

Ci phertext (including encrypted code):
ec ae a0 15 56 67 92

I CV:

4d ff 8a 24 e4 cb 35 b9

OSCORE wi th the above parameters gives 13-14 bytes overhead for
requests and 11 bytes overhead for responses.

Unl i ke DTLS and TLS, OSCORE has much smnall er overhead for responses
than requests.

4.7. G oup OSCORE

Thi s section anal yzes the overhead of G oup OSCORE
[1-D.ietf-core-oscore-groupcommr. Goup OSCORE defines a pairw se
nmode where each menber of the group can efficiently derive a
symretric pairwi se key with any other nenber of the group for

pai rwi se OSCORE communi cation. An additional requirenment compared to
[ RFC8613] is that ID Context is always included in requests. For
exanple, if the length of the ID Context is 1 byte and the | ength of
the Sender IDis 1 byte, this adds 2 bytes to requests.
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The bel ow calculation Qption Delta = ‘9" |, ID Context = ‘7 , Sender ID
= ‘42’ , and Sequence Nunber = ‘05 , and is only an exanple. |ID
Context = “’ would be the standard for |ocal deploynments only having

a single group.

OSCORE request (21 bytes, 15 bytes overhead):
93 19 05 00 42
ff ec ae a0 15 56 67 92 4d ff 8a 24 e4 cb 35 h9

CoAP option delta and | ength:

93

Option Value (flag byte, sequence nr, ID Context |ength, Sender ID):
19 05 00 42

Payl oad marker:

ff

Ci phertext (including encrypted code and payl oad narker):

ec ae a0 15 56 67 92

I CV:

4d ff 8a 24 e4 cb 35 b9

The pairw se node OSCORE with the above parameters gives 15 bytes
overhead for requests and 11 bytes overhead for responses.

4.8. Summary

DTLS 1.2 has quite a large overhead as it uses an explicit sequence
nunber and an explicit nonce. TLS 1.2 has significantly | ess (but
not small) overhead. TLS 1.3 has quite a small overhead. OSCORE and
DTLS 1.3 (using the minimal structure) fornat have very snall

over head.

The Generic Header Conpression (6LOWAN GHC) can in addition to DILS
1.2 handle TLS 1.2, and DTLS 1.2 with Connection ID. The Generic
Header Conpression (6LOWPAN- GHC) works very well for Connection ID
and the overhead seens to increase exactly with the length of the
Connection ID (which is optinal). The conpression of TLS 1.2 is not
as good as the conpression of DILS 1.2 (as the static dictionary only
contains the DILS 1.2 version nunber). Simlar conpression |levels as
for DTLS could be achieved also for TLS 1.2, but this would require
different static dictionaries. For TLS 1.3 and DTLS 1.3, GHC

i ncreases the overhead. The 6LoWPAN- GHC header conpression i s not
avai |l abl e when (D) TLS is used over transports that do not use 6LOWPAN
together with 6LOWPAN GHC

New security protocols |ike OSCORE, TLS 1.3, and DTLS 1.3 have nuch
| ower overhead than DTLS 1.2 and TLS 1.2. The overhead is even

smal l er than DTLS 1.2 and TLS 1.2 over 6LOWPAN with conpression, and
therefore the small overhead is achi eved even on depl oynents wi t hout
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6LOWPAN or 6LOWPAN wi t hout conpression. OSCORE is |ightweight
because it makes use of CoAP, CBCOR, and COSE, which were designed to
have as | ow overhead as possible. As it can be seen in Figure 7,
Group OSCORE for pairw se conmuni cation increases the overhead of
OSCORE requests by 20%

Note that the conpared protocols have slightly different use cases
TLS and DTLS are designed for the transport |layer and are term nated
at CoAP proxies. OSCORE is designed for the application | ayer and
protects information end-to-end between the CoAP client and the CoAP
server. G oup OSCORE is designed for conmunication in a group

5. Security Considerations

When using the security protocols outlined in this docunent, it is
inmportant to adhere to the latest requirenents and recommendati ons
for the respective protocol. It is also crucial to utilize supported
versions of libraries that continue to receive security updates in
response to identified vulnerabilities.

VWil e the security considerations provided in DILS 1.2 [ RFC6347],
DTLS 1.3 [RFC9147], TLS 1.2 [RFC5246], TLS 1.3 [RFC8446], cTLS
[I-Dietf-tls-ctls], EDHOC [ RFC9528] [ RFC9668], OSCORE [ RFC8613],
Group OSCORE [I-D.ietf-core-oscore-groupcomm, and X 509 [ RFC5280]
serve as a good starting point, they are not sufficient due to the
fact that some of these specifications were authored nany years ago.
For instance, being conpliant to the TLS 1.2 [RFC5246] specification
is considered very poor security practice, given that the mandatory-
to-i npl enent ci pher suite TLS RSA W TH AES 128 CBC SHA possesses at

| east three nmaj or weaknesses.

Therefore, inplenmentations and configurations nust also align with
the | atest recomendati ons and best practices. Notable exanpl es when
this docunment was published include BCP 195 [ RFC9325] [ RFC8996],

[ SP-800-52], and [BSI-TLS].

6. | ANA Consi derations
Thi s docunent has no actions for | ANA
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Appendi x A.  EDHOC Over CoAP and OSCORE

The overhead of CoAP and OSCORE when used to transport EDHOC is a bit
nmore conpl ex than the overhead of UPD and TCP. Assuning that the
CoAP Token has a length of O bytes, that the CoAP Content-Format is
not used, that the EDHOC Initiator is the CoAP client, that the
connection identifiers have 1-byte encodings, and that the CoAP URI
path is "edhoc", the additional overhead due to CoAP bei ng used as
transport is:

For EDHOC nessage_1

--- CoAP header: 4 bytes

--- CoAP token: 0 bytes

--- URI-Path option with value "edhoc": 6 bytes
--- Payl oad marker Oxff: 1 byte

--- Dumry connection identifier "true": 1 byte
Total: 12 bytes

For EDHOC nessage_2

--- CoAP header: 4 bytes

--- CoAP token: 0 bytes

--- Payl oad marker Oxff: 1 byte

Total: 5 bytes

Preu Mattsson, et al. Expires 6 Decenber 2025 [ Page 51]



I nternet-Draft Conpari son of CoAP Security Protocols June 2025

For EDHOC nessage_3 without the conbi ned request
--- CoAP header: 4 bytes
--- CoAP token: 0 bhytes
--- URI-Path option with value "edhoc": 6 bytes
--- Payl oad marker Oxff: 1 byte
--- Connection identifier CR (wire encoding): 1 byte
Total: 12 bytes
For EDHOC nessage 3 over OSCORE with the EDHOC + OSCORE conbi ned
request [RFC9668] all the overhead contributions fromthe previous
case is gone. The only additional overhead is 1 byte due to the
EDHOC CoAP opti on.
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