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Abst ract

Manuf act urer Usage Description (MJD) files and the MJD URI s that
point to themare defined in RFC 8520. This docunent introduces a
new type of MU file to be delivered in conjunction with a MID file
signature and/or to be referenced via a MDD URl enbedded in other
docunents or nessages, such as an | EEE 802. 1AR Secure Devi ce
Identifier (DeviD) or a CBOR Wb Token (CW). These signed docunents
can be presented to other entities, e.g., a network nmanagenent system
or network path orchestrator. |If this entity also takes on the role
of a verifier as defined by the | ETF Renote ATtestation procedureS
(RATS) architecture, this verifier can use the references included in
the MID file specified in this docunent to discover, for exanple,
appropri ate reference val ue providers, endorsement docunents or
endorsenment distribution APIs, trust anchor stores, renmote verifier
services (sonetinmes referred to as Attestation Verification
Services), or transparency logs. Al theses references in the MJD
file pointing to resources and auxiliary RATS services can satisfy
general RATS prerequisite by enabling discovery or inprove discovery
resilience of corresponding resources or services.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Verifiers, Endorsers, and Attesters are roles defined in the RATS
Architecture [RFC9334]. In the RATS architecture, the Relying Party
rol es depend on the Verifier to bear the burden of Evidence appraisa
and to generate corresponding Attestation Results for them
Attestation Results conpose a believabl e chunk of information that
can be digested by Relying Parities in order to assess an Attester’s
trustworthiness. The assessnent of a renpte peer’s trustworthiness
is vital to determ ne whether any future protocol interaction between
a Relying Party and a renpte Attester can be considered secure. To
create these Attestation Results to be consunmed by Relying Parties,
the Attestati on Evidence an Attester generates has to be apprai sed by
one or mnore appropriate Verifiers.

Thi s docunent defines a procedure that enables the discovery of
resources or services in support of RATS, including:

1. Reference Val ues,

2. Trust Anchors,

3. Endorsements and Endorsenent Distribution APIs,

4. (remote) Verifier APIs,

5. Transparency Logs, or

6. Appraisal Policies.

MJUD URI's can be enmbedded in any data itemthat was signed with
trusted key material. One common way to establish trust in a signed
data itemis to associate the signing key material with a trust
anchor via a certification path (see [ RFC4949] for trust anchor and
certification path). This docunent defines the use of MJUD URI's
enbedded in two types of signed data itens that typically are trusted
via certification paths:

1. Secure Device ldentifiers (I EEE 802. 1AR Devl Ds) as defined by
[ RFC8520] and

2. Entity Attestation Tokens (EAT) as defined by
[I-Dietf-rats-eat].

Devl Ds and EATs (essentially CWMs ) are two very prom nent exanples
of "trustworthy documents" (TDs) with a binary format and the
enbedding of MUD URIs in theses TDs can be applied to other TD types,
for exanple, Selective Disclosure CWs [I-D.ietf-spice-sd-cw].
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O her TDs are out-of-scope of this specification, though. The TDs
are typically enrolled on Attesters by manufacturers or provisioned
by supply chain entities with appropriate authority. The TDs can be
presented to | ocal Network Managenent Systens, AAA-services (e.g.,
via | EEE 802.1X), or other points of first contact (POFC), for
exanpl e, [RFC8071]. These POFC are typically trusted third parties
(TTP) that can digest the TDs and then base trust decisions on the
associated certification paths and trust anchors. |If a TD presented
by the Attester is deened to be trusted by a local trust authority,
the MUD URI enbedded is considered to be a trusted source for viable
resources and services in support of renpte attestation of the
Attester.

Thi s specification does not define the shape or format of any
resource or service that is referenced by the MU file. In support
of a unified nmechanismto categorize the formats of referenced
resources, a conceptual nessage w apper (CMN
[I-Dietf-rats-nsg-wap] is used for each type of resource. An
exampl e of a referenced resource is a CoRIMtag
[I-Dietf-rats-corinj.

1.1. Requirenents Notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

2. MJID URIs in Trusted Docunents (TDs)
Thi s docunent does neither nodify nor augnent the definition about
how to conpose a MUD URI. The two types of trusted docunments (TDs)
covered by this specification are Secure Device Identifiers and
Entity Attestation Tokens.

2.1. MJID URI's in DevlDs

[ RFC8520] defines the format of how to enmbed MUD URIs in DevlDs and
that specification is used in this docunent.

2. 2. MJD URI's in EATs

To enbed a MJD URI in an EAT, the nmud-uri claimspecified in this
docunment MJST be used.
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3.

3.

3.

MJD Fil e Signatures

As the resources required by a Verifier’s appraisal procedures have
to be trustworthy, a MJD signature file for a corresponding MID File
MUST be available. The MJID File MJST include a reference to its MJD
signature file via the 'nud-signature’ statenent. The MJID File
Signature generation as specified in Section 13.1 of [RFC8520]
applies. If a MIDfile changed (i.e., the checking of the MID File
Signature fails) or the corresponding MID File Signer certificate is
expired (see Section 13.2 of [RFC8520], the reference in the changed
MJUD File MJST point to a new valid MJD Signature File and that new
MJUD File Signature MJST be available. |If a corresponding MID File
Signer certificate is expired (see Section 13.2 of [RFC8520]) or a
MJD File Signature referenced by a MID File cannot be checked
successfully, the MUD File MJUST NOT be trusted.

1. MJID File Signer in DevlDs

[ RFC8520] defines the format of how to enbed a reference to the
signing certificate in DevliDs and that specification applies to this
speci fication.

2. MJID File Signer in EATs

To enbed a reference to a MID File Signer in an EAT, the nud-signer
claimspecified in this document MJST be used and the nud-uri claim
MJST be present. The value of the nud-signer claimis a CBOR byte-
wr apped subject field of the signing certificate of the MUID File as
specified in Section 11 of [ RFC8520].

Trusting MJD URIs and MUID Fil es

The | evel of assurance about the authenticity of a MJD URI enbedded
in a TD is based on the level of trust put into the corresponding
trust anchor associated with the key naterial that signed the TD. |If
it is not possible to establish a level of trust towards the entity
that signed a TD, the enbedded MJD URI SHOULD NOT be trusted. In
some usage scenarios it mght suffice to trust a MID File, if the
referenced MID File Signer’s certificate is not expired, but that
behavi or is NOT RECOMVENDED.

The | evel of assurance about the authenticity of a MID file is based
on the level of trust put into the entity that created the
corresponding MID File Signer’s certificate. If it is not possible
to establish a level of trust into the correspondi ng trust anchor
associated with the MID Signer’s certificate, the MID File that
references that MJD Signer MJUST NOT be trusted.
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4.1. Trusting RATS Resources Referenced by a MID File

Resources, e.g., RATS Conceptual Messages, that are referenced by a
MUD File MJUST be signed (e.g., via a COSE Signl envel ope). The
signing procedures, the format of corresponding identity docunents,
and the establishnent of trust relationships associated with these
resources are out-of-scope of this docunent.

5. Specification of RATS MID Files Referenced by MU URI s

The MUD URI enbedded in a TD presented by an Attester points to a MDD
File. MJI URIs typically point to a piece of data that is a YANG
nmodel ed XML file with a structure specified in the style of a YANG
modul e definition ([RFC7950] and correspondi ng updates: [RFC3342],

[ RFC8526]). This docunment specifies a YANG nodul e augnment definition
for generic MUD files to create RATS MID files. The follow ng
definition MIST be used, if a MUD URI points to a RATS MUD file.

5.1. Tree Diagram

The foll owi ng tree diagram [ RFC8340] provi des an overview of the data
nodel for the "ietf-nud-rats" nodul e augnent.

<CODE BEQ NS>
nmodul e: ietf-nud-rats
augrment / nud: nud:

+--rwras
| +--rwras-uris* i net:uri
+--rwrim
|  +--rwrimuris* inet:uri
+--rw edt
+--rw edt-uris* i net:uri
<CODE ENDS>

5.2. YANG Modul e

Thi s YANG nodul e has normative references to [ RFC6991] and augnents
[ RFC8520] .

<CODE BEG NS> file ietf-nud-rats@025-02-09. yang

modul e ietf-nud-rats {
yang-version 1.1;
nanespace "urn:ietf:paranms: xn :ns:yang:ietf-mud-rats";
prefix "mud-rats";

inmport ietf-mud {
prefix "nmud";
}
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inmport ietf-inet-types {
prefix "inet";
}

organi zati on
"I ETF RATS (Renote ATtestation procedureS) Wrking G oup";

cont act
"WG Web: http://tools.ietf.org/wy/rats/
WG List: rats@etf.org
Aut hor: Eliot Lear <l|lear@isco.conp
Aut hor: Henk Birkhol z <henk. birkhol z@i t. fraunhof er. de>";

description
"Thi s YANG nodul e augnents the ietf-mud nodel to provide for three
optional lists to enable Renpte Attestation Procedures so that
this device type may be used as a controller for other
MJUD- enabl ed devi ces.

Copyright (c) 2020 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Sinplified BSD License set
forth in Section 4.c of the | ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words ' MUST', ' MUST NOT', ' REQU RED , ' SHALL', ' SHALL
NOT", *SHOULD , 'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revisi on 2020-03-09 {
description
"Initial proposed standard.";
reference "RFC XXXX: MJD Extension to find RATS supply chain
entity resources: renote attestation services, endorsenent
docunents, and reference integrity neasurenent”

}

groupi ng nud-rats-groupi ng {
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description
"Grouping to | ocate RATS services";
contai ner ras {
description
"Lists of Renpte Attestation Service
(RAS/ Verifiers) candidates.";
leaf-list ras-uris {
type inet:uri;
description
"Alist of Verifiers that can apprai se evidence produced by
the entity that presents a DevliD including this MJD URI.";
}
}
container rim /{
description
"Lists of Reference Integrity Measurenment (RIM candi dates.";
leaf-list rimuris {
type inet:uri;
description
"Alist of RRM CoSWD that provide reference integrity
measurenents represented as signed CoSWD usi ng
the CoSWD RI M extension.";
}
}
cont ai ner edt {
description
"Li st of Endorsenents for Roots of Trusts (e.g. Endorsenent
Key Certificates).";
leaf-list edt-uris {
type inet:uri;
description
"A list of Endorsements that vouch for the characteristics
of Roots of Trusts the entity possesses.”;
}
}

augrment "/ mud: nud" {
uses mud-rat s-groupi ng;
description
"add mud-rats URl resources";
}
}
<CODE ENDS>

6. Privacy Considerations

The privacy considerations of RFC 9334 apply.
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7.

8.

8.

Security Considerations

The trust nodel and Security Considerations of RFC 8520 and RFC 9334
apply.

| ANA Consi der ati ons

/1l RFC Editor: Please replace "RFCthis" with the RFC nunber assigned
to this docunent.

/1 RFC Editor: This docunent uses the CPA (code point allocation)
convention described in [I-D. bormann-cbor-draft-nunbers]. For each
usage of the term " CPA", please rempve the prefix "CPA" fromthe

i ndi cated val ue and replace the residue with the val ue assi gned by

| ANA; perform an anal ogous substitution for all other occurrences of
the prefix "CPA" in the docunent. Finally, please renpve this note.
1. OW nud-uri Cl aimRegistration

I ANA is requested to add the new nud-uri CBOR Wb Token claimto the
"CBOR Wb Token (CWI) Cdains" registry [IANA. cw] in the Standards
Action Range as foll ows:

* ClaimNane: mud-uri

* ClaimDescription: A CBOR byte-wapped MU URI as specified in
[ RFC8520]

*  JW daimNanme: nud-uri

* O aimKey: CPA109

* (CaimValue Type(s): CBOR byte string

* Change Controller: IETF

* Specification Docurment(s): Section 2.2 of RFCthis
2. OW nud-signer CaimRegistration

I ANA i s requested to add the new nud-si gner CBOR Wb Token claimto
the "CBOR Wb Token (CAI) d aimns" registry group [IANA. cw] in the

St andards Action Range as foll ows:

* Caim Nane: nmud-uri
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* (CaimDescription: A CBOR byte-w apped subject field of the
signing certificate for a MID file as specified in [ RFC8520]
* JWI Cai mName: nud-signer
* ClaimKey: CPA110
* (CaimValue Type(s): CBOR byte string
* Change Controller: |IETF
* Specification Docunment(s): Section 3.2 of RFCthis
8.3. JWI mud-uri O aimRegistration

I ANA is requested to add the new nud-signer JSON Wb Token Claimto
the "JSON Wb Token (JWI)" registry group [IANA. jw] as follows:

* Clai mNane: mud-signer

* ClaimDescription: A MJID signer reference represented via a URI
text string as defined by [ RFC8520]

* Change Controller: |IETF
* Specification Docunent(s): Section 2.2 of RFCthis
8.4. JWI nud-signer O aimRegistration

I ANA i s requested to add the new nud-signer JSON Web Token Claimto
the "JSON Wb Token (JWI)" registry group [IANA.jw] as follows:

* C ai m Nane: mnud-si gner

* (CaimDescription: A MJI signer reference represented via a UR
text string as defined by [ RFC8520]

* Change Controller: IETF

* Specification Docunment(s): Section 2.2 of RFCthis
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