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docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

[ RFC8520] provides a standardi zed way to descri be how a specific

pur pose devi ce makes use of Internet resources and associ ated
suggest ed network behavior. The behaviors are described in a MID
file hosted in its manufacturer’s server. The device provides a MDD
URL to the MUD controller, which can locate this MID file and
determine the required network authorization of the device.

In sone cases, e.g., the firmvare update, the network behaviors of
the device nay change, and the description in the original MID file
will no longer apply. To solve this problem there are two comon
ways whi ch the manufacturer can use
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One is to change what is in the MU file, i.e., update the MID file
in place, whenever the behavior of the firmwvare changes. Section 3
di scusses three scenarios for updating the MJID file and the
correspondi ng potential issues.

The other is to change which MID file is processed by changing the
MUD URL. Section 4 describes the conmon sources of MJD URLs and the
probl ems and threats faced by each type of source when updating the
MJUD URL. This document proposes an enhanced mechani sm of how to
securely update the MJUD URL in Section 5.

There are al so sone assunptions and prerequisites in this docunent.

VWhile MID files may include signatures, [RFC8520] does not mandate
checking them and there is not a clear way to connect the entity
which signed the MID file to the device itself. This docunent limts
itself to situations in which the MID file is signed, and that the
MJUD control |l er has been configured to always check the signatures,
rejecting files whose signhatures do not validate.

[ RFC8520] does not specify how MJD controllers establish their trust
in the manufacturers’ signing key: there are many possi bl e sol utions
from manual configuration of trust anchors, sonme kind of autonatic
configuration during onboarding, or a Trust on First Use (TOFU)
mechani smthat accepts the signer on first use. Howthis initia
trust is established is not inportant for this document, it is
sufficient that some satisfactory initial trust is established.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

3. Risk analysis of updating the MJID files in place
This section explains three scenarios where updating the MUD file in
pl ace coul d cause security issues for the devices involved. This

section explains why changing the MUD url to point to a newfile is
i mportant.
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3.1. Adding capabilities

For situations where new capabilities are added to the firmvare, the
MUID file will detail the new access that the new firmvare requires
This may invol ve new i nconing or outgoing connections that should be
aut horized. Devices that have been upgraded to the new firmvare wll
make use of the new features. Devices that have not been upgraded to
the new firmvare may have new connections that are authorized, but

whi ch the devi ce does not use (outgoing connections), or which the
device is not prepared to respond to (new i nconm ng connections).

It is possible that ol der versions of the firmmvare have

vul nerabilities that were not easily exploitable due to the MID file
preventing particular kinds of access. For exanple, an ol der
firmvare could have no credentials required (or default credentials)
access via telnet on port 23 or HTTP on port 80. The MID file
protected the device such that it could either not be accessed at
all, or access was restricted to connections froma controller only.

Useful and needed upgrades to the firmvare could add credentials to
that service, allowing it to be opened up for nore general access.
The new MUD file would provide for such access, but when conbi ned
with the weak security of the old firmvare, it results in a
conprom sed devi ce

While there is an argunent that old firmvare was i nsecure and shoul d
be replaced, it is often the case that the upgrade process involves
downtinme, or can introduce risks due to needed eval uati ons not having
been conpl eted yet.

3.2. Renpving capabilities

For situations where existing capabilities prove to be a probl em and
are to be turned off or renoved in subsequent versions of the
firmvare, the MUD file will be updated to disallow connections that
previously were all owed.

In this case, the new MID file will forbid some connections, which
the old firmvare still expects to do. As explained in the previous
section, upgrades may not al ways occur inmmedi ately upon rel easing the
new firnmnare.

In this case, the old device will be perform ng unwanted connecti ons,
and the MUD controller will be alerting the network owner that the
device is mshehaving rather than not being upgraded. This causes a
fal se-positive situation (see [boycrieswlf]), leading to rea
security issues being ignored. This is a serious issue as docunented
al so in [boywol finfosec], and [fal semal ware].
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3.3. Significant changes to protocols

[I-D.ietf-opsawmg-nud-tls] suggests MJD definitions to all ow

exam nation of TLS protocol details. Such a profile may be very
specific to the TLS library which is shipped in a device. Changes to
the library (including bug fixes) may cause significant changes to
the profile, requiring changes to the profile described in the MDD
file. Such changes are likely neither forward nor backward
conmpatible with other versions, and in place updates to MID files are
t heref ore not advi sed.

3.4. Mtivation for updati ng MJD URLs

VWhile many small tweaks to a MJID file can be done in place, the
situation described above, particularly when it comes to renoving
capabilities will suggest that changes to the MJUD URL are in order
A strategy for doing this securely is needed, and the rest of this
docunent provides a mechanismto do this securely.

4. Updating the MJD URLs
MJUD URLs can cone from a number of sources
* | Devl D Ext ensi ons
* DHCP option
* LLDP TLV
* [ RFC9238] standardizes scanning MJD URLs from QRcodes.

The |1 Devl D mechani sm provides a URL that is asserted
cryptographically by a manufacturer. However, it is difficult for
manuf acturers to update the IDeviD of a device which is already in a
box.

The DHCP and LLDP mechani snms are not signed, but are asserted by the
device. A firmnare update nay update what MJD URL is emitted.
Sufficiently well targeted malware woul d al so be able to change the
MJUD URL that is enitted

The QRcode nechanismis usually done via paper/stickers, and is
typically not under the control of the device itself at all

However, being applied by a human and not easily changed, a MJD URL
obtained in this fashion is likely as trustworthy as the rest of the
vendors packaging. (It may not, due to m xups in |abeling represent
the correct device, but this is a human coordination issue, and is
out of scope for this docunent.)
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The manufacturer can use all the four nechani sns above when
manuf acturing the device. But when considering updating the
firmvare, it seens like only the DHCP and LLDP nechani sns are
sufficiently easy to send the new MUD URL. Because of that
sensitivity, they may al so be easily changed by nal war e!

There are mitigating nmechani sns which may be enough to deal with this
probl em when MJD files are signed by the manufacturer.

[ RFC8520], Section 13.2 explains howto verify MJID File Signatures.
That docunent does not define a way for a MJD controller to determ ne
who should sign the MID file for a particul ar device.

[ RFC8520] | eaves this for a local policy. This docunent establishes
one such local policy. There are a nunber of other processes that
could be used, it is expected that many such industrial vertical wll
wor k out supply chain arrangenents or other heuristics to supply
appropri ate anchors.

4.1. Leveraging the manufacturer signature

The first time a signature of the MUD file related to a particul ar
device-type is verified by the MJD controller, the identity of the
signing authority is recorded. That it, the signing authority is
pi nned. This policy nmeans that subsequent MJD files nust be signed
by the same entity in order to be accepted.

The trust and acceptance of the first signer may cone from many
sources. The first signature could be froma nmanually configured
trust anchor in the MJD controller. The first signature could be
Trust on First Use (TOFU), with the URL coming froma trusted |DevlD
certificate.

Based upon this process, an update to the MJD URL would be valid if
the new MID file was signed by the sane entity that signed the
previous entry. This nechanismpernmts a replacenent URL to be any
URL that the sane nanufacturer can provide

4.2. Concerns about same-signer mechani sm
There is still a potential threat: a manufacturer which has many

products may have a MJD definition for another product that has the
privileges that the mal ware desires.
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The mal ware coul d sinmply change the MJD URL expressed by DHCP or LLDP
to that of another product, and it will be accepted by the MJD
controller as valid, since the MID file is signed by the sane

manuf acturer. (e.g., The malware in a BrandNane refriderator clains
to be a BrandNanme Washi ng Machi ne, and therefore gets the privil edges
of the other device)

This works as |long as manufacturers use a single key to sign all
products. Some manufacturers could sign each product with a
different key. Such manufacturers woul d probably then collect al
the signing keys into a certificate infrastructure (PKI), with a
si ngl e manuf acturer CA key.

In this case, the question then becones whether the MJD controller
should pin the End-Entity (EE) certificate, or the CA certificate.

Pinning the End-Entity (EE) certificate defends agai nst nal ware that
changes the product type, but prevents the nmanufacturer from being
able to cycle the validity of the End-Entity certificate for
crypt ogr aphi ¢ hygi ene reasons.

Pinning the CA certificate allows the EE certificate to change, but
may not defend agai nst product type changes.

It is possible to invent policy nmechanisnms that would link the EE
certificate to a value that is in the MID file. This could be a
policy A D, or could involve sonme content in a subjectAltNane.
Future work could go in that direction. This docunment proposes a
sinmpl er sol ution.

5. Proposed nmechani sm for updating MJD URLs

The docunent proposes to limt what MJD URLs are considered valid
fromthe device, limting new MJD URLs to be variations of the
initial (presunmed to be secure) URL.

The first MID file which is defined for a device can cone from an

| Devl D (which is considered nore secure), or via Trust on First Use
with DHCP or LLDP or other nechanisns. This first, initially
trusted, MUD file will be called the "root" MJD file.

A MDD file contains a self-referential MJID-URL attribute that points
to the MID file itself located on the vendor’'s website. Wile the

| Devl D, DHCP and LLDP mechani sms only transmit a URL, there are some
newer, not yet standardized proposals that would fetch an entire MJD
file fromthe device, such as [I-D.jinenez-t2trg-nud-coap].
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The MJUD- URL MUST al ways be an Absolute URI: see [ RFC3986] section
4. 3.

The URL found in the MUD-URL attribute is to be called the canonica
MJUD URL for the device.

The MJUD- SI GNATURE attribute in the MUD file SHOULD be a relative UR
(see [RFC3986] section 4.2) with the (hierarchical) base URI for this
ref erence being the MJID-URL attribute.

When pi nning the signature, the MJD manager SHOULD use the

Subj ect Keyl dentifier (SKI) [RFC5280], Section 4.2.1.2 of the
Certificate Authority (CA) when pinning the certificate authority.
Wth this, the chain of Subject Nanmes and/or SubjectAltNanmes |eading
to the (end entity) signing certificate needs to be recorded. The
MUD rmanager may need additional trust anchors (including previously
pi nned ones) in order to verify that CA certificate. This process
allows for the manufacturer to generate new end-entity signing
certificates, as the certificates for this key expire.

5.1. Small Changes to the MJD URL
Subsequent MJUD files are considered valid if:

* they have the sanme initial Base-URl as the MJD-URL, but may have a
different final part

* they are signed by an equivalent End Entity (sane trusted CA and
sanme Subject Nane) as the "root" MJID file.

Section 5.2 of [RFC3986] details nany cases for cal culating the Base-
URI .

Section 3.3 of [RFC3986] explains how the different parts of the URL
are described. As explained in that section, a _path_ conponent
consists of a series of _segment_ seperated by slash ("/")
characters. The new URL is considered acceptable if it contains the
same series of segnments in its path, excepting that the | ast segnent
may be different.

For a sinple exanple, if the canonical MJUD-URL is
http://exanple.conm hello/there/file.json then any URL that starts
with http://exanple.conhello/there/ would be acceptable, such as
http://exanpl e. com hel | o/ t here/revi sion2.json

One problemwi th these small changes is that malware could stil

express a MUD file that was previously valid, but which should no
| onger considered accurate. This is a rollback attack. This m ght
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result in the malware being able to reach destinations that turned
out to be a mistake; a security fault. In order to combat this, MJD
managers SHOULD keep track of the list of MJD-URLs that they have
successfully retrieved, and if a device ever suggests a URL that was
previously used, then the MJD manager shoul d suspect that is a
rol | back attack. MJD managers are not typically resource

constrai ned, and while the list of URLs could grow wi thout bound, it
is unlikely to be a burden. A site with thousands of simlar devices
could keep a common |ist of URLs.

5.2. Big Changes to the MJUD URL

Once a new MUID file is accepted, either by reloading an existing file
fromthe sane URL, or via the Small Changes nechani sm descri bed
above, then the MJD-URL attribute in this file becones the new
canonical MJID file. The contained MJUD-URL attribute in the file need
not be related in any way to the existing MJD URL.

As a result, any subsequent updates MJST be relative to the new MID
URL in this file.

This rule enables the |ocation of the MID file to change over tine
based upon the needs of the organization.

5.3. Merger, Acquisitions and Key Changes

The above process allows for a manufacturer to rework its file
structure. They can change web server host nanes, so |long as they
retain the old structure |ong enough for all devices to upgrade at
| east once.

The process also allows a manufacturer to change the EE certificate
and Certification Authority used for signing.

5.3.1. Changing file structure

A manuf acturer has been hosting a MID file at

htt ps: // exanpl e. conf househol d/ product s/ nudfi |l es/toaster.json and

wi shes to nmove it to https://exanpl e.com nudfil es/toasters/nodel 1945/
mud. j son

The manufacturer creates a new MJD file at the new | ocati on.

Then the manufacturer changes the MJUD-URL contained with the files at
the old location to have a val ue of

https://exanpl e. coml nudfi | es/t oast ers/ nodel 1945/ nud. j son. Note that
in order for MID controllers to reload the old file, it MJST have
been served with an appropriate ETag, and appropriate Expires or
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Cache Control headers [RFC9111], Section 5.3. |If control over
caching is not possible for the manufacturer, then they need to do
this in two steps, with the first step creating a new MID file at an
acceptabl e location (in the above exanpl e, perhaps:

htt ps://exanpl e. conl househol d/ product s/ nudfil es/toaster0.json ). The
device then will have to do two firmnare updates: one to switch to
the internediate URL, and a second one to switch to the desired fina
URL.

The manufacturer nmust continue to serve the files fromthe old
| ocation for sone tine, or to return an HTTP 301 (Moved Pernanently)
redirecting to the new | ocation

5.3.2. Changi ng hosting URLs

A manuf acturer has been hosting a MID file at

htt ps://exanpl e. conl househol d/ product s/ nudfil es/toaster.json and

wi shes to nmove it to https://nud. exanpl e/ host hol d/ product s/ nudfi | es/
toaster.json

The scenario is much the sane as for Section 5.3.1, and can be
handl ed in the sanme fashion. This situation is likely to occur when
one conpany acquires anot her.

Not e, however, that a 301 Redirect that changed the hostname SHOULD
NOT be accepted by MJD controllers.

5.3.3. Changing Signing Authority

A manuf acturer has been signing MJID files using an EE Certificate
wi th subj ect Al t Name foo.exanple, issued by an internal Certification
Aut hority BAZ

The manufacturer wi shes to begin signing with an EE Certificate with
subj ect Al t name f 0o. exanpl e, but now signed by a public CA (call it:
Fl uffy).

The manufacturer first creates a new MID file with a new detached
signature file. Wthin this signature file, the manufacturer places
a certificate chain: Internal -CA BAZ->Fluffy, and then the Fluffy
Certificate, and then the foo.exanple certificate issued fromFluffy.

Thi s supports changing certification authorities, but it does not
support changi ng the Subject Name of the signing entity.
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6

Polling for changes in MJD files

The MJD fil e update mechani sms described in Section 3 requires that
the MUD controller poll for updates. The MJD controller will receive
no signal about a change fromthe device because the URL will not
have changed

The manufacturer SHOULD serve MJD files froma source for which ETag
Section 2.3 of [RFC7232] may be generated. Static files on disk
satisfy this requirement. MJD files generated from a dat abase
process might not. The use of ETag allows a MJD controller to nore
efficiently poll for changes in the file.

A manuf acturer should also serve MID files with an HTTP Max- Age
header as per Section 5.2.2.8 of [RFC7234].

The MJD controller should take the Max-Age as an indication of when
to next poll for updates to the MUID file. Values of less than 1
hour, or more than 1 month shoul d be considered out of range, and
clanped into the range (1 hour, 1 nonth).

MJUD control |l ers SHOULD add some randomjitter to the timng of their
requests. MJD controllers MAY use a single HITP(S)/ 1.1 connection to
retrieve all resources at the sanme destination

Privacy Consi derations

The MUD URL coul d contain sensitive information such as the nodel
nunber and even firmware revision nunbers. Thus, the MJD URL nay
identify the nmake, nodel and revision of a device.

[ RFC8520] already identifies this privacy concern, and suggests use
of TLS so that the HITTP requests that retrieve the MJID file do not
di vul ge that |evel of detail

The requirenent for the MJD controller to poll for changes to MJD
files results in nultiple interactions between the MUD controller and
the manuf acturer whereas a nore naive inplementation mght only
interact once. Even if HITPS used, an observer of the traffic to
that manufacturer will be revealing, and [ RFC8520] goes on to suggest
use of a proxy as well.

| ANA Consi der ati ons

Thi s docunent nakes no requests to | ANA
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9

Security Considerations

Prior to the standardization of the process in this docunent, if a
device was infiltrated by nmalware, and said nmal ware w shed to nmake
accesses beyond what the current MID file allowed, the malware woul d
have to:

1. arrange for an equivalent MID file to be visible sonewhere on the
I nt er net

2. depend upon the MJD controller either not checking signatures, or
3. sonehow get the manufacturer to sign the alternate MID file

4. announce this new URL via DHCP or LLDP, updating the MJD
controller with the new perm ssi ons.

One way to acconplish (3) is to |leverage the existence of MUID files
created by the manufacturer for different classes of devices. Such
files woul d al ready be signed by the same manufacturer, elimnating
the need to spoof a signature.

Wth the standardi zation of the process in this docunent, then the
attacker can no longer point to arbitrary MJD files in step 4, but
can only make use of MJUD files that the manufacturer has already
provi ded for this device.

Manuf acturers are advised to maintain an orderly layout of MJD files
in their web servers, with each uni que product having its own
di rect ory/ pat hnane.

The process described updates only MJD controllers and the processes
that manufacturers use to manage the |ocation of their MJD files.

A manuf acturer whi ch has not nanaged their MJD files in the way
descri bed here can deploy new directories of per-product MID files,
and then can update the existing MUD files in place to point to the
new URLs using the MUD-URL attribute

There is therefore no significant flag day: MJD controllers may

i mpl ement the new policy without significant concern about backwards
conpatibility.

1. Updating files vs Updating MJD URLs

Devi ce devel opers need to consider whether to make a change by
updating a MUD file, or updating the MJD URL.
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10.

10.

10.

MJUD URLs can only be updated by shipping a new firmvare. It is
reasonabl e to update the MJD URL whenever a new firnmware rel ease
causes new connectivity to be required. The updated nechani sm
defined in this document nmakes this a secure operation, and there is
no practical limtation on the nunber of files that a web server can
hol d.

In place updates to a MUID file should be restricted to cases where it
turns out that the description was inaccurate: a m ssing connection,
an i nadvertent one authorized, or just incorrect information.

Devel opers should be aware that many enterprise websites use
out sourced content distribution networks, and MJD controllers are

likely to cache files for sone tine. Changes to MUD files will take
some time to propagate through the various caches. An updated MJD
URL wi Il however, not experience any cache issues, but can not be

depl oyed with a firmware update.
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