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Abst ract

Thi s docunent proposes "v4-via-v6" routing, a technique that uses
| Pv6 next-hop addresses for routing | Pv4 packets, thus making it
possible to route I Pv4 packets across a network where routers have
not been assigned | Pv4 addresses. The docunent both describes the
techni que, as well as discussing its operational inplications.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://wkumari.github.io/draft-chroboczek-intarea-v4-via-v6/draft-
ietf-intarea-v4-via-v6.htm. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-ietf-intarea-
v4-vi a-ve/ .

Di scussion of this document takes place on the Internet Area Wrking
G oup Wrking Goup nmailing list (mailto:int-area@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/int-areal.
Subscribe at https://ww.ietf.org/mailman/listinfo/int-areal.

Source for this draft and an issue tracker can be found at
https://github. com wkumari/draft-chroboczek-intarea-v4-via-ve6.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The domi nant formof routing in the Internet is next-hop routing,
where a routing protocol constructs a routing table which is used by
a forwarding process to forward packets. The routing table is a data
structure that maps network prefixes in a given famly (1Pv4 or |Pv6)
to next hops, pairs of an outgoing interface and a nei ghbor’s network
address, for exanple:

destination next hop
2001: db8: 0:1::/64 ethO, fe80::1234:5678
203.0.113.0/ 24 ethO0, 192.0.2.1

When a packet is routed according to a given routing table entry, the
forwardi ng plane typically maps the next-hop address to a |ink-1Iayer
address (a "MAC address") by using a neighbor discovery protocol (for
exanpl e the Nei ghbor Di scovery protocol (ND) [RFC4861] in the case of
| Pv6 over Ethernet, and the Address Resol ution Protocol (ARP)

[ RFC0826] in the case of IPv4 over Ethernet). The link-layer address
is then used to construct the link-layer franmes that encapsul ate

f orwar ded packets.

It is apparent fromthe description above that there is no
fundanental reason why the destination prefix and the next-hop
address should be in the sane address famly: there is nothing
preventing an | Pv6 packet from being routed through a next hop with
an | Pv4 address (in which case the next hop’'s MAC address will be
obt ai ned using ARP), or, conversely, an |IPv4 packet from being routed
through a next hop with an IPv6 address. (In fact, it is even
possible to store link-layer addresses directly in the next-hop entry
of the routing table, thus avoiding the use of an address resol ution
protocol altogether, which was commonly done in networks using the
0S|l protocol suite.)

Thi s docunent focuses on the specific case of routing |Pv4d packets
through an 1 Pv6 next-hop. This case is particularly interesting,
since it nakes it possible to build networks that have no | Pv4
addresses except at the edges and still provide |Pv4 connectivity to
edge hosts. In addition, since an |IPv6 next hop can use a |link-1oca
address that is autononously configured, the use of such routes
enabl es a node of operation where the network core has no statically
assigned | P addresses of either famly, which significantly reduces
the amobunt of manual configuration required. (See also [RFC7404] for
a di scussion of the issues involved with such an approach.)
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We call a route towards an |IPv4 prefix that uses an | Pv6 next hop a
"v4-via-v6" route. V4-via-v6 routing is not restricted to routers,
and coul d usefully be applied to hosts, but doing so would require
solving the issue of host configuration, for exanple by extending

ei ther DHCPv4 or DHCPv6 to publish an IPv4 default route with an | Pv6
next hop, which is out of scope for this docunent.

[ RFC8950] di scusses advertising of | Pv4d Network Layer Reachability
Information (NLRI) with a next-hop address that belongs to the |IPv6
protocol, but confines itself to howthis is carried and advertised
in the BGP protocol. This docunment, on the other hand, discusses the
concept of v4-via-v6 routes independently of any specific routing
protocol, their design and operational considerations, and the

i mplications of using them

{ Editor note, to be renoved before publication. This docunment is
heavily based on draft-ietf-babel -vdviave. Wen draft-ietf-babel-
v4vi avbé was goi ng through | ESG eval, Warren rai sed concerns that
somet hing this fundanental deserved to be docunented in a separate,
st andal one document, so that it can be nore fully discussed, and,
more inportantly, referenced cleanly in the future.}

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Operation

Next-hop routing is inplenmented by two separate conponents, the
routing protocol and the forwardi ng plane, that conmmuni cate through a
shared data structure, the routing table.

3.1. Structure of the routing table

The routing table is a data structure that naps address prefixes to
next - hops, pairs of the form (interface, address). |In traditiona
next-hop routing, the routing table nmaps | Pv4 prefixes to | Pv4 next
hops, and | Pv6 addresses to | Pv6 next hops. Wth v4-via-v6 routing,
the routing table is extended so that an | Pv4d prefix nay map to
either an I Pv6 or an | Pv4 next hop.

Resol ution may be recursive: the next-hop nay itself be a prefix that

requires further resolution to map to the outgoing interface and L2
address. V4-via-v6 routing does not prevent recursive resolution
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3.2. Operation of the forwarding pl ane

The forwarding plane is the part of the routing inplenentation that
is executed for every forwarded packet. As a packet arrives, the
forwardi ng plane consults the routing table, selects a single route
mat chi ng the packet, and forwards the packet through the outgoing
interface to the associ ated next-hop address.

Wth v4-via-v6 routing, the address famly of the next-hop address is
no |l onger determned by the address famly of the prefix: since the
routing table may map an I Pv4 prefix to either an I Pv4d or an | Pv6
next - hop, the forwardi ng pl ane nmust be able to determine, on a per-
packet basis, which address resol ution protocol (ARP for |1Pv4, ND for
I Pv6) to consult.

3.3. Operation of routing protocols

The routing protocol is the part of the routing inplenentation that

i s executed asynchronously fromthe forwardi ng pl ane, and whose role
is to build the routing table. Since v4-via-v6 routing is a
generalization of traditional next-hop routing, v4-via-v6 can
interoperate with existing routing protocols: a traditional routing
protocol produces a traditional next-hop routing table, which can be
used by an inplenmentati on supporting v4-via-v6 routing.

However, in order to use the additional flexibility provided by
v4-via-v6 routing, routing protocols need to be extended with the
ability to populate the routing table with v4-via-v6 routes when an
| Pv4 address is not avail able or when the avail able | Pv4 addresses
are not suitable for use as a next-hop

Sone protocol s already support the advertisenment of IPv4 routes with
an | Pv6 next-hop, including Babel [RFC9229] and BGP [ RFC8950]. O her
protocol advertise both IPv4d and | Pv6 prefixes over a single

nei ghbor; these include:

* Multi-Topology (M) Routing in OSPF ([ RFC4915])

* Milti-Topology (M Routing in IS 1S ([RFC5120])

Wil e both of these enploy a comopn control plane, they use separate
data planes, and therefore don't inplenment v4-via-v6 routing.
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4.

| CMP Consi der ati ons

The Internet Control Message Protocol (ICWMPv4, or sinply | CWP)

[ RFCO792] is a protocol related to IPv4d that is prinmarily used to
carry diagnostic and debugging information. |CMPv4 packets may be
originated by end hosts (e.g., the "destinati on unreachabl e, port
unreachabl e" | CvPv4 packet), but they may al so be originated by
intermedi ate routers (e.g., nost other kinds of "destination

unr eachabl e" packets).

Sone protocols deployed in the Internet rely on | CMPv4 packets sent
by internmediate routers. Most notably, path MU Di scovery (PMIud)

[ RFC1191] is an algorithmexecuted by end hosts to discover the
maxi mum packet size that a route is able to carry. Wile there exist
variants of PMIUd that are purely end-to-end [ RFC4821], the variant
nost commonly deployed in the Internet has a hard dependency on

| CMPv4 packets originated by internediate routers: if internediate
routers are unable to send | CMPv4 packets, PMIUd nay lead to

persi stent bl ack-holing of IPv4 traffic.

A router must therefore be able to generate | CMP Destination

Unr eachabl e nessages ([ RFC1812] Section 5.2.7.1). The source address
of these nessages nust be one of the addresses assigned to the
outgoing interface; if no such address has been assigned, then one of
the ot her addresses assigned to the router, known as the "router-id",
must be used ([ RFC1812] Section 4.3.2.4).

Rout ers i npl enenting the mechani smdescribed in this docunent do not
need to have any | Pv4 addresses assigned to any of their interfaces,
and [ RFC1812] does not specify what happens if no router-id has been
assigned. |If a router does not have any |Pv4 addresses assigned, the
router MJST use the dummy address 192.0.0.8 as the source address of
out goi ng | CMP packets ([RFC7600], Section 4.8, Requirenment R-22).

Usi ng the dumy address as the source of | CMPv4 packet causes a
nunber of drawbacks:

* using the same address on nultiple routers may hanper debuggi ng
and fault isolation, e.g., when using the _traceroute_ utility
(but see [I-D.draft-ietf-intarea-extended-icnp-nodeid] for a
possi bl e solution to this problem;

* packets originating from192.0.0.8 might be considered as spoofed
traffic and dropped by firewalls at network boundari es.

For these reasons, even if a router perforns v4-via-v6 routing on all
interfaces, it SHOULD be assigned at |east one |Pv4 address.
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5. Inplenentation Status
( This section to be renoved before publication. )
As this docunent does not really define a protocol, this
i npl ementation status section is nuch less fornmal. Instead, it is
bei ng used as a place to list inplenentations that are known to
support this functionality, exanples, notes, etc. This information
is provided as a guide to the reader, and is not intended to be a
conplete list, nor endorsenent, etc. If you know of an
i npl ementation which is not listed, please |et the authors know.
5.1. Arista ECS

Arista has supported static IPv4d routes with | Pv6 nexthops since ECS
4.30.1.

5.2. The Babel routing protocol

As noted above, this document is heavily based on RFC9229 (nee draft-
i etf-babel -v4viav6), and this functionality is supported by babel d.

Pasted below is email sent to the babel mailing list (archived at
https://mail archive.ietf.org/arch/ nsg/ babel/

Q Fi 3FATFf F7f XXI kHSpEnuT44Y/)

An | Pv4 route across three nodes with I Pv6 addresses only:

$ ip route show 10.0.0.2
10.0.0.2 via inet6 fe80::216:3eff:fe00:1 dev | xcbrO proto babel onlink

Here’s how it’s | ogged by babel d:

10.0.0.2/32 from0.0.0.0/0 netric 384 (384) refnetric 288 id
02: 16: 3e: ff:fe:9a: 5e: 22 seqno 36425 chan (255) age 15 via | xcbr0 neigh
fe80::216: 3eff:fe00:1 (installed)

Traceroute is a little confusing:

$ traceroute 10.0.0.2

traceroute to 10.0.0.2 (10.0.0.2), 30 hops max, 60 byte packets
1 192.0.0.8 (192.0.0.8) 0.079 ns 0.019 ns 0.014 ns
2 192.0.0.8 (192.0.0.8) 0.040 ns 0.023 nms 0.042 ns
3 192.0.0.8 (192.0.0.8) 0.061 ns 0.030 ms 0.030 ns
4 10.0.0.2 (10.0.0.2) 0.060 ns 0.040 ms 0.039 ns

PMIUD wor ks fine (thanks to Toke):
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19:58: 47. 402871 | P 192.168.0.27. 60046 > 10.0.0.2.22: Flags [.],\
seq 33:1481, ack 33, win 502, options [nop, hop, TS val 917354570\
ecr 1849974691], length 1448

19:58:47. 402874 | P 192.168.0.27. 60046 > 10.0.0.2.22: Flags [P.],\
seq 1481: 1537, ack 33, win 502, options [nop, nop, TS val 917354570\
ecr 1849974691], length 56

19:58:47. 402906 I P 192.0.0.8 > 192.168.0.27: I1CWvP 10.0.0.2 \
unreachabl e- need to frag (mu 1420), |ength 556

19:58:47.402919 IP 10.0.0.2.22 > 192.168.0.27.60046: Flags [.],\
ack 33, win 509, options [nop,nop, TS val 1849974692 \

ecr 917354569, nop, nop, sac 1 {1481:1537}], length O

19:58:47. 402934 | P 192.168.0.27.60046 > 10.0.0.2.22: Flags [.], \
seq 33: 1401, ack 33, win 502, options [nop, hop, TS val 917354570 \
ecr 1849974692], length 1368

-- Juliusz
5. 3. Li nux

Li nux has supported v4-via-v6 routes since kernel version 5.2,
rel eased on 2019-07-07.

5.3.1. Exanple:

rincewind ~ #
ip-4r a 192.0.2.23/32 via inet6 2001: db8:: 2342

rincewind ~ # ipr s 192.0.2.23/32
192.0.2.23 via inet6 2001: db8::2342 dev W p36s0. 25

5. 4. M kroti k Router0S

M kroti k RouterOS has supported v4-via-v6 routes since (at |east)
version 7. 1lbeta2

{Editor note: |I'mnot sure when support was added. | tested this in
Version 7.11lbeta2, and it worked there, but | believe that this
functionality has existed for a while. 1'Il try to find out when it

was added.}
5.4.1. Exanple

[ wkurmari @ul | es-CCR] /ip/route> print

Flags: D- DYNAMC, | - INACTIVE, A - ACTIVE, ¢ - CONNECT, s - STATIC
d -DHCP, v - VPN, H - HW OFFLOADED

Col utms: DST- ADDRESS, GATEWAY, DI STANCE

# DST- ADDRESS GATEWAY DI STANCE
0 As 192.0.2.0/24 fe80::201: 5¢ff:feb2: 1646%_Contast 1
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5.5. Cisco NX-Os

Cisco NX-OS has supported v4-via-v6 routes "for nore than 8 years" --
Kri shnaswany Anant hanurt hy

6. Operational Considerations

Even though v4-via-v6 routes are simlar in structure to traditiona
next - hop routes, at |east sone nonitoring and nanagenent tools wll
not be able to interpret them Deploynent of v4-via-v6 routing in a
network will require testing and updating of all tools and scripts
that mani pul ate or exani ne routes.

V4-vi a-v6 routing encourages a nodel of depl oynent where sonme routers
have no | Pv4 addresses even though they forward IPv4 traffic. Such
routers nmake debugging of 1Pv4 routing issues somewhat nore
difficult, nost notably by naking the output of the _traceroute_
utility less informative than it woul d otherw se be (see

Section Section 4). Even if the procedures described in
[I-D.draft-ietf-intarea-extended-icnp-nodei d] are depl oyed on al
such routers, older versions of _traceroute_ wll not be able to
interpret the additional information. Network adm nistrators night
want to provision |Pv4 addresses on all routers in order to sinplify
debuggi ng.

7. Security Considerations

The techni ques described in this docurment nmake routing nore flexible
by allowing I Pv4 routes to propagate across a section of a network
that has only been assigned | Pv6 addresses. This additiona
flexibility might invalidate otherw se reasonabl e assunptions made by
networ k adnmi ni strators, which could potentially cause security

i ssues.

For exanple, if an island of IPv4-only hosts is separated fromthe

I Pv4 Internet by routers that have not been assigned | Pv4 addresses,
a network adninistrator mght reasonably assume that the |Pv4-only
hosts are unreachable fromthe IPv4 Internet. This assunption is
broken if the intermediary routers inplenment v4-via-v6 routing, which
m ght make the |1 Pv4-only hosts reachable fromthe IPv4d Internet. |If
this is not desirable, then the network administrator nust filter out
the undesirable traffic in the forwardi ng plane by inplenenting
suitabl e packet filtering rules.

8. | ANA Consi der ations

No | ANA actions are requested by this docunent.
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Changes
This section is to be renmoved before publication, and the primary
change log is the git repository. This is just a place to note sone
of the nore substantive changes.

Ver si on 03-04
* Added a section about operational considerations.

* ©Made it clear that ARP/ND are not necessarily used.

* Renoved any nention of v4-only, since it’s not quite correct that
v4-via-v6 is v4-only.

Ver si on 02-03

* \Warren is a smart guy, but he still pushed a branch instead of the
mai n one, so -03 is actually what -02 should have been

Version 01-02
*  Addressed comrents from Vint and Jen
Ver si on 00-01

* Added note that this works just as well for IPv6 routes with an
I Pv4 next hop. (7 ikic Vyncke)

* Cisco NX-OS has supported v4-via-v6 routes "for nore than 8 years"
(Kri shnaswary Anant hamurt hy)

* Mention recursive next hops, and that the next hop may be a
prefix. (Krishnaswany Anant hamnurt hy)

* Hosts are routers too! (David Lanparter)

* Renmoved the claimthat it’s mainly a U issue.
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