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Abstract

   This document describes a network diagnostic tool called PROBE.
   PROBE is similar to PING in that it can be used to query the status
   of a probed interface, but it differs from PING in that it does not
   require bidirectional connectivity between the probing and probed
   interfaces.  Instead, PROBE requires bidirectional connectivity
   between the probing interface and a proxy interface.  The proxy
   interface can reside on the same node as the probed interface, or it
   can reside on a node to which the probed interface is directly
   connected.  This document updates RFC 4884 and obsoletes RFC 8335.

About This Document

   This note is to be removed before publishing as an RFC.

   The latest revision of this draft can be found at
   https://fenner.github.io/probe-clarification/draft-ietf-intarea-
   rfc8335bis.html.  Status information for this document may be found
   at https://datatracker.ietf.org/doc/draft-ietf-intarea-rfc8335bis/.

   Discussion of this document takes place on the Internet Area Area
   mailing list (mailto:int-area@ietf.org), which is archived at
   https://mailarchive.ietf.org/arch/browse/int-area/.  Subscribe at
   https://www.ietf.org/mailman/listinfo/int-area/.

   Source for this draft and an issue tracker can be found at
   https://github.com/fenner/probe-clarification.
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Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at https://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on 19 October 2026.

Copyright Notice

   Copyright (c) 2026 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

   This document is subject to BCP 78 and the IETF Trust’s Legal
   Provisions Relating to IETF Documents (https://trustee.ietf.org/
   license-info) in effect on the date of publication of this document.
   Please review these documents carefully, as they describe your rights
   and restrictions with respect to this document.  Code Components
   extracted from this document must include Revised BSD License text as
   described in Section 4.e of the Trust Legal Provisions and are
   provided without warranty as described in the Revised BSD License.
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1.  Introduction

   Network operators use PING [RFC2151] to test bidirectional
   connectivity between two interfaces.  For the purposes of this
   document, these interfaces are called the probing and probed
   interfaces.  PING sends an ICMP [RFC0792] [RFC4443] Echo Request
   message from the probing interface to the probed interface.  The
   probing interface resides on a probing node while the probed
   interface resides on a probed node.

   If the probed interface receives the ICMP Echo Request message, it
   returns an ICMP Echo Reply.  When the probing interface receives the
   ICMP Echo Reply, it has verified bidirectional connectivity between
   the probing and probed interfaces.  Specifically, it has verified
   that:

   *  The probing node can reach the probed interface.

   *  The probed interface is active.

   *  The probed node can reach the probing interface.

   *  The probing interface is active.
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   This document describes a network diagnostic tool called PROBE.
   PROBE is similar to PING in that it can be used to query the status
   of a probed interface, but it differs from PING in that it does not
   require bidirectional connectivity between the probing and probed
   interfaces.  Instead, PROBE requires bidirectional connectivity
   between the probing interface and a proxy interface.  The proxy
   interface can reside on the same node as the probed interface, or it
   can reside on a node to which the probed interface is directly
   connected.  A list of use cases for this characteristic can be found
   in Section 5 of this document.

   Like PING, PROBE executes on a probing node.  It sends an ICMP
   Extended Echo Request message from a local interface, called the
   probing interface, to a proxy interface.  The proxy interface resides
   on a proxy node.

   The ICMP Extended Echo Request contains an ICMP Extension Structure
   and the ICMP Extension Structure contains an Interface Identification
   Object.  The Interface Identification Object identifies the probed
   interface.  The probed interface can reside on or be directly
   connected to the proxy node.

   When the proxy interface receives the ICMP Extended Echo Request, the
   proxy node executes access control procedures.  If access is granted,
   the proxy node determines the status of the probed interface and
   returns an ICMP Extended Echo Reply message.  The ICMP Extended Echo
   Reply indicates the status of the probed interface.

   If the probed interface resides on the proxy node, PROBE determines
   the status of the probed interface as it would determine its
   oper-status [RFC8343].  If oper-status is equal to ’up’ (1), PROBE
   reports that the probed interface is active.  Otherwise, PROBE
   reports that the probed interface is inactive.

   If the probed interface resides on a node that is directly connected
   to the proxy node, and the probed interface appears in the IPv4
   Address Resolution Protocol (ARP) table [RFC0826] or IPv6 Neighbor
   Cache [RFC4861], PROBE reports interface reachability.  Otherwise,
   PROBE reports that the table entry does not exist.

1.1.  Terminology

   This document uses the following terms:

   *  Probing interface: The interface that sends the ICMP Extended Echo
      Request.

   *  Probing node: The node upon which the probing interface resides.
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   *  Proxy interface: The interface to which the ICMP Extended Echo
      Request message is sent.

   *  Proxy node: The node upon which the proxy interface resides.

   *  Probed interface: The interface whose status is being queried.

   *  Probed node: The node upon which the probed interface resides.  If
      the proxy interface and the probed interface reside upon the same
      node, the proxy node is also the probed node.  Otherwise, the
      proxy node is directly connected to the probed node.

1.2.  Requirements Language

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in
   BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.

1.3.  A note on this document’s use of ICMP Extensions

   This document defines a unique use of ICMP Extensions [RFC4884].
   Normally, ICMP Extensions are defined to start at a given point and
   continue to the end of the packet.  However, when the extension
   object is an Interface Identification Object as defined in this memo,
   the extension structure (including the checksum) consists only of
   that single ICMP Extension Object.  This is done to maintain
   compatibility with the initial set of implementations of RFC8335,
   which behave this way.  The ICMP Extension Structure checksum covers
   only the Interface Identification Object.  Any data following it is
   not covered by this checksum but is covered by the ICMP header
   checksum, which protects the entire ICMP message (see Section 10 for
   further discussion).  New uses of ICMP Extensions, and in fact uses
   of Extended Echo using some object other than the Interface
   Identification Object, SHOULD NOT behave this way.  Uses other than
   defined in this memo SHOULD treat the ICMP Extension Structure as
   extending to the end of the packet as [RFC4884] defines.

2.  ICMP Extended Echo Request

   The ICMP Extended Echo Request message is defined for both ICMPv4 and
   ICMPv6.  Like any ICMP message, the ICMP Extended Echo Request
   message is encapsulated in an IP header.  The ICMPv4 version of the
   Extended Echo Request message is encapsulated in an IPv4 header,
   while the ICMPv6 version is encapsulated in an IPv6 header.

   Figure 1 depicts the ICMP Extended Echo Request message.
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       0                   1                   2                   3
       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |     Type      |     Code      |          Checksum             |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |           Identifier          |Sequence Number|   Reserved  |L|
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |   ICMP Extension Structure
      +-+-+-+-+-
      |   [Data...]

                Figure 1: ICMP Extended Echo Request Message

   IP Header fields:

   *  Source Address: The Source Address identifies the probing
      interface.  It MUST be a valid IPv4 or IPv6 unicast address.

   *  Destination Address: The Destination Address identifies the proxy
      interface.  It MUST be a unicast address.

   ICMP fields:

   *  Type: Extended Echo Request.  The value for ICMPv4 is 42.  The
      value for ICMPv6 is 160.

   *  Code: MUST be set to 0 and MUST be ignored upon receipt.

   *  Checksum: For ICMPv4, see [RFC0792].  For ICMPv6, see [RFC4443].

   *  Identifier: An Identifier to aid in matching Extended Echo Replies
      to Extended Echo Requests.  May be 0.

   *  Sequence Number: A Sequence Number to aid in matching Extended
      Echo Replies to Extended Echo Requests.  May be 0.

   *  Reserved: This field MUST be set to 0 and ignored upon receipt.

   *  L (local): The L-bit is set if the probed interface resides on the
      proxy node.  The L-bit is clear if the probed interface is
      directly connected to the proxy node.

   *  ICMP Extension Structure: The ICMP Extension Structure contains an
      Interface Identification Object that identifies the probed
      interface.  The checksum in the ICMP Extension structure covers
      the Interface Identification Object but not any (optional) data
      that follows.
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   Section 7 of [RFC4884] defines the ICMP Extension Structure.  As per
   RFC 4884, the Extension Structure contains exactly one Extension
   Header followed by one or more objects.  When applied to the ICMP
   Extended Echo Request message, the Extension Object(s) define the
   operation to perform.  In the PROBE application, the ICMP Extension
   Structure MUST contain exactly one instance of the Interface
   Identification Object (Section 2.1), and the ICMP Extension Structure
   does not cover the rest of the packet; it ends at the end of the
   single Interface Identification Object, and what follows is simply
   optional data.  The behavior when it contains a different Extension
   Object is not defined by this memo.
   [I-D.ietf-6man-icmpv6-reflection] is an example of a document which
   defines a different Extension Object and the corresponding behavior.

   If the L-bit is set, the Interface Identification Object can identify
   the probed interface by name, index, or address.  If the L-bit is
   clear, the Interface Identification Object MUST identify the probed
   interface by address.

   If the Interface Identification Object identifies the probed
   interface by address, that address can be a member of any address
   family.  For example, an ICMPv4 Extended Echo Request message can
   carry an Interface Identification Object that identifies the probed
   interface by IPv4, IPv6, or IEEE 802 address.  Likewise, an ICMPv6
   Extended Echo Request message can carry an Interface Identification
   Object that identifies the probed interface by IPv4, IPv6, or IEEE
   802 address.

   The Interface Identification Object MAY be followed by an optional
   data section, which is not interpreted but is simply present to be
   copied to the ICMP Extended Echo Reply.

   The size of the resulting packet MUST NOT exceed the outgoing
   interface MTU.

2.1.  Interface Identification Object

   The Interface Identification Object identifies the probed interface
   by name, index, or address.  Like any other ICMP Extension Object, it
   contains an Object Header and Object Payload.  The Object Header
   contains the following fields:

   *  Class-Num: Interface Identification Object.  The value is 3.

   *  C-Type: Values are (1) Identifies Interface by Name, (2)
      Identifies Interface by Index, and (3) Identifies Interface by
      Address.
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   *  Length: Length of the object, measured in octets, including the
      Object Header and Object Payload.

   If the Interface Identification Object identifies the probed
   interface by name, the Object Payload MUST be the interface name as
   defined in [RFC8343].  If the Object Payload would not otherwise
   terminate on a 32-bit boundary, it MUST be padded with ASCII NUL
   characters, adjusting the Length accordingly.

   If the Interface Identification Object identifies the probed
   interface by index, the length is equal to 8 and the payload contains
   the if-index [RFC8343].

   If the Interface Identification Object identifies the probed
   interface by address, the payload is as depicted in Figure 2.

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |            AFI                | Address Length|   Reserved    |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                Address   ....

        Figure 2: Interface Identification Object - C-Type 3 Payload

   Payload fields are defined as follows:

   *  Address Family Identifier (AFI): This 16-bit field identifies the
      type of address represented by the Address field.  All values
      found in the IANA registry of Address Family Numbers (available
      from [IANA.address-family-numbers]) are valid in this field.

   *  Address Length: Number of significant bytes contained by the
      Address field.  (The Address field contains significant bytes and
      padding bytes.)

   *  Reserved: This field MUST be set to 0 and ignored upon receipt.

   *  Address: This variable-length field represents an address
      associated with the probed interface.  If the address field would
      not otherwise terminate on a 32-bit boundary, it MUST be padded
      with zeroes.
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3.  ICMP Extended Echo Reply

   The ICMP Extended Echo Reply message is defined for both ICMPv4 and
   ICMPv6.  Like any ICMP message, the ICMP Extended Echo Reply message
   is encapsulated in an IP header.  The ICMPv4 version of the Extended
   Echo Reply message is encapsulated in an IPv4 header, while the
   ICMPv6 version is encapsulated in an IPv6 header.

   Figure 3 depicts the ICMP Extended Echo Reply message.

       0                   1                   2                   3
       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |     Type      |     Code      |          Checksum             |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |           Identifier          |Sequence Number|State|Res|A|4|6|
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |   ICMP Extension Structure
      +-+-+-+-+-
      |   [Data...]

                 Figure 3: ICMP Extended Echo Reply Message

   IP Header fields:

   *  Source Address: Copied from the Destination Address field of the
      invoking Extended Echo Request message.

   *  Destination Address: Copied from the Source Address field of the
      invoking Extended Echo Request message.

   ICMP fields:

   *  Type: Extended Echo Reply.  The value for ICMPv4 is 43.  The value
      for ICMPv6 is 161.

   *  Code: Values are (0) No Error, (1) Malformed Query, (2) No Such
      Interface, (3) No Such Table Entry, and (4) Multiple Interfaces
      Satisfy Query.

   *  Checksum: For ICMPv4, see [RFC0792].  For ICMPv6, see [RFC4443].

   *  Identifier: Copied from the Identifier field of the invoking
      Extended Echo Request packet.

   *  Sequence Number: Copied from the Sequence Number field of the
      invoking Extended Echo Request packet.
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   *  State: If Code is not equal to 0, this field MUST be set to 0 and
      ignored upon receipt.  Likewise, if the probed interface resides
      upon the proxy node, this field MUST be set to 0 and ignored upon
      receipt.  Otherwise, this field reflects the state of the ARP
      table or Neighbor Cache entry associated with the probed
      interface.  Values are (0) Reserved, (1) Incomplete, (2)
      Reachable, (3) Stale, (4) Delay, (5) Probe, and (6) Failed.

   *  Res: This field MUST be set to 0 and ignored upon receipt.

   *  A (Active): The A-bit is set if the Code is equal to 0, the probed
      interface resides on the proxy node, and the probed interface is
      active.  Otherwise, the A-bit is clear.

   *  4 (IPv4): The 4-bit is set if the A-bit is also set and IPv4 is
      running on the probed interface.  Otherwise, the 4-bit is clear.

   *  6 (IPv6): The 6-bit is set if the A-bit is also set and IPv6 is
      running on the probed interface.  Otherwise, the 6-bit is clear.

4.  ICMP Message Processing

   When a node receives an ICMP Extended Echo Request message and any of
   the following conditions apply, the node MUST silently discard the
   incoming message:

   *  The node does not recognize ICMP Extended Echo Request messages.

   *  The node has not explicitly enabled ICMP Extended Echo
      functionality.

   *  The incoming ICMP Extend Echo Request carries a Source Address
      that is not explicitly authorized for the L-bit setting of the
      incoming ICMP Extended Echo Request.

   *  The incoming ICMP Extend Echo Request carries a Source Address
      that is not explicitly authorized for the incoming ICMP Extended
      Echo Request type (i.e., by name, by if-index, or by address).

   *  The Source Address of the incoming message is not a unicast
      address.

   *  The Destination Address of the incoming message is a multicast
      address.

   Otherwise, when a node receives an ICMPv4 Extended Echo Request, it
   MUST format the IPv4 header of an ICMPv4 Extended Echo Reply as
   follows:
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   *  TTL is 255

   *  Protocol is ICMP

   *  Indicate that the packet is not source fragmented and must not be
      on-path fragmented with the following values:

      -  Don’t Fragment (DF) flag is 1

      -  More Fragments flag is 0

      -  Fragment Offset is 0

   When a node receives an ICMPv6 Extended Echo Request, it MUST format
   the IPv6 header of an ICMPv6 Extended Echo Reply as follows:

   *  Hop Limit is 255

   *  Next Header is ICMPv6

   *  Indicate that the packet is not source fragmented

      -  Do not include an IPv6 Fragmentation Header

   In either case, the responding node MUST do the following:

   *  Copy the Source Address from the Extended Echo Request message to
      the Destination Address of the Extended Echo Reply.

   *  Copy the Destination Address from the Extended Echo Request
      message to the Source Address of the Extended Echo Reply.

   *  Set the DiffServ codepoint to CS0 [RFC4594].

   *  Set the ICMP Type to Extended Echo Reply.

   *  Copy the Identifier from the Extended Echo Request message to the
      Extended Echo Reply.

   *  Copy the Sequence Number from the Extended Echo Request message to
      the Extended Echo Reply.

   *  Set the Code field as described in Section 4.1.

   *  Set the State field to 0.

   *  Clear the A-bit, the 4-bit, and the 6-bit.
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   *  If (1) the Code Field is equal to (0) No Error, (2) the L-bit is
      set, and (3) the probed interface is active, set the A-bit.  Also,
      set the 4-bit and the 6-bit as appropriate.

   *  If the Code field is equal to (0) No Error and the L-bit is clear,
      then set the State field to reflect the state of the ARP table or
      Neighbor Cache entry that represents the probed interface.

   *  Copy the ICMP Extension Structure, ICMP Extension Object, and Data
      (if any) from the Extended Echo Request message.

   *  Set the Checksum appropriately.

   *  Forward the ICMP Extended Echo Reply to its destination.  The size
      of the resulting packet MUST NOT exceed the outgoing interface
      MTU.

4.1.  Code Field Processing

   The Code field MUST be set to (1) Malformed Query if any of the
   following conditions apply:

   *  The ICMP Extended Echo Request does not include an ICMP Extension
      Structure.

   *  The ICMP Extension Structure does not include exactly one
      Interface Identification Object.

   *  The ICMP Extension Structure checksum is 0 or incorrect.

   *  The L-bit is clear and the Interface Identification Object
      identifies the probed interface by name or if-index.

   *  The query is otherwise malformed.

   The Code field MUST be set to (2) No Such Interface if the L-bit is
   set and the ICMP Extension Structure does not identify an interface
   that resides on the proxy node.

   The Code field MUST be set to (3) No Such Table Entry if the L-bit is
   clear and the address found in the Interface Identification Object
   does not appear in the IPv4 Address Resolution Protocol (ARP) table
   or the IPv6 Neighbor Cache.

   The Code field MUST be set to (4) Multiple Interfaces Satisfy Query
   if any of the following conditions apply:
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   *  The L-bit is set and the ICMP Extension Structure identifies more
      than one interface that resides in the proxy node.

   *  The L-bit is clear and the address found in the Interface
      Identification Object maps to multiple IPv4 ARP or IPv6 Neighbor
      Cache entries.

   Otherwise, the Code field MUST be set to (0) No Error.

5.  Use Cases

   In the scenarios listed below, network operators can use PROBE to
   determine the status of a probed interface but cannot use PING for
   the same purpose.  In all scenarios, assume bidirectional
   connectivity between the probing and proxy interfaces.  However,
   bidirectional connectivity between the probing and probed interfaces
   is lacking.

   *  The probed interface is unnumbered.

   *  The probing and probed interfaces are not directly connected to
      one another.  The probed interface has an IPv6 link-local address
      but does not have a more globally scoped address.

   *  The probing interface runs IPv4 only while the probed interface
      runs IPv6 only.

   *  The probing interface runs IPv6 only while the probed interface
      runs IPv4 only.

   *  For lack of a route, the probing node cannot reach the probed
      interface.

5.1.  Caveats

   A limitation of PROBE is that if probing a link-local destination
   with the L-bit clear, and the same link-local address is used by
   multiple neighbors, you may get one of three code values in response:

   *  No Such Table Entry, if none of the neighbors are currently in the
      table.

   *  No Error, if one neighbor is currently in the table, but there is
      no indication as to which neighbor.

   *  Multiple Interfaces Satisfy Query, if more than one such neighbor
      is in the table.
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   Similarly, when identifying a local interface by link-local address
   (the L-bit is set), and the same link-local address is assigned to
   multiple interfaces, you will get a response with the code Multiple
   Interfaces Satisfy Query, with no indication which interface is
   active or able to pass traffic.

6.  Updates to RFC 4884

   Section 4.6 of [RFC4884] provides a list of extensible ICMP messages
   (i.e., messages that can carry the ICMP Extension Structure).  This
   document adds the ICMP Extended Echo Request message and the ICMP
   Extended Echo Reply message to that list.

7.  Change History

7.1.  Changes from RFC 8335

   This document updates [RFC8335] to clarify the handling of extra data
   beyond the ICMP Extension Structure, that data is echoed in the
   response packet, and checksum handling in the ICMP Extension
   Structure.

   Specifically,

   *  Updated Figure 1 to reflect the presence of the ICMP Extension
      Object and additional data.

   *  Updated Section 2 to mention the ICMP Extension Structure
      checksum, and extra verbosity about how the Extension Structure
      does not cover the rest of the packet.

   *  Updated Figure 3 to reflect the presence of the ICMP Extension
      Structure and additional data.

   *  Added a step in Section 4 about copying data from the request to
      the response.

   *  Added a step in Section 4.1 about validating the ICMP Extension
      Structure checksum.

   *  Added section Appendix A.1 to suggest human-readable display of
      PROBE responses

   *  Clarified in Section 2.1 that the length of an ifName Object is
      adjusted when padding is added.
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7.2.  Changes from draft-fenner-intarea-probe-clarification-00

   *  Changed "NULL" to "NUL" when referring to the ASCII control
      character, per RFC20.

   *  Consistently refer to interface name and index using their yang
      names, not SNMP names.

   *  Added [] around the Data following the ICMP Extension Structure in
      Figure 1 and Figure 3 to indicate that it is optional.

7.3.  Changes from draft-fenner-intarea-probe-clarification-01

   *  Updated the section on ICMP Extension header format to say that
      different ICMP Extension Option headers may be present, and if
      they are, the mechanism is not as specified in this memo.

7.4.  Changes from draft-fenner-intarea-probe-clarification-02

   *  Made a stronger statement about not copying this behavior in
      Section 1.3

   *  Renamed to rfc8335bis and made WG document

7.5.  Changes from draft-int-intarea-rfc8335bis-00

   *  Changed "For the operations in this memo" to "In the PROBE
      application" to better align with draft-ietf-6man-
      icmpv6-reflection

7.6.  Changes from draft-int-intarea-rfc8335bis-01

   *  None

7.7.  Changes from draft-int-intarea-rfc8335bis-02

   *  Added reference to draft-ietf-6man-icmpv6-reflection

   *  Updated some "RFC NNN" references to bibliography references

   *  Add MUST NOT exceed MTU.

   *  Added details of IPv4/IPv6 headers and avoidance of fragmentation
      to Section 4

   *  Added IP address and interface index considerations to Section 10
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   *  Add new Section 9 (Manageability Considerations) immediately
      before Section 10, per RFC 5706 Section 4.3 guidance.

   *  Add to Section 10 details of Amplification risk, Covert channel
      potential, On-path attacker modification, ICMP header checksum
      scope.

   *  Broaden VPN isolation language to cover network instances and
      logical network elements.

   *  Clarify the wording of Section 1.3, including further wording
      about the checksum coverage.

7.8.  Changes from draft-int-intarea-rfc8335bis-03

   *  Manageability Considerations:

      -  Don’t duplicate the configuration items from the security
         considerations section

      -  Clarify that response is the same size as the request, so there
         is no amplification vector.

8.  IANA Considerations

   IANA is requested to update the references for the below actions from
   [RFC8335] to refer to this document.

   IANA has performed the following actions:

   *  Added the following to the "ICMP Type Numbers" registry:

         42 Extended Echo Request

      Added the following to the "Type 42 - Extended Echo Request"
      subregistry:

         (0) No Error

   *  Added the following to the "ICMPv6 ’type’ Numbers" registry:

         160 Extended Echo Request

         As ICMPv6 distinguishes between informational and error
         messages, and this is an informational message, the value has
         been assigned from the range 128-255.
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      Added the following to the "Type 160 - Extended Echo Request"
      subregistry:

         (0) No Error

   *  Added the following to the "ICMP Type Numbers" registry:

         43 Extended Echo Reply

      Added the following to the "Type 43 - Extended Echo Reply"
      subregistry:

         (0) No Error
         (1) Malformed Query
         (2) No Such Interface
         (3) No Such Table Entry
         (4) Multiple Interfaces Satisfy Query

   *  Added the following to the "ICMPv6 ’type’ Numbers" registry:

         161 Extended Echo Reply

         As ICMPv6 distinguishes between informational and error
         messages, and this is an informational message, the value has
         been assigned from the range 128-255.

      Added the following to the "Type 161 - Extended Echo Reply"
      subregistry:

         (0) No Error
         (1) Malformed Query
         (2) No Such Interface
         (3) No Such Table Entry
         (4) Multiple Interfaces Satisfy Query

   *  Added the following to the "ICMP Extension Object Classes and
      Class Sub-types" registry:

         (3) Interface Identification Object

      Added the following C-types to the "Sub-types - Class 3 -
      Interface Identification Object" subregistry:

         (0) Reserved
         (1) Identifies Interface by Name
         (2) Identifies Interface by Index
         (3) Identifies Interface by Address
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      C-Type values are assigned on a First Come First Serve (FCFS)
      basis with a range of 0-255.

   All codes mentioned above are assigned on an FCFS basis with a range
   of 0-255.

9.  Manageability Considerations

   This section discusses manageability aspects of PROBE.  PROBE is an
   on-demand diagnostic tool analogous to PING.  It does not run
   autonomously, does not maintain persistent protocol state, and does
   not require a formal information model or data-model definition.  The
   subsections below address the aspects of [RFC5706] that are
   applicable to PROBE.

9.1.  Control of Function and Policy

   Security configuration for implementations of the ICMP Extended Echo
   functionality support are specified in Section 10.

   These parameters are local to each node and take effect immediately;
   no protocol restart or network-wide coordination is required.  An
   operator must explicitly enable the feature and configure authorized
   source prefixes before a node will respond to any Extended Echo
   Request.

   No MIB module or YANG data model is defined for these parameters.  A
   YANG model may be defined in a separate document in the future.

9.2.  Monitoring and Verifying Operation

   Correct operation of PROBE can be verified by sending an ICMP
   Extended Echo Request to a proxy node and examining the Code field of
   the ICMP Extended Echo Reply (Section 4.1).  A Code of 0 (No Error)
   with the expected interface status confirms correct operation.  Non-
   zero Code values indicate specific error conditions enumerated in
   Section 4.1.

   The PROBE application described in Appendix A sends iterative queries
   and reports per-query results including round-trip time.  This round-
   trip time reflects the path latency between the probing node and the
   proxy node, not a property of the probed interface itself.

   Implementations MAY log received Extended Echo Requests at a debug
   level and MAY maintain counters of received, accepted, and discarded
   Extended Echo Requests as part of their general ICMP statistics, to
   assist operators in troubleshooting access-control configuration and
   detecting unexpected traffic.
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9.3.  Deployment and Backward Compatibility

   PROBE is deployed on individual nodes and invoked on demand by
   operators or network management applications.  It does not require
   network-wide signaling, discovery, or coordination.  Operators
   deploying PROBE SHOULD:

   *  Enable Extended Echo functionality only on nodes that require
      diagnostic access.

   *  Restrict permitted source prefixes to authorized management
      networks.

   *  Apply rate-limiting to Extended Echo Requests consistent with
      existing ICMP rate-limiting policies.

   This document obsoletes [RFC8335].  All known implementations of
   [RFC8335] are compatible with this document.  The differences between
   this document and [RFC8335] are clarifications of the packet format
   and processing rules and not changes to on-the-wire behavior.  Nodes
   implementing this document interoperate with nodes implementing
   [RFC8335] without any transition mechanism or behavioral migration.

9.4.  Impact on Network Operation

   Each PROBE invocation generates one ICMP Extended Echo Request and
   one ICMP Extended Echo Reply.  Each query is independent; there is no
   persistent session or periodic message exchange.  The processing cost
   on the proxy node is comparable to that of a standard ICMP Echo
   Request.

   Frequent automated use of PROBE (e.g., by a management application
   polling many interfaces) could increase ICMP traffic on the network.
   Operators SHOULD apply rate-limiting at the responder (Section 10)
   consistent with their existing ICMP rate-limiting policies to bound
   this load.

10.  Security Considerations

   The following are legitimate uses of PROBE:

   *  to determine the operational status of an interface.

   *  to determine which protocols (e.g., IPv4 or IPv6) are active on an
      interface.
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   However, malicious parties can use PROBE to obtain additional
   information.  For example, a malicious party can use PROBE to
   discover interface names.  Having discovered an interface name, the
   malicious party may be able to infer additional information.
   Additional information may include:

   *  interface bandwidth

   *  the type of device that supports the interface (e.g., vendor
      identity)

   *  the operating system version that the above-mentioned device
      executes

   Addresses and interface index values can also give away information
   that might not want to be shared.  For example, a malicious party can
   use PROBE to determine that a given IP address is assigned to any
   interface on the probed node, or if interface index values are
   assigned densely, it can determine how many interfaces exist on the
   probed node.

   Understanding these risks, network operators establish policies that
   restrict access to ICMP Extended Echo functionality.  In order to
   enforce these policies, nodes that support ICMP Extended Echo
   functionality MUST support the following configuration options:

   *  Enable/disable ICMP Extended Echo functionality.  By default, ICMP
      Extend Echo functionality is disabled.

   *  Define enabled L-bit settings.  By default, the option to set the
      L-bit is enabled and the option to clear the L-bit is disabled.

   *  Define enabled query types (i.e., by name, by index, or by
      address); by default, all query types are disabled.

   *  For each enabled query type, define the prefixes from which ICMP
      Extended Echo Request messages are permitted.

   *  For each interface, determine whether ICMP Echo Request messages
      are accepted.

   When a node receives an ICMP Extended Echo Request message that it is
   not configured to support, it MUST silently discard the message.  See
   Section 4 for details.

   PROBE must not leak information across network instance boundaries.
   Therefore, when a node receives an ICMP Extended Echo Request and the
   proxy interface and the probed interface are in different Virtual
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   Private Networks (VPNs), network instances [RFC8529], or logical
   network elements [RFC8530], the node MUST return an ICMP Extended
   Echo Reply with error code equal to (2) No Such Interface.

   In order to protect local resources, implementations SHOULD rate-
   limit incoming ICMP Extended Echo Request messages.

   PROBE does not present an amplification risk.  The ICMP Extended Echo
   Reply is the same size as the corresponding ICMP Extended Echo
   Request; therefore, PROBE is not a useful amplification vector.

   As with any ICMP message that carries an opaque data payload, the
   optional data field could theoretically be used as a covert channel.
   The rate-limiting recommended above bounds the throughput of any such
   channel.

   An on-path attacker can modify ICMP Extended Echo Request or Reply
   messages to return incorrect interface status information.  This risk
   is shared with all ICMP messages and is not unique to PROBE.  When
   integrity protection of PROBE messages is required, IPsec [RFC4301]
   SHOULD be used.

   The ICMP header checksum provides integrity protection for the entire
   ICMP message, including any data following the ICMP Extension
   Structure.  However, this is a non-cryptographic checksum intended
   for error detection, not protection against intentional modification.
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Appendix A.  The PROBE Application

   The PROBE application accepts input parameters, sets a counter, and
   enters a loop to be exited when the counter is equal to 0.  On each
   iteration of the loop, PROBE emits an ICMP Extended Echo Request,
   decrements the counter, sets a timer, and waits.  The ICMP Extended
   Echo Request includes an Identifier and a Sequence Number.

   If an ICMP Extended Echo Reply carrying the same Identifier and
   Sequence Number arrives, PROBE relays information returned by that
   message to its user.  However, on each iteration of the loop, PROBE
   waits for the timer to expire regardless of whether an Extended Echo
   Reply message arrives.

   PROBE accepts the following parameters:

   *  Count

   *  Wait

   *  Probing Interface Address

   *  Hop Count
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   *  Proxy Interface Address

   *  Local

   *  Probed Interface Identifier

   Count is a positive integer whose default value is 3.  Count
   determines the number of times that PROBE iterates through the above-
   mentioned loop.

   Wait is a positive integer whose minimum and default values are 1.
   Wait determines the duration of the above-mentioned timer, measured
   in seconds.

   Probing Interface Address specifies the Source Address of the ICMP
   Extended Echo Request.  The Probing Interface Address MUST be a
   unicast address and MUST identify an interface that resides on the
   probing node.

   The Proxy Interface Address identifies the interface to which the
   ICMP Extended Echo Request message is sent.  It must be an IPv4 or
   IPv6 unicast address.  If it is an IPv4 address, PROBE emits an
   ICMPv4 message.  If it is an IPv6 address, PROBE emits an ICMPv6
   message.

   Local is a boolean value.  It is TRUE if the proxy and probed
   interfaces both reside on the same node.  Otherwise, it is FALSE.

   The Probed Interface Identifier identifies the probed interface.  It
   is one of the following:

   *  an interface name;

   *  an address from any address family (e.g., IPv4, IPv6, IEEE 802,
      48-bit MAC, or 64-bit MAC); or

   *  an if-index.

   If the Probed Interface Identifier is an address, it does not need to
   be of the same address family as the proxy interface address.  For
   example, PROBE accepts an IPv4 Proxy Interface Address and an IPv6
   Probed Interface Identifier.
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A.1.  Information Display

   For the PING application, the primary available piece of information
   is the fact that we received an ICMP Echo Reply.  Therefore, the
   appropriate information to display is all of the available
   information about the received reply, e.g., size, ttl, etc.  However,
   with PROBE, the primary piece of information is the reported status
   of the probed interface: the code, status, A, 4, and 6 fields.  It’s
   appropriate to convert the combination of the returned values into a
   "human-readable" response.

   For example, an application may perform these steps:

   *  If the code field is non-zero, print the code value as described
      in Section 3.

   *  If the code field is zero, then if the L field sent is zero, print
      the state value as described in Section 3.

   *  Otherwise, the L field sent is 1; print the state represented by
      the A, 4, and 6 bits.  Sample textual translations for these bits
      are shown in Table 1.

      +===+===+===+================================================+
      | A | 4 | 6 | Text                                           |
      +===+===+===+================================================+
      | 0 | 0 | 0 | Interface inactive                             |
      +---+---+---+------------------------------------------------+
      | 1 | 0 | 0 | Interface active, with no ipv4 or ipv6 running |
      +---+---+---+------------------------------------------------+
      | 1 | 0 | 1 | Interface active, with ipv6 running            |
      +---+---+---+------------------------------------------------+
      | 1 | 1 | 0 | Interface active, with ipv4 running            |
      +---+---+---+------------------------------------------------+
      | 1 | 1 | 1 | Interface active, with ipv4 and ipv6 running   |
      +---+---+---+------------------------------------------------+

              Table 1: Sample translations for bit settings
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